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CBedenuis 06 abmope, paspabomabuium 0aHHbLIL KYpC
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OcHobo. ungopmayuonnas besonacrocms

Llenu v 3agauv AUCLUMUMNINHDI

Conepxanne avcrmiuinHbl «OCHOBBI MHQOPMAIMOHHON 0Oe30-
IMacHOCTM» IS CrielaibHocTen «[IpukitagHas nadopMaTiKa B 9KOHO-
MuKe», «MaTemaTudeckoe obecrieueHme ¥ agMUHUCTPUPOBAHVE WH-
dopMaIMOHHBIX CHCTEM» OPMEHTUPOBAaHO Ha IIOJTydeHWe CTyHdeHTaMN
3HAHW 110 CYIIEeCTBYIOIIMM yrpo3aM Oe3oracHOCTM MHAOpMaImm, II0x-
Oopy M mpUMeHEeHMIO COBPeMeHHBIX MeTOHOB ¥ CIIOCOOOB 3aIlWTHI MH-
dopmarimm.

Leau npenodaBanus oucyuniumbvi:

OcHOBHOW 1IeIBI0 Kypca SIBJISeTCs O3HAKOMJIEHWe CTYOEHTOB C
TEeHAEHLIMEV Pa3BUTS V[anopMauVIOHHOVI Ge3oracHOCTH, ¢ MOIEISIMU
BO3MOXXHBIX YI'PO3, TEPMMHOJIOTMEN VI OCHOBHBIMM IIOHSTVISMM TEOPUN
Ge3onacHOCTM MH@OPMAIINY, a TaK XXe C HOPMaTVBHBIMI JOKYMeHTaMN
Poccym, o gaHHOMY BOIIPOCY ¥ IpaBWIIaMV IIOJIyUeHNsI COOTBETCTBYIO-
VX CePTUMUKATOB U JINIIEH3WIA.

Cepepa npogheccuonarvroeo ucnosb3obanusi:

Vzydenne aycoyiuivHbl GOpMUpPYeT 3HaHMS 1 HaBBIKM, HeoOXo-
AVIMBle CITeIMajICcTaM II0 3amiuTe MH(POPMaIUM ¥ aJMUHVICTpaTOpaM
JIOKQJIbHBIX CETEVL.

Haa usyuenua oannot oucyunaunsl cinyoenm 00axeH

- 3HAMb: OCHOBBI TEOPUN BEPOSITHOCTEN ¥ MaTeMaTU9eCKOV CTaTV-
CTVIKV, 0OCOOEHHOCTVI TIOCTPOEHVISI JIOKIBHBIX U TII00a/TEHBIX CeTevl, a TaK
JKe IMporpaMMIpOBaHue.



AKTYyanbHOCTb MH(DOPMALIMOHHOMN
6e30nacHOCTH, MOHATUA U onpeaeneHus

N3yumB TeMy 1, CTYyAEHT AO/KEH:

3HAaThb:

®  CTaTUCTUIKY HPOsBJIEHNS KOMIBIOTEPHBIX ITPeCTyIUIeHWU
VI HAHOCVIMBIVI IMM yIIIep0o;

e  KIaccM@UKalMIO T10JIb30BaTeslell U 3JI0yMBIIIJIEHHMKOB
B ceTu VIHTepHeT;

*  IIPUUMHBL YA3BUMOCTY ceTu VIHTepHeT;

¢  OCHOBHBIE IIOHSTHMA U OIpeslesIeHNs, UCTIOIb3yeMble IpY
VI3y4eHnV MHAOPMAaIIOHHOVI 0e30I1acHOCTI.

¢  CTaTUCTUIKY HPOsIBJIeHNs KOMIIBIOTEPHBIX ITPeCTyIUIeHUN
VI HAHOCVIMBIVI VIMY yIepo.

yMeTb:
e OOBSICHUTHL HEOOXOOWMMOCTb W3y4UeHMs WMHEOPMaIVOH-
HOVI 5e30ITaCHOCTYA.

AKLUE€HTUMPOBATb BHUMAHMNE Ha MOHATUAX:

e OesomacHoCTh MHMOpMaIY, yrposa OesomacHocT MHQOP-
Maryyl, HeCaHKIMOHVIPOBaHHBII AOCTYII, HapyIIWUTelb, 3710-
YMBIIUIEHHVIK, 3alliTa MHpOopMaIiy, I1eJI0OCTHOCTE MH(OopMa-
VY, ayTeHTUVKAIVE, BepudVKaliys, MIeHTU VKA.

Codepoxanuie memvl (Oudakxmuueckue eOUHUYbL U UX XAPAKINEPUCTIUKA):

VHbopMaIs - 3To IOporovi ToBap, KOTOPBIV Bceraa OyaeT IojIb-
30BaThkCs OompIIMM cripocoM. [To3ToMy IpecTyIHMKY pasINYHBIMY CIIO-
cobamm ITBITArOTCA 3aBjIazleTh MHMOpMaIen s ee IIPOIaX, M3MeHe-
HVSL B CBOIO IIOJIB3Y WWIV YHUYTOXeHVs. JpyTue crienyavicTbl B OCHOB-
HOM pajiyi caMOYTBepXKIeHVs pa3pabaThIBaioT ¥ BHELAPSIOT pas/IMiHbIe
BPEIOHOCHBIE IIPOIPaMMBI — «KOMIIBIOTEPHBIE BUPYCBl», KOTOpble Ha-
IpaBJIeHbl Ha YHWYTOXeHUe IlefIbIX 0a3 IaHHBIX, M3MeHeHVe paboThl
KOMIIBIOTEPHBIX CHCTeM, IIOXMUIEHM 1 MoayudrKanym nHopMalim m
HpOrpaMM.



OcHobo. ungopmayuonnas besonacrocms

Ileau u 3ad0auu usyuenus memeor: IloydeHvie CTaTUCTIIYECKIX 3HA-
HUM 00 aTaKaX, KOTOPBIM ITOBEPraroTCsl KOMITHIOTEPHBIe CHCTeMBI U T10-
Tepsix OaHKOB. VI3yueHVe OCHOBHBIX IIOHSTUIL U OIIpeleJIeHN, VICIIOIIb-
3yeMBbIX [P M3y YeHUV OVCHVIUIVHEL

ITopsadox usyuenus memot
Pacnpedesenue 6r00xema Bpemenu no meme:
— KOJIMYeCTBO 4YacoB, OTBEAEHHBIX Ha INPaKTWYeCKue 3aHATWS, W3
HVIX B KOMIIBIOTEpHOVI ayauTopum — 4/4;
—  KOJIMYECTBO 4acoB, OTBE[IeHHBIX Ha CaMOCTOSITeIIbHYIO paboty, - 16.

Buovt camocmosmenvHoi pabomut cimydennioB:
—  vBydeHe yuebHoro rocobst «VHdbopMarorHas 6e301acHOCTE»;
— IIOATOTOBKA K y4acTuio B popyMe 1o TeMe «KoMIbIoTepHEIe IIpe-
CTYIUIEHWS»;
—  VI3ydYeHmUe JIOTIOJTHUTEITLHOVI JINTepaTy phl;
—  BBIIIOJIHEHVIE TECTOBBIX 3aJaHII II0 TeMe.

Memoouueckue ykazanus no usyuenuto Bonpocob memwt
Ipu usynenuu yuebnovix Bonpocob:
e uByunTh TeMy 1 10 ydeOGHoMy mocobuio «VIHdopmaroHHas
0e3011acHOCTD»;
®  VI3yYNTb JIONIOJIHUTEIIbHbBIE MaTepUaJIbl;
®  IIPUHATH yYacTie B opyMe 110 TeMe «KOMITbIOTepHEIe ITPeCcTyTUIeHVIS;

Bonpocut memut

1.1. AKTyapHOCTh MH(OPMAIIVIOHHOVI 6e30I1acHOCTL.

1.2. HarmnonasneHble MHTepeckl PO B mHMOpMaIiMoHHOM cdepe 1
vx obecrieueHme.

1.3. Kitaccndpmkarins KOMITBIOTEpPHBIX IIPECTYIUIEHTL.

1.4. Crioco6sI coBepITeHMs KOMITBIOTEPHBIX ITPECTYIUIeHML.

1.5. Torm30BaTerm 11 3710y MBIIUIeHHVKA B VIHTepHeTe.

1.6. ITpuauHe! ya3BuMocTy ceTut VIHTepHeT.

1.1. AKTyanbHOCTb MH(pOPMaLMOHHOM 6€30MacHOCTH

ITpoGsiema 3amyuTel MHPOPMAIMIM OT IOCTOPOHHEro HOCTyIa U
He)XeslaTeJIbHBIX BO3EVICTBNMII Ha Hee BO3HMKIIA [IAaBHO, C TOV IIOPHI,
KOI7Zla 9eJIOBEKY IT0 KaKMM-JIMOO IIpUYMHaM He XOTeJIOCh IeINThCS €0 Hi
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AKmyasvsHOCHb UHPOPMALUOHHOT De30nACHOCTIU, NOHAUA U OnpedeseHUs

C KEM WIN He ¢ KaXIbIM desioBeKoM. C pa3BUTHMEM UeJIOBEYeCKOro obIile-
CTBa, IOSABJIEHMEM YacTHOV COOCTBEHHOCTV, TOCYIapCTBEHHOIO CTPOS,
Gopp0OTI 3a BJIACTD U Ja/IPHEVIINM paclIVipeHreM MacIITaboB dejiopede-
CKOWI IeATeJIbHOCTM MH@opMarms Ipuobperaer neHy. LlenHown craHO-
BUTCS Ta MHQOpMaIns, objafaHne KOTOPOU II03BOJIUT ee CyIIeCTBYIO-
IeMy ¥ HOTeHIMaJIbHOMY BJIafesibllaM IIOJIy4YUTh KaKOW-TMOO BBIWT-
PBIIL MaTepUaIbHBIV, TIOJTATUYIECKITIT, BOGHHBIV U T. II.

Eme 25-30 sret Hasaz 3amava 3aImThl MHGOPMAIIMM MOIJIa OBITH
3 PeKTMBHO pelreHa ¢ ITIOMOIIBI0 OPTaHM3AIVIOHHBIX Mep ¥ OTHEeIbHBIX
pOTrpaMMHO-AIIIaPAaTHBIX CPEACTB pasrpaHNYeHNs JOCTyIa U Mmdpo-
BaHMS. [losiBIIeHMe mepcoHaTbHBIX DBM, JIOKaIBHBIX ¥ T7T00ATBHBIX Ce-
Tevl, CITyTHMKOBBIX KaHAJIOB CB:I3M, 3(P(PEeKTMBHON TeXHITIECKO pa3Bel-
KV ¥ KOHPVIEHIMaIBHO MHMOPpMALIMH CYIIeCTBEHHO 000CTpWIIO Ipo-
OrreMy 3arMTEI MHMOPMALIVIL.

ITpobnema HameXXHOTO OOecIIeueHNsI COXPAHHOCTM MHMOpMAaImm
SIBJISI€TCST OIHOVI M3 BaXKHEVIIIVIX IIpo0iieM COBpeMeHHOCTL.

OcobeHHOCTSIMI  COBpeMEHHBIX MH(POPMAIIVIOHHBIX TEeXHOJIOTMI
SIBJISTEOTCSI:

e yBe/MUeHNe YMC/Ia aBTOMATW3VPOBAaHHBIX IIPOIECCOB B CHUCTEMaXx
00pabOTKV TaHHBIX U BAXKHOCTH IIPVHVIMAEMbIX Ha VX OCHOBE PeIIeHTT;

e TeppuUTOpMalbHAg Pa3HECEHHOCTbh KOMIIOHEHTOB KOMIIBIOTEPHO
CUICTEMBI 1 TIepeiada MHQOPMAIM MEXTY STVIMV KOMIIOHEHTaMI;

e VYCUIOXHEHVEe IIpOrpaMMHBIX ¥ allllapaTHBIX CPeICTB KOMIIBIOTEP-
HBIX CUCTEM;

e HaKOIUIEHMeE VI JJINTeJIbHOe XpaHeHVe OOJIBIIX MacCUBOB JaHHBIX
Ha 2JIeKTPOHHBIX HOCUTEIISIX;

e VIHTerpamysi B eqVHYI0 0a3y AaHHBIX MHMOpMAaIIMI pas/IMIHO Ha-
IIPaBJIeHHOCTL;

e HENOCPeNCTBEHHBIN AOCTYIl K pecypcaM KOMITBIOTEPHOV CUCTEMBI
OOJIBIIIOrO KOJIMYecTBa I10JIb30BaTesIeVl Pas/IMYHOV KaTeropuu 1 C pas-
JIMYHBIMY IIPaBaMy JOCTYIIA B CYICTEME;

® POCT CTOMMOCTH PECYPCOB KOMIIBIOTEPHBIX CHCTEM.

Poct kosdecTBa M KadecTsa yrpos OesomacHocTr MHPOpMAIUN B
KOMITBIOTEPHBIX CHCTeMaxX He BCeTsia BelleT K afieKBaTHOMY OTBETy Ha
co3faHVe HaIe)XHOVI CVICTeMBI VI 0e30ITacHBIX MHAOPMaLVIOHHBIX TEXHO-
joruvi. B GoJIBIIIHCTBE KOMMEPUYECKMX W TOCYIapCTBEHHBIX OpraHm3a-
IIMV1, He TOBOPSI O ITPOCTBIX ITOJTB30BATeNIsAX, B KadecTBe CPesICTB 3allliAThI
VICIIOJIB3YIOTCA TOJIBKO aHTUBUPYCHBIE ITPOIrpaMMbl M pasrpaHMNYeHe
ITpaB JIOCTYTIa TI0JTb30BaTeIel Ha OCHOBE ITapOoJIerl.



OcHobo. ungopmayuonnas besonacrocms

HesiTesIbHOCTD JIIO0OTI OpraHM3aUMyl B Hallle BpeMs CBs3aHa C IIO-
JydeHMeM U Hepenadent MHpopManym. VHbopmarys B HacTosIIlee Bpe-
Ms SBJISIETCS CTpaTerndecKy BaXHBIM ToBapoM. [loTeps mrdopmalimon-
HBIX PecypcoB WiV 3aBjlafleHie CeKpeTHOV MH(OopMalyer KOHKYpeHTa-
MM, KaK IIpaBuiIo, HAHOCUT IIPeOIIPUSATUIO 3HAUYUTeIbHEIV yIIepO 11 maxe
MOXeT PVBeCTU K OaHKPOTCTBY.

3a nocnegame 20 jieT MHMOPMAIVIOHHbBIe TEXHOJIOIVV HPOHMKIIN
BO Bce cdephl yrpapsieHus 1 BegeHus OmsHeca. Cam xe OusHec U3 pe-
aJIbHOT'O MIpa JIaBHO IIePeXOIUT B MUP BUPTYaJIbHEIV, a II03TOMY BeCchbMa
3aBVICVM OT BUPYCHBIX, XaKepCKMX ¥ IPOUNX aTak.

IlepBBle IpecTyIUIEHMS C VICIIOJIb30BaHVEM KOMIIBIOTEPHOV TeX-
HUKM nogBwmmchk B Poccum B 1991 1., Korma Obutm moxuiieHsl 125,5 Tric.
norvtapos CIIA Bo Bremskonomb6arke CCCP. B 2003 . B Poccumt 66110
B030y>xxeHo 1602 yromosHbIX feia 1o cr.272 YK PO («HempasomepHsii
IDOCTYII K KOMIIBIOTepHOV MH@OopMariim») 1 165 («[Ipranmaenne nMyte-
CTBEHHOTO yIepba ITyTeM oOMaHa ¥ 3/I0yIIOTpeOsIeH IS TOBEPUEM»).

ITo mamubmM VMHcTnTyTa KommbioTepHOWV bBesomacrocTy, ol
y1iepd, KOTOPBIVI HaHeC/IVI KOMIIBIOTEpPHBIE BUPYCHI 3a IIOC/IeqHe 5 JIeT,
oleHMBaeTcsd KaK MMHUMYM B 54 mpn nmowl Ilo maHHBIM KypHasia
«Security Magazine», cpemHmMII pasMep yiepba OT «pU3IIIecKoro» or-
pabiiennst Ganka cocrasiister 2500 JOJUL., a OT KOMIIBIOTEPHOTO MOIIIEH-
HmuectBa — 500 TbIC JOIUI.

B mocienmee BpeMsl KOIMYECTBO KOMIIBIOTEPHBIX ITPeCTyIUIEHWN
HEYKJIOHHO yBeJIN4MBaeTCsl, BO3pacTaeT VX yIeIbHBIN BeC IO pasMepaM
MTOXMIIIAeMBIX CYMM W JPYIVIM BujaM yiiepba B oOIren jojie MaTepu-
aJIBHBIX ITOTEPh OT OOBIYHBIX BUAOB IIpecTyIvleHnit. O OMHaMMKe ¥ Mac-
mTabax 3TMX MPeCTyIHBIX OCATaTeIbCTB HAIJISHO CBULNETEIILCTBYIOT
CJledyrolie JaHHblEe, IIOIyUeHHbIe IIyTeM aHaI3a ¥ 00OOIIe s cTaTH-
cTydecKon HQopMaluy, HoIydeHHo u3 [J1aBHOTO MHMOPMaOHHO-
ro nenTpa MBJI Poccy:

¢ 3a noctenHue 10 j1eT Mx KoJIM4ecTBO BO3pocio B 22,3 pasa U Ipo-
HOJDKaeT yBeJIMuMBaThCs, B cpefHeM B 3,5 pasa eXXeroyHo;

® eXerofHbIN pa3Mep MaTepraIbHOIO yiepba OT paccMaTpyBaeMbIX
IPeCTYIIHBIX ITOCSATaTe/IbCTB cocTaBiIgeT 613,7 MiH pyo.;

e CpenHWM yIIepOd, IpWYMHSIEMBIV IIOTepIIeBIeMy OT 1 KOMIIbIOTEp-
HOTO IIpecTyIUIeHs, paBeH 1,7 MiH pyO0.;

e C ompere/IeHHOV AojIell ycIexa paccieflyeTcss JIMIIb OKoio 49%
PeCTyIUIEHWMV;

e OOBMHWTENTbHBIE IPUTOBOPHI BBIHOCATCS JIUIIb B 25,5% ciTydaeB oT
o0r1iero uncsia BO30y KI€HHBIX YTOJIOBHBIX JI€JT;
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e CpemHWI IIOKa3aTelIb KOJIMYECTBA YTOJIOBHBIX €I, II0 KOTOPBIM
IIPOM3BOACTBO IIPVIOCTAHOBJIEHO, cocTaBisteT 43,5% 1 SIpKO OTpakaeT
HW3KYIO CTelleHb IpodpeccroHaM3Ma COTPYIHMKOB IPaBOOXPaHITENIb-
HBIX OPTaHOB B JIEATEIIBHOCTY II0 PACKPBITUIO, PACCIIEOBAHMIO VI IIPETy-
Hpe)K,ILEHVHO yKa3aHHBIX HpeCTyHHBIX I10CATaTEe/ IbCTB.

C 1999 r. nosBMITaCk elle oHA IIpodeMa MHPOPMAIIMOHHO 0e30-
IMacHOCTM - CIlaM. DTO aHOHMMHasl MaccoBasi HelpollleHasl pacchUIKa.
Cerrgac oxos1o 30% Bcex 37IeKTPOHHBIX IVICEM SBJIIOTCS crtamoM. Hasop-
HeHMe CIlaMa IIPVBOONUT K eXXerogHBIM yObITKaM, OlleHeHHbIM 1o 20 MiIpr
nosu1. CriaM B Hpefieriax OHOV KOMITaHMY IIPUBOAMT K yObITKaM ot 600 10
1000 morU1apoB eXXerogHo, M3 pacdeTa Ha OIHOTO I10JIb30BaTelIs.

Taxke IMIMPOKO PpaclpocTpaHseTcs cedac IIPOMBIIUIEHHBI
IIINVOHAX - YCTPOVICTBO CTOMMOCTBIO Beero 10$, B ciiydae ero ymauHoro
pa3MerrieHns MOXeT ITpuBecTV pUpMy K OaHKPOTCTBY.

B mame Bpems 3JIOYMBIIUIEHHVKM MOTYT IIOJIyYWUTh JOCTYII He
TOJIBKO K OTKPBITOV MHOpMAINM, HO U K MHMOpMAaIIUY, comepKariert
rocyJapCcTBeHHYI0 M KomMepueckyo TanHy (B 2003 r. ®Cb mpeceueno
6os1ee 900 TIOIIBITOK IIPOHMKHOBEHVISI B MHMOPMaIIVIOHHBIE PeCYpPCHL Op-
raHOB ToCyJlapCTBeHHOM Bi1acTi Poccrm).

1.2. HauynoHanbHble MHTepecbl Poccuiickon denepauun
B MH(opMauMOHHOI cchepe n nx obecneueHme

CoBpeMeHHBIVT 3Tall pasBUTVL OOIeCTBa XapaKTepU3yeTcs BO3pac-
TaroIey posbo MHpopMaryoHHoN cdeprl. VIHdopMarmonHas cdepa ak-
TUBHO BJIVSIET Ha COCTOSAHME TIOJIUTUYECKOV, SKOHOMIMYECKOV, O6OPOHHOT71 128
IOpyTMX cocTaBismonmx OesomacHoct Poccriickont Deneparnmt. Harpio-
HayTbHas1 OesoracHocTh Poccumickonn Pefepat CyIriecTBeHHBIM 00pasoM
3aBVICUT OT oDectieueHvIs MTHAOPMAaIIOHHOV Oe3011aCHOCTA

IMonm ungpopmayuonnoin besonacuocmoto Poccurickont demeparym
ITOHVMMAETCS COCTOSIHME 3AllVIIIEHHOCTY ee HAI[MIOHAIBHBIX VHTEPECOB B
vH@OpPManoHHON cdepe, OIPeHeIISIOIINXCS COBOKYITHOCTBIO cOalaH-
CVIPOBAHHBIX MHTEPECOB JIMIHOCT, O0IlecTBa 1 rocyAapcTBa.

MaTepecs! mMUHOCTM B MHAOPMaLVIOHHOV cdepe 3aKII0YaioTCs B
pearm3anyy KOHCTUTYIIMOHHBIX IIpaB derloBeKa M IpakgaHMHA Ha OC-
Tyno K MHQOpMaluy, Ha VCIIONIb30BaHMe MH(pOpMaOuM B WMHTepecax
OCYIIIeCTBJIEHNS He 3aIIpellleHHOV 3aKOHOM HesSTeNTbHOCTY, (PU3NIecKo-
TO, AYXOBHOI'O VI VIHTEJ/UIEKTYaJIbHOTO PasBUTWS, a TakkKe B 3alliATe VH-
dopmariim, obecrrednBaroIIeVt INMYHYIO O€30I1aCHOCTb.
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MHTepecel rocymapcrBa B MHPOPMAIIMOHHON cdepe 3aKiIoda-
I0TCS B CO3MaHUM yCIIOBUI IIJIS1 TAPMOHWYHOTO Pa3BUTMS POCCUTICKON
MHPOPMAIIMOHHO MHPPACTPYKTYPhI, IJI peaiu3aiy KOHCTUTYIIN-
OHHBIX IIpaB ¥ CBOOOI YeJIoBeKa M Ipak/JaHVHA B 00JI1aCTH IOy YeHMs
vHGOPMAaIINI ¥ II0JIB30BaHMA €0 B IIeIgX obecliedeHMs He3bIOIEMO-
CTV KOHCTUTYIIMOHHOIO CTPOs, CyBepeHUTeTa ¥ TeppPUTOPUaIBHON
nestoctHocT Poccnn, moymTiaeckori, 5KOHOMMUYECKOV M COLMAIIBHO
cTabmIbHOCTHY, B 0e3yCIIOBHOM ObecriedeHnN 3aKOHHOCTU M IIPaBOIIO-
psliKa, pa3sBUTUWM PaBHOIIPABHOIO M B3aMMOBBITOJHOIO MeXIyHapom-
HOT'O COTPYZAHMUYECTBA.

Ha ocHoBe HarmoHapHBIX MHTepecoB Poccurickont Pepeparim B
vH@opManoHHO cdepe DOPMUPYIOTCS CTpaTerndeckue ¥ TeKyIIye
3a7ja4y BHYTpeHHeN U BHeIIHeV IIOJINTMKY TocyJapcTBa IIo obecriede-
HVIIO MHQOPMAIIMOHHOVI 0€30I1acHOCTA.

BI)I,ELQHHIOTCFI YeTbIpe OCHOBHBIE COCTaBJIAIOINNE HallMMOHAJIbHBIX
unHTepecos Poccnrickont ®enepanym B nHGOpPMaIIOHHOM cdepe.

IlepBas cocmabaarowan nayuonasvHolx unmepeco8 Poccuiickoil
@edepayuu B iHPOPMAIIMOHHON cpepe BKIIOYAET B ce0sl coOIoIeHme
KOHCTUTYILVIOHHBIX IIpaB ¥ CBOOOJ desloBeKa M TpakIaHWHa B 00acTu
HoJrydeHnss MHQOPMAaIM ¥ HOIb30BaHM: €10, o0ecriedeHe qyXOBHOTO
obHosyeHMs Poccum, coxpaHeHe 1 yKpeIUleH e HpaBCTBEHHBIX IIEHHO-
CTevl o0OIIecTBa, TPaguUIMI ITaTPMOTM3Ma ¥ TyMaHM3Ma, KyJIbTyPHOTO U
Hay4HOT'O IIOTeHI[/ala CTPaHEL

Bmopaa cocmaBaarowan nayuonasvHoix unmepeco8 Poccuiickoi
Dedepayuu B MEPOPMAIIIOHHON cdepe BKIIOUaeT B cebs mHpopMarm-
OHHOe oDecriedyeHVie TocydapcTBeHHOV moymTukn Poccurickont Penepa-
LIV, CBSI3aHHOE C IIOBeIeHMeM [I0 POCCUVICKOV 11 MeXKIyHapOITHO ob1te-
CTBEHHOCTW JOCTOBEPHOV MH(POPMaIIM O TOCYHapCTBEHHOV IIOIMTHKE
Poccurickonn @enmepariny, ee OPUITMATIBHON IO3UIMM II0 COLMAIBHO
3HAYVMMBIM COOBITVISIM POCCUVICKOVI M1 MeXIyHapOIHOV XIU3HM, ¢ obecrre-
YeHmeM ,[[OCTyHa T'paXnaH K OTKPBITbIM FOCy,[[apCTBeHHBIM VIHCpOpMaI_H/I-
OHHBIM pecypcaM.

Tpemva cocmabaaouas HayuoHasbHolx unmepeco8 Poccuiickoi
@edepayuu B iHPOpMaLIMOHHOV cdepe BKIIOUaeT B ceOs pasBUTHE CO-
BpeMeHHBIX MHQOPMAIIMOHHBIX TEXHOJIOIMV, OTE€YeCTBEHHOV WHIIYCT-
pvivt HOpMAaIIMY, B TOM UNCIIe MHIYCTPUM CPEICTB MHPOpMaTU3alln,
TeJIEKOMMYHVKALIVVL U CBsi3Y, oDecrieueHVIe IIOTpeOHOCTEVI BHYTPEHHETO
PBIHKa ee IIPOAYKIIVEVI M BBIXOL, 3TOV IIPOIYKIIVM Ha MUPOBOV PBIHOK, a
TakKe olecriedeHIe HaKOIUIEHWS, COXPAHHOCTM M 3PEPEKTUBHOTO WC-
T0JIb30BaHMs OTeUeCTBeHHBIX MH(OPMAaIIIOHHBIX PecypcoB.
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YemBepmasn cocmabaarouan nayuonasvholx unmepeco Poccuil-
cxoni @edepayuu B MHPOPMALMOHHON cdepe BKIOUaeT B ceOs 3aImmTy
VH@OPMAaIMIOHHBIX PecypcoB OT HeCaHKUVOHWPOBAaHHOIO [IOCTYIIa,
obecrieuenne Oe3omacHOCTV MHAOPMALUVIOHHBIX ¥ TeJIEKOMMYHMKAIIV-
OHHBIX CHCTeM, KaK yXXe pa3BepHYTHIX, TaK ¥ CO3[laBaeMBbIX Ha TeppUTO-
pun Poccumn.

B aTmx nessix HeoOxommmo:

®  IIOBBICUTBH 0€30I1aCHOCTb MH(POPMALIVIOHHBIX CHCTeM, BKIIIOYas Ce-
TU CBSA3M, HpeXjle BCero 0e30I1acCHOCTh IIePBUYHBIX CeTeVl CBSI3W W VH-
popMaIIMOHHBIX CHICTEM OPraHOB TOCYIapCTBEHHO BJIacTy, (PVIHAHCOBO-
KpeIUTHOV 1 OaHKOBCKOV cdep, cdepbl XO34VICTBEHHO JIeSATeIIbHOCTY,
a Taxke CHUCTeM U CpefcTB MHMOpMaTH3alit BOOPYKeHWs ¥ BOEHHOV
TeXHWKWV, CVICTeM YIIpaBJIeHMS BOWICKAMW U OPYXKMeM, 3KOJIOTMYecKu
OTIaCHBIMM VI 5KOHOMMYECKV BayKHBIMM ITPOU3BOACTBAMIL;

e UHTeHCHUPUIMPOBATh Pas3sBUTHE OTeYeCTBEHHOIO ITPOWM3BOCTBA
aIrapaTHBIX Y IPOrPAaMMHBIX CPEACTB 3alllUThl MHAOPMAaIIMVI VI METOIOB
KOHTPOJIA 3a X 3P PEKTUBHOCTHIO;

e obecrieunTh 3aIATY CBEIEHNV, COCTABIIIIOIIVIX TOCYJapCTBEHHYIO
TaviHy;

*  paclMpsATh MeXIyHapomHoe coTpynHudecTBo Poccuiickon Mee-
paryy B obryacTi pasBuTHs M 0e301acHOrO MCIOoIb30BaHMs MHMOpMa-
LIVIOHHBIX PeCypcOB, IIPOTMBOIEVICTBUS yIpo3e pas3Bsa3blBaHMs IIPOTUBO-
bopcrsa B MHMOpManoHHOM cepe.

1.3. Knaccucgmkaums KoMnblOTEPHbIX NPECTYNJIEHUIA

HeraTtuBHbIM IOCIIEACTBMEM MHQOPMaTH3ALMM OOIIeCTBa SBJISET-
Csl TIOsIBJIeHVe TaK Ha3blBaeMOV KOMITbIOTepHOM ITpecTymHocTH. CII0X-
HOCTb pellleHNsI BOIIpOoca 3aKJIFoYaeTcss B TOM, YTO AMalasoH IIPOTUBO-
IIpaBHBIX JEVICTBUVL, COBEPIIIAEMBIX C VICIIOJIb30BaHVEeM CPeICTB KOMIIbIO-
TEPHOVI TeXHVIKV, UPe3BblUayHO INMPOK - OT IIPEeCTYIUIEHUV TpagyLiu-
OHHOI'O TUIIA 10 Tpe6ylonmx BBICOKOVI MAaTEMATUYECKOV M TeEXHUYECKOM
IIOTOTOBKM.

K paspsimy KOMIBIOTEpHBIX CIleflyeT OTHECTU Te ITpecTyIUIeHUs, Y
KOTOprX 06’beKTOM HpeCTyrIHOrO TI0CATraTe/IbCTBa ABJIACTCA MHcpopMa—
s, obpalaTeiBaeMasi M XpaHSINASICS B KOMIIBIOTEPHBIX CHUCTEMaXx, a
opyIueM IociraTeIbCTBa CIIYKUT KoMIlbioTep. I1o aToMy myTu nomuuio u
poccumcKoe 3aKOHOAaTeIbCTBO.
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C TOUYKM 3peHMS YroJIOBHOTO 3aKOHOHATENICTBA, OXPaHsSIeTCS
KOMNbIOMepHAA UHGOpMAYUs, KOTopas oIpelesseTcs Kak MHPopMa-
1us, 3adpuUKCUpoBaHHasl Ha MalllMHHOM HOCHUTeJsIe WI IHepefdaBaeMast
II0 TeJIeKOMMYHMKAIIMOHHBIM KaHajlaM B (POpMe, HOCTYIIHOWM BOC-
npuaTuio DBM. BmecTo TepMmHa «KOMIBIOTepHas MH@OpMaIms»
MOXHO WCIOJIb30BaTh M TEePMWMH «MaIllMHHAs MHAOpPMaIus», IO,
KOTOPO mojpasyMeBaeTcs MHMOpMaIMsa, KOTopas 3alledaT/ieHa Ha
MaIIMHHOM HOCHUTeJIe, B IIaMATV 3JIeKTPOHHO-BBIUMCINUTEIFHOV Ma-
muHEL, cuctemMe DBM wim mx cetn. B xadecTse mpenMeTa win opy-
IOV TIPeCcTyIUIeHMS, COIJIACHO 3aKOHOIATEeIbCTBY, MOXET BBICTYIATh
KOMITbIOTepHas MHGOpMaIs, KOMIBIOTep, KOMIIBIOTEpHAs CHUCTeMa
VTV KOMITBIOTEpHas CeTh.

ITpn paccMoTpeHMM BOIIPOCOB O KiIaccudmKaIMy KOMIIBIOTEPHBIX
HPeCTyIUIeHMI ¥ MX KPVMVHAaIVICTIYeCKOV XapaKTePUCTHKeE I1e71eco00-
Ppa3HO MCXOOUTD M3 OIpeesIeHsI KOMIIBIOTEPHOIO IIPeCcTyIUIeHV: B V-
POKOM cMBICIIe CJI0Ba. B 3TOM ciIydae oI KOMITBIOTEpHBIM IIpeCTyIUIEHV-
eM CjleflyeT IIOHVMMAaTh IIpeqyCMOTpeHHbIe 3aKOHOM OO0IecTBeHHOOIIac-
HBble JesHV, COBepIIaeMble C VICIIOIb30BaHVMeM CPeICTB KOMIIBIOTepHOT
TexHUKN. [IpaBOMepHO TakXke VICIIONIb30BaTh TEPMWMH «KOMITBIOTEPHOE
HpecTyIUIeHMe» B IIVPOKOM 3HaYeHUN — KaK COLMIOJIOTMYECKYIO KaTero-
pvIO, a He KaK ITOHSTIE YTOJIOBHOTO IIpaBa.

Kiaccmduikanyss KOMIIBIOTEPHBIX IIPECTYIUIEHWUI MOXeT ObITh
IIpOBelleHa 110 Pas/IMYHBIM OCHOBaHMAM. TaK, HallpuMep, MOXKHO yCJIOB-
HO IIOfpa3IeInTh BCe KOMIIBIOTepHBIe IIpecTyIUIeHV Ha ABe OosIblve
KaTeropum:

® IIpeCcTyIUIEHWS, CBSI3aHHBIE C BMEIATEIbCTBOM B pabOTy KOMIIBIO-
TepoB;

® IIpeCcTyIUIEHV:, VCIIONIB3YIOIIVe KOMIIBIOTEpPEI KaK HeoOXOHmVMBIe
TeXHWYeCKIe CpeJICTBa.

BriersioTes ciiefyrorye rpyIiibl KOMITHIOTEPHBIX IIPeCTyIUIeHMIL:
® SKOHOMWYECKVE IIPeCTyIUIeHs;
¢ IIpecTyIUIeHWs IPOTHUB JIMUHBIX IIPaB 1 YacTHOM cpeprl;
® TIpecTyIUIeHVIS IIPOTVIB TOCYaPCTBeHHBIX V1 OOIIIeCTBEHHBIX VIHTEPEeCOB.

DKoHOMUYecKUe KOMNblOmepHble IPECTYIUIEHWS SIBJISIIOTCS Hanbos1ee
pacrpocTpaHeHHBIMIA. Onmn COBEPIIAIOTCSI 110 KOPBICTHBIM MOTMBAM U
BKJIIOUAIOT B ceds KOMITBIOTEPHOE MOIIEHHUYECTBO, KPaXy IIpOorpamMm
(«KOMHBIOTepHoe HT/IpaTCTBO»), Kpaxy ywIiyr ¥ MalllMHHOI'O BpeMeHU,
3KOHOMWYECKUN IIIINOHAX.
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Komnvromepnvimu npecmynienusmu npomub Audnsix npad u 4acmuoi
cehepbl SBTISIOTCS He3aKOHHBIVI COOP TaHHBIX O JIMIIe, pasIiIalleHye 9acT-
HOV MHQoOpMaIMy (HarpuMep, OaHKOBCKOVI WUIM Bpad4eOHOV TaViHBI,
MHPOPMALM O pacxomax ¥ T.1.).

Komnvtomepnvle npecmynienus npomub eocyoapcmbenuvix u odujecm-
Bennbix unmepecof BKIIIOYAIOT IIPeCTyIUIeHNs, HallpaB/IeHHbIe IIPOTWB I'o-
CyapCTBEHHOV 11 0OOIecTBeHHOVI 0e30IIacHOCTM (HaIlpuMep, YIpoXKalo-
11Ve 000POHOCIIOCOOHOCTN TOCYHApPCTBa, 37I0yIOTpedIeH s C aBTOMaTH-
3VIPOBaHHBIM CHICTEMaMV TOJIOCOBAHMA U T.1.).

IMomxomuTe K KiIaccu@MKaIMM KOMIIBIOTEPHBIX IIPeCcTYIUIEHNI
HanOoJslee OIIpaBJaHHO C IIO3MIIMV COCTaBOB IIPECTYIUIEHWV, KOTOpHIe
MOTYT OBITb OTHECEHEI K pa3psly KOMIIBIOTEPHEIX. XOTS COCTaB KOMITBIO-
TEPHBIX IIPeCTYIUIEHMV B HaCTOsIIIee BpeMs YeTKO He OIlperie/IeH, MOXXHO
BBIIEJINTD Psifl BUIOB IIPOTMBOIIPaBHBIX [AesHNI, KOTOPbIe MOTyT OBITH B
Hero BKJIIOUEHBI.

K OCHOBHBIM BUOaM IIpeCTYIUIEHWV, CBSI3aHHBIX C BMeIIATeJIbCT-
BOM B pabOTy KOMIIBIOTEPOB, OTHOCSITCSI:

1. HecaHKIVOHMPOBAHHBI JOCTYII B KOPBICTHBIX HeIIX K MHAOP-
Malliy, XpaHsIlerics B  KOMIIBIOTepe 1WIM  MH(POPMALVOHHO-
BBEIYVICIINTEIIBHOVI CETL.

HecaHKIIOHMPOBaHHBIV IOCTYTI OCYILECTBIISIETC, KaK IIpaBIo, C
VICTIOJIb30BaHMEM 4Yy>XKOro MMeHM, M3MeHeHMeM U3MYecKnx ajgpecos
TeXHUYIECKVX YCTPOVICTB, VICIIOJIb30BaHVEM WHQOpMAIINM, OCTaBIIeriCs
TocJTe pelteHys 3a7a4, MovduKaIlern IporpaMMHOro 1 MHMOpMariy-
OHHOTO ODecredeHVs], XVIIIeHVeM HOCUTeIT MHQOPMAIUY, YCTAaHOBKO
aIrapaTyphl 3alycH, IOAKII0YaeMoVi K KaHaJlaM Ilepefiayun JaHHBIX.

2. Paspabotka u pacrpocTpaHeHVIe KOMITBIOTEPHBIX BUPYCOB.

KommbioTepHBIe BUpPYCEI 00IafaroT CBOVICTBAMM 3apakaThb IIPO-
rpaMMHOe obecriedeHye, 0a3pl JaHHBIX U IIepPeXOANTh depe3 KOMMYHV-
KaIMIOHHBIE CETV U3 OHOV CUICTEMBI B APYIYIO, PacIpOCTpaHAACh KakK
BUpYCHOe 3a00j1eBaHue.

3. Bsopm B mporpaMMHOe obecIieueHIe «JIOIMIecKnx 0oM0».

«Jlorvraeckme 60MOBI» - 3TO TaKye IIPOrpaMMBbl, KOTOpPbIe cpabaThl-
BalOT IIPV BBIIIOJTHEHWN OIpede/IeHHBIX YCIIOBUM M YaCTWMYHO TUIN II0JI-
HOCTBIO BBIBOIAT M3 CTPOS IIPOrpaMMHOe obecIiedeHre KOMITBIOTEPHOT
CVICTEMBL.

4. XaraTHas HeOpPeXXHOCTB IIPU Pa3pabOTKe, CO3MAHVIVI U SKCIUTyaTaIV
PO PaMMHO-BBIMMCIIUTEIBHBIX KOMIDIEKCOB 11 KOMITBIOTEPHEBIX CETeTL.

OcobeHHOCTPIO KOMITBIOTEPHBIX CHUCTEM SBJIeTCS TO, 4To abco-
JIIOTHO Oe30mmO0YHBIX IIPOrpaMM B IPMHIIMITe He OpiBaeT. Ecym mipoexT
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HPaKTUYeCcKM B JIFOOOT 00J1acTV TEXHMKYM MOXKHO BBIIIOJIHUTBH C OIPOM-
HBIM 3aIlacoOM HaJIeXKHOCTV, TO B 00JIacTV IIpOorpaMMVIpOBaHVIs TaKas Ha-
HOEeXXHOCTh BeChbMa YCJIOBHA, a B psifie CJIydaeB ITOYTH HeOCTVDKIIMA.

5. Tlommenka n dasbcrdmKalms KOMIbIOTEPHO MH(POPMaLIUA.

DTOT BU], KOMIIBIOTEPHOVI IIPECTYITHOCTY SIBJIIETCSI OMHVM W3 Hau-
Oosee pacripoctpaHeHHBIX. OH SB/ISIETCS Pa3sHOBMIHOCTBIO HECAHKIINO-
HVIPOBAHHOTO JOCTYIIA C TOVI JIMIITb Pa3HUIIEV], UTO II0JIB30BAThCS VIM MO-
JKeT caM pa3paboTumK, IpydeM VMEIOIINIL JOCTAaTOYHO BBICOKYIO KBasIu-
dpukarmro.

6. XuleHne IIpOrpaMMHOIO 0becIieYeHs.

Ecrm «oObIaHbIe» XMITIEHVS TTOAIIAIAOT TOJL AEVICTBIE CYIIeCTBYIO-
IIIeTo YTOJIOBHOTO 3aKOHa, TO IIpobiieMa XMINeHVISI IIPOrpaMMHOro obecrie-
ueHVs1 OoJTee CJIOXKHA. 3HaUMTEIIbHAS YacTh IIPOIPaMMHOIO OOecrieueHns B
Poccrt pactipocTpassieTcs myTeM Kpaskit v 0OMeHa KpajleHbIM.

7. HecankumoHnpoBaHHOe KOIMPOBaHMe, M3MeHeHVe VIV YHUYTO-
JKeHMe MHPOpMaIIUN.

IIpn HempaBoMepHOM oOOpalieHVV B COOCTBEHHOCTb MaIlTHHAs
vH@OpPMaIV MOXeT He M3bIMaThCsI 13 (POH/IOB, a KonmMposaThes. Cremo-
BaTeJIbHO, MalllMHHas MHAOPpMaIVs JOJDKHA OBITh BbIJIeIeHa Kak caMo-
CTOSITEJIBHBIV IIPEIMET YTOJIOBHO-TIPABOBOVI OXPaHBI.

8. HecaHKIVIOHVPOBaHHBIV IIPOCMOTP VWIIV XMIIeHVe MHQOpMAaIIn
3 0aHKOB JJaHHBIX, 0a3 JaHHBIX 1 0a3 3SHAHWIIL.

B manHOM Citydae 1oz 6a3ovl ITaHHBIX CJIeAyeT IIOHMMATh popMy
HpefCcTaBIeHVIs VI OpTaHM3allny JaHHBIX, CYCTEMATV3VPOBAaHHBIX TaKVM
00pasomM, uTOOBI 3TV JTaHHBIe MOIJIV OBITh HaViZIEHBI 1 00paboTaHbI C 1O-
Mors D9BM.

OcobeHHOCTh KOMITBIOTEPHBIX IIPECTYIUIEHWUI COCTOUT M B TOM,
YTO TPYIHO HaWTH OPYTOVI BUM IIPeCTyIUIeHNs, II0Cjle COBEPIIeHNs KO-
TOPOTO €ro XepTBa He BbIKa3bIBAeT OCOOOVI 3aMHTEpPECOBAaHHOCTU B IIO-
VIMKe IIPeCTyIIHMKa, a caM IIPeCTyIIHWK, OyAydun IOVIMaH, BCSTIECKN pekK-
JITaMVIPYeT CBOIO [IesITeJIbHOCTh Ha IIONpHIIle KOMIIBIOTEPHOIO B3JI0Ma, He
yTamBas OT IIpeICTaBUTesIeV IIPaBOOXPaHUTEIbHBIX OpraHoB. Ilcmxoro-
IYeCKM 3TOT IapaloKC BIIOJIHE OOBSICHVIM.

Bo-mrepBBIX, XepTBa KOMIIBIOTEPHOI'O IIPECTYIUIEHMS COBepIIeHHO
yOeX/IeHa, 4TO 3aTpaThl Ha €ro pacKpeITie (BKJIIOYas IIOTEPY, ITOHECEH-
HBIe B pe3yJIbTaTe yTpaThl CBOEVI PelyTallui) CyIIIeCTBEHHO IIPEBOCXOISIT
y>Ke IIPMIMHEeHHBIV yIIepo.

Bo-BTOpBIX, MpecTyIHMK HproOpeTaeT IIMPOKYIO M3BECTHOCTH B
IEeJIOBBIX VI KPVIMMHAIBHBIX KPyTaX, 4TO B HaJIbHEVIIIIEM II03BOJIIET eMY C
BBITOZIOM VICIIOJIB30BATh IPVIOOPETEHHBI OITBIT.
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1.4. Cnoco6bl coBepLUIEHUS KOMMbIOTEPHbIX NPeCcTyn/ieHni

BaxHermmmM ¥ ONpeessiomyM 3J1eMeHTOM KPUMWHAIUCTIYe-
CKOVI XapaKTepPUCTVKM JIFOO0r0, B TOM UNCIIe ¥ KOMIIBIOTEPHOTO, IIPeCTy-
IUIEHVIS SIBJII€TCS COBOKYIIHOCTD JAHHBIX, XapaKTepPU3YIOIINX CII0co0 ero
COBepIIeHVs.

Iog, criocobom coBepIieHNs MpecTyIUIeHIsi OOBIYHO ITOHMMAIOT 00b-
eKTVBHO ¥ CyOBeKTVBHO 00YCIIOBJIEHHYIO CHCTeMy TIOBeIeHIsI CyObeKkTa 10,
B MOMEHT U TIOCJIe COBEPIIeHVISI IIPeCTyIUIeHVIs], OCTaBJIAIOIIEr0 Pas/IIHOIO
pola xapakTepHBIe CJIeJIbl, TTO3BOJIAIONIVE C IIOMOIIBIO KPUMVHAIVCTITIe-
CKMX IIPVIEMOB V1 CPeJICTB TIOJIyUMUTh IpeCTaBlieHye O Cy Ty HPOVICIIEeALIero,
cBOe0DpasVy IPeCcTyIHOTO IOBeeHNs IPaBOHAPYILNTEII, €T0 OTHe/IbHBIX
JIMYHOCTHBIX JIAHHBIX ¥, COOTBETCTBEHHO, OIIpeNe/INTh Hamboslee OITH-
MaJIbHBIE METOMBI pellleHVEs 3a/1at PaCKPBITV ITPECTyTUICHVIS.

ITo criocoOy coBepIreHVIst BEIOEIISIOT CJIEAYIONIVE IPYIIIbl KOMITb-
FOT€PHBIX IIPECTYIUICHVI:

®  BOPOBCTBO CPEeICTB KOMITBIOTEPHOVI TeXHVIKIL;
repexsat MHQOpMaImL;
HECaHKIMOHMPOBAHHBIVI JOCTYII;
MaHUITYJISAIVS JAaHHBIMY ¥ YIIPaBJISIONIVIMYL KOMaHIaMIL;
KOMIUIEKCHBIE METOIBL.

K nepBoi epynne orHocsTCS TpagMLMOHHBIE CIIOCOOBI COBepIIIe-
HVIs1 OOBIYHBIX BUIOB IIPECTYIUIEHNV, B KOTOPBIX JEVICTBIS IIPeCcTyIIHVIKA
HaIpapJIeHbl Ha BOPOBCTBO UY>KOIO MMYyIecTBa. XapaKTepHOV OTIINYM-
TeJIPHOV YepTOV JAaHHOW TPYMIIBI CIIOCOOOB COBEpPIIEeHVISI KOMIIBIOTep-
HBIX IIpecTyIUIeHnyt OyIeT TOT aKT, 9To B HMX CpecTBa KOMITBIOTEPHO
TeXHMKWM OyIyT Bcerma BBICTyIIATh TOJIBKO B KadecTBe IIpelMeTa IIpe-
CTYITHOI'O IIOCSTaTeIbCTBA.

Ko 6mopoii epynne oTHOCSTCS CIOCOOBI COBEPIIEHNST KOMITBIOTEP-
HBIX IIPeCTyIUIEHWVI, OCHOBaHHbIE Ha AEVICTBUSIX IIPECTYIIHMKA, HalpaBs-
JIEHHBIX Ha IIOJIydYeHMe JaHHBIX UM MaIlMHHOV MHMOpMAIMM II0CPeaCT-
BOM VICITOJIb30BaHM: Pa3IMYHBIX MeTOmoB HepexsaTta. K Meromam mepe-
XBaTa OTHOCSTCS:

® aKTMBHBIV IIepexBarT;

IaCCUBHBIV IIEpEXBAT;
ayayoriepexsar;
BUZIeOIIepexBar;
IIPOCMOTP Mycopa.
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AxTUBHBIV ITepexBaT (interception) ocyIecTBsIsIeTCsS C ITOMOIIIBIO
MOOKITIOUEHMS K TeJIeKOMMYHVKAIIVIOHHOMY OOOPYHOBaHWMIO KOMITbIOTe-
pa, HallpyMep JIMHUM IIPUHTepa, Win TeledOHHOMY IIPOBONY KaHasIa
CBSI31, MO0 HEIIOCPENCTBEHHO Yepe3 COOTBETCTBYIOLIMII IIOPT IIepPCo-
HaJIbHOTO KOMITBIOTEpa.

ITaccwBHBII ~ (371eKTpPOMAarHMUTHEIN) IlepexBaT (electromagnetic
pickup) ocHoBaH Ha dUKcalMM TEKTPOMATHUTHBIX M3JTy9eHWV, BOSH-
Karommx Opy (YHKIMOHMPOBAHWY MHOIMX CPEICTB KOMITBIOTEPHOM
TeXHVKW, BKIIOYasi ¥ CpeAcTBa KOMMYHMKAINMM (HaIIpyMep, M3TydeHve
3JIEKTPOHHO-JIYY€eBOVI TPYOKM AVCIUIES] MOXKHO IIPMHVIMATh C IIOMOIIIBIO
CIIeIMaTbHBIX IIPMOOopoB Ha paccrostamm 1o 1000 m).

AynmoniepexsaT, WM CHSATME MHMOpManmy o BUOpoaKycTude-
CKOMY KaHaly, SBJISI€TCSl HOCTaTOYHO PaclpOCTpaHeHHBIM CIIOCOOOM 1
VIMeeT ABe pasHOBUOHOCTH. [lepBas 3akimodaercs B ycTaHOBKE ITONICIIY-
IIMBAIOIIET0 YCTPOVICTBA B allllapaTypy CpeacTs oopaboTkm mMHPOpMa-
LMW, BTOpasl — B YCTaHOBKe MMKpOdOHa Ha VMHXEHEPHO-TeXHIIeCKie
KOHCTPYKIIMM 3a IIpefeslaMy OXpaHSIeMOTo IIOMeIeHNs (CTeHbl, OKOH-
HBIe paMbl, IBEPM 7 T.IL.).

BupmeoniepexBaT OCyIIeCTBIISeTCSl IIyTeM WCIOIB30BaHMS pasiind-
HOVI BU€OOIITUYECKOV TEXHVIKVI.

ITpocMotp, wm ybopka «Mycopa» (scavening) HmpeacTaBiIsieT CO-
00V 10CTaTOYHO OPUTMHAIIBHBIN CII0co0 ITepexBaTa MHMopMarmm. [pe-
CTYIIHMKOM HEIIPaBOMEPHO WCIIOJIB3YIOTCS TEXHOJIOTMYECKVE OTXOMBI
MH@OPMAIMIOHHOTO IIpollecca, OCTaB/IeHHBIE IIOJIb30BaTesIeM IIocile pa-
OOTBI C KOMITBIOTEpHOW TEXHMKOW (HalpwMep, YHaIeHHas C XKeCTKVX
IOVICKOB KOMIIBIOTEPA, a TaKke CHhEMHBIX AVCKOB MHAOPMAIMs MOXET
OBITH BOCCTAaHOBJIEHA I HECAHKIVIOHVPOBAHHO M3bATa C IIOMOIIBIO CIle-
LIVIaJIBHBIX IIPOrPaMMHBIX CPEJICTB).

K mpemveii epynne criocoboB coBeplIeHMsI KOMITBIOTEPHBIX IIpe-
CTYIUIEHWVI OTHOCSITCS IEVICTBVIS IIPeCTYITHVKa, HallpaBJIeHHBIe Ha ITOJTy-
UeHVIe HeCaHKIIMOHVPOBAaHHOTO AOCTYIIa K MH(MOPMAaLINIL.

K HuM otHOCSTCH Crtenyomnye:

o «KommbroTepusi abopmaxk» (hacking) — HecaHKITMOHVMPOBAaHHBIN
HOCTYII B KOMIIBIOTEpP WIM KOMITBIOTEPHYIO CeThb Oe3 IIpaBa Ha To.

DTOT Cr10cO0 MCITOIIBb3yeTcsl XaKepaMy ISl IIPOHMKHOBEHWS B Uy-
Xvie MHQOpPMAaIIMOHHEIe CEeT.

e «3apaypakom» (piggybacking).

DTOT c110CO0 MCIOIB3YyeTCs IIPECTYITHMKAMMY ITyTeM ITOIKIIIOYeH
KOMITBIOTEPHOTO TepMMHasIa K KaHaIy CBSI3M depe3 KOMMYHVKAIIVIOHHYIO
armapaTypy B TOT MOMEHT BpeMeHM, KOITla COTPYAHMK, OTBEYaIOIINIL 3a
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paboTy cpencTBa KOMIIBIOTEPHOV TEXHVKM, KPAaTKOBPEMEHHO ITOKMIAeT
CBOe pabouee MeCTO, OCTaBJIsII TEpMUHAII B pabodeM pexrmMe.
e 3axsocr» (between-the-lines entry).

ITpn sToMm criocobe creMa MHMOPMAIMN IIPECTYITHVK IIOAKITIOYa-
eTcsl K JIMHUM CBSI3M 3aKOHHOTO II0JIb30BaTeIs M HOXKMIAeTCS CUTHANA,
o0o3HauaroIIero KoHerl paboThl, IlepexBaThIBaeT ero Ha cedsi 11 OCyIecT-
BJISIET [JOCTYII K CUICTEME.

o «Hecnemmnsm Be1bop» (browsing).

IIpu maHHOM criocobe coBepIIEHNMS MPeCcTYIUIEHVS MPeCcTyIHUK
OCYIIIeCTBIIIeT HeCAaHKIVIOHVIPOBAHHBIV JIOCTYI K KOMITBIOTEPHOW CHC-
TeMe ITyTeM HaxOoXXIAeHMs ySI3BMMBIX MeCT B ee 3allliTe.

e «bpemp» (trapdoor entry).

ITpn panHOM c1IOCOOE IIPECTYITHVIKOM MIITYyTCS YUacTKM IIPOrpaMM,
VIMeIoIIe OMVOKY I HeyOadHyIo JIOTVKY IIOCTpOeHMs. BbIaBieHHbIe
TakuM 00pa3oM «Opel» MOTYT VCIIOJIb30BaThCS IIPECTYITHMKOM MHOTO-
KpaTHO, IT0Ka He OyIyT oOHapy KeHBI.

e «JTrox» (trapdoor).

JaHHBIT CII0cO0 SBJISIeTCA JIOTMYECKMM IIPOAOJDKEHVEM IIpeJibl-
myiiero. B mecre HavmeHHOV «Opelm» IIporpaMMa «pas3pbIBaeTcs», 7
Tyda AOIOJIHUTENIBHO IIPeCTYIHMKOM BBOOWTCA OOHA WM HECKOJIBKO
KoMaH[. Takov «IIOK» «OTKPBIBAeTCS» 110 HEOOXOIMMOCTY, a BKJIIOUEH-
Hble KOMaH/Ibl aBTOMAaTINYECKI BBITIOTHSIOTCSL.

K uemBepmoii epynne criocoboB coBepIIeHNs KOMITBIOTEPHBIX IIpe-
CTYIUTEHUVI OTHOCSITCSI AeVICTBYISL IPECTYIIHWMKOB, CBSI3aHHBIE C VICIIONb30-
BaHVEM MeTOIIOB MaHWITYJIALMI JaHHBIMI ¥ YIIPaBIIAIOMIVIMY KOMaH/Ia-
MM CpelCTB KOMITBIOTEPHOM TeXHMKM. K 3Tou rpymire oTrHocsTCA Cite-
IYIOIIVIe CIIOCOOBI COBEPIIEHNMS KOMITBIOTEPHBIX ITPECTYIUIEHVIVL:

e Hammcanme mporpaMmbl, HasbBaeMol «IposgHCKMI KOHB» (trojan
horse).

JaHHBI c110co0 3aK/II0YaeTcsl B TaVHOM BBEIEHWN B Uy>KOe IIpo-
rpaMMHOe oOecIleueHMe CIelVaIbHO CO3[JaHHBIX IIPOrpaMM, KOTOPBIE,
rnornagas B MHQOPMAIMIOHHO-BBIUMCIIUTEIIBHBIE CUCTEMBI, HAaYMHAIOT
BBITIOJTHSITE HOBBIE, He IUTaHVPOBABIIIECs] 3aKOHHBIM BIIaJIelIbIleM JeVICT-
BIIsL, C ONHOBPEMEHHBIM COXpaHeHVeM IIpeXHMX (pyHKImit. B cooTBeTcT-
BUM €O cT. 273 YronosHoro konekca Poccuiickot Memepariim Moz, Takov
HporpaMMoON IOHMMaeTcs «IIporpamma it DBM, mpusopsiadg kK He-
CAHKIIVIOHVPOBAaHHOMY YHIYITOXXEHWIO, OJIOKMpPOBaHVIO, MOOMQUKAIIIM
7100 KONMMPOBaHMIO MHGOPMAaLMUY, HapyIleHuio paboTsl DBM, crcrembl
SBM wmm mx cetm». [1o cyImecTBy «TpPOSHCKUIT KOHB» — 3TO MOJepHM3a-
IV PACCMOTPEHHOTO BBIIIE CIIOCO0a «JTIOK» C TOV JIMIID PasHUIIEN, 9TO
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JIIOK «OTKPBIBAETCs» He TPV IIOMOIIV HeITOCPeIICTBEHHBIX [IeVICTBU IIpe-
CTYTIHVMKa, 8 aBTOMATUYeCKM, C VCIIOIb30BaHMeM CITeIMaIbHO IT0JIrOTOB-
JIEHHOVI IIS1 9TVIX LieJIeVt IIPOrpaMMBl 1 Oe3 HelTOCPeINCTBEHHOIO yUacTys
CaMOT0 IIPeCcTyIIHNKA.

C moMoIipo Takoro crocoba IIpecTyITHNKY OOBIMHO OTUYMCIISIOT Ha
3apaHee OTKPBITHIVI CYeT OIIpeleIeHHYI0 CYMMY C KaXXIOM OaHKOBCKOV
onepanyy. BosMoXeH ¥ BapMaHT yBeJIMUeHMs NpecTyIHMKaMM M30bI-
TOUYHBIX CyMM Ha CueTax IIp¥ aBTOMaTI4YecKoM IlepecueTe pyOJIeBbIX OC-
TaTKOB, CBSI3aHHBIX C II€PeXOOOM K KOMMEPYeCcKOMY KYpPCy COOTBETCT-
BYIOILIEVI BAJIIOTHL.

PazHOBUIHOCTSIMM TaKOTO CrIoco0a COBepIIeHVs KOMIIbIOTePHBIX
MPeCTyIUIeHUI SIBJIAeTCsI BHEIpeHVe B IIPOTpaMMEI «102udeckux 6omo»
(logic bomb) 11 «<Bpementbix 60m6» (time bomb).

e Hammcanme mporpaMmbl Ha3bIBaeMOV «KOMITBIOTEPHBIVI BUPYC»
(virus).

C yros1oBHO-TIpaBOBOVI TOUKM 3peHMs, COIJIacHO CT. 273 YroioBHO-
ro xofiekca P®, 1o KOMIBIOTEPHBIM BUPYCOM CJIeflyeT IIOHMMAaTh Bpe-
OOHOCHYIO IporpaMMmy mii DBM, cmocoOHyio caMOIIpOM3BOIBHO IIPW-
COEVIHATHCS K APYIMM IIporpamMmaM («3apakaTb» MX) M IIPU 3allycKe
IIOCJIEHVIX BBIIIOJIHSTH pa3/INIHble HeXXeJlaTeJIbHbIe [IEeVICTBIL: IOPUY
darwioB, McKaxxeHMe, CTUPaHe JaHHBIX 1 MHPOPMaLu, IepellojIHeHe
MaIlIVHHOV ITaMsITV U CO3laHle ToMex B paboTe DBM.

e KommproTepHOe MOIIIeHHIYECTBO.

HaHHBIT By, KOMIBIOTEPHBIX IPECTYIUIEHMII OCYIIeCTBIISeTCS
CrIoco0OM  «nodmeHst Oaunbix» (data digging) v «noomens: ko0a» (code
change). DTo HaMboIIEE IIPOCTON ¥ IIO3TOMY OYeHb YacTO IIpVIMeHsIeMbIN
criocod cosepieHysl OpecTyrvleHus. eicTBus HpecTylHMKOB B 3TOM
Cjlydae HaIlpapJleHbl Ha V3MeHeHUe VIV BBefeHVe HOBBIX HAaHHBIX, U
OCYIIECTBJISIOTCS OHY, KaK IIPaBIIo, IIPV BBOJe-BBIBOJIe MHPOPMALIVA.

e HesakoHHOe KommpoBaHMe (TMpaXWpoBaHMe) IIPOrpaMM C IIpe-
Of10JIeHVIeM IIPOrPaMMHBIX CPe/ICTB 3allUThI IpeycMaTpBaeT He3aKOH-
HOe CO3[IaHvie KOIIMM KIII09eBOV AVICKETEI, MOIMMVKALINIO KOHa CUCTEMBI
3alIMTHl, MOZIeTIMpOBaHye o0palieHs K KITF0UeBOV AVICKeTe, CHATVIE CVIC-
TeMBI 3aIUThI 13 ITaMsT DBM u T.11.

He cexpert, uTo nopgasIIsromas 4acTb IIPOrpaMMHOTO obecrieueHs,
VCTIONB3yeMoro B Poccnm, siByisieTcst MMpaTCKMMY KOIVISIMY B3JIOMaHHBIX
XakKepamy IporpaMM. B xauecTse nprmepa He3aKOHHOI'O THPaKMpoOBa-
HVSL IIPOrpaMM MOYKHO IIPMBECTV KOMIIBIOTEPHYIO 0a3y pOCCHUIICKOIO 3a-
KoHomaTesbcTBa «KoHcympTaHT-10TI0C». HecMOTpst Ha IOCTOSIHHYIO pa-
00Ty crieryaymcToB (PMPMBI IO YIIYUIIEeHWIO CYCTEMBI 3alllVIThI, THICSUN
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HeJIETaJIBHBIX KOIWI IIPOrpaMMbl MMEIOT XOXJeHVe Ha TeppUTOPUN
Poccvm. Tlocnenmss, mrecrtas Bepcus «KoHcyrmpTaHTa» ObUIa «IIpuBsi3a-
Ha» K JJaTe CO3[JaHMs KOMITbIOTEpPa, 3aIIVICAHHOV B €r0 ITOCTOSIHHOW I1aMsi-
. OFHAKO He IIPOIIO U ABYX HeEJIENb IT0CIIe BBIXOIIA 3TOV BEPCUM, KaK
xaKepamy ObUIa co3laHa IIporpaMma, 3MyJIMpyIomias HyKHYIO JaTy Ha
JTI000M KOMITBIOTEpE.

IIaman epynna cnoco606 - KOMIUIEKCHBIE METOIBI, KOTOpPBIE
BKJTIOYAIOT B ce0sl pa3IdHble KOMOMHAIIMY pacCMOTPEHHBIX BBIIIIE CIIO-
co0O0B coBepIIeHs] KOMITBIOTEPHBIX ITPeCTYIUIEHITL.

ITo MexayHapomHO KIlaccUKaIIMY B OTIEIbHYIO IPYIILY IIpV-
HSITO BBIAEIIATH TaKue CIIOCOOBI, KaK KOMIIBIOTEPHBIVI caboTaXk C arla-
PpaTHBIM IV IIPOrPaMMHBIM ODecIiedeHVieM, KOTOPbIe IIPMBOAST K BEIBO-
Iy W3 CTPpOsI KOMIIBIOTepHOV cucTeMbl. Hanbortee sHaumTe IbHBIE KOMITE-
IOTEepHBIe TIPECTYIUIEHMS COBEPIIAIOTCS TIOCPENCTBOM IIOPYM IIPOrpaMM-
HOro olecIieueHys], IpUYeM YacTO ero COBEPIIAlOT pabOTHMKM, Hemo-
BOJIbHBIE CBOVIM CJIy’KeOHBIM ITOJIOXKEHVEM, OTHOIIeHVEM C PYKOBO-
IICTBOM W T.1I.

CymrecTByeT psif criocoOOB COBEpIIeHNsI KOMITBIOTEPHBIX ITPEeCTy-
IUIEHVVI, KOTOPBIe CJIOXKHO OTHECTM K Kakow-ibo rpyme. K takuM crio-
cobaM OTHOCSTCS: acMHXPOHHasl araka, MOAeIMpOBaHMe, MUCTU(UKA-
Lvst, MacKapaz ¥ T.J.

Acunxponnaa amaxa (Asynchronous attack). CioxHbm criocoO,
TPpeOyIOIIMI XOPOIIIero 3HaHMS OIlEePallMIOHHOV CUCTeMBL VICIomb3ys
aCVHXPOHHYIO IIpMpoay (QPyHKIVOHMPOBaHNMSA OOJIBIINMHCTBA OIepary-
OHHBIX CVICTEM, VX 3aCTaB/IIIOT paboTaTh IIPW JIOKHBIX yCIOBUSX, M3-3a
4ero yrpasJieHre oopaboTkon MHMOpMaI YaCTMYHO VIV TIOJTHOCTBIO
Hapytaetcs. Ecym mmiio, copepiaroniee «acHXPOHHYIO aTaKy», TOCTa-
TOYHO HpodecCrOHaIbHO, OHO MOXXET VCIIONIb30BaTh CUTYALIVIO, YTOOBI
BHECTV VI3MEHEHMS B OIEPAIVIOHHYIO CHCTEMY VUIV COPMEHTVPOBATh ee
Ha BBIIIOJIHEHNE CBOVIX IIeJIeVl, IIpUYeM M3BHe 5TU M3MeHeHWs He OymyT
3aMeTHBL

ModeaupoBanue (Simulation). Cozgaercss Mozielb KOHKPETHOM CVIC-
TeMBI, B KOTOPYIO BBOISTCS MICXOIHbIE HaHHBIE M YUUTHIBAIOTCS IUIAHM-
pyemMble mevicTBus. Ha ocHOBaHWMM IIOJTy4eHHBIX Pe3yJIbTaTOB METOHOM
KOMITBIOTEPHOTO IIepebopa ¥ COPTMPOBKM BBIOMPAIOTCS BO3MOXKHBIE
HOIXOAAIIe KOMOVHAIVM. 3aTeM MOellb BO3BpaIlaeTcsl K VMCXOIHOV
TOUKe ¥ BBISICHSETCS, KaKye MaHWITYJISIINV C BXOIHBIMY JTaHHBIMV HYX-
HO IIPOBOAWTB IS IOJIYYEHMS Ha BBIXOIE JKeJIaeMOro pesysbTrara. B
HNPUHIINAIIE, «IIPOKPYUMBaHVe» MOV BIleped-Ha3all MOXeT IIPOVCXO-
IWUTh MHOTOKPATHO, YTOOBI Uepe3 HeCKOJIBKO MTeparii JoOuTecs Heoo-
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xopgmmoro wmrora. Ilocsie 3TOro ocraercss ocyIlecTBUTh 3aJyMaHHOe Ha
IIpaKTVKeE.

Mucmuguxayua (spoofing). BosmoxHa, HaipuMep, B cJIy4asix, Ko-
I7la II0JIb30BaTesIb YAAJIeHHOrO TepMMHAJIa OMIMOOYHO ITONKITIoUaeTcs K
KaKOV-1Inbo cucreMe, OyAydn abCOIIOTHO YBEepeHHBIM, YTO paboTaeT
VIMEHHO C TOVI caMOWI CHCTeMOV, C KOTOpOV HaMepeBaslcs. Briaperter cuc-
TeMBI, K KOTOPOVI IIPOM30IIUIO ITOAK/IIOYeHNe, (POpMUPYS IIPaBIoIIono0-
Hble OTKJIMKV, MOXeT IIOffiep)XaTb KOHTAaKT B TedyeHMe OIpee/IeHHOIo
BpeMeHN ¥ HOoIy4YaTh KOHMUIEHIINAITPHYI0 MH(POPMAIINIO, B YaCTHOCTU
KOZBI II0JIH30BaTeII U T.1.

1.5. NMonb3oBaTenu u 3/10yMbILLWIEHHUKN B UHTEepHeTe

MaTepHEeT - 5TO 00BENVHEHME B MacIlITabe BCeVl IUTAaHEeThI IPYIIIbI
ceTer1, KOTOpOe VICIIOJIb3yeT eAVHBIN ITPOTOKOJI IS Tlepeiaunt TaHHBIX.

W3BecTHO, UTO M3HaYaIbHO VIHTEpHeT OBUI JIMIITH CETHIO, CBSI3bI-
BaroIrert HayuHble opranmsatyv CIIA, paboTasive mop pyKOBOICTBOM
npasuresiberBa. Cevtuac VIHTepHeT — 3TO BceMMpHasl IayTHa, O0Bbeny-
HSIIOIIIasi MHOXKECTBO KOMITBIOTepOB. Bce Gosibllle opraHmM3anmit Ipucoe-
OVHSIOTCS K VIHTepHeTy IIg TOro, 4TOOBI BOCIIOIB30BATHCS €TI0 IIPeVMYy-
IIecTBaMM U pecypcaMiu. busHecMeHEBI 1 rocyapcTBeHHBIe OpraHM3alium
VICIIONIB3YIOT VIHTepHeT B caMbIX Pa3/IMYHBIX IIEJISIX — BKJIIOYas oOMeH
37IEKTPOHHOM IIOYTOV, pacHpocTpaHeHNMe MHMOPMaIMI Cpeay 3amHTe-
PECOBaHHBIX JIUIL M ITPOBeIeHVe MCCTenoBanmii. [la v OGBIYHBIX TOJTB30-
BaTeJIeVT — YaCTHBIX JIVI] CTAHOBUTECS Bee Oosrbire. OHM 0OIIAIOTCT MEXIY
co0bov1, UTpaloT B pasIMIHbIe CeTeBble UTPhI, IIOKYIAlOT TOBAPkl B BUPTY-
AJIbHBIX Mara3vHax " T.I.

C moBbIIIEHMEM KOMITHIOTEPHOVI TPaMOTHOCTV HaceJIeHV Hews-
OeXHO pacTeT UMCIIO TaK Ha3bIBaeMBIX «3JIOYMBIIUIEHHVIKOB» Hapsmy C
OOBIMHEIMM, Ge300MIHBIMM IToJIB30BaTersiMu. OHY, IIpeciienys pasiid-
Hble LIe/IV, HapyIIaloT paboTy OOBIYHBIX IIOJIb30BaTeIell, HaHOCSI pas-
JIMYHOTO popa yuiepO. JevicTBis 310YMBIIUIEHHVIKOB TPYAHO IpecKa-
3aTh U IIOpPOVI ee ObIBaeT TPyIHO OOHapyXWUTh M OCTaHOBWUTH. MHorme
OpraHm3aly yXKe IMOHeCIM 3HaduTesIbHble (PVHAHCOBLIe MOTePU M3-3a
HesITeIIbHOCTY 3JIOYMBIIIUIEHHVIKOB, HEKOTOPBIM OpraHwm3alysM OpUI Ha-
HeceH YPOH VX pelyTalyy, KOIja CTajIo M3BeCTHO O IIPOHMKHOBEHVIIX B
VIX CeTUL.

BosmoyxnocTi VIHTepHeTa pacTyT ¢ KaXapM gHeM. Terepb MOXHO
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BOOOIIle He BBIXOIUTD M3 [I0Ma, TaK KaK COBPEMEHHbIE CPeiCTBa KOMMY-
HVIKaLMV ITO3BOJISIIOT paboTaTh Yepe3 VIHTepHeT, meaTh ITOKYIIKY, Iepe-
BOIOWTH AEHBIM U TaK Hdajiee. Ho cymectsyer u yrposa morepu, Kak gaH-
HBIX, TaK ¥ JIeHeT, TaK KaK 3JIOYMBIIIIEHHVIKOB, KOTOPbIE XOTSIT VMU BOC-
II0JIb30BaThCSA, CTAHOBUTCS BCe OOJIBIIIE.

3JI0yMBIIDIEHHMKOB KITACCHPUIIMPYIOT Ha JIBe OOJIbIINe TPYIIIIEL
IIIIVIOHBI VI JTYAJIVTHL.

IrmvoHs! 3aHMMArOTC Kpaxker MHAOpManmy, a JIyAOWUTEL B3jla-
MBIBaIOT CETV VI YIIPaBJIIOT €10, 3achbUIas TyZa BUPYCEL

DTN rpynisl HOApasielsIoTcs Ha: XakepoB, dpakepoB, KpaKepos,
(vrepoB, ckaMepoB, CIlaMepoB.

Xaxepuol

CroBo xakep (hacker) IpoHMKITO B PYCCKMI SI3BIK M3 aHTJIUVICKOTO.
Xaxepamu B XIX Beke HasblBaJIM IUIOXMX UTPOKOB B IOJIb(, CBOEro pora
mvIeTaHTOB. [TOTOM 3TO HOHSATHE TTePEeKOYeBAIO B OOBIICHHYIO XWU3Hb U
CTaJIO VCIIOJIB30BATHCS YOIIOPHBIMIM aHIVIMYAaHAMM IJIsI 0003HAUYEeHMS He-
podecc1OHATIOB B JIIOOBIX cpepax [IesITeIIbHOCTIL.

XakepoB TOXKe MOYKHO pas/ieJIUTh Ha YeThIpe TPYIIIBL.

IepBas epynna. Cayuaiinsie 4100U U nOAUmMUYECKUe AKMUBUCIIbL.

K mepBovi rpyiie KOMITBIOTEPHBIX XYJIMIAHOB OTHOCATCS Te, KTO
VHOIZA 3aHVMAIOTCS B3JIOMOM YY>KMX IIPOrpaMM. BoJIBIIMHCTBO M3 TaKMX
XaKepoB — BIIOJIHE IIPVUIMYHBIE JIIOAY, IIPOodecCroHaIbHBIE IIPOrpaMMU-
CTBI, KOTOPBIE VCIIOIB3YIOT CBOM 3HAHVISI VI YMEHMSI ISl YOOBIIETBOPEH VIS
COOCTBEHHOTO JIIOOOIIBITCTBA TWIV caMoyTBepxaeHms. K aToit xe rpyrte
OTHOCSITCSI M1 XaKepPBhI, MOTMBBL IESTEIFHOCTI KOTOPBIX JIEXAT B 00J1acTi
HoyIMTHKM. MHOIVe B3JIOMIIVIKM, IIpOBO3IVIAIIAoNIe cebs Oopramm 3a
HOJINTUYECKIE VieasIbl, Ha CaMOM Jlejie TI000HBIM 00pa3oM peain3yioT
CBOVM HECKOJIBKO HaMBHBIE IIPECTaBIeHNs O TOM, UTO, COBEPIIIAs MeJIKVe
rafioCTy II0 OTHOIIEHVIO, HallpyMep, K caiiTaM HeHaBVICTHOTO MM IIOJIV-
TUYECKOrO TeUYeHVsI, OHW TBOPST Ipasocyaye. Hexoropere m3 Hux mpo-
HVKAIOT Ha CayThl KOHKYPUPYIOIIMX ITOJINTUYECKIX OpraHu3auml, gpy-
I'vie TIOMOTalOT AVCCHUIEHTaM, ITPOXXVBAIOIINM B YCIIOBVSIX TOTAIUTaPHBIX
PEXMMOB, OOMEeHMBATHCS MHPOPMALIVIEV C BHEIITHUM MUPOM.

Bmopas epynna. CobcmBentbie compyoHuKy KOMNAaHULL.

ITepcoHarr u OBepeHHBIE JINIla, K KOTOPBIM OTHOCSTCSI KOHCYITb-
TAHTBI, SKCIEPTHI WINM IIOCTABLIMKY, IPEICTaB/BIOT cO00T HanOOIBIIYIO
YyIPO3y VIS KOPIIOPATMBHOW CHCTEMBI KOMIIBIOTEPHOV 0e30IacHOCTML.
BoBrieueHHbIe B CJIOKHBIE OM3HEC-OTHOLIEHNMSI, STV JIMIIA MOTYT MMeTb
coOCTBEHHBIE MOTMBBI ISl COBEPIIIEHVSI KOMITBIOTEPHBIX IIpaBOHApPYIIIe-
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HWW, IIpy9eM MOTUBBL 3TM OBIBAalOT BecbMa Kypbe3HOro cpomcTsa. Ha-
HpUMep, B3JIOM KOPIIOPATMBHOIO CepBepa MOXET OBITH COBepIIeH W3
CTpeMJIeHVIsI YAOBIIETBOPUTE COOCTBEHHOE JIIOOOIBITCTBO OTHOCKUTEIIBHO
3apa0OoTHOV IIATHI KOJUTIET 10 paboTe VI 113-3a OOVIBI Ha PYKOBOICTBO.

Tpemws epynna. Kubep-xaxepuo..

ITocren IO KaTeropuio xakepoB COCTaBIIAIOT IIPOIPaMMIICThI BBICO-
JaviIero ypoBHs, ISl KOTOPBIX KOMIIBIOTEPHBIV B3JIOM CTasl IPOdeccieri.

AMepuKaHCKVIe BJIaCTV ITaHWYeCKM O0sITCs KMOepIIpecTyITHNKOB T
TPpaTAT OrpPOMHBIE IIeHbI'M Ha OopBOy ¢ HuMM. TOIBKO IO 0WITMaTEHBIM
JaHHBIM, B ITPOIIUIOM Oy KepTBaMM KOMITbIOTEPHBIX B3JIOMIIVKOB CTa-
1 okos1o 85% KoMMepuecKmX KOMITaHWV M IPaBUTeJILCTBEHHBIX Opra-
HU3aLUN.

Eme B mrornte I'ennpokypatypa CIIA co3maiia [ecsTh HOBBIX HOJ-
pasnerneHu 1y1st 60prObI ¢ KMOepIIpecTyIUIEHVSIMIA

B ®BP cumrator, 4TO MHCTPYMEHTBI VI METOABI, VICIIOJIb3yeMble I10-
CTOSIHHO COBEPIIEHCTBYIOIIMMICA B CBOEM MacTepCTBe XaKepaMy, Halle-
JleHbl Ha paspymieHue 3kKoHOMUKM CIIA v gBIIIOTCSA 4acThIO 3aMBICIIa
TeppOpMCTOB. TeppoprcThl HaHMMAIOT XaKepoB M (PUIIEpPOB I 3apaba-
TBIBaHMSA [eHeT, YCTAaHOBJIEHMS KOHTPOJIS Haf, MHTEePeCYIOIIMI X 00b-
eKTaMU, a TakXKe B LIeJIsIX ITpoIlaraHbl CBOVIX VeVl U J1esITeJIbHOCTI.

Uembepmasn epynna. Jleeasvrvle xakepoL.

DTO Te, KOTOPBIE abCONIIOTHO JIeTaJIbHO paboTaloT Ha pas/IMaHbIe
KOMIIaHWY, HBITAIOTCA B3JIOMaTh MX CaWThl, a eCcIit UM 3TO yHaeTcs, TO
ITOKa3bIBaIOT pa3paboTuMKaM Ha «IbIpbl» B cucteMe. Ho 3meck ecTh orpe-
HeJleHHas OITacHOCTb.

C opmHOV CTOPOHBI, KOMITaHWs, HaHsBIIasg TaKOIO CIIeNMasIniCTa,
PUICKyeT MOTepATh KOHMUAEHIMAIbHYIO MH(POPMAIINIO, Beb HUKTO He
3HaeT, KaK BOCIIOJIb3YeTCsl B3JIOMaHHOV MHQOpMalliert TaKoV pabOTHIK.

Ho cymecTByer 1 obpaTHasi yrpo3a. 3a TaKvM [I€I0M MOTYT IIOV-
MaTh M caMoro BjioMiIMka. Tak B 2003 r. mpom30IUIO C PYCCKUM XaKe-
poM AsekceeM VIBaHOBBIM, KOTOPEI ObUT IpurosopeH B CIIIA k ueTsl-
peM romaM TIOPBMEI U TpexjleTHeMY HaXOXXIEeHMIO II01, HabromeHeM.

Dpaxepol

®dpakepsl - IIpMBEpPKEHIIBI 3JIEKTPOHHOTrO XypHaila Phrack, ocy-
IIECTBJIAIOT B3JIOM MHTpaceTy B TTO3HABaTeIbHBIX IIeJISIX 71 MTOJTyYeHus
MHGOPMAMM O TOIIOJIOTUM CeTeVl, MCIIOIb3YeMBIX B HUX IIPOTPAMMHO-
ammapaTHBIX CPefCTBaX M MHQPOPMAIMOHHBIX pecypcax, a Takke peasu-
30BaHHBIX MeTOAaX 3alllUThL. DTU CBeIeHNs MOTYT TeM WM MHBIM CIIOCO-
OoM (IIOKyIKa, XMIIeHve ¥ T.II.) IIOHAacTh K 3ayfHTePeCOBAaHHBIM B HVIX
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ymiiaM, Kotopsele 1 ocyiectssT HCI. Ha pyky xysmraHaMm urparoT caMu
Xe paboTHVIKM KoMIaHWI. Tak, AMpeKTopa KOMITaHWI WITV XKe CeKpeTapu
M3-3a HEe3HaHMS IIpaBuI 0e30IIaCHOCTV MOTYT IIPEIOCTaBUTh BXOH, B VH-
TpaceTb KoMIIaHUM pakepos. Ppakepsl AEVICTBYIOT TOJIBKO B CETSIX, IIe
moctyn B VIHTepHeT OCyIIIecTBIIAeTCs Ha OCHOBE Tesle(pOHHBIX JIMHL.

Kpaxepot

Kpakep - ym11o, n3yuJaroliiee cucreMy c LeJIbIO ee B3jioMa. VIMeHHO
KpaKephl peaJM3yIOT CBOM KpUMMHAaJIbHble HaKJIOHHOCTM B ITOXMILIEHUN
vHGOPMaIMYM M HaIVICaHMV BUPYCoB, paspymatornmx [10. Ouu mnpume-
HSIOT Pas/IMUHbIe CIIOCOOBI aTak Ha KOMIIBIOTEPHYIO CUCTEMY, VICIIOIB3Y S
HPVHIIAIIBI IIOCTPOEHVISI IIPOTOKOJIOB CeTeBOro ooMmeHa. Kpakeps! paspa-
OaTBIBAIOT CHEMaIbHOe IIporpaMMHOe oOecrieueHwme, 3ackUlas ero Ha
B3JIOMaHHYI0 ManmHy. OCHOBHas 3ajjada Kpakepa COCTOUT B HeIlocpe-
CTBEHHOM OCYIIIeCTBJIEHUM B3JIOMa CHUCTEMBI C IIeJIbl0 IIOJTydeHUs He-
CaHKIIMOHVPOBAHHOIO JIOCTYIIa K Yy>KOU MH(OpMaIny — MHade roBOps,
IUIA ee KpaXky, IIOAMeEHBI 1M It oObsBiieHns dpakra B3nmoMma. Kpakep,
IO CBOEVI CyTV, HUYEM He OTIMYaeTcs OT OOBIYHOIO BOpPa, B3JIaMbIBaIO-
IIIero 4y>Kue KBapTUpbI 1 Kpajy1ero sel. OH B3IaMbIBaeT BbIUMC/TATEITb-
HBIe CVICTEMBI 11 KpaZleT Uy XyIo MHQOpMaIIio.

Durepol

Ovnrieps! (0T aHDIAVACKOTO fisher — ppIdak) — CpaBHUTEIIHHO HEMABHO I10ST-
BUBITIASICSI Pa3HOBVIHOCTE VIHTepHeT-MOIIIeHHMKOB, KOTOPble OOMaHHBIM
ITyTeM BBIMAHMBAIOT Y JIOBEPUMBBIX ITOJIb30BaTE eV CeTV KOH(VIIEHI MATTBHYIO
VH(OPMAIIO: PazIIHbIe T1apOIl, IIMH-KO/IBI, JaHHBIE, VICIIONIB3YS aIb-
IIIVBBIe 2JIEKTPOHHBIE afipeca 1 IOfIe/IbHbIe BeO-CcalThI 1 T.11.

Cramepol

Cxameps! — 3TO MOIIIEHHVIKY, pacChbUIAIOII}E CBOVI IIOCIAHVIT B HafleKe
IOVIMAaTh Ha HaXXVMBKY HaMBHBIX VI JKaJHbIX. VIHTepHeT-TesledpOHNMST CTaHo-
BUTCS Bce Oortee momysisipHovL. Ha ceromms sapericTppoBaHo yoke HOBOJIBHO
MHOTO CJTy9aeB 0OpallieHVsI MOIIeHHVKOB K Ioyb3oBaTersiM Skype-cepsricom IP-
TertedbOHMY, TIO3BOJISIFOIIIMM TIOJIB30BATEIISIM CBS3BIBATBCS ITOCPEICTBOM KOM-
MBIOTEP-KOMITBIOTEP ¥ KOMITbIOTep-TerlepOoH.

Omrvav 113 TIepBBIX cXeM 00pabOTKYA, VICTIONB30BAHHOV MOITIEHHVIKAMYL B
TOJ/I0COBOM OOIIIeHVM, — mpeIoKeHe KIVEHTY BbImaTh ce0st 3a Hacie[-
HMKa 00raToro KjIveHTa IOpVHyYecKOr KOMITAHNV, CKOHUABIIIETOCS 1 He OCTa-
BUBLLIErO 3aBeranyist. Cam MOIIIEHHVIK [PV TOM BBICTYIIVI B POJIV IIOBEPEHHOTO
yMepIIero Oorava v IipeyIaral CBOVI YOIy YeJIOBEKY € SIKOOBI TIOIXOMIAIIIVMIA
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1yt Takovt adpepsl MMeHeM 1 dpamvvert. [ Iperioraraiiocs, 4to 310 MOYXKET TI03B0-
JIVITh TOMY BBIIATh Ce0st 3a BHE3AITHO HAITIEITIErOCs HAUTEHIKE, a BHIPYUEHHbIe
TakviM 00pa3oM JIeHBI' MOIIIEHHVIK ITpejlaral PasmeInTh ITOHOJIaM.

EcrectBeHHO, oT OyzIyiiiero HawiemnHMuKa TpeOyeTcst 3aroiHUTh HEKOTO-
poe KorvdecTBo OyMar (st OTBOMIA IV1a3 V1 Ja0bl He BO30Y KIATh TIONO3PEHIII), a
3aTeM riepesectv eHbrvL. [locte vero vyt HaoIeCTBa, HYA JIEHET, HY MOITIEHHVKA
K/IVIEHT yoKe He YBULIAT.

Cnamepol

CriamepeI - 3TO Te, OT KOTO IPVIXOAAT B HAIIIV IIOYTOBBIE AIVIKY He 3a-
IIPOIIIEHHbIE MacCoBble PacchUIKL. CriaMepbl ObIBArOT Pa3HbIX KATETOPWVT 11 BeCh-
Ma HeOTHOPOHHBL PBIHOK CITaMepCKMX yCOIYT — 3TO IIEVICTBUTEIBHO PBIHOK,
CKOpee axe MHAyCTpys. VIHAyCcTpus 3Ta JOBOJIBHO 3periasi, II03TOMY OHa
HeJIVTCS Ha pasHble cJ10M. MOXXHO BBIEIIUTH KaK MUHVMYM YeTbIpe-TIsiTh
OCHOBHBIX CJIOEB:

Paccuviavrvie cayx0bbl. DT0 COOCTBEHHO U €CTh CITaMepHI — Te, KTO pac-
CBUIaeT CrIaM. DTO YTO-TO Bpope (PUpPM WIM IIPOCTO OpPraHM30BaHHBIX
TPYIIII BeCbMa KBaJIMPUIVIPOBAHHBIX JIFOLEVI, YaCTO C IIPOrPaMMUCTCKUM
HPOIUIBIM (M HACTOAIIVM). DTV (PUPMBI MMEIOT IOBOJIBHO COBEpPIIIEHHOe
porpaMMHOe obecriedeHe, KOTOpoe yMeeT pacChulaTh OOJIBIIIVIE KOJIV-
vecTBa mvceM B enyHUITy BpeMenu (1o 100 mvicem B cekyHmy, To ects 200
TBICAY B Yac) ¥ 3aMeTaTb cyiegpl. OHM HpemyIaraloT pacChUIKy IO MWJI-
JIMOHaM afpecoB 1 OepyT 3a Hee OTHOCWUTEIILHO HeOOJIbIIVe eHBITI.
bBuisHec 3TOT OBOJIBHO BBITOIIHBIV — YCIIEITHAS POCCUVICKAs CllaMepcKast
KOHTOpa MOXXET 3apabaThIBaTh HECKOJIBKO IIECATKOB THICSTY €BPO B MeCHII.

Cobupameau 6a3 0anHbiX. DTOT BUI, UTPOKOB OOCITyKIMBaeT HYXXIbI
PaCCBUIBIIVIKOB ¥ COOMpaeT IS HUX IIOYTOBBIE ajipeca, KOTOpble 00beny-
HseT B Oaswl agpecoB. OHM WCIIOIB3YIOT pa3sHOOOpasHOe IPOrpaMMHOe
obecrreueHme, KOTOpoe yMeeT coOmparth ajgpeca B VIHTepHeTe, IPOBEPSITH
nx paborociocoOHOCTH, HmoMelraTe B 0a3y. [Ipm sTom mpumMensIOTCS
pasHooOpasHble MeTOMIbI — OT KpaXku a/jpecoB y IIpoBarvizepa /10 1oadopa
azpecoB (C IIOMOIIBIO Pas/IMUHBIX SBPUCTUYECKIIX aJITOPUTMOB ¥ TaK Ha-
3bIBaeMBIX CJIOBAPHBIX aTak).

Ipousbooumesu I10. DTO Te, KTO IIPOU3BOLANUT IIPOrpaMMHOe odec-
IeYeHme IS CrraMepoB — codT 1t cOopa azpecos ¢ caiToB 1 (POPYMOB
(ceTeBbIe mayKm), COPT I MACCOBOVI OBICTPOV PACCBUIKM, COPT IS IPO-
BEPKM CYIIIECTBOBAHVIS VI paOOTOCIIOCOOHOCTY a/IpecoB, M T.J.

Hauunaiousue cnamepst. Taxovi criamep IIbITaeTCs OpraHW30BaTh CBOV
Ov3HeC pacChUIKM, IOJIB3YSICh TEXHMYECKMMIM HETOIHBIMIU CPeNCcTBaMM, —
ITOKYIIaeT KapTOUKy ITpoBariiepa, pacchbUIKa MIeT Yyepe3 MogeM M T.11. Pac-
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ChbUIaeMble TaKVM CIIOCOOOM IVIChbMa COCTABJISIOT HeOOJIBIIIYIO [IOJI0 B 00-
IIIeM KOJIMYECTBe CITaMOB — CJIMIIIKOM MHOTO ITpo0iieM (KapTodKa OBICTpO
KOHYaeTcsl, CKOPOCTb PacChUIKV O4YeHb HU3Kas, 0asza aapecoB ycTapera,
IIpoBariiep MOXeT 3aMeTUTh M 3aKpBITh c4eT U T.J.). Takme cramMepsl
OOBIYHO He OUeHb XOPOIIO 3aMeTaroT CJIeflbl, OT HMX B IIPUHIIVIIE MOXKHO
OXMIATh PACCHUIKM IVICbMa C BUPYcoM U T.I1. EcTe m gpyron Bup ciaMepa.
DTO Yallle Bcero MapKeTMHIOBbIe COTPYIHVIKM OOBIMHBIX KOMIIaHW, KOTO-
pBle BOPYT OTKPBUIM WA cebsi paHTacTIIecKIie BO3MOXHOCTI peK/IaMbl
371eKTpOoHHOV HouThl. OOBIYHO ajipeca OHV OepyT IIPOCTO C CalTOB, YeCTHO
YKa3bIBalOT BCe CBOVI KOOPAMHATBI, OOpaTHBIV afpec, OOBIMHO HACTOSIIINI,
u T.. OTpesBrIeHMe IPOVICXOOUT OOBIYHO OBICTPO — IIpOBaVZIep 3aMedaeT
PacchUIKY M OTK/IIOUaeT IoMeH. ITodra IlepecTaeT XOOWUTh M IIPUXOMUTCS
I0JITO ITePeIChIBaThCS C IIPOBaVifiepOM, YTOOBI CHOBA ee BKJIIOUNTb.

1.6. NMpuumnHbl ya3BUMOCTN ceTn UHTEepHer

BoImeviM IpWHMHEL YA3BVIMOCTI CaMOU ceTu VIHTepHeTa, 4To I10-
3BOJIUT IIOHATBH YS3BVIMOCTB CeTell M OTHEeJIbHBIX KOMIIBIOTEpPOB, MMeIo-
VX JOCTYM K Hell. Ecyim paccMaTpuBaTth 3TV IIPUYMHBI KOHIIENITY JIbHO,
He MOsCHSIA AeTaJIbHO KaXIYI0 U3 HUX B BUIY VX TPUBMAJIBHOCTY, TO II0-
JIy4uM cilefyolnee:

1) nuzanH VIHTepHeTa, KaK OTKPBITON U HdelleHTpaI30BaHHOM Ce-
TU € M3Ha4YaJIbHBIM OTCYTCTBUEM IIOJIMTUKM Oe30IacHOCTM: IIpU paspa-
OoTke IMPVHIMIIOB (PYHKIIMOHMPOBaHMS VIHTepHeTa OCHOBHBIE YCVUIVIS
ObUIV HalIpaBJIeHbI Ha JOCTVDKeHNMe yao0cTBa oOMeHa MHMOpManmen, 1
MHOTVe CeTM CIPOeKTMpPOBaHBI 0e3 MexaHM3MOB KOHTPOJIA JOCTyIIa CO
cTopoHbI VIHTepHeTa;

2) ySI3BMMOCTBh OCHOBHBIX CJIy>KO: 6a30BBIM IIPOTOKOIIOM VIHTEepHe-
Ta sBisAeTcsa Habop mporokosios TCP/IP, cepBucHBIe ITporpaMMBI KOTO-
pOTro He rapaHTUPYIOT Oe30IIacHOCTVI;

3) GoriblIasi IPOTSHKEHHOCTD JIVHWV CBS3VL;

4) pabota B VIHTepHETe OCHOBaHa Ha MOJeM KIMeHT/cepBep, He
JINIIIEHHOV OIpee/IeHHBIX CJTa00CTer ¥ KOHKPETHBIX Jla3eeK B IIPOOyK-
Tax pasJIMUHbIX IIPOV3BOAMTEIIEVS; JAHHAS MOJIelb OObeIMHSET PasHO00-
pasHoe IIporpaMMHOe W amIapaTHOe obecrieueHMe, KOTOpPOe MOXET
VIMETDb «IBIPbI» I IPOHMKHOBEHMS 3JI0YMBIIUIEHHVIKOB TUIM COITIaco-
BBIBATbCSI B paMKaX OJTHOWVI CETV, C TOYKM 3peHuns obecrieyeHms: MHPOP-
MalIVIOHHOVI 0€30I1aCHOCTY, He JIy4IIM 00pa3oM;
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5) emre HeZOCTATOYHO OpraHM3aLNV, 3aHVMMAIOIIVXCS IIOATOTOB-
KOV IIpochecCOHAIIOB TIO 3aIiuTe B VIHTepHeTe; XOTA eCTh CIlelasIbHbIe
pUpMBI, C MCCIIEOBAHMAMMI Y PEKOMEHIAIVSMIM KOTOPBIX MOYKHO ITPSIMO
B /IHTepHEeTEe 03HAKOMUTBCS, UTO [I€JIAI0T, K COKaJIEHMIO, eIlle HEMHOTHE;

6) BHeOpeHIMe Pa3IMIHBIMM KOMITAHVSAMIM COOCTBEHHOTO Ay3arHa
npwu cozgarum Web-cTpaHmuI] (KOTOPBIVI MOXeT He COOTBETCTBOBATh Tpe-
OoBaHMAM ODecriedeHNs OIIpeelIeHHOro Kiacca OesoracHocTy st Web-
y371a KOMITaHWM ¥ CKpBIBAIOIIEVICS Jajiee, 3a HMM CeTV) ¥ pacIpo-
CTpaHeHMe peKTaMHOM MHGOpPMaIMM O CBOeV HPOAyKImu (pexiama -
XOTS VI HaWIy4IIVI ABUTaTeIb TOPTOBIIV, HO He TapaHTWs HpuodpeTe-
HVISI CaMOT0 3allUIIIeHHOTO IIPOIyKTa);

7) «yTeuka» TeXHOJIOTMV BBICOKOTO yPOBHS M3 CEKPeTHBIX MCTOY-
HVIKOB IIPV BCKPBITUW IIpefcTaBleHHBIX B ceTri Web-y3710B 11 ceTert op-
TaHM3aINl, 3aHMMAIOIINXCS Pa3pabOTKOV TVIX TEXHOJIOTM, VI JOCTYII-
HOCTb MH(OPMaIIML O CPeICTBax 3allliThL;

8) HesammdpoBaHHOCTH OOJIBIIIENT YaCTM IepeliaBaeMolt dYepes
VaTepHeT MHMOPMaIMIL, YTO TaeT BO3MOXXHOCTh HAOIIIOImeHVIS 3a KaHa-
JlaMVI Ilepefja4vl JaHHBIX: 2JIeKTPOHHAas 11049Ta, IIapoJIv 1 IlepellaBaeMble
dparuiel MOTYT OBITH JIETKO IIepeXBadeHBI 3JIOYMBIIUIEHHVKOM IIPW II0-
MOIIIV JOCTYITHBIX IIPOrPaMM;

9) pabora B VIHTepHeTe 0OCITYyXVBaeTCsI OOJIBIIIVIM UMCIIOM CEePB-
COB, MH(OPMALVOHHBIX CIyXO 7 ceTeBBIX IIPOTOKOJIOB, 3HaHWe IIpa-
BUJIBHOCTU VI TOHKOCTEVI MCIIOJIb30BAHVS BCEX VIIM XOTS ObI OOJIBIIMHCT-
Ba CEPBUCOB, CIIyXXO M IIPOTOKOJIOB OTHOMY 4eJIOBEKY B JIMIIe aJMVHVICT-
paropa ceTu He peaIbHO;

10) c10XXHOCTP KOH(PUIYPVIPOBAaHMS CPENCTB 3alllUTBl — CpefiCcTBa
yIIpaBjIeHNs IOCTYIIOM 3a4dacTyIO CJIOKHBI B HACTPOVIKE M KOHTPOJIe 3a
HVIMV, 9TO BJIedUeT 3a cODOV HEeIIPaBWIPHYI0 KOH(PUIYPaLIO TaKOBBIX
CPEIICTB M IIPUBOLAUT K HECAHKIIVOHVPOBAHHOMY JIOCTYILY;

11) yentoBeueckmt (pakTOP B JIMIIE:

a) KaKIIOrO OT/IEJIBHOTO ITOJIb30BATEJIS, CUJISIIIETO 32 KOMIIBIOTEPOM W,
BO3MOYXHO, He OT/IMYAIOIIErocsl BBICOKMMI MOPAIBHBIMM HPVHIMIIAMI B
CMBICTIE 3AIlIATBI MHTEPeCcOoB CBOeVl (PUPMBI-paboToOmaTe sl ¥ TOTOBOIO 3a
COOTBETCTBYIOIIYIO IUIATY JIVIOO HalTV CeKPETHYIO MH(OPMAIIVIO VWIN IIpe-
IIOCTaBUTB JIOCTYII B CETh 3TOV OpTraHM3allii 3JI0YMBIIIUIEHHVIKAM, KOTOPbIe
caMM HaviyT B HeVI TO, 9TO X OoJlee BCEro MHTepeCyeT;

0) mosTp30OBaTeNIeNI-«JTIO0NTENIel», KOTOPbIe CIMTAIOT, YTO CpecTBa
3aIIMUTBl MM BOOOIIle He HY)XXHBI, WIV HEIPaBWIbHO CKOH(MUIYPUPYIOT
3TV CPeJCTBa;

B) CTPOrO He OIIpeleJIeHHOrO Kpyra II0JIb30BaTelew;
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12) xaxyIasics aHOHMMHOCTE IIpy pabote B VIHTepHere. EcTp BO3-

MOYXHOCTb OOOWITM CpeJicTBa OOHapy KeHWVs OTIIpaBUTEI TOV VUM TIHOW
MHPOPMaLVV VIV TIOCeTUTeNIs Toro vwiv nHoro Web-y3iia ¢ HOMOIIBIO ic-
TIOJIB30BaHMs BUPTYaIbHBIX 1P-a/ipecoB 11 MpOMEeXYTOUHBIX ITepechUIbIIIN-
KOB - peM3WIepoB - 3JIeKTpOHHOM IouThl. CrelnyamcTbl KOMIIaHWUN
InternetSecueitySystems cumrraror, 9TO B JIFO0OVI CETVI, OCHOBAHHON Ha IIPO-
tokorte TCP/IP, cymectByet okoso 135 moTeHImabHBIX KaHastoB st HCT.

KOHTpONbHbIE BONPOCHI

10.
11.
12.
13.
14.

15.
16.

OcobeHHOCTV COBpeMeHHBIX MH(POPMAaILIVIOHHBIX TEXHOJIOT VL
Korpa mosBimich mepBble IIpecTyIUIEHVS C MCIIONIb30BaHMEM KOM-
ObIOTEPHOV TeXHVKM B Poccym?

CKostbKO yros1oBHBIX et 1o cT. 272 YK PO («HemnpasomepHsIit goc-
TYII K KOMITbIOTepHOM MHPopMarmm») 1 c1.165 YK PO («[Iprranae-
HYe MMYIIeCTBEHHOTO yIepOa IIyTeM oOMaHa M 37I0yIIOTpeOIIeHs
ZmosepueM») Opw10 Bo30OyXmeHo B 2003 romy B Poccmm?

Kaxor1 ymep6 HaHec/ 1 KOMITBIOTEpHEIE BUPYCHI 3a IIOCTIemHe 5 J1eT?
Yro moHMMaeTcs 1o, MHPOPMaIMoHHON Oe3omacHOCThIO Poccwmi-
ckomt Peneparym?

IlepBag cocraB/ollad HalMOHAJIBHBIX MHTepecoB IPoccurickomt
Denepanyu B MHPOPMaIIMOHHO cdepe.

Bropas cocTasiisroniasi HalyoHaIbHBIX MHTepecos Poccuiickort Me-
Iepaumy B MHAOPpMaLMOHHOV cdepe.

TpeTbs cocrapirsaionias HalMOHaIBHBIX MHTepecoB Poccuiickon Pe-
Zlepaluy B MHOpMalVIOHHOV cdepe.

YeTBepTas cocTaBIIgIoONIas HalVIOHAIBHBIX MHTepecoB Poccurickornt
®Denepari B MHPOPMALIIOHHOM cdepe.

Kitaccndukariyss KOMITBIOTEPHBIX IIPeCTYIUICHNIL

DKOHOMITYEeCKVe KOMITBIOTEPHBIE IIPeCTYIUIEHVIS.

KomIbioTepHBIMY NPeCTYIUIEHMSAMY IIPOTUB JIMYHBIX IIpaB ¥ 9acT-
HOW cpepbl.

KowmrmproTepHBIe IIpecTyIuIeHs IPOTUB TOCyIapCTBEHHBIX 11 001e-
CTBEHHBIX VIHTE€PECOB.

OcHoBHBIE BUABL IIPECTYIUIEHUV, CBSI3aHHBIX C BMeIIaTeIbCTBOM B
paboTy KOMITBIOTEPOB.

Cr1oco0b1 coBepIIIeH IS KOMIIBIOTEPHBIX IIPECTYIUIEHIA.

Metopp! mepexsaTa KOMIIBIOTEpHOV MHAOPMAIIUIL.
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17.
18.
19.

24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.

30

I'ornb3oBaTervi v II0yMBIIDIEHHVIKV B VIHTepHeTe.

Ko Takue xakepbI?

Ko Takme dppaxepnr?

Ko Taxme kpakepsr?

Ko Taxve dprmepsr?

Kro Taxme ckamepsr?

Ko Takue ciamepb1?

ITpvravse! yassumocTy cetvt VIHTepHeT.

3amymaemast MHMGOpPMATISL.

3arura MHQOPMaLINA.

3amyra H@OPMAIINY OT yTEUKIN.

3amyTa MEHQOpPMAIIMM OT HECAHKIIMOHMPOBAHHOTO BO3IEVICTBVI.
3ammra nHEQOpPMAaIIMM OT HelTlpeIHaMEePEHHOIO BO3IEVICTBVIS.
3amyra nH@OPMAaIMY OT pasrylalleHs.

3amyra uH@OpPMAaIMM OT HECAHKI[MOHMPOBAHHOTO JOCTYIIA.
3ammra nEQOPMALIM OT MHOCTPAHHOV Pa3BeIKIL

3ammra mHQOPMAIMY OT MHOCTPAaHHOV TeXHITIECKOVI Pa3BeIKIA.
3amyra uHQOPMAIUK OT areHTYPHOV Pa3BeIKIL.

b 3ammTel HpOpPMaIN.

D PeKTMBHOCTD 3aIINTH MHPOPMaIUNL.

ITokasaresrb 3¢ppeKTMBHOCTY 3aIINUThI MH(POPMAaIIVITL.

Hopmel a3dpdekTBHOCTY 3aIUThl MHPOPMaIIV.

Opranmsanys 3aiuTel MTHQOPMAaIIUIL

Cucrema 3ammyTsl MHMOPMAITIL

Meponpwstye 1o 3ammre MHPOPMAIIUIL

MepomnpusiTrie 110 KOHTPOIIIO 3(PPEKTMBHOCTY 3aIlUThl MH(POPMALIL.
TexHyKa 3amyTel MHDOPMAIIL

OObeKT 3allUThL.

Cr1oco0 3amTs! MHAOPMAaIIVNL.

Kareropmposanme samyiaemort meE(popMaIiim.

Mertop KoHTpOIIS 3P PEeKTUBHOCTM 3aIIUTH MHPOPMALIN 3TO?
KonTporib cocTostHs 3aImThl MHMOPMAaIIWIL.

CpericTBo 3a1mUThl MHMOPMAIVIIL.

CpemncTBo KOHTPOIIS 3P PEeKTVMBHOCTY 3aIThI MHPOPMALIVAL.
KonTporis opranmsanym 3aiyuTel MTHQOPMAaIIUIL.

KonTpors addexTrBHOCTI 3a1TMTh MH(POpMAaIINIA.
OpranmsarioHHbI KOHTPOIIb 3P(EeKTMBHOCTH 3aITTHI MH(MOPMATIL
TexHvaecknyt KOHTPOIIb 3P PEKTUBHOCTH 3aIIMUTHL MH(POPMALIVINL.
Madopmarys.

HocTyn x mHEPOpManL.
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57.
58.
59.
60.
61.
62.
63.
64.
65.
66.
67.
68.
69.
70.
71.

72.
73.
74.
75.

1

Cy0mpexT mocryna K MHPOpPMAaIIIN.

Hocwremns nadopMarnim.

CoOcTBeHHVIK MH(POPMALIVINL.

Branertert madopMarium.

ITonp3oBaTers (TI0TpeduTesTh) MHAOPMAIIVNL.

IIpaBo gocTyma K MHMOPMAIINAL.

ITpaswIo gocTyna K MHPOPMALIVL.

Opras 3ammTsl MHQOpPMAaIIA.

VadopManiioHHbIe IIPOIIeCCh.

MudopmarnoHHas cucreMa.

VudopmanoHHbIe pecypcaMit.

YTo ITOHMMAIOT ITOTI, YTeUKOV MH(OPMALIUL.
HecaHKITMOHMPOBaHHBIV TOCTYIL

HecaHKIMIOHVpOBaHHOE BO3/IEVICTBIE.

Yro moHmMMaeTcs Mo, HellpegHaMepeHHBIM BO3IEVICTBMEM Ha 3a-
IIMIIEeHHYIO MHAOpMaIIIo.

Yro nmoHMMaeTcs rof, 3 PeKTVBHOCTBIO 3aIIUThI MH(POPMAIIVIL.
KondwnnenmnmanpHoCcTh MHPOPMAIIVIAL

Indposanme MHPOPMAITIN.

YssBumMocTs MHPOpMAL.

TecTbl

. B kaxom 200y 8 Poccuu noaBuauce nepBuie npecmynienus ¢ ucnosb-

308anuem xKomnvromepnon mexuuxu (6vLiu noxumensvt 125,5 meoic. doaa.
CIIIA B0 Bhewskonombanxe)?

1.

1
2.
3.
4
5

2
3.
4.
5
2

1988;
1991;
1994,
1997,
2002.

. Cxoavko yeoao6nvix deaa no cm. cm. 272 u 165 YK PP 6vi10 603-

oysxodeno 62003 e. 6 Poccuu?

6;

60;
160;
600;
1600.
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3. Kaxon obuuii ywepd no daunvim Uncmumyma xKomnwvromepHoil
DesonacHocmu, HaHnecau KomnviomepHvle Bupycel 3a nociedHue 5 aem
(Mapd doaa. CIIIA)?

.4

34;
54,
74;
94.

Ol N

4. Ilo dannvim xxypuasa «Security Magazine», cpednuil pasmep yujep-
0a om KomnvromepHoeo MouteHHuvecmba cocmabasem (0oaa. CIIIA):
500 000;
1 000 000;
1 500 000;
2 000 000;
2 500 000.

SRR

5. Ilo dannvim IraBroeo ungpopmayuonnoeo yenmpa MBJI Poccuu, xoau-
uecmBo KoMNbLIOMEPHLIX npecinyniennil exez00H0 yBeauuubaemcea 6 (pasa):
2;

2,5;
3
3,5;
4.

SRR S

6. Ilo dannvim I'nabnoeo ungpopmayuonnozo yeumpa MBI Poccuu,
exe200HbLL pasmMep MAamepuasbHozo yuepba om KOMHbIOMEPHLIX npe-
cmynaenuil cocmabasem okoa0 (man pyb.):

6;
60;
160;
600;
1600.

SRR

7. IlIo dannvim I'aaBnoeo ungpopmayuonnozo yenmpa MBJ Poccuu,
cpednuil yuiepb, npuuunaemoviii nomepneBuiemy om 1 Komnvromeprozo
npecmynaenus, paben (Man pyo.):

1,7
2,7;
3,7;
4,7.

MEaENS
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8. Cxoavko npoyenmob 31eKkmpoHHbIX nucem A6aaomea cnamom?
1. ;
2. 30;
3. 50;
4. 70;
5. 90.

9. K xkaxum excecodnvim yovimxam npuBodam cnamot (MaApo 0oaa.
CIIIA)?

1. 20;
2. 40;
3. 60;
4. 80;
5. 100.

10. B 2003 2. @CB npeceueno nonvimox npoHuxHobenua 6 ungopmayu-
otnble pecypcot opeanob eocyoapcmbentoii Bracmu Poccuu oxono (pas):

100;

1 000;
10 000;
100 000.

SN

11. Ckoavko Bbideaaromca 0CHOBHBIX cOCMABAAIOWUX HAUUOHANLHBIX
unmepeco8 Poccuiickon @edepayuu 6 ungopmayuonnoil cgpepe?
2;

MBI S
&

12. AkmubBnuii nepexBam ungpopmayuu 3mo - nepexbam, Komopulii:

1. 3akmoyaercs B yCTaHOBKe ITOIC/TYIIVBAIOIIETO YCTPOVICTBA B all-
HapaTypy CpencTs o0paboTKu MHPOpMaLIIL;

2. ocHOBaH Ha (PUIKCAIIMM 3JIeKTPOMAarHWUTHBIX W3JIyYeHWV, BO3HU-
KaloIIX TIpY PYHKIMOHMPOBAHWMY CPEICTB KOMITBIOTEPHOVI TeXHUKM T
KOMMYHUMKALIVIVL;

3. HeIpaBOMEPHO WCIIOIB3yeT TeXHOJIOTMYEeCKIe OTXOIbI MHMOpMa-
LIMIOHHOTO IIPOIIecca;

4. ocymecTB/IsIeTCS Iy TeM UCIIOIb30BAHS OIITUYECKOV TEXHIK;

5. ocyIiecTBiIsSe€TCS ¢ IOMOIIBIO MOOKITIOUEHVSI K TeJIeKOMMYHIKa-
LIIOHHOMY O0OPYHOBaHWIO KOMITbIOTEpPA.
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13. IlaccuBuviit nepexBam ungpopmayuu 3mo - nepexbam, KOMopulii:

1. 3aKToyaeTcs B yCTaHOBKe ITOIC/TYIIVBAIOIIETO YCTPOVICTBA B all-
HapaTypy CpercTs o0paboTky nHpopMarmm;

2. ocHOBaH Ha (PUIKCAIIMM 3IeKTPOMAarHUTHBIX W3JTyYeHWVI, BO3HU-
KaloLIMX Ipy PYHKIVOHWPOBAHWUN CPEACTB KOMIIBIOTEPHOVI TEXHWUKU T
KOMMYHVIKAIIVIVL;

3. HeIpaBOMepHO WCIOIb3yeT TeXHOJIOTMYEeCKVe OTXOIbI MHMOpMa-
IIVIOHHOTO IIPOIlecca;

4. ocymecTB/IseTCS Iy TeM VCIIONTb30BaHS OIITMYECKOV TEXHVIK;

5. ocymiecTB/IsieTcs C IIOMOIIBIO ITOIK/IFOUeHNSI K TeJIeKOMMYHMKa-
IIMIOHHOMY 00OPYZ0BaHWIO KOMITbIOTEpPA.

14. AyouonepexBam nepexBam ungpopmayuu 3mo - nepexbam, Komopuli:

1. 3axmouaeTcd B YCTaHOBKE ITOICITYIIMBAIOIIErO YCTPOVICTBA B all-
Hapartypy cpencTs 00paboTkm mHpOpMaIm;

2. OCHOBaH Ha (PUKcAlMM TEKTPOMATHUTHBIX WM3JIy4YeHWII, BO3HU-
KaoIIMX Ipy (PYHKIVIOHMPOBAHWUY CPEACTB KOMIIBIOTEPHOVI TEXHVIKIU T
KOMMYHWUKAaIUVI;

3. HeIpPaBOMEPHO WCIIOIB3YeT TEXHOJIOTMYECKNE OTXOMbI MHPOpMa-
LIVOHHOTO IIpoIiecca;

4. ocyuiecTBIseTCA IyTeM VCIIOIb30BaHMs OITUYEeCKOV TeXHUKY;

5. ocyIiecTBIIIeTCS C IIOMOIIBIO TIOIKIIOYEHNS K TeJIeKOMMYHVIKa-
LIOHHOMY 0OOPYIOBaHVIO KOMIIBIOTEPA.

15. IIpocmomp mycopa 3mo - nepexﬂam um};opmauuu, Komopwlit:

1. saximouaercs B yCTaHOBKe ITOAC/IYIIMBAOIIEro YCTPOVICTBA B all-
naparypy CpencTs o6pa60T1<V1 MHq)opMauVM;

2. OCHOBaH Ha cpMKcauVM 9JIEKTPOMAarHUTHBIX M3JIy4YeHUV, BO3HU-
Karommx mpu q)yHKLMOHV[pOBaHVM CpencTB KOMIIBIOTEPHOVI TEXHUKN U
KOMMYHUKaIIVV;

3. HempaBOMepHO VICIIOJIB3YET TeXHOJIOIMYECKIEe OTXOIbI MchopMa—
LIIOHHOTI'O IIpoIiecca;

4. ocylecTBIIIeTCd IyTeM MCIOJIb30BaHMs OIITMYEeCKOVI TeXHVIKI;

5. OCYIIECTBJISIETCS. C ITOMOIIBIO ITOAKITIOYEHMsI K TeIeKOMMYHVIKa-
LMOHHOMY oGopynOBaHmo KOMIIBbIOTEpA.

16. IlepexBam, xomopwui 3akxatouaemca 8 ycmanoBke nodcayuubaro-
ujezo ycmpoiicmBa 6 annapamypy cpeocm8 obpabomxu ungopmayuu,
HasviBaemca:

1. axTMBHBI IIepexBart;

2. IIaCCUBHBIVI IIepexBar;
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3.
4.
5.

17.

ayauoIriepexsart;
BUZIeOIIepexBaT;
IIPOCMOTP Mycopa.

IlepexBam, xomopuiit ocyujecmbBasiemca nymem uUcnoas308anus

onmuyeckou mexHuku, Ha3vlBaemcs:

G

aKTUBHBIV II€pexBaT;
MMaCCUBHBIV IIEpEXBAT;
ayayoriepexsar;,
BUJIeOIepexBar;
IIPOCMOTP Mycopa.

18. IepexBam, komopwlit ocHoBan Ha uKcayuy I1eKMpoMaAHUIMHBIX
usayvenuil, Bosnuxaouux npu pyuKyuoHupobanuu cpedcmb Komnvio-
MepHOTl MeXHUKU U KOMMYHUKAYUTL, HA3bl6aemca:

G

aKTUBHBIV II€pexBaT;
MIaCCMBHBIV IIEpEXBAT;
ayayoriepexsar;
BUJIeOIIepexBar;
IIPOCMOTP Mycopa.

19. IlepexBam, komopuiii ocyuecmBaaemcs ¢ HOMOWBLI0 NOOKAIOUEHUA K
meAeKOMMYHUKAYUOHHOMY 000pYyOdoBanuto komnvromepa, Ha3viBaemcs:

G

aKTUBHBIV IIepexBart;
MaCCMBHBIV IIEpEXBAT;
ayayoriepexsar;,
BUJIeOIepexBar;
IIPOCMOTP Mycopa.

20. ITepexBam, komopbiil HenpaBomepHo UCNOAb3Yem mMexHoAo2uYe-
CKUle 0mxo0bl UHPOPMALUOHHO20 npoyecca, Ha3blBaemc:

MR NS

aKTUBHBIVI II€PEXBAT;
IIaCCVBHBIV II€PEXBAT;
ayayoriepexsar;
BUIeOIIepexBar;
IIPOCMOTP Mycopa.

21. Kax nasviBaemca cnocob nHecankyuornupoBannozo docmyna k uH-
Gpopmayuu, Komopuolil 3akarouaemca 8 HecankyuoHupoBbannom docmyne
8 Komnvlomep Uil KOMNLIOMeEPHYIO cemv Oe3 npaba Ha mo?

1.
2.

«3a mypaKoM»;
«bperb»;
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3. «KommbroTepHbIvt abopmax»;
4. «3a xBoCT»;
5. «HecmemHsIit BBIOOD».

22. Kax nasviBaemca cnocob nHecankyuornupoBannozo docmyna k uH-
popmayuu, Komopoiii 3aKarouaemcsa 6 nNoOKAIOUEHUU KOMNBLIOMEPHO20
mepmunata K kanaay c6asu 6 mom momenm Bpemenu, K020a compyoHuK
Kpamiobpemenno nokudaem cboe pabouee mecmo, ocmabaaa mepmuna
8 pabouem pexume?

1. «3apypakom»;

2. «bpermrp»;

3. «KommproTepHBIV abopmax»;
4. «3a xBOCT»;

5. «Hecnerrssii BBIGOP».

23. Kax nasviBaemca cnocod HecankyuonHupobannozo oocmyna k uH-
popmayuu, Komopeil 3axaouaemca 6 nooKAOUeHUU 310YMbIUUAEHHUKA K
AUHUY CBA3U 3AKOHHO20 NOoAb30Bamenn u nocie cueHaaa, 0603HAUAIOU|E20
KoHely pabomul, nepexbamvibanus ezo Ha cebs, noay4Aa docmyn K cucmeme?

1. «3apypakom»;

2. «bpemn»;

3. «KommproTepHBIV abopmax»;
4. «3a xBOCT»;

5. «Hecnemssm: BEIOOP».

24. Kax nasviBaemca cnocobd HecanKyuoHupoBannozo oocmyna k uH-
popmayuu, Komoputi 3aKarouaemca 6 omvICKAHUU YUACKOB npozpamm,
UMewux OWUOKY UAU HeYOAUHYIO0 A02UKY NOCpPOoeHUA?

1. «3apypakom»;

2. «bpermr»;

3. «KommproTepHBIV abopmax»;
4. «3a xBOCT»;

5. «HecnemssIii BBIGOP».

25. Kax nasviBaemca cnocobd HecanKyuoHupoBannozo oocmyna k uH-
popmayuu, Komopuui 3axiouaemca 6 HAX0KOEHUU 310YMbIUACHHUKOM
yA36umvix mecm 8 ee 3auyumne?

1. «3apypakom»;

2. «bpermr»;

3. «KommpioTepHBIV abopmax»;
4. «3a xBOCT»;

5. «HecnemssIvi BBIGOP».
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26. Cnocob necankyuonupobannozo docmyna x ungopmayuu «3a oy-
paKom» 3aKar0uaemcs:

1. B OTBICKAHMM YYacCTKOB ITPOTPaMM, MIMEIOIIVIX OIMVOKy WiIu He-
yIa4HYTO JIOTVIKY TIOCTPOEHVISE;

2. B IOOKIIOYEHWV 3JIOyMBIIUIEHHMKA K JIMHWUV CBSI3M 3aKOHHOTO
TIOJIh30BaTeIs M TI0C/Ie CUTHasIa, 0D03HavaroIero KoHer, paboThl, mepe-
XBaThIBaHWS €r0 Ha ce0sl, ITojTydast IOCTYII K CHCTeME;

3. B NOIKIIOUEHWMV KOMITBIOTEPHOIO TepMWHasla K KaHaJly CBSI3U B
TOT MOMEHT BpeMeHV, KOIZla COTPYIOHWK, KpaTKOBpEeMEeHHO MOKMIaeT
cBOe pabouee MeCTO, OCTaBJIsIsl TEPMIUHAII B pabodeM pexxiMe;

4. B HAXOX/IEHUN 3JI0YMBITUTEHHVKOM YSI3BVIMBIX MECT B €e 3aIlliTe;

5. B HECaHKIIMIOHVPOBAaHHOM JIOCTyIle B KOMIIBIOTED VIV KOMIIBIO-
TepHyI0 ceTh Oe3 ITpaBa Ha To.

27. Cnocob mnecanxkyuonupoBannozo odocmyna « uHpopmayuu
«Bpewv» 3axatouaemcs:

1. B OTBICKAHUU yqaCTKOB IIporpamMM, VIMEIOIIMX OI_HT/I6Ky i He-
YIAYHYIO JIOTVIKY ITOCTPOEHIS;

2. B ITOOKJIFOYEHL 3J'I0yMBIH_UIeHHT/IKa K JIMHVV CBSA3V 3aKOHHOI'O
II0JIb30BaTesIs M I0CJIe CUMTHasla, 0003HaJaroIero KoHer, paboTsl, Iiepe-
XBaTBIBAHWS €ro Ha ce0sl, IoJIydast JOCTYII K CHCTEME;

3. B TIOOKIIOYEHVVT KOMITBIOTEPHOI'O TE€pMIHaIa K KaHaHy CBA3M B
TOT MOMEHT BpeMeHM, KOIZa COTPYIHMUK, KpaTKOBPEMEHHO IIOKMIAeT
CBOe pabouee MeCTO, OCTABIISISI TEPMMHATI B paboueM pexmMe;

4. B HaxOXHEHUM 3JI0yMBIITUIEHHUKOM YS3BVIMBIX MECT B €€ 3allluTe;

5. B HECAaHKUMOHMPOBAHHOM IOCTyIle B KOMIIBIOTEP WJIN KOMIIBIO-
TepHYIO ceTb Oe3 IpaBa Ha TO.

28. Cnocob necanxyuonupoBannozo docmyna k urgopmayuu «Kom-
N6I0MEPHDLIL ADOPOAXK» 3AKAI0UACNCA:

1. B OTBICKAHMM YYacCTKOB IIPOTPaMM, MIMEIOIIVX OMVOKy WiIu He-
YIAYHYIO JIOTMKY IIOCTPOEHVIS;

2. B HOIKIIOUEHWV 3JIOYMBIIUIEHHVKA K JIMHWUW CBS3M 3aKOHHOT'O
IIOJIB30BaTeISl I IIOCIIe CUIHaJIa, 0003HAYaIoIero KoHer paboTsl, Iepe-
XBaTBIBaHIIS €ro Ha ce0sl, IoJIydast JOCTYII K CHCTEME;

3. B IOOKIIOYEHNN KOMIIBIOTEPHOIO TepMMHaJla K KaHayly CBS3U B
TOT MOMEHT BpeMeHV, KOIrfa COTPYOHMK KpaTKOBPeMEHHO IIOKMIaeT
cBOe pabouee MeCTO, OCTaBJIsisl TEPMUHAI B pabodyeM pexxiMe;

4. B HaXOX[IEHWV 3JI0YMBIIIUIEHHVKOM YSI3BMMBIX MECT B ee 3allliTe;

5. B HeCaHKUVMOHMPOBAHHOM HOCTYIle B KOMIIBIOTEP WIIM KOMIIBIO-
TepHy0 ceTh Oe3 IrpaBa Ha To.
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29. Cnocob necanxkyuonupoBanunozo docmyna k ungopmayuu «3a
x6ocmn» 3axatouaemcs:

1. B OTBICKAHMM YYacCTKOB IIPOTPaMM, MIMEIOIIVIX OIVOKy WiIu He-
YIAYHYIO JIOTMKY IIOCTPOEHVIS;

2. B HOOKIIOUEHWUN 3JIOYMBIIUIEHHVKA K JIMHWUW CBS3M 3aKOHHOT'O
IIOJIb30BaTesIs I II0CIIe CMIHasIa, 0003HaYaoIero KoHer paboTEl, Iepe-
XBaThIBaHWS €r0 Ha ce0sl, ITojTydas TOCTYII K CHCTEME;

3. B HNOOKTIOYEHWUV KOMIIBIOTEPHOIO TepMMHaIa K KaHaly CBS3VL B
TOT MOMEHT BpeMeHU, KOrJa COTPYIHWMK KPaTKOBPEMEHHO IIOKWIaeT
CBOe pabouee MeCTO, OCTABIISISI TEPMMHAII B paboueM pexmMe;

4. B HaXOXJIEHUN 3JI0YMBIIIUIEHHVIKOM YSI3BYIMBIX MECT B €€ 3allliTe;

5. B HeECaHKIMOHMPOBAHHOM IOCTyIle B KOMIIBIOTEP WIIM KOMIIBIO-
TepHYIO ceTb Oe3 IIpaBa Ha TO.

30. Cnocob mnecanxyuonupoBanunoeo docmyna xk ungpopmayuu «He-
cnewnstil BoLb0p» 3aKatouaemcs:

1. B OTBICKAHMM YYacCTKOB IIPOTpaMM, MIMEIOIIVIX OIVOKy WiIu He-
YIAYHYIO JIOTMKY IIOCTPOEHVIS;

2. B HOOKIIOUEHWUV 3JIOYMBIIUIEHHVKA K JIMHWUW CBS3M 3aKOHHOT'O
TIOJIh30BaTeIsl M TIOC/Ie CUTHaIa, 0D03HavaroIero KoHer, paboThl, mepe-
XBaTBIBaHS ero Ha ce0si, oJIydast JOCTYII K CHCTeMe;

3. B TIOAKITIOYEHUY KOMIIBPIOTEPHOTO TepMMHasla K KaHayly CBS3U B
TOT MOMEHT BpeMeHU, KOrZla COTPYIHMK, KPaTKOBPEeMEHHO IIOKWIaeT
cBOe pabouee MeCTO, OCTaBJIsIsl TEPMIUHAII B pabodyeM pexume;

4. B HaxOXIEeHWUV 3JI0yMBIIUIEHHNKOM YSI3BMMBIX MECT B ee 3allluTe;

5. B HeCaHKIIMOHVPOBaHHOM JIOCTyTIe B KOMITBIOTEP WUIV KOMIIBIO-
TepHYIO ceTb Oe3 IpaBa Ha TO.

31. Xaxep - 3mo:

1. M0, KOTOpOeE B3/IaMbIBaeT MHTpaceThb B ITI03HaBaTeJIbHBIX 11eJIsIX;

2. MOIIeHHVIK, PacChUTAIOIIVVI CBOVI TIOCIAHVIL B Hafekre OOMaHyTh HaviB-
HBIX V1 KaJHBIX;

3. Mo, M3ydaroliee CHUCTeMy C LeJIb0 ee B3JIOMa M peay3ylolee
CBOVM KpMMMHaJIbHbIe HaKJIOHHOCTM B IIOXMIIeHWM MHQOpMaummu U Ha-
HnvcaHuM BUpYycoB paspymamomuyx [10;

4. IUIOXOVI UT'POK B rojIbd, AVJIeTaHT;

5. MomIeHHMKW, KOTOpble OOMaHHBIM IIyTeM BBIMAHWMBAIOT Y IOBEPUV-
BBbIX IT0JIb30BaTesIelt ceTvi KOHMIeHI A TEHYIO MH(OPMALIVIO.

32, Dpaxep - 3mo:

1. M0, KOTOpPOE B3/IaMbIBaeT MHTPaceThb B II03HaBATeJIbHBIX 1IeJISX;

2. MOIIEHHVIK, pacChUTAOLINTI CBOV IIOC/IAHVEL B HafleXKe OOMaHyTh HaviB-
HBIX ¥ XXaTHBIX;

38



AKmyasvsHOCHb UHPOPMALUOHHOT De30nACHOCTIU, NOHAUA U OnpedeseHUs

3. o, M3ydarollee CHUCTEMY C LEIBIO ee B3IOMa M peaI3ylollee
CBOV KpVMMMHAaJIbHbIEe HAaKJIOHHOCTM B IIOXWIIEHWUV MHQOpManmm u Ha-
HVcaHUM BUPYCOB, paspymarommx I10;

4. IUIOXOVI UTPOK B TOJIb(, IVIIETaHT;

5. MoOIIeHHMKW, KOTOpble OOMAaHHBIM ITyTeM BBIMAHWBAIOT y JIOBEPUV-
BBbIX I10JIb30BaTesIelt ceTvi KOHMIeHI A TEHYIO MH(OPMAIIVIO.

33. Kpaxep - smo:

1. Mo, KOTOpOe B3JIaMbIBaeT MHTpPaceTh B II03HaBaTeJIbHBIX 1IeJIdX;

2. MOIIeHHVIK, PacChUIAOIIVVI CBOVI TTOCTIaHVS B HajleX e OOMaHyTh HaviB-
HBIX VI KaJHbIX;

3. o, W3ydYaroliee CUCTEMY C LeJIbIO ee B3JIOMa ¥ peayv3yroliee
CBOW KpVMVHa/IbHble HAKJIOHHOCTM B ITOXVIIIEHVY MHQPOpMaIlMM U Ha-
HvicaHUV BUPYCoB, paspytamomux I10;

4. TIOXOVI UTPOK B TOJIbM, IVIIETaHT;

5. MoIIeHHVKM, KOTOpble OOMAaHHbBIM ITyTeM BLIMAHMBAIOT y JAOBEpUN-
BBIX II0JIb30BaTesIeV] CeTVi KOHPVIeHI IMaTbHYTO H(OPMAILIVIO.

34. Puuep - s3mo:

1. M0, KOTOpPOeE B3/IaMbIBaeT MHTPaceThb B II03HaBaTeIbHBIX 1IeJISX;

2. MOIIeHHVIK, PacChUIAIOIIVVI CBOV ITOC/IaHVES B Hajlexie OOMaHyTh HavB-
HBIX V1 KaJTHBIX;

3. JmIlo, W3yd4alolllee CHUCTeMY C LIeJIbIO ee B3JIoOMa ¥ pean3yiolee
CBOV KpVMMMHaJIbHbIe HAKJIOHHOCTM B IIOXWIIEHWUV MHQOpManmm ¥ Ha-
HNvcaHU BUPYCOB, paspymmarommx I10;

4. IUIOXOVI UT'POK B rojbd, AVJIeTaHT;

5. MOIIIeHHVKM, KOTOpEle OOMaHHBIM ITyTeM BBIMAaHVBAIOT y IOBEpUV-
BBbIX IT0JIb30BaTesIelt ceTvi KOHMIeHI A TEHYIO MH(OPMAIIVIO.

35. Cxamep - 3mo:

1. JmIo, KOTOpOe B3JIaMBIBaeT MHTpPAceTh B II03HABATEIbHBIX 1I€TIIX;

2. MOIIeHHVIK, PacChUIAIOIIVVI CBOV ITOC/IAHVS B HajleXe OOMaHyTh HavB-
HBIX V1 Ka/THBIX;

3. Mo, W3ydYaroliee CUCTEMY C LIEJIBIO ee B3JIOMa ¥ peayv3yrollee
CBOV KpVMMMHAaJIbHbIEe HAKJIOHHOCTM B IIOXWIIEHWUV MHQOpManmm 1 Ha-
MVICaHWVI BUPYCOB, paspymatomyx I10;

4. IUIOXOVI UTPOK B TOJIb(, IVIIETaHT;

5. DTO MOIIEeHHMKW, KOTOpble OOMAaHHBIM ITyTeM BBIMAHMBAIOT Y HO-
BepUVBbIX I10JIb30BaTesIel! ceTV KOHMIEHI MAaTbHYIO MH(OPMALIMIO.
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36. Cnamep - s3mo:

1. 10, KOTOPOe B3/IaMBIBaeT MHTpPAceTh B TI03HaBaTeIbHBIX IIeJIsiX;

2. MOIIEHHVIK, pacChUIAOLINTL CBOVI IOCIAHVISL B HafeKle OOMaHYyTh HaviB-
HBIX V1 XKaJTHBIX;

3. 7m0, M3ydarolliee CHUCTeMY C IIeJIbIO ee B3JIOMa 1 peasmu3ylolee
CBOW KpVMVHa/IbHble HAKJIOHHOCTM B ITOXVIIIEHVV MHQOPpMaIMn M Ha-
HvicaHUV BUPYCOoB, paspymamomux I10;

4. TOT, OT KOIrO IPVIXOISAT B HAIV ITOYTOBBIE SIIVKI He 3alTpOIIeHHbIe
PaCCBUIKIL

5. MOIIeHHMKM, KOTOpble OOMaHHBIM ITyTeM BbLIMaHMBAIOT y JOBEpUN-
BBIX I10JIb30BaTesIelt ceTi KOH(MIeHI A TEHYIO MH(OPMALIVIO.

37. Jluyo, komopoe B31amviBaem unmpacems 8 nosnabamervHolx ye-
AAX, = IMO:
cKamep;
XaKep;
riep;
dpakep;

Kpakep.

SN

38. Mouwennux, paccetrarouyuil c6ou nocaanus 6 nadexoe obmanymes Haub-
HObIX U JKAOHDBIX, — IMO:
cKamMep;
XaKep;
rrep;
dpakep;
Kpaxep.

SN

39. Juyo, usyuarouee cucmemy c yeavto ee 310ma u pearusyroujee cbou
KpUMUHAAbHbIE HAKAOHHOCHU 6 noXumjenuy ungopmayuy u Hanucanuu
Bupyco8, paspywarougux 110, - a3mo:

1. cxamep;
xaKep;

Jiep;
dpaxkep;
Kpakep.

Ol @ N

40. ILroxux uepoxob 8 eoaveh, ouremanmob nasvibasu 6 XIX Bexe:
cKamMep;

XaKep;

riep;

dpakep;

Kpakep.

SN
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41. Mowennuiu, komopuie 0bManHbIM nymem Bvimanubarom y doBepuu-
Bvix noav3oBameneil cemu KOHGUOSHYUANBHYIO UHPOPMAYUIO, - ITO:
cKamep;
XaKep;
riep;
dpakep;
Kpakep.

SRR

42. Jluyo, om komopoeo 8 Hawu noumoBuie AUUKY NPUXOOAM He 3anpo-
UIEHHbIE PACCLLAKY, = ITNO:
CKamep;
xaKep;
criamep;

dpaxep;
Kpaxep.

RN

43. 3awuma ungpopmayuu - 3mo:

1. mporecc cbopa, HakomwIeHNs, 00pabOTKM, XpaHeHWUs, pacipere-
JIeHVIs VI TTOVICKa MHOpMaL;

2. mpeobpaszoBaHme MHGpOpPMAaLWN, B pe3yJbTaTe KOTOPOLO COmep-
KaHMe WMHGPOPMaLWM CTAaHOBUTCS HEIOHATHBIM UL CyOBeKTa, He
VIMEIOIIIero JOCTYIIa;

3. mosyueHMe CyOBEKTOM BO3MOXKXHOCTHM O3HAKOMJIEHVS ¢ MH(OpMa-
1Ve11, B TOM Y¥ICIIe PV IIOMOIIV TEXHUYECKMX CPesiCTB;

4. COBOKYIIHOCTh IpaBWI, perjIaMeHTUPYIOIINX IOPSAIOK W YCIIOBYS
HocTyIIa cyObekTa K MHPOpMaLN V1 ee HOCUTeIIsIM;

5. [edresIbHOCTb IIO HPEAOTBPAIEHMIO yTeuky MHQOpManuy, He-
CaHKIIMOHVPOBAaHHBIX 1 HelIpeTHAMepEeHHEBIX BO3[IeVICTBIV Ha Hee.

44. Undpopmayuontvie npoyeccol - 3mo:

1. mpomecc cOopa, HaKOIUIeHMs, OOpabOTKM, XpaHEHMs, paclpee-
JIeHVIsI V1 ITOVICKa MH(OpMaIm;

2. mnpeobpasoBaHme MHPOpPMaLMM, B pe3yJsIbTaTe KOTOPOTO COmep-
XaHVe WHMOPMAIIUM CTAaHOBUTCS HEMOHSTHBIM IS Cy6”b€KTa, He
VIMEIOIIIETO JOCTYIIa;

3. monydeHMe cyOBEKTOM BO3MOXKHOCTV O3HAKOMJIEHVISI ¢ MHMOpMa-
1Mev1, B TOM 4Y¥CIIe PV IIOMOIIV TEXHUIECKVX CPeZiCTB;

4. COBOKYITHOCTb IIPaBWI, PErIAMEHTVPYIOIINX IIOPSIOK M yCIIOBUS
IOCTyTIa Cy61>eKTa K MHMOPpMAIIUM VI ee HOCUTETISIM;

5. [edTesIbHOCTb IIO NIPeAOTBPAIIEHMIO yTeUKM MHQOpMaIuv, He-
CAHKIIVIOHVIPOBAaHHBIX 1 HellpemHaMePeHHBIX BO3IEVICTBUI Ha Hee.
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45. IllugppoBanue ungpopmayuu - 3mo:

1. mpomecc cOopa, HaKOIUIeHMs, OOpabOTKM, XpaHEHMs, paclpere-
JIeHWs 1 TIOVICKa MHOpMaImy;

2. 1mpeobpasosaHme MHQOpPMAIUK, B pe3yjIbTaTe KOTOPOILO COIEp-
KaHVe WMHGPOPMaLUWV CTAHOBUTCS HEIOHATHBIM IS CyOBeKTa, He
VIMEIOIIIETO JOCTYIIA;

3. mosnydeHMe CyOBEKTOM BO3MOXKHOCTV O3HAKOMJIEHVI ¢ MH(OpMa-
IIVIeVI, B TOM YVICIIe IIPV IIOMOIIV TEXHUYECKVIX CPEJICTB;

4. COBOKYIIHOCTbH IIPaBWI, perIAMEHTUPYIOIINX IOPSIOK 1 YCIIOBUAS
HOoCTyIIa CyObeKTa K MHMOpMAaLWI ¥ ee HOCUTEISIM;

5. [esATeNIbHOCTH IO IIPeNOTBPALIEHMIO YTeUKM MHQOpMaImm, He-
CaHKIIMOHVPOBAHHBIX I HellpeTHAMePEeHHBIX BO3[IEVICTBIV Ha Hee.

46. Tocmyn k ungpopmayuu - 3mo:

1. mpomecc cOopa, HaKOIUIeHMs, OOpabOTKM, XpaHEHMs, paclpere-
JIeHVs Y TIOVICKa MHQOpMaIIn;

2. mpeoOpasoBaHMe MHPOPMAIUM, B pe3ybTaTe KOTOPOTO Comep-
XaHVe WHMOPMAIIUY CTAaHOBUTCS HEMIOHSTHBIM IS Cy6”b€KTa, He
VIMEIOIIIeTO OCTYIIa;

3. monydeHMe CyOBEKTOM BO3MOXKHOCTV O3HAKOMJIEHVI ¢ MH(OpMa-
IieVi, B TOM 4VICJIe IIPV IIOMOIIM TeXHUYECKIX CPeCTB;

4. COBOKYIIHOCTb IIPaBWI, perIaMEHTUPYIOIINX IOPSIOK M YCIIOBUAS
IOCTyTIa Cy6”b€KTa K MHMOPpMAITUM VI ee HOCUTETISIM;

5. [eATesIbHOCTH IO NPeNOTBpaIlleHNIO yTedKM WHpopMaImm, He-
CAaHKIIMOHVIPOBAHHBIX 1 HellpeTHAMePEeHHBIX BO3[IEVICTBIV Ha Hee.

47. 3awuma ungpopmayuu om ymeuxu - 3mo 0eAmesbHOCHb HO npe-
domBpawenuro:

1. monyueHus 3amuminaeMort WMHGPOPMALMY —3aMHTEPeCOBAaHHBIM
CY6'beKTOM C HapyIlleHMeM YCTaHOBJIEHHBIX ITPaBOBBIMM JOKYMEHTaMU
VIV COOCTBEHHMKOM, BJIajieIblieM MHMOPMaIUK IIpaB VIV IPaBWJI 0C-
TyIIa K 3allyIaeMori MH(opMarm;

2. BO3HEVICTBNS C HapylIeHWeM YCTaHOBJIEHHBIX IIpaB 11/ TUIM IIPaBIIl
Ha M3MeHeHVIe MH(OPMaIV, IIPUBOISIIETO K VICKaKEHIIO, YHIYTOXEHIIO,
KOIIVIPOBaHMIO, OJIOKVMPOBAHIIO TOCTyTIa K MH(OpMAINY, a TakKe K yTpaTe,
YHWYTOXEHWIO VIV CO0I0 (PYHKIMOHVPOBAHYIS HOCUTEIS MHMOPMAIIL;

3. BO3MEVICTBMS Ha 3allMINaeMylo MHAOPMAIIMIO OMIMOOK IT0IB30Ba-
Terst viHpOpMaliyer, cOos TEXHUUYECKMX M IIPOTPaMMHBIX CPELCTB MH-
pOpMAIIMOHHBIX CHCTEM, a TaKXXe IIPVUPOIHBIX SBJICHNV;

4. HEKOHTPOIIMPYEMOIO PpacIpOCTpaHeHVs 3allyiaeMovi WHQop-
MarIuy OT ee pasIyIallle Vs, HeCaHKIIMOHVPOBaHHOTO JOCTYIIa;
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5. HecaHKIIMOHVPOBAHHOIO NOBENEHNS 3allMIiaeMor MHMopMaInm
110 HEKOHTPOJIMPYEMOTO KOJIMYeCTBa IIoJTyJdaTesiel MH(POpMarIvi.

48. 3aujuma ungpopmayuu om Hecankyuonupobannoeo osdeicmbus -
3mo desameavHOCHb 1O npedomBpanjeHuio:

1. monmydeHws 3amiuIaeMort WMHQOpPMaIVMW  3aMHTepPeCcOBaHHBIM
CyOBeKTOM C HapyllleHVeM YCTaHOBJIEHHBIX IIPaBOBBIMM JOKyMeHTaMM
VIV COOCTBEHHMKOM, BJIaJleNIblleM MHMOPMaIU IpaB VIV IIPaBIIT 10C-
TyIa K 3allyInaeMort MHpOpMaImiL;

2. BO3IEVICTBYIA C HapyIlIeHVeM YCTaHOBJIEHHBIX ITpaB 1/ VIV ITPaBII
Ha M3MeHeHVe MHMOPMaIY, IPUBOIAIIETO K MCKaKeHMIO, YHIUTOXe-
HVIO, KOIIMPOBaHMIO, OJIOKMPOBaHMIO JIOCTYIIa K MHMOpMAIUY, a TakkKe
K yTpaTe, YHMYTOXEHWIO YV OO0 (PYHKIIVIOHMPOBAHVIS HOCWUTEIIS VH-
dopmarms;

3. BO3IEVCTBVA Ha 3allIIaeMyIo MHMOPMAIINIO OIMOOK IT0JIh30Ba-
Terst MHMOpMariert, c60si TeXHWUIECKMX VI IIPOrPaMMHEBIX CPesiCTB VIH-
opMaIIMIOHHEIX CHCTEM, a TaKke IPVPOIHBIX SBJIEHW;

4. HEKOHTPOJIMPYEMOTO pPacIpOCTpaHeHNs 3alluIaeMoit MHGOp-
Malliy OT ee pasIIallleHNs], HeCaHKIIMOHVPOBaHHOIO TOCTYIIa;

5. HecaHKIMOHMPOBAHHOTO IOBEIIEHNS 3aIlUIIlaeMoVi MHMOpMaIm
710 HEKOHTPOJIVPYEeMOTO KOJTIIecTBa IojTydaTesiert MH(pOpMaIiu.

49. 3awuma ungpopmayuu om Henpednamepennozo BosdeiicmbBusa -
3mo desameasHOCHb 1O npedomBpaujenuio:

1. monydeHMs 3ammIraeMor MHMOPMaIMM  3aMHTEPECOBAHHBIM
CYG’BQKTOM C HapyIHEHT/IeM YCTaHOBHeHHBIX HpaBOBbIMT/I I[OKyMEHTaMVI
VI COOCTBEHHMKOM, BJIazieIblieM MH(MOPpMAaIMY IIPaB WIN IIPaBWII 10C-
TyIIa K 3alIuiaeMon MHGOpMaru;

2. BO3MEVICTBVIL C HApPYIIIeHVEM yCTaHOBJIEHHBIX IIPaB 11/ VIV IIPaBIUI
Ha V3MeHeHMe MHQOpMayy, IPUBOILINErO K VCKKEHUIO, YHIYTOXe-
HVIO, KOIIMPOBAHMIO, OJIOKMPOBAHMIO IOCTYIIA K MHAOpMAIIUY, a TakkKe
K yTpaTe, YHUYTOXEHUIO 1IN cO0r0 (PyHKUVMOHMPOBaHMS HOCUTEIS VH-
dopmarmy;

3. BO3MOEVICTBI Ha 3aIlyIiaeMylo MHAOpMaIuio OmMOOK II0Ib30Ba-
Tesst MHGOpMaliyer, cOos TEXHUUYECKMX ¥ IIPOTPaMMHBIX CPELCTB MH-
pOpMAaIIMOHHBIX CHCTEM, a TaKXXe IIPVUPOIHBIX SBJICH;

4. HEKOHTPOJIMPYEeMOIO pacIpOCTpaHeHVs 3allyiaeMori WHQoOp-
Malyy OT ee pasIJIallleHys], HeCAHKIIVMOHVPOBaHHOIO OCTYIIA;

5. HeCcaHKI[MOHMPOBAHHOTO JIOBEIeHMS 3alluiaeMort MHPOpMaIUm
110 HEKOHTPOJIMPYEMOTO KOJIMYEeCTBa II0JTydaTelier MHPOpMarIivm.
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50. 3awuma ungpopmayuu om pasesauienus - 3mMo 0eAMeAbHOCHb NO
npedombpauenuro:

1. monydeHMs 3ammiraeMor WMHMOPMaIMKM  3aMHTEPECOBAHHBIM
CyOBEKTOM C HapyIleHVeM YCTaHOBJIEHHBIX IIPAaBOBBIMM JOKyMeHTaM
VI COOCTBEHHMKOM, BJIazleIblieM MH(POPpMaIVV IIpaB VIV IIPaBwIl OC-
TyIa K 3allyInaeMoVt MHOpMaInyL;

2. BO3[EVICTBMS C HapyIIeHMeM YCTaHOBJIEHHBIX IIpaB 11/ Iu IIpaBl
Ha V3MeHeHVe MHQPOPMALVV, IIPUBOASIIErO K MCKaXKEHNIO, YHIITOXe-
HVIIO, KOIIMPOBAHNIO, OJIOKMPOBAHMIO OCTYIIa K MH(OPMALIU, a TaKXKe
K yTpaTe, YHUYITOXEHUIO WIN cO0r0 (PyHKIMOHMPOBAHMS HOCUTEIS VIH-
dopmarm;

3. BO3MOEVICTBI Ha 3aIyiaeMylo MHAOpMaluio ommOOK II0Ib30Ba-
Terst vHpOpMaliyer, cOos TEXHUUYECKMX M IIPOTPaMMHBIX CPELCTB MH-
pOpMAIIMOHHBIX CHCTEM, a TaKXe IIPVUPOIHBIX SBJICHNV;

4. HEKOHTPOIMPYEMOTO PpaclpOCTpaHeHMs 3aluinaeMon mHQOp-
MalluV OT ee pasIlallleHNs], HeCaHKIIMOHPOBAHHOIO IOCTYIIa;

5. HeCcaHKIIMOHMPOBAHHOTO JIOBEIEHVS 3alliIiiaeMoVt MHPOpMaIum
10 HEKOHTPOJIMPYEMOT0 KOJIVYeCTBa II0JTydaTesiert MHMOpMaIIni.

51. 3awuma ungopmayuu om HecankyuoHupobannozo docmyna -
3mo desameavHOCHb 1O npedomBpanjeruio:

1. monydeHms 3amuIaeMovi WMHGPOPMaIWM —3aMHTepPecOBaHHBIM
CyOBEKTOM C HapyIleHVeM YCTaHOBJIEHHBIX IIPAaBOBBIMM JOKyMeHTaM
VIV COOCTBEHHVKOM, BiIaziesiblieM MHQOpMaIuy IIpaB YWIV IIpaBwI J0C-
TyIIa K 3allyiraeMort MH(opMan;

2. BO3[eVICTBY C HapyIIeHVeM yCTaHOBJIEHHBIX IIpaB 71/ VIV IIpaBwl
Ha M3MeHeHVe MHMOPMaIY, MPUBOIAIIETO K MCKaKeHMIO, YHIUITOXe-
HVIO, KOIIMPOBaHMIO, OJIOKMPOBaHMIO JIOCTYIIa K MHMOPpMAIUY, a TakKe
K yTpaTe, yHUYTOXEHVIO YWIV OO0 (DYHKIIVIOHMPOBAHVIS HOCWTEIIS VH-
dopmarys;

3. BO3/IEVICTBYA Ha 3alMIIaeMylo MHGPOPMAaIMIO OMMOOK I10JIb30Ba-
Ters MHpopManyer, c60si TEXHUIECKMX M IIPOrPaMMHBIX CPEICTB WH-
popMarVIOHHBIX CHICTEM, a TaKXKe IIPUPOIHBIX SIBIIEHNTT,

4. HEKOHTPOJIMPYEeMOIO pacIpoCTpaHeHVs 3allyiaeMori WHQoOp-
MaIiy OT ee pasIyIallleHVs, HeCaHKIIMOHVPOBaHHOTO JIOCTYIIa;

5. HecaHKIIMOHWPOBAHHOTO AOBEIeHNs 3alllUiaeMoi MHOpMaIm
710 HEKOHTPOJIPYEMOTO KOJIYecTBa ITojTydaTesieVt MH(pOpMaIiy.

52. Cybsexm docmyna k ungpopmayuu - 3mo:

1. ¢umsmaeckoe IO, IV MaTepUaIBHBIN OOBEKT, B TOM UNCIIe (PU3V-
yecKoe T10jIe, B KOTOPBIX MH(MOPMALIVs HAXOOUT CBOe OTOOpakeHVe B BUIe
CVIMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHVIUECKVIX PEIEHNI U IIPOLIECCOB;
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2. cyOBeKT, OCyIIeCcTBIIIIONINII II0JIb30BaHVe MHQOpMaIeln 1 pea-
JIM3YIOIINV TIOJTHOMOYNS PacIIOpsDKEHVS B IIpefierlax IIpaB, yCTaHOBIIEH-
HBIX 3aKOHOM ¥/ VUIM COOCTBEHHMKOM MHQOPMAIIVIL

3. cyOBeKT, moip3yommricss MHAOpMalyer, IOJIyYeHHOV OT ee coD-
CTBEHHVIKA, BjlaieJIblla VIV IIOCPeNHMKA, B COOTBETCTBUM C YCTaHOBJIEH-
HBIMW IIpaBaMI M IpaBWwlaMW OOCTyIa K mHQopMamu jamnbo ¢ mx Ha-
pyLIeHVeM;

4. cyOBexT, B IIOJTHOM OObeMe peaM3yIOIINiI ITOJTHOMOYMS Bilaje-
HVISL, TIOJIB30BaHMS, PACIIOPSDKEHMS MH(OpPMAaIIMEe B COOTBETCTBUM C 3a-
KOHO/IATeIbHBIMU aKTaMu;

5. y4YacTHWK NpaBOOTHOIIEHMV B MH(OPMAIIMOHHBIX IIPOIeccax.

53. Hocumeas ungpopmayuu - 3mo:

1. ¢usmueckoe JINLIO, WIM MaTepUIBHBI OOBEKT, B TOM 4ncie du-
3MdecKoe II0jle, B KOTOPBIX MHMOpMAIIS HaXOOUT CBOe OTOOpakeHNe B
BUZle CVIMBOJIOB, 0Opa3soB, CHUIHAJIOB, TEXHMUYECKVX PeLIeHNIT U IIpoIiec-
COB;

2. cyOBeKT, OCyIIecTBIIIIONINI 1I0JIb30BaHMe MHQOpMaIleln 1 pea-
JIV3YFOLIIMVI TIOJIHOMOYVSL PaCIIOPsDKeHVS B IIpelieriax IIpaB, YCTaHOBJIeH-
HBIX 3aKOHOM 1/ VIV COOCTBEHHMKOM MHMOpMAaII;

3. cyOBeKT, IoMb3yrommiics MHdopMaryer, II0JIyYeHHO OT ee co0-
CTBEHHMKA, BJlalleIblia VIV IIOCPENHIKA, B COOTBETCTBUW C YCTAHOBJICH-
HBIMV IIpaBaMI ¥ MpaBWlaMy JIOCTyIa K mHQopMaimim ambo ¢ mx Ha-
pyLIeHMeM;

4. cyOBexT, B IOJIHOM OOBeMe peaIM3YIOIINII IIOJIHOMOYNS Bilajie-
HVS, TI0JIB30BAHVISL, PacIIOpsDKeHNs MHAOpMaIIell B COOTBETCTBUM C 3a-
KOHOZIaTeJIbHBIMIL aKTaMIL;

5. y4YacTHMK NpaBOOTHOIIEHUV B MH(OPMAIIMOHHBIX IIpoIieccax.

54. CobcmBennux ungpopmayuu - 3mo:

1. ¢msmaeckoe IO, IV MaTepUAIBHBIN OOBEKT, B TOM UNCIIe (PV3V-
JecKoe I10J1e, B KOTOPBIX MH(OPMAIIMs HaXOIUT CBOE OTODpakeHNe B BUZIE
CVIMBOJIOB, 00pa30B, CUTHAJIOB, TEXHWYECKIX PEIIeHN] V1 IPOLIeCcCOB;

2. cyOBeKT, oCyIIecTBIISIONINI I0JIb30BaHMe MHMOpMaLen 1 pea-
JIM3YIOIINV TIOJTHOMOYMS PACIIOPsDKEHS B IIpeferiax 1IpaB, yCTaHOBIIEH-
HBIX 3aKOHOM ¥/ VUIM COOCTBEHHMKOM MHQOPMAIIVIL

3. cyOBeKT, MoIB3yIoMIica MH(pOpMaIIVer, ITI0JIyYeHHO OT ee co0-
CTBEHHMKA, BJlalleIblia VIV IIOCPENHIKA, B COOTBETCTBUM C YCTAHOBJICH-
HBIMV IIpaBaMI M MpaBiwlaMW OOCTyIa K mHQopMamy jamnbo ¢ mx Ha-
pylieHMEM;
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4. cyOBexT, B IOJIHOM OOBeMe peaIM3YIOIINII IIOJIHOMOYNS Bilajie-
HVS, TI0JIB30BAHVIS, PacIIOpsDKeHNs MHAOpMaIIVell B COOTBETCTBUM C 3a-
KOHOOATeIbHBIMI aKTaMVi;

5. y4aCTHMK IIPaBOOTHOLIEHNT B MH(OPMALVIOHHBIX ITpoLieccax.

55. Baaoeaey ungpopmayuu - 3mo:

1. ¢dusmaeckoe IMITO, WIM MaTepVaIbHBII O0OBEKT, B TOM 4mciTe hum-
3MUecKoe I10jIe, B KOTOPBIX MHMOPpMAIIS HaXOOUT CBOe OTOOpakeHNe B
BUZle CHIMBOJIOB, 0Opa3soB, CUIHAJIOB, TEXHMUYECKVX PeLIeHNIT M IIPoIiec-
COB;

2. cyOBeKT, OCyILIeCTBIISIIOIINI II0JIb30BaHMe MHMOpMaIent 1 pea-
JIM3YFOIINV TIOJTHOMOYVSL PacIIOpsDKeHVIS B IIpefieriax IIpaB, YCTaHOBIIeH-
HBIX 3aKOHOM 11/ VIV COOCTBEHHMKOM MHMOpMAaL;

3. cyOmBeKT, IOJIB3YIOIMIICs MHGpOpPMAaLMert, ITOJIyUYeHHO OT ee co0-
CTBEHHIKA, BJlalleIblia VIV IIOCPEHHIKa, B COOTBETCTBUW C YCTaHOBJICH-
HBIMW IIpaBaMM M IIpaBWwIaMy JOCTyIa K nHQoOpMamm a1mnbo ¢ nx Ha-
pyLIeHMeM;

4. cyOBeKT, B HOJIHOM 00BbeMe peaTM3yIOLInii IIOJTHOMOYSL, IT0JIB30-
BaHMS, PACIOpsDKeHMs MHQOpMAaIIel B COOTBETCTBUI C 3aKOHOIATENIb-
HBIMV aKTaMVi;

5.  y4acTHMK IIpaBOOTHOIIEHWIT B MH(POPMALVIOHHBIX ITpOLIeccax.

56. IloavsoBament (nompedument) ungopmayuu - 3mo:

1. dusmyeckoe JIAIIO, WV MaTepUaIbHBIVI 0OBEKT, B TOM dviciie usi-
4ecKoe 1107Ie, B KOTOPBIX MHQOPMAaIIsl HaXOIUT CBOe OTOOpakeHe B BUe
CVIMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHMYECKVIX PEIIeHNI U IIPOLIeCCOB;

2. cyOBeKT, oCyIIecTBIISIONINI II0JIb30BaHMe MHMOpMaIen 1 pea-
JIV3YFOLIIMVI TIOJIHOMOYMS PaCIIOPsDKeHNS B IIpeliesiax IIpaB, YCTaHOBJIeH-
HBIX 3aKOHOM 1/ VIV COOCTBEHHMKOM MHMOpMAaII;

3. cyOmBeKT, IOJIB3YIOMNIICs MH(pOpPMAaIVeli, II0JIyUYeHHO OT ee co0-
CTBEHHMKA, BJlalleJIblia VIV IIOCPENHIKA, B COOTBETCTBUM C YCTAHOBJICH-
HBIMW IIpaBaMI M MpaBWlaMy JIOCTyIa K mHQopMaimiy ambo ¢ mx Ha-
pyLIeHMeM;

4. cyOBeKT, B IOJIHOM 00BbeMe peasIM3yIOLINYI IIOJTHOMOYVIS, II0JIB30-
BaHWs, PacIopsDKeHVs MHQOpMaIlell B COOTBETCTBUM C 3aKOHOIATe b
HBIMV aKTaMVi;

5.  y4acTHUMK IIpaBOOTHOIIEHWII B MH(MOPMAaIVIOHHBIX ITpoIleccax.
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Yrpo3bl uHdopMauum

N3yuuB TeMy 2, CTYAEHT AOJKEH:
3HaTb:

3aKOHOMEPHOCTV BO3HVMKHOBEHMS YIpo3 MH(POpMaIIoH-

HOM 6830HaCHOCTT/I,’

KIaccprIKayro yrpo3 MHQOPMAIIVIOHHON 0e3011acCHOCTV;
ITyTV " KaHATHI yTeUKM MHPOPMALInL;

BUIbI ynaneHHbe aTakK Ha T/IHTpaCeTB,’

KIIaCCHYECKVIe VI COBPEMEHHbIE METOIBI B3/IOMa VIHTPAceTeVL.

adKLUeHTUMpoBaTb BHUMAHME Ha MOHATUAX:

yrpo3a MHGPOPMaIVIOHHON 0e30IacHOCTM, yTedKa WH-

dopmarnm, HapylIeHMe IIeJIOCTHOCTM WMHEAOpMaImy, Mo-
ondmkamyg MHOpMaIMM, UcKakeHe MHQOpMaImy, Ioa-
merka MHMOpMAaIM, YHUYTOXEHMEe VHQopManym, OI0Kn-
poBanMe MHPOpPMaIMY, IT0OOYHOE 3JIEKTPOMArHUTHOE W3-
JIlydeHWe, 3JIeKTpOMarHWTHasI HaBOMKa, CIeIlMajIbHOe 3JIeK-
TPOHHOE 3aKJIaJIHOe YCTPOVICTBO, BHEIIIHEe BO3[eVICTBME Ha
VHQOPMAaIIOHHBIVI pecypc.

Codepixanue memol (Oudakmuueckue eOUHUYbL U UX XAPAKINEPUCTIUKA):

J1J1s1 yCIIeIIHOM 3aIUThl MMeoITeVicss MHMOopMaIim HeoOXomMo
3HaTh, KaKMM yTpO3aM OHa IToJ[BepraeTcs Ha BCeX 3Tarlax SKCIUIyaTalluy,
a TaKXe KaKvMI ITIyTAMM 3JIOyMBIIIUIEHHVK ITPOHVKAET ¥ B3JIaMbIBaeT
KOMITBPIOTEPHYIO CUICTEMY.

Ieau u 3a0auu usyuenua memor: Iloyuenve 3HaHUI O BUJAX YI-
PO3, MyTsiX M KaHaJIax yTe4KM MHQOPMAaIni, OT KOI0 OHU VICXOIAT U K
ueMy IIpMBOAAT. VI3ydeHne BMOB aTak M METOIOB B3JIoMa MHTpaceTe
3JI0YMBIIIUIEHHVIKAMIL.
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ITopsadox usyuenus memot
Pacnpedesenue 6r00xxema Bpemenu no meme:
— KOJIMYeCTBO YacoB, OTBEIEHHBIX Ha IPaKTUYecKye 3aHATvs, U3
HVIX B KOMIIBIOTEPHOV ayguTopmu — 4/4;
—  KOJIMYeCTBO YacoB, OTBEIEHHBIX Ha CAMOCTOSATEIIbHYIO pabory, — 16.
Budw camocmosmenvtoti pabonvl cnydennob:
-  m3ydeHMe y4eOHOro mocodmst «/HdopMarioHHas 0e3011acHOCTE»;
— IOATOTOBKA K y4acTuIo B (pOpyMe IT0 TeMe «BuIbI aTak M MeTOBbI
B3JIOMa MHTpAaCeTeNm»;
—  W3y4eHVe [JOIIOJTHNUTEIbHOV JINTepaTyPel;
—  BBIIOJIHEHVIe TECTOBBIX 3aJaHII 110 TeMe.

Memooduueckue yxasanusa no usyuenuio Bonpoco8 memot
Ipu usynenuu yuebnovix Bonpocob:
e U3yuMTh TeMy 2 II0 ydeOHOMy mnocobmio «VIHdopmaroHHas
0e3011acHOCTD»;
* IIpUHATH ydacTue B popyMe Mo TeMe «YTpo3bl MHPOPMAIINN»;
®  VI3YYNTb JJOIIOJIHUTEIIbHbIE MaTepyaIbl

IIpu usyuenuu memsi Heo6x00UMO:

*  uumams AUMepamypy:

1. VudopmarmonHas Oe3onacHocTh: Y. [Tocobme. - M.: MDCI, 2007.

2. Tepacumenxo B.A., Mammok A.A. OCHOBEI 3aIIUTHL MHMOPMAIIN,
- M.: IIT1O «V3BecTust», 1997. I'i1. 1,2.

3. MemnpHukos B.V. 3amura mHMOpMaym B KOMIIBIOTEPHBIX CUCTe-
Max. — M.: ®unancbel v ctatuctuka, 1997. - Pasm,. 1.

4. Mwnocnasckas H.I'., Toscronn A.VI. VInrpaceru: mocryn B Internet,
sammTa. — M.: OO0 «fOHUTUM-JAHA», 2000., I'n. 1.

5. Tpockypun B.I'., Kpyros C.B. ITporpamMMHo-amapaTHble cpezicT-
Ba oDecrredeHs1 MHMOPMAIIMOHHOV Oe30IacHOCTH. 3alnTa B olepary-
OHHBIX cucTeMax. — M.: Pagmo m cBs13p, 2000.

6. benxua I1.IO. ITporpaMMHO-anmapaTHbBIe CpencTBa odecriedeHvIs
MHPOPMaIIOHHOV 0e30IacHOCTH. 3allnTa IporpaMM W HaHHBIX. - M.:
Panvo v cBsa3b, 1999.

Bonpocut memut

2.1. Buget yrpos nHdopMatoHHo 6e3omacHOCT PO.

2.2. VictourmkmM yrpo3 neEdopMalorHo be3omacHocTy PD.
2.3. Yrposer madopManmoHHOV 6e3ortacHocTH st ACOVL
2.4. YpaneHHble aTakKy Ha MHTPACETH.
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2.1. Buabl yrpo3 nH¢gopMaumoHHou 6e3onacHOCTH
Poccuiickon ®epepauunm

ITo cBoert obImert HapaBIeHHOCTM YIPO3bl MHEAOPMAIMOHHON
6e3zonacHocTy Poccuvickon Pemeparyy HOapasaessioTcs Ha Cllegyomye
BUJIBL:

1. Yrpo3bl KOHCTUTYLMOHHBEIM IIpaBaM ¥ cBoOoIaM desioBeKa M I'pa-
XKIIaHVMHA B 00J1acTy [Ty XOBHOVI JXM3HM ¥ MH(MOPMAILVIOHHO JiesaTeIbHO-
CTW, VHAVIBUAYaJIbHOMY, TPYIIIIOBOMY ¥ OOINIeCTBEHHOMY CO3HAHMIO, [Iy-
XOBHOMY BO3poxmeHwio Poccum. K HyM oTHOCSTCS:

* IIpUHATHME OpraHaMl IrOCyJapCTBeHHOV BJIACTV ITPABOBBLIX aKTOB,
YIeMITIOMVX KOHCTUTYIIMOHHBIe IIpaBa ¥ CBOOOIbI IpaXkdaH B 001acTu
IOyXOBHOVI XXV3HM U MH(POPMAIIMOHHO JIeATeIbHOCTV;

® Co3faHMe MOHOIOINI Ha popMUpOBaHMe, IIOJydeHye 1 PacIpo-
CTpaHeHVe MHQOopMaIInL;

® IIPpOTMBOMEVICTBME, B TOM YWCIe CO CTOPOHBI KPVMMHAJIBHBIX
CTPYKTYDp, peaym3alliy rpakgaHaMy CBOMX KOHCTUTYIIMOHHEIX IPaB Ha
JIMYHYIO ¥ CeMeVIHyIO TaViHy, TaliHy IIepelvcKy, TeJledpOHHBIX Ilepero-
BOPOB V1 MHBIX COOOITIeHMT;

e  OrpaHVYeHVIe JOCTYIIa K OOIIeCTBEHHO HeOOXOMVIMOT MH(OpMariis;

® IIpOTMBOIIpaBHOe IpUMeHeHVe CIIelMaIbHBIX CPelICTB BO3IeVICT-
BIIs Ha VIHOVBYLy aJIbHOE, TPYIIIOBOe 1 O0IIlecTBeHHOe CO3HaHIeE;

®  HEWCIOJIHeHVe OpraHaMy TOCyJapCTBeHHOV BJIACTVi, OpTaHwm3a-
IVSIMY VI TpakgaHaMy TpeOoBaHMI 3aKOHOIATeIIbCTBa, PEryIIPYIOIero
OTHOIIIeHMs B MH(POPMaIIOHHOM cdepe;

e HelpaBOMepHOe OrpaHM4YeHMe [OCTyIla IpakdaH K OTKPBITBIM
VHQOPMAaIIOHHEIM pecypcaM OpPraHOB IOCYJapCTBEHHOV BJIaCTW, ap-
XVBHBIM MaTepyasiaM ¥ K APYTO¥ OTKPBEITOM MHQOPMAIIIIL;

e [e3opraHmsalys ¥ paspyllleHue CUCTeMbl HaKOIUIeHUs U coXpa-
HeHI KYJIbTyPHBIX 1IeHHOCTeV, BKJIIoYasi apXMBbI;

e HapyIleHVe KOHCTUTYLVOHHBIX IIpaB ¥ CBOOOT 4esloBeKa 7 Ipax-
HaHMHA B 00JIaCcTV MaccoBOV MHQOpMAaIInL;

e  BbHITeCHEHMe POCCUVICKMX MHQOPMAIVIOHHBIX areHTCTB, CPeJICTB
MaccoBoVl MHpOpMaluM ¢ BHYTpeHHero MHMOPMAaIMOHHOTO pPhIHKA U
yCWIeHWe 3aBUCHMOCTV JTyXOBHOVI, KOHOMMYECKOV ¥ ITOJIUTIYECKOV
ccpep obmecTserHOM XM3HM Poccun oT 3apyOexHBIX MH(POPMAaIIVIOHHBIX
CTPYKTYD;

e IeBaJIbBaIlVsl AYXOBHBIX IIeHHOCTEVI, IIpollaraHia obpasIioB Mac-
COBOV KYJIBTYPbl, OCHOBaHHBIX Ha KyJIbTe HacCWIusd, Ha JyXOBHBIX U
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HPaBCTBEHHBIX IEHHOCTSX, HPOTUBOPEYAIX LIEHHOCTSIM, IIPUHATHIM B
poccurickoM obIIIecTBe;

e CHIDKEHME yXOBHOIO, HPAaBCTBEHHOTO VI TBOPYECKOrO IIOTeHIIVa-
J1a HacejteHus Poccuw;

e MaHMIy/IMpoBaHMEe MHPOpMalMen (me3nHdQOpMaIysa, COKPHITIEe
VIV MCKakKeHVe MHQOopMaIn).

2. Yrpossl wHGPOPMaAIMOHHOMY O00ecIiedeHNIo TOCydapCTBEHHO
oyt Poccuiickon @enepanym. K HuM oTHOCSTCS:

e MOHOMIONIM3aLUVA MHMOPMAIIMOHHOTO pbiHKa Poccum, ero otmens-
HBIX CEKTOPOB OTE€YEeCTBEHHBIMM ¥ 3apyOeXHBIMM MHAOPMaIVIOHHBIMI
CTPYKTypamu;

e OJIOKMpOBaHME HESATENIBHOCTV TOCYAApCTBEHHBIX CPENCTB Macco-
BOVI MH(MOpMaImm 10 MH(POPMIUPOBAHMIO POCCUVICKOT ¥ 3apyOexHO
ayauTopuw;

e HusKag 3PPeKTUBHOCTE MH(POPMALIMOHHOTO OOeCIIeueHns TOCy-
IapcrseHHON ntonTuku Poccuiickon @enepatinm BlecTere L[eqmuvna
KBJIMUIIVPOBAaHHBIX KaJIpOB, OTCYTCTBUSA CHUCTeMbl (POPMUPOBaHUS U
peanMsaluy rocy1apcTBeHHON MHAOPMAaIIMOHHON HOTUTUKA.

3. Yrpossl pasBUTMIO OTE€UYECTBEHHOW WHAYCTpUM WHPOpMAaIu,
BKJTIOYasl MHIYCTPUIO CPeACTB MH(MOpMaTH3alnY, TeJIeKOMMYHMKAIVN U
cBs131, olecrieueHMIO NOTPeOHOCTEV! BHYTPEHHErO PhIHKA B €€ IIPOAyK-
LIVIVI VI BBIXOAY 3TOVI IPOAYKIIMY Ha MVPOBOTI PBIHOK, a TakXe obecriede-
HUIO HAKOIUIEHMSI, COXPAHHOCTM U 3(P(PeKTMBHOTO MCIIOIb30BaHMS OTe-
4eCcTBeHHBIX MHMOPMAaIIMOHHBIX pecypcoB. K HuM oTHOCSTCA:

® IIPOTUBOOEVICTBUE JOCTYITY Poccmrckon (Dejlepauvn/[ K HOBEVIIIM
MH@OPMAITMIOHHBIM TeXHOJIOTMM, B3aVIMOBBITOHOMY ¥ PaBHOIIPaBHO-
MY Y4acTUIO POCCUVICKVX IIPOVU3BOANUTESIEV B MIPOBOM pasiesleHnn Tpy-
Ida B VHAYCTpWUYM MHAPOPMAaIVIOHHBIX YCIYT, CPeACTB MHAOpMaTHU3aLNl,
TeJIeKOMMYHUKAIIUW ¥ CBsA3M, MHAOPMalVOHHBIX IIPOIYKTOB, a TaKxke
co3flaHMe YCJIOBUM IS YCWIeHMsT TexXHOJIOTdecKou 3aBucuMocTtu Poc-
cuy B 00JIaCTV COBPEMEHHBIX MH(MOPMAIIMOHHBIX TEXHOJIOTUVI;

e 3aKyIIKa OpraHaMV roCyJapCTBEHHOV BIIACTU MMIIOPTHBIX CPELCTB
VH@pOpMaTU3alM, TeJIeKOMMYHMKALIUY U CBA3U IIPY HaJIMUUW OTedecT-
BEHHBIX aHAJIOTOB, He YCTYMNAOMIMX IO CBOMM XapaKTepUCTUKaM 3apy-
OexxHBIM OOpasIam;

¢  BBITeCHEHVEe C OTeUeCTBEHHOI'O PhIHKAa POCCUVICKMX IIPOV3BOMMITE-
JIeVI cpencTB MHQOPMAaTU3aIIny, TeJIeKOMMYHUKALIAV U CBS3VL;

e yBelMUeHMe OTTOKA 3a PyOeX CIeHMasIiCTOB ¥ IIpaBoobsIamare-
JIeVI IHTEJUIEKTYaJIbHOVI COOCTBEHHOCTMI.
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4. Yrpossl 6e3onacHOCTV MHAOPMALIVIOHHBIX ¥ TeJIeKOMMYHVKAIIV-
OHHBIX CPEJICTB U CUCTEM, KaK y>Ke pa3BepHYTBIX, TaK M CO3/jaBaeMbIX Ha
teppuropum Poccvm. K HUM oTHOCSATCS:

e IIpOTMBOIIpaBHBIe COOP M MCIIOIB30BaHVe MHMOpMaLII;

e  HapyIIeHMs TeXHOIOrMM oopaboTky MHMOpMaLmI;

e BHeJpeHNE B allllapaTHbIE 1 IIPOrPaMMHBIE M3V KOMIIOHEH-
TOB, peaylM3yIomyX (PYHKIIMM, He IIpelyCMOTpeHHble JOKYMeHTaIlVe
Ha 3TV V3IemVisE;

e paspaboTka M paclpocTpaHeHVe IIporpaMM, HapyIIaroIIX HOp-
MaJIbHOe (PYHKUVOHMPOBaHMe MH(POPMALVIOHHBIX U MHAOPMALVIOHHO-
TeHEKOMMyHV[KaL[T/IOHHbIX C1cCTeM, B TOM 4Ymcjie CrUCTeEM 3alllThI VIHqDOp-
Maumu;

*  YHUYTOXEHMe, IMOBPeXIeHUe, Paauo3IeKTPOHHOe IIOfaBJIeHue
VI paspylleHne CPerCTB M CUCTeM o0paboTky MHMOpMamm, Teste-
KOMMYHMKALIVVI VI CBS3VL;

e  BO3/IEVICTBME Ha IIapOJIbHO-KITIOYEBBIE CVICTEMBI 3alllUTHI aBTOMa-
TU3VIPOBAaHHEBIX CCTeM 00pabOTKM 11 Iepemaun MHMOpMammy;

e KOMIIpOMeETAIIVs KIIIOYeV M CPeACTB KpuIrTorpadmiecKov 3army-
T MHQOpMaL;

L4 yTqua VIHq)OpMaL[VIVI I10 TeEXHMYEeCKMM KaHaJlaM;

e BHeJpeHVe 3JIeKTPOHHBIX YCTPOVICTB Ui Ilepexsara MH@OpMa-
IV B TeXHWYeCcKre CpefcTBa o0paboTKM, XpaHeHWs ¥ Iepemadu WH-
dpopmarm 1o KaHasIaM CBSI3Y, a TaKXKe B CITy)KeOHbIe ITOMeITeHMs opra-
HOB I'OCYIapCTBEHHOVI BJIaCTU, IIPEAIIPUATIN, YIPEXIEHVI 1 OpraHvsa-
LIV HE3aBUICUMO OT (POPMBI COOCTBEHHOCTVI;

* VHUYTOXeHWe, MOBpeX[eHVe, paspylleHue TUIM XWIIeHVe Ma-
IIMHHBIX U APYIVIX HOCUTe eV HdOopMaIu;

e TIepexBaT MHQOPMAINM B CETSIX Iepeldadlt JaHHBIX VM Ha JIMHMAX
CBsI31, JemvdpoBaHye 3TON MHQOPMAIIMM VI HaBsI3bIBaHMe JIOKHON MH-
dopmary;

®  VICIIOJIb30BaHMe HecepTMUUIIMPOBAHHBIX OTeUeCTBEHHBIX W 3apy-
OexxHBIX MH(POPMALVOHHBIX TEXHOJIOTNI, CPeICTB 3allnThl MHPOpMa-
LWV, CPeACTB MH(POPMaTM3alY, TeJIEKOMMYHMKAIVIV VI CBSI3U IIPU CO3-
HOaHWV VI Pa3BUTWUI POCCUVICKON MHAOPMaIIVIOHHOV MHPPaCTPYKTYPhL;

e  HeCaHKUVMOHMPOBAHHBIN JTOCTYII K MH(OPMAIIMM, HaXOIALIEeVICS B
Oarkax 1 6a3ax JaHHBIX;

e HapylleHMe 3aKOHHBIX OTPaHMYEHWV Ha paclpoCTpaHeHUe VH-
dopmarymL.
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2.2. NcTouHnKkmM yrpo3 nHpopMaLMoHHOU 6e30nacHOCTH
Poccuiickon ®epepauunm

Vcrounmku yrpos mH@opMaloHHov besoracHocT Poccmrickon
Denepanyy OapasIeIOTCA Ha BHEIITHIME VI BHYyTpeHHIe.
K Bnewnum ucmounuxam omuocames:

®  [eSTEeJIbHOCTh MHOCTPAHHBIX ITOJINTIIECKIX, SKOHOMIYECKIX, BO-
€HHBIX, pa3BelblBaTeJIbHBIX ¥ MHQPOPMALVIOHHBIX CTPYKTyp, Hallpas-
JIeHHasd NpoTuB MHTepecos Poccurickon Pemepary B MHPOPMAIVIOH-
Ho cdepe;

e CTpemsIeHMe psija CTpaH K AOMWMHMPOBAHMIO ¥ YIIeM/IEHVIO WH-
TepecoB Poccunt B MypoBoM MHGPOPMALVIOHHOM IIPOCTPAHCTBE, BBITEC-
HEHWIO ee C BHEIITHETO VI BHyTPeHHero MHAOPMAaIIOHHBIX PIHKOB;

e obocTpeHNe MeXIyHapOmHOV KOHKYpeHIIMM 3a objlamaHwe WH-
dopMaIMIOHHEIMI TEXHOJIOTMSIMU V1 pecy pcaMuy;

®  JIeATeIbHOCTH MEXIYHAPOAHbIX TEPPOPUCTIYECKIX OPraHM3aLilL;

e  yBeJIMUeHVe TeXHOJIOTMYEeCKOro OTphIBa BeAYIINX JepXKaB Mupa 1
HapallyBaHMe VX BO3MOXKHOCTEVI 10 IIPOTUBOAEVICTBUIO CO3[IAHMIO KOH-
KYPEHTOCIIOCOOHBIX POCCUVICKVIX MH(OPMAIIMOHHBIX TeXHOJIOIIL;

®  IeSITeITbHOCTh KOCMIUECKMX, BO3IYIIHBIX, MOPCKMX U Ha3eMHBIX
TeXHWYeCKMX U VIHBIX CPeNCTB (BUIOB) pa3BelKy MHOCTPaHHBIX I'OCY-
HapCTB;

e pa3paboTKa PsIOM TrOCyOapCTB KOHIENIMV WMHMOPMAaIOHHBIX
BOVIH, IIpelyCMaTpMBAaIOIINX CO3[aHVe CPeICTB OIIaCHOTO BO3[EVICTBIUI
Ha MHGOpMaIMOHHbIe cdepbl OPYyIUX CTpaH MUpa, HapylleHue HOp-
MaJIPHOTO (PYHKIVIOHVMPOBaHMs MHAOPMAIMOHHBIX U TeJIleKOMMYHVKa-
LVIOHHBIX CHCTEM, COXPaHHOCTV MH(AOPMaLVIOHHBIX PeCcypcoB, IIOJTyde-
HVie HeCaHKIMOHVIPOBAaHHOTO IOCTyTIa K HVIM.

K 8uympennum ucmounuxam omuocamcs:

e  KPUTUYECKOe COCTOSIHVE OTEYeCTBEHHBIX OTpaciiell IMPOMBIIIUIEeH-
HOCTV;

e HeOnaronpusaTHas KPUMMHOTEHHAsT OOCTAaHOBKA, COIIPOBOXIAIO-
Itasacst TEHAEHIVISIMY CpalllViBaHIsL I"OCY,[LapCTBeHHI)IX " KpMIMIHaJIBHBIX
CTPYKTYyp B MHOpPMaIMOHHOV cdepe, MOIyUYeHUS KPUMWHaIbHBIMU
CTPYKTypaMU HOCTyIla K KOH(PMOEHIMAIBHO MH(OPMALK, YCIIeHVIS
BIIVIAHWA OpraHVI3OBaHHOVI HPECTyHHOCTT/I Ha XWV3Hb O6H_IECTBa, CHIVIXe-
HVISI CTETIeHY 3alIIeHHOCTM 3aKOHHBIX MHTePeCcoB IpakaaH, oOIecTsa
¥ TocyJapcTBa B MH(MOPMAaIIMOHHOM cdepe;
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e  He[OCTaTOYHas KOOPIVHAILV AesiTeJIbHOCTI OPraHOB IOCyHdapCT-
BEHHOVI BJIacTM O (POPMUPOBAHMIO ¥ pean3alyi eqyHO rocyaapcT-
BEHHOVI IIOJINTVKY B 00JIacTV obecrieueHIsi MHAOPMaLIOHHON Oe3omac-
Hoctu Poccurickon CDeJ:LepauVM;

e HemocCTaTo4Has pa3pabOTaHHOCTP HOPMATVBHOV IIPAaBOBOV Oa3bl,
peryvpyroleii OTHOIIeHMs B MHQOPMAaIMOHHON cdepe, a TakkKe He-
IoCcTaTOYHAaS IIpaBOIIPVIMEHNTEIIbHAS IPAKTIKA;

e Hepa3BUTOCTb MHCTUTYTOB T'PakKJaHCKOTO OOIecTBa ¥ HeIOCTa-
TOYHBIVI TOCYyAaPCTBEHHBIVI KOHTPOJIb 3a pa3BUTHEM MHQPOPMAIVIOHHOTO
pbiHKa Poccn;

e HEIOCTAaTOYHOe (PMHAHCUPOBAHME MEPOIPUSTUII IO obecrede-
HVIo MHpOopManvoHHo be3ontacHocTn Poccurickon Mepepariviv;

e HemOCTaTOYHAs 9KOHOMIYecKas MOIIb TOCYIapCTBa;

e cHIDKeHMe 3(PQeKTMBHOCTM CUCTEeMBl 0Opa3oBaHMs W BOCIIMTA-
HVISI, HEIOCTaTOYHOEe KOJIMYECTBO KBaIM(UIIMPOBAHHBIX KaIpoB B 00-
J1acT obecrieueHNS MHQPOPMAIMIOHHOV 0€30I1acHOCTYS;

e  He[OCTaTOYHAs aKTVMBHOCTb OPraHOB IOCYJapCTBEHHOV BJIacTi B
vHQOPMIVIPOBaHUI OOIeCTBa O CBOEV [IesTeJIbHOCTH, B pa3bsICHEHWUNU
HNPUHVMAaeMBIX PeIleHNil, B (POPMMUPOBaHMW OTKPBITBIX IOCYIapCTBEH-
HBIX PecypcoB ¥ PasBUTWUV CYICTEMBI JIOCTYIIa K HUM IpaXkiaH;

e orcraBaHme Poccumt OT Begymmx CTpaH Mypa II0 YPOBHIO MHQOP-
MaTW3alli OPraHOB TOCydapCTBEHHON BJIaCTH B KPeOUTHO-(VHAHCOBO
cdepe, IPOMBIIUIEHHOCT, CEJIbCKOM XO3SI/ICTBe, 00pa30oBaHMM, 3ApaBo-
oxpaHeHMW, cdepe yCIIyT 11 ObITa TpaXkKaaH.

2.3. Yrpo3bl uHpopMaLUMOHHOWU 6e30nacHOCTH Ana
aBTOMaTU3UPOBaHHbIX CUCTEM 06paboTkm
nHcdpopmaumumn (ACON)

Kax mokasbiBaeT aHasM3, OOJIBIIVIHCTBO COBPEMEHHBIX aBTOMATVI-
3MPOBaHHBIX CUCTeM 00paboTKM MHMOpMaumy B OOIeM ciIydae IIper-
CTaBJIsieT cOOOVI TEPPUTOPUAIIBHO paclipeieieHHble CYCTeMBI IHTEHCB-
HO B3aVMOIIEVICTBYIOIINX (CMHXPOHWM3MPYIOIIVIXCS) MeXIy cobort IIo
OaHHBIM (pecypcaM) ¥ yIIpaB/JIeHVMIO (COOBITVSIM) JIOKaJIBHBIX BBIUVICIIV-
TenpHBIX ceTel (JIBC) u oTtnenbHBIX DBM.

INTepeuncim ocoberHOCTI pactpenereHHbIX ACOV:

® TeppwuTOpMasIbHas pa3HECeHHOCTh KOMIIOHEHTOB CUCTEMBI ¥ Ha-
JI/r4avie MHTEHCVBHOTO OOMeHa MHGOopMaLyier MeXIy HVIML;
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® IIMPOKMUV CIEKTP VCIOIB3YEMBIX CIIOCOOOB IIpefCTaB/IeHNs, Xpa-
HeHVIS VI Iepefadvt MHQOPMAaIIiL;

e UHTerpamys JaHHBIX Pa3/IMIHOIO HasHadeHVs, IIpUHaIeXaIlyx
pasTMYHBIM CyOBbeKTaM, B paMKax eOVHBIX 0a3 JaHHBIX ¥, HaoOOpOT,
pasMerrieHe HeOOXOAMMBIX HEKOTOPBIM CyOBeKTaM JaHHBIX B pas3iInd-
HBIX yIaJIEHHBIX y37IaX CeTV;

e abcTparvpoBaHMe BIIafleIIbIIeB JAHHBIX OT (PU3MUECKMX CTPYKTYP
¥ MecTa pa3MellleHNs JaHHBIX;

®  VICIIOJIB30BaHVIE PEXVIMOB pacIipeiesleHHO 00paboTKY JTaHHBIX;

e ydacTme B IIpollecce aBTOMaTM3MPOBaHHOV 00paboTkm mHdpopMa-
UMy OOJIBIIOTO KOJIMYEeCTBa IIOJIb30BaTellerl M IlepCcOoHasla PasiIMdHBIX
KaTeropwri,

®  HeIOCpeICTBeHHBIV VI OMHOBPEeMEHHBIV IOCTYII K pecypcaM (B TOM
4yciie M MHAOPMAIVIOHHBIM) OOJIBIIIOTO YNMCIIa IT0JIb30BaTesient (CyOobek-
TOB) pa3JIMIHBIX KaTeTOPWTL;

®  BBICOKAs CTeIleHb Pa3sHOPOHAHOCT VICIIONIb3YEeMBIX CPEICTB BBIUVIC-
JIUTEIIBHOVI TEXHVIKM VI CBSI3V, @ TaKXKe VX IIPOrPaMMHOTO 00eCITeueH s

e OTCYTCTBME CIIEIMaJIbHOV allllapaTHOV IIOAJEPXXKM CPeACTB 3a-
IINTBL B OOJIBIIMHCTBE TWIIOB TEXHWUYECKWUX CPENCTB, IIVIPOKO VICIIOJIb-
syemMbix B ACOVL.

YasBumocms ocnoBuvix cmpykmypHo-yHKYUOHANLHBLX
anemenmoB pacnpedesennvix ACOU

B obmem ciryuae ACOVI cocTosIT M3 CJIeAYIOMIX OCHOBHEIX CTPYK-
Ty PHO-(PYHKIIMIOHAJIBHBIX 3JIEMEHTOB:

e pabounx cTaHIN — OTAEIBHEIX DBM 1111 yaareHHBIX TepMITHAIOB
CeTy, Ha KOTOPBIX PeaJIM3yIOTCS aBTOMaTWM3MpPOBAHHBIE paboune MecTa
TIoJIb30BaTesIeVt (AOOHEHTOB, OIIepaTOpPOB);

e cepsepos wim Host mammn (ci1y>x0 dparwios, meuaTy, 6a3 JaHHBIX 1
T.IL.), He BBIIEJIEHHBIX (VJIM BBIZEJIEHHBIX, TO €CTh He COBMEIEHHBIX C
pabourMy CTaHITMSIMM) BBICOKOIIPOVM3BOONTENNBHEIX DBM, mpenHasHa-
YeHHBIX I peayv3aiiny PYHKIINY XpaHeHs, IevaT JaHHBIX, 00CIy-
JKVIBaHUSA pa60qu CTaHIIU CeTU U T.I1. JeVICTBUII;

® MEXCETEeBbIX MOCTOB — 3JIEMEHTOB, 00eCIIeUMBAOIIIX COEIMHEHVIe
HEeCKOJIBKVX CeTeVl Ieperadlt JaHHBIX, JIM0O HECKOJIBKMX CETMEHTOB Ofl-
HOVI VI TOVI K€ CEeTV, MMEIOIIVX Pa3JINYHble IIPOTOKOJIBI B3aVIMOIEVICTBIAS
(IIUTF030B, IIEHTPOB KOMMYTAIIMVI ITaKEeTOB, KOMMYHVKAIVIOHHBIX DBM);

® KaHA&IOB CBs3M (JIOKaJIBHBIX, TeJle(POHHBIX, C y37IaMVI KOMMYTaIlii
W T.JL.).
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Paboume craHIMM SIBJISIOTCS HayOoslee TOCTYITHBIMM KOMIIOHEH-
TaM ceTeVl I IMEHHO C HUX MOTYT OBITh IPeAIIpUHSTE HarOoslee MHO-
TOYMCIIEHHBIE ITOIIBITKY COBEPIIeHNST HeCAaHKIIVIOHVPOBAHHBIX JEeVICTBUVA.
C pabounx cTaHIMI OCYIIECTBIIIOTCS yIIpaBjIeHwue IIpolleccamiu obpa-
GoTkM MHpOPMaIMM, 3aIlyCK IIpOrpaMM, BBOJ, ¥ KOPPeKTHpPOBKa J1aH-
HBIX, Ha AMCKaX pabouMX CTAaHLMI MOTYT pa3MelllaThCs BaXKHbIe JaHHbIe
¥ mporpaMMbl o6pabotkn. Ha BUIeoOMOHUTOPEI 1 IedaTaroliye yCTpo-
cTBa pabouMx CTaHIMI BEIBOAUTCA MHEOpMaIys IIpu paboTe 1osb30Ba-
TeJiert (OIIepaToOpPOB), BLITOJIHAIOUINX pasInyHble (DYHKIIMM M IMEOLTIX
pasHble IOJTHOMOYMS I10 IOCTYIYy K JaHHBIM U IPYTUM pecypcaM CUcTe-
MBL. VIMeHHO T03TOMY paboume CTaHIVM JIOJDKHBI OBITH Ha/IeXXHO 3a-
IIWITEHBI OT JOCTyIIa ITOCTOPOHHMX JIVIIT ¥ COMIep>XXaTh CPeiCTBa pasrpa-
HIUYEHUs [JOCTyIla K pecypcaM CO CTOPOHBI 3aKOHHBIX IIOJIb30BaTeJIev,
VIMEIOIMX pasHble IoymHoMounst. Kpome Toro, cpefcTsa 3aIyThL TOJDKHEL
HpeAoTBpallaTh HapyIleHVsI HOPMaIbHOV HaCTPOVIKV paOodmX CTaHIIN
Y PEXMMOB X (PYHKIIMOHMPOBAaHMs, BbI3BaHHbIe HEyMBIIIUIEHHBIM BMe-
IIaTeJTbCTBOM HEOIIBITHBIX (HEBHMMATEJIBHBIX) ITOJIb30BaTeIel!.

B ocobori 3amuTe HyXXgaroTcs Takyue IpuBJIeKaTesIbHbIe IS 3710-
YMBIIIUIEHHVKOB 3JIeMeHTHI ceTell, Kak cepsepbl (Host-mammmer) m Moc-
T [lepBele - KaK KOHIIEHTpaTOpHEI OOJIBIIMX 00BEMOB MHGOPMALININ,
BTOpbIe - KaK 2JIeMEHTHI, B KOTOPBIX OCYIIeCTB/IsIeTcsl IIpeodpasoBaHme
(BO3MOXXHO Yepe3 OTKPBITYIO, HellMpoBaHHYIO (POpMy IpercTaBIeH )
HaHHBIX IIPV COTJIaCOBaHMI IIPOTOKOJIOB OOMeHa B pa3IM4HBIX ydacTKax
CeTMN.

br1aronpuATHBIM IS ITOBBIIIEHVIST O€30IIacCHOCTI CepBEPOB 11 MOC-
TOB OOCTOSITEIILCTBOM SIBJISieTCs, KaK IIpaBWIO, HaJldye BO3MOXKHOCTEV
IO VX HaZeXXHOW 3aIuTe (PU3NYeCKMMM CPefiCTBaMM ¥ OpraHM3allioH-
HBIMV MepaMi B CWIY MX BBIOEIEHHOCTM, ITO3BOJIAIOIIEV COKPATUTD 10
MVHVMYMa YVCIIO JIUIL U3 IIepCOHAIa CeTV, MMEIOIIVX HeIloCpenCcTBeH-
HBIVI TOCTYII K HUM. VIHBIMM CJI0BaMV, HeIOCPeACTBeHHbIe CIIydaliHble
BO3MEVICTBYS IIEPCOHAIa U IIpedHaMepeHHbIe BO3HEVICTBIMS 3JI0YMBbILII-
JIEHHVIKOB Ha BBIIeJIEHHbIE CepBEPHI VI MOCTBI MOXKHO CYMUTaTh MajIoBepO-
ATHBIMI. B TO XXe BpeMsI Hago OXWIaTh MacCpOBaHHOM aTaK/ Ha cepBe-
PBI ¥ MOCTEL C VICIIOJIb30BaHMEM CPeACTB YOAIeHHOrO AOCTyIA. 37ech
3JIOYMBIIUIEHHUKY, IIPpeXIe BCero, MOTyT VICKaTh BO3MOXKHOCTU IIOBJIV-
4Th Ha paboTy pas/IMYHBIX IIOfICHCTEM CepBEPOB ¥ MOCTOB, VICIIOJIB3YS
HeIOCTaTKM IIPOTOKOJIOB OOMeHa V1 CpefICTB pasrpaHideHNs yaeHHOTO
HOCTyIla K pecypcaM M CUCTeMHBIM TaOimiiaM. Vicrione3oBaThbcsi MOTYT
BCe BO3MOXKHOCTH U CPeZICTBa, OT CTaHAApTHHIX (0e3 MommduKamm KoM-
ITOHEHTOB) O TOAKIIOYeHVIs CIIeIIMaIbHBIX allllapaTHBIX CPeCTB (KaHa-
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JIBI, KaK IIpaBWIo, Cj1abo 3aIuIrieHsl OT HOMK/IIOYeH ) U IpUMeHeHVIs
BBICOKOKJIACCHBIX IIPOrpaMM 17151 IIPeO0JIeH s CYICTeMBbI 3allUThL

KoneuHo, cka3aHHOe BBIIlle He O3HA4YaeT, YTO He OyHeT ITOIBITOK
BHeJpeHNs allllapaTHBIX M IIPOrpaMMHBIX 3aK/JIaloK B CaMM MOCTHI U
cepBephl, OTKPBIBAIOIIVIX JIOIOJIHUTEIbHBIE IIMPOKMEe BO3MOXXHOCTU II0
HeCaHKIVIOHVPOBAaHHOMY YHaJIeHHOMY AOCTYITy. 3aKjlagKy MOTYT OBbITH
BHEJIPeHBI KaK C yZaJeHHBIX CTaHINI (IIOCPeICTBOM BUPYCOB VIV MIHBIM
CII0cO0OM), TaK ¥ HEITOCPEeICTBEHHO B allllapaTypy ¥ IIporpaMMBbI cepBe-
POB IIpM MX peMOHTe, OOCITy>KMBaHWMM, MOAePHM3aLNI, Ilepexoae Ha Ho-
BBEIE BEPCUY IIPOrPaMMHOTO obecriedeHsi, CMeHe 000pyI0BaHMsL.

Kanasbl n cpefcTBa cB43M TakkKe HYXXHAIOTCS B 3amuTe. B cuoty
GOJIBIIION POCTPaHCTBEHHOV IIPOTSHKEHHOCTV JIMHUML CBA3W (depe3 He-
KOHTPOJIMPYEMYIO WIM c71ab0 KOHTPOIMPYEMYIO Te€PPUTOPIIO) IIPaKTH-
YecKl BCerZla CYIIeCTByeT BO3MOXHOCTh HOAKIIOUeHVS K HUM, JMbOO
BMeIIaTeJILCTBa B Ipollecc Ilepefayy JIaHHbIX. Bo3MOXHBIE ITpy 3TOM
YTPO3bI IOAPOOHO M3JI0KEHBI HVDKE.

OcHoBnvie BudvtL yepos besonactocmu cybvexmob
UHPOPMAYUOHHBIX OMHOUIEHUTL

OcHopHBIMIL BUamMy yrpo3 6esonacHoctit ACOVI (yrpos mHTepe-

caM CyOBeKTOB MH(MOPMAIVIOHHBIX OTHOIIIEHNVI) SIBJISIOTCS:

e cTuxuViHBIe OefICTBUS M aBapwy (HaBOJHEHMe, yparaH, 3eMIeTpsi-
ceHVie, TIOXKap M T.IL.);

e cbOou n oTKa3el o0opyHoBaHms (TexHMIeckX cpencts) ACON;

® IIOCJIEAICTBMA OLIMOOK IIPOEKTUPOBaHMS U Pa3spabOTKy KOMIIOHEeH-
toB ACOVI (ammmapaTHBIX CpefcTB, TexHOIOrMM obpaborkm mHMOpMa-
LWV, IIpOTpaMM, CTPYKTYP JaHHBIX U T.IL);

e OMMOKM 3KCIDIyaTalmy (I0JIb30BaTelIell, OIepaTopoB ¥ OPyToro
IepcoHasIa);

e IIpedHaMepeHHbIe IeVICTBIA HapyIIUTeler ¥ 3JI0YMBIIUIEHHVKOB
(0OVDKeHHBIX JINI, M3 YMCIIa IepCoHaia, PecTyIHVKOB, IIIIVNOHOB, OU-
BEPCAHTOB M T.IL.).

Kaaccugpuxayusa yepos 6esonacnocmu ungpopmayuu
Bce MHOXeCTBO TIOTEHIIMAIBHBIX YIPO3 MHGOPMAIINN 110 IIPUPOzIe

VIX BO3HVKHOBEHWVS pasflesisieTcs Ha JiBa KJlacca: ecTeCTBeHHbIe (00bek-
TVBHBIE) VI ICKYCCTBEHHEIe (CyOBeKTIBHEIe) (puc. 2.1).
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Yrpo3se:
vHQOopMaImu
EcTecrBeHHBIE MckyccTBeHHBIE
IpegHaMepeHHBIe HeIlpeTHaMepeHHbIe

Puc. 2.1. Yrpo3s1 madopmManmm

EcmecmBentuie yeposs — TO YIpo3bl, BEI3BAHHBIE BO3AEVICTBUAMY Ha
ACOW 1 ee 311eMeHTHl OOBEKTMBHBIX (PU3MUIECKMX IIPOIIECCOB VUV CTU-
XUVIHBIX IIPVIPOOHBIX SIBJIEHUVI, HE 3aBUCSIIINX OT YeI0BeKa.

WcxyccmBennsie yeposvt — aTo yrpossl ACOVI, BeI3BaHHBIE JIesITelIb-
HOCTBIO uejtoBeKa. Cpeny HMX, VICXOIs M3 MOTMBALIM JIEVICTBVIV, MOXHO
BBIIE/INTH HellpegHaMepeHHbIe 1 IIpeTHaMepeHHbIe.

Henpeonamepernuie yyeposvl (HeyMmbluiieHHble, CAYUATIHbIC) — BbI3BAHHBIE
ommbKamMuL IIp:

e 1npoekruposanun ACOV u ee 351eMeHTOB;
e paspaboTKe IIPOrpaMMHOIO ODeCIIeYeH s,
®  JIeVICTBIISX ITI€pCOHAasIa;

IIpednamepenmvie (YymvluiierHbie) Yeposbl, CBI3aHHBIE C KOPBICTHBIMU
yCTpeMJIeHUSIMU JIFOTIeV (37I0YMBIITIJIEHHKOB).

Vcrounnku yrpos no otHoreanio K ACOVI MoryT ObITh BHEITHN-
MU WM BHyTpeHHUMM (KoMItoHeHTEI camort ACOV - ee ammaparypa,
HpOTpaMMBI, IEPCOHAIT).

OcHobBnvie HenpedHamepennble UCKYccmBenHble Yepo3bl

OcHoBHBIE HemnpegHaMepeHHble VCKyccTBeHHBIe yrpossl ACOU
(mevicTBUMA, coBepIllaeMble JIIOABMM CITy4arHO, 110 He3HaHWMIO, HeBHMMa-
TeJIBHOCT VIV XaJIaTHOCTY O3 37I0T0 yMBbICTIa):

e HeyMBIIUIEHHBblE AEVICTBUS, HIPUBOMAIINME K YacTMYHOMY VUIU
MOJIHOMY OTKa3y CHUCTeMBbl WIV pa3pyIlleHMIO amlapaTHBIX, IIporpaMM-
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HBIX, MHQOPMAIIVIOHHBIX PECYpPCOB CHUCTEMBI (HEYMBIIUIEHHAsS IIOpYa
obopymnoBaHs, yaleHne, cKakeHne (parIoB ¢ BaXHOVI MH(pOpMaIiven
VTV ITIPOTPaMM, B TOM YMCIIE CUCTEMHBIX U T.IL.);

e HelpaBOMepHOe OTK/IIOYeHVe OOOpyHOBaHWMS IV W3MeHeH!e
PeXVMOB pabOTHI yCTPOVICTB M IIPOTrpaMM;

e  HeyMbIIUIEHHas II0pYa HOCUTeslen MHPOopManuy;

®  3aIlyCK TeXHOJIOTMYECKMX IIPOrpaMM, CIIOCOOHBIX IIPV HEKOMIIe-
TEHTHOM VCITOJIb30BaHM BBI3BIBATH ITIOTEPIO PAOOTOCIIOCOOHOCTI CUCTe-
MBI (3aBMCaHMS VIV 3alVKJIVMBAHMS) VI OCYIIEeCTBIIIOMMX HeoOpaTy-
Mble M3MeHeHM: B cucTeMe (popMaTrpoBaHMe WM pecTPyKTYpU3alliio
HocuTesIen MH(OpMalny, yaaleHvie JaHHbBIX U T.IL.);

e HejleTaJIbHOE BHEJPEHVE W VICIIOIb30BaHMe HEYYTeHHBIX IIPO-
rpaMM (MTPOBBIX, OOYUAIOIIIX, TEXHOIIOTYECKMX VI [IP., He SIBJITIOMIVIXCS
HeOOXOIVIMBIMIIL JIs BBITIOJTHEHVISI COTPYAHMKOM CBOVIX CJIy>KeOHBIX 00si-
3aHHOCTEN), C IIOCIIENYIONMM HeOOOCHOBAaHHBIM PacXOJOBaHVIEM pecyp-
COB (3arpy3Ka IIpolleccopa, 3axBaT OIepaTMBHOV IIaMSITM VI ITaMSTW Ha
BHEIITHVX HOCUTEJISIX);

e 3apakeHVe KOMIIBIOTEPA BUPYyCaML;

e HEOCTOPOXXHBIE [EVICTBVIS, IPMBOMAINME K pasIIallleHNIo KOHPU-
HeHIVaIbHOV MHAOPpMaLY VIV AeJIatolle ee OOIeOCTyIIHOV;

e pasIjallleHNe, Iepefada VIV yTpara aTpMOyTOB pasrpaHUYeHs
mocTyma (maposievt, Kioden ImMdpoBaHus, UIeHTUMUKAIIMOHHBIX Kap-
TOYEK, IIPOITYCKOB U T.IL.);

®  IIPOEKTVPOBaHVIE APXUTEKTYPbI CUCTEMBI, TEXHOJIOTMM 00paboTKM
IaHHBIX, pa3paboTKa MPUKIIAIHBIX [IPOrPaMM, C BO3MOXHOCTSIMY, IIPeTI-
CTaBJIAONIVMI OIIACHOCTB I paboTOCIIOCOOHOCTN crcTeMBl 11 Oe3orac-
HOCTV MHMOpMaIm;

e WTHOPWMPpOBaHME OPraHM3aLVOHHBIX OrpaHMYeHMN (YCTaHOBJIEH-
HBIX IIPaBWUI) I[PV paboTe B CHCTEME;

e  BXOJ B CUICTEMY B OOXOJI CPeCTB 3aIlIMTHI (3arpy3Ka IIOCTOPOHHEN
OIIepalVIOHHOV CYICTEMBI CO CMEHHBIX MaTHUTHBIX HOCUTETIEV M T.I1.);

e HEKOMIIETEHTHOE VCIIOJIb30BaHNE, HACTPOVIKA VUM HeIpaBoOMep-
HOe OTKJIIOUeHVe CPeCTB 3allINTHI IIepCOHAIOM CITy>KOBI Oe30macHOCTIL;

e  IlepechbUIKa JJAHHBIX IT0 OIIVIOOYHOMY ajipecy abOHeHTa (yCTpOVICTBa);

e BBOJI OINMOOYHBIX JAHHEIX;

®  HeyMBIIUIEHHOE TOBPEXIeHe KaHaIOB CBS3M.
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OcnoBnvie npednamepennsie uckyccmbentsie yeposvl

OcHoBHBIE BO3MOXKHBIE IIyTHM yMBIIUIEHHOV Ie30praHu3anyi pa-
6oter ACOVI, IpOHMKHOBEHMSI B CHUCTEMY ¥ HECAaHKIVIOHVPOBAaHHOIO
HocTyIa K MHPOopMaImm:

e (pmsuyeckoe paspylIeHMe CHUCTeMBI (IIyTeM B3pbIBa, ITOIKOra M
T.IL.) YWIVI BBIBOZ, M3 CTPOS BCEX VWIIM OTHENIBHBIX Hanboslee BaXXHBIX KOM-
ITIOHEHTOB KOMIIbIOTEPHOVI CYICTEMBI (YCTPOVICTB, HOCUTEIeV BayKHOVI CVIC-
TeMHOVI MH(MOPMAITN, JIVIIT 13 UNCIIa IepCcoHaIa M T.IL);

e OTKIIIOUEHMe WIM BBIBOJ W3 CTPOs IIOACKUCTEM oODecriedeHvs
PYHKIIMOHMPOBAHMS BBIUVICIIUTEIBHBIX CUCTEM (JIEKTPOIIUTAHVISA, OX-
JIaKIeHVIS VI BeHTVUISLIVIV, JIVHVV CBSI3U U T.IL.);

e eVCTBMA IO [Oe30praHm3aliy (PYHKIMOHVPOBAaHWMS CHUCTEMBI
(M3MeHeHVIe peXVMOB pabOTBI YCTPOVICTB WIIM IIPOrpaMM, 3a0acTOBKa,
caboTax IepcoHaIa, IIOCTAHOBKA MOIIHBIX AKTVMBHBIX IIOMEX 1 T.IL.);

e BHe/peHVE areHTOB B UNCIIO IIepPCOHaIa CUCTEMEI (B TOM UNCIIe B
aIMVHVCTPATUBHYIO TPYIIIY, OTBEYAOIIYIO 3a 0e30I1aCHOCTB);

e Bep0OoOBKa (IIyTeM IIOAKYIIA, IIaHTaXka M T.IIL.) IIe€pCOHaJIa VIV OT-
HeJTbHBIX II0JIb30BaTesler], MMEIOIIVIX HeoOXOMMBIe ITIOJTHOMOYVIS;

e IIpUMeHeHMe IIOACIYLIMBAIOIIVIX YCTPOVICTB, AUCTaHIIVIOHHAs ¢do-
TO- VI BUI€OCheMKa U T.IL;

e IlepexBaT IIOOOYHBIX 3JIEKTPOMArHUTHBIX, aKYCTUIECKMX U IPYTX
VI3JTyUeHWUI YCTPOVICTB W JIMHUV CBSI3M, a TakKe HaBOHOK aKTVBHBIX W3-
JIy4eHMIT Ha BCIIOMOTraTe/IbHble TeXHIYEeCKMe CPeCTBa, HellOCPeNCTBeH-
HO He y4YacTByIolue B 00paboTke mHpopManmm (TejledpOHHBIE JIMHWM,
CeTV NWTaHW:, OTOIUIEHNS U T.IL);

e IlepexBaT JaHHBIX, ITlepedaBaeMbIX II0 KaHaIaM CBSI3W, VI X aHaJIN3
C 11eJIBI0 BBIICHEHVISI IPOTOKOJIOB OOMeHa, IpaBIul BXOXKIEHVS B CBsI3b U
aBTOPM3allMM II0JIb30BATEIIA M IOCIENYIOMIMX IIOIBITOK WX VIMUTALIVIN
VIS IPOHVIKHOBEHMS B CVICTEMY;

e  XuIIeHVe HocuTeser MHQopMamm (pa3IMIHbIX CBeMHBIX HOCU-
TeJIel, MUKpPOCXeM IaMATH, 3allOMMHAIOIINX YCTPOVICTB 1 KOMITBIOTEPOB
B II€JIOM);

e  HeCaHKUVOHMPOBaHHOe KOIVIPOBaHIe HOCUTeNIel MH(OpMaIniL;

e XWUIIeHWe IIPOM3BOACTBEHHBIX OTXOIOB (pacIledaToK, 3arlvicevr,
CIIVICAHHBIX HOCHTeJIeV MH(OpMAaII 1 T.IL.);

e YTeHWe OCTAaTOYHOV MH(MOPMalMM M3 OIepaTMBHON MHaMSTU U C
BHEIITHVIX 3aIIOMVHAIOMIVIX YCTPOVICTB;

e He3aKOHHOe IIOJTy4eHVe ITapoJierl M APyTMX PeKBU3UTOB pasrpa-
HWYEHNS JOCTYIIA (areHTYPHBIM ITyTeM, VICIIONIB3Ys XaJlaTHOCTD II0JIb30-
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BarTesiey, IyTeMm ronzoopa, IIyTeM MMWUTalIuM MHTepderica CUCTeMBl U
T.II.) C TIOCJIeNyTOIIerT MacKMPOBKOTL TI07], 3aperucTpUpPOBaHHOIO II0JIb30-
BaTesId («Mackapam»);

e HeCaHKUVOHWMPOBaHHOE WCIIOIb30BaHVE TePMWMHaJIOB II0JIb30Ba-
Tesier, MEIOIINX YHUKaIbHBIe (PU3MIecKye XapaKTepPUCTVKY, TaKye KaK
HOMep pabodelt cTaHIMM B CeTV, (PU3MYECKUI ajipec, aJpec B CUCTEMe
CBSI311, aIlIIapaTHBIN 070K KOAMPOBAHMSA U T.I1L.;

®  BCKpBITHE HIMQPOB KPUITTO3aIUTE MHMDOPpMAIIY;

° BHeEpeHMe allllapaTHBIX CIIeIIBJIOXKEHWM, IIpOrpaMMHBIX «3aKjla-
HOOK» M «BUPYCOB» («TPOSIHCKUM KOHB» W «KYyUYKI»), TO €CTh TaKVX y4JacT-
KOB ITpOorpaMM, KOTOpPbI€ HE€ HYXXHbI X OCYIIECTBJIEHMA 3asABJIEHHBIX
pyHKINMII, HO IO3BOJIIOT IIPeOHosIeBaTh CVICTEMY 3allliTBI, CKPBITHO W
He3aKOHHO OCYITeCTBIISITh JOCTYII K CVICTEMHBIM pecypcaM ¢ LeJIbI0 Peru-
CTpanum M Iepefdavy KpUTNYIeCcKo MH(OpMaIM WiV J1e30pTraHmn3aiiim
pYHKITMOHMPOBaHMS CUCTEMBI;

e He3aKOHHOe IIOOKITIOUeHMe K JIMHMAM CBSI3U C LIebi0 paboTsI
«MEXIy CTPOK», C VICIIOJIb30BaHVEM IIay3 B IOEeVICTBUAX 3aKOHHOTO IT0JIb-
30BaTesIg OT €ro VIMEeHM C IOCIeAYIOIIM BBOIOM JIOKHBEIX COOOITIeHV
w1 MoaudUKallyern epeaBaeMbIX COOOIITeHMTE;

e  He3aKOHHOe IOAK/IOUeHVe K JIVHVISIM CBSI3M C 11eJIbI0 IPSMOV TIOM-
MeHBI 3aKOHHOTO TIOJTb30BaTesI IIyTeM €ro (PU3MYecKOro OTK/IIOYeHVs II0-
CJle BxOZla B CHICTEMY W YCIIEIITHOV ayTeHTUVKALUN C ITOCTIeYIOTM BBO-
IoM Ae3rHOpPMaIy 1 HaBsI3bIBaHVEM JIOKHBIX COOOIIIEHATL.

Yarre Bcero mis AOCTVDKEHVSI TIOCTABIEHHOV IIeTV 370y MBIIIIIEH-
HVIK VICIIOJIb3yeT He OIVH, a COBOKYITHOCTB ITepeUlC/IeHHBIX BBIIIIe Iy Te.

Kaaccugpuxayua xkanaiob nponuxnobenus 6 cucimemy
U ymeuku ungpopmayuu

Bce kaHasbl TPOHMKHOBEHMSI B CUCTEMY UM yTedKM MHQOpMaumm
pasHessoT Ha IIpsMble ¥ KOCBEeHHBIE.

ITon xKocBennvimMu TTIOHMMAIOT TaKye KaHaIbl, MICIIOIIb30BaHVE KO-
TOPBIX He TpebyeT IIPOHMKHOBEHVS B IIOMEIEHMs, I7le PacIIOJIOKeHbI
KOMITOHEHTBI CHICTEeMBL.

HJIA VICTIONIb30BaHVISL NPAMbIX KaHaJIOB TaKoe IIPOHVKHOBeHVe He-
obxomymo. ITpsMble KaHaIBI MOTYT MICIIONB30BaThCS Oe3 BHeCeHs M3Me-
HEeHWVI B KOMIIOHEHTBI CVICTEMBI VIV C U3SMEeHEeHVSMVI KOMIIOHEHTOB.

ITo Ty OCHOBHOTO CpefCTBa, MCIOJIb3yeMOro Ijif peasv3alliu
YIpo3bl, BCe BO3MOXHbBIE KaHaJIbl MOXXHO YCJIOBHO pPasfeIUTb Ha TpU
TPYIIIBL, TAe TAKOBBIMY CPeJICTBaMU SIBJIAIOTCS: YeJIOBeK, IIporpamMMa Vin
amnmaparypa.
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Kitaccmdmkariyist BuioB HapyIeHU paboTOCIIOCOOHOCTI CVCTEM 1
HEeCaHKIIOHVPOBAHHOI'O JI0CTyTIa K MH(OPMaIVy 110 0OBbeKTaM BO3JIeVICT-
BIEs1 U crIocobaM HaHeceHMs yiiepOa Oe30macHOCTH IIpyBeIeHa B Taoul. 2.

Buap1 HapyeHM1 paboTOCIIOCOOHOCTH CHCTEM
¥ HeCAaHKIIMOHMPOBAHHOIO JOCTyIa K MH@oOpMarmmn

Tabauya 2.1

Crroco0bI HaHece-

OO0OBeKTHI BO3IeVICTBUMI

HU yiiepOa ObopynoBaune | Ilporpammel | Hannbie | Ilepconan
Packpsrtue (yreu- | Xurenme HocuTe- | Hecamximo- | Xummenme, | Ilepemada
Ka) MHpoOpMalym | JIevt MHPOpMany, | HUpOBaHHOe | KOIMPOBa- | CBEIEHMII

IIOOK/IIOUeHMe K KOIIMpOBaHMe | Hule, Iiepe- | O 3alluTe,
JIVHWM CBS3M, He- | IlepexBaT XBaT pasia-
CaHKIIVIOHVIPO- IIIeHMe,
BaHHOE VCII0JIb30- xajiaT-
BaHIe pecypcoB HOCTb
IToreps nenoctHo- |Ilopxmouenne, Brenpenne Wckaxe- Bepboska
Ty MHQOPMAaIUK | MOAMVIKAIIVS, «TPOSHCKMX | HUe, MO- IlepcoHa-
CIIeIl.BJIOKeHMsl, | KOHeV» U mndvKa-  |J1a, «Mac-
VI3MEHeHMe PeXN- | «KyUKOB» s Kapaj»
MOB pabOTEI, He-
CaHKLIIOHWPO-
BaHHOE VCIIOJIb30-
BaHVe PecypcoB
Hapymenne pa- | VsmeHneHue pe- Uckaxenne, |Vckaxe- Yxom,
GoTocriocoOHOCTM | KMMOB (PYHKIIMO- | yAasleHe, HWe, yaa- Ppusirae-
aBTOMAaTU3WPO- HUpOBaHMS, BEI- | IIOAMeHa JIeHVe, Ha- | CKOe yCT-
BaHHOVI CUICTeMBI | BOJI, U3 CTPOSI, XU- BsI3pIBaHME | paHeHUe
1IleHe, paspylile- JIOXKHBIX
Hue JIaHHBIX
HesaxkonHoe Tupa- | Vsrotosnenne Vcnonp3oBa- | ITy6nmka-
KMpoBaHMe (BOC- | aHajIoros Oe3 - | Hue He3a- st Oes
TIpoVI3BeTIeHIE) LIeH3U M KOHHBIX KO- | BefjoMa
viHpopMaImm o aBTOPOB

ITo crrocoby mosydenms: mHOpMaIMM HOTEHIIMAIbHbIE KaHaIbl
IOCTyIIa MOXXHO pas3fie/UThb Ha:
o usMUecKuis;

® 3JIEKTPOMAarHWTHBIV (TIepexBarT M3/IyIeH i),

¢ 1H(POPMALVIOHHBIN (IIPOrpaMMHO-MaTeMaTUIeCKIIL).
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IIpn  xomraktHOM  HC[  (pmswmdueckoMm,  mHporpaMMHO-
MaTeMaTHYeCKOM) BO3MOXKHBIE YTPO3bI MH(POPMAIIUV peain3yIoTCs IIy-
TeM gocTyma K »ieMeHTaM ACOVI, K HocuTe M MHMOpMaLNY, K caMovt
BBOZIVIMOVI ¥ BBIBOAMMOV MHQOpManuu (11 pesysibTaTaM), K IIPOrpaMM-
HOMY obecriedeHVIO (B TOM 4WCiIe K OIepalIOHHBIM CHCTEMaM), a TaKxKe
Iy TeM ITOOKTIOUeHs K JIVHVISIM CBSI3A.

ITpn OecKOHTaKTHOM AOCTYyIIe (HAIIpuMep, IO 3JIeKTPOMAarHUTHO-
My KaHaJIy) BO3MOXXHBIE YIpO3bl MH(MOPMaIMM peaM3yIoTCs IepexBa-
TOM m3IydeHMi armaparypel AC, B TOM 9iciTe HaBOOVIMBIX B TOKOIIPO-
BOIAIIMX KOMMYHMKAIVSAX ¥ Lelsix IUTaHMs, IlepexBaToM MHGOpMa-
LWV B JIMHUSX CBSA3V, BBOIOM B JIMHWVI CBS3V JIOXKHOV MHQOPMAIINM, BY-
3yasIbHBIM HabmopeHmeM (poTorpadnposaHmeM) yCTPOVICTB OTOOpaXke-
HVsl MTHOpMaluy, IIpocIyiiBaHueM Itleperopopos repcoHaa ACOV u
I10JIb30BaTeJIeN.

Ilpectyruienyss, B TOM dYNnCiIe M KOMIIBIOTEpPHBIE, COBEPIIAIOTCS
oM. Tloib30BaTen cucTeMBl U ee TIepCOHalI, C OHOV CTOPOHBI, SIB-
JIAIOTCS. COCTABHOW YacThio, HeoOxonmmbIM atemMerToM ACON. C gpyrom
CTOPOHBI, OHV XXe SBJISIFOTCSI OCHOBHOVI HPVIYVHOWV VI IBVDKYILEVI CUIOV
HapyIIeHN 1 TPeCTyTUIeHNA.

Hegopmarvnasn modeav napymumens 6 ACOU

Hapywumenv - 310 ym4110, TIpeAIIpVHSBIIEe TIONBITKY BBITOIHEHVII
3alIpelleHHBIX OIlepalil (IEeVICTBII) II0 OIIVIOKe, He3HAHWIO VI OCO3HAaH-
HO CO 3JIbIM YMBICJIOM (V3 KOPBICTHBIX MHTEPECOB) WV Oe3 TaKoBOTO (pamm
WUTPbI WIN YAOBOJIBCTBAS, C LIEJIBIO CAMOYTBEP>KIEHVI M T.IL.) VI VICIIONB3YT0-
ITfee IS 3TOTO pa3IIHbIe BO3SMOXKXHOCTV, METOLBL 1 CPeIICTBa.

3a0ymolusennuxom OyfeM HasblBaTh HapyIIWTesls, HaMepeHHO
VIOyIIIero Ha HapylleHve 13 KOPBICTHBIX OO0y KIeHVIL.

HedopmanbHasi Mome/lb HapyILINTeIs OTpakaeT ero IpaKTude-
CKVe ¥ TeopeTudecKrie BO3MOXKHOCTY, allpVOpHEIe 3HaHVS, BpeMs U Me-
CTO ZIeVICTBVIS VI T.IL. [1J1s1 MOCTVDKEeHVIs CBOVIX 11ejIerl HapyIINUTeIb JOJDKeH
HNPWIOXKWUTE HEKOTOPBIE YCVIINS, 3aTPATUTh OIIpere/IeHHbIe PeCyPChL

ITpu paspaboTke MopesVi HapyIIUTeIs OIpeAesIsIOTCs IPeaTIoo-
JKEHUS:

® 0 KaTeropwsix JIMII, K KOTOPBIM MOXKET IIPVHaIeXKaTh HapyIIIATelIb;
® 0 MOTWMBaXx JIeVICTBII HapyImmTesIs (Iiejn);

¢ 0 KBayM(pVIKALIVV HAPYIIIUTEIS VI €T0 TEXHIYeCKOV OCHAITIEHHOCTTS;
® O XapakTepe BO3MOXXHBIX JIEVICTBUVI HaPYIIUTEJIE.
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ITo orHOmeHI0 K ACOVI HapymTe MOryT OBITH BHYTPEHHVMM
(v13 uriCcIIa IepcoHasIa CUCTEMBI) VIV BHEIITHVIMI (ITOCTOPOHHIMY JIVIITAMIA).
BHyTpeHHNMM HapymmMTe/IeM MOXeT OBITh JINIIO M3 CJIeAYIOIVX Ka-
TEropui IIepcoHasIa:
¢ II0JIb30BaTesIN (OIIepaTOPHI) CYICTEMBL
e IlepcoHasI, OOCITYXMBAOLINII TeXHIYIECKMe CpelcTBa (MEKeHepEl,
TEeXHVKN);
® COTPYOHWKM OTHENIOB pa3paboTkm m composoxmenus 10 (mpwu-
KJTQTHBIE U CYICTEMHBIE IIPOIPaMMIICTBI);
® TeXHWYECKMVI IIepPCOHasl, OOCIyXMBaIOIMil 3maHusa (yOopimykw,
JIEKTPUKW, CAaHTEXHVWIKM VI APyIve COTPYOHWKY, VIMeoIIye HOCTYIl B
3MaHM U TOMeIIeHs, Te paciosioxeHsl KomrioHeHTs! ACON);
® COTPYIOHWKM CITy>KObI Oe3orracHocTi ACOVL;
® PYKOBOOWTEIV Pa3INYHBIX Y POBHETL

ITocToponHMIE TN, KOTOPBIE MOTYT OBITh HAPYIITTEIISIM:

e KIMeHTHl (HIpeAcTaBUTeIV APYIMX OpraHm3alui, u3ndecKme
JmIa);

e  TIOCETUTENM (IIpUIJIAIIeHHBIe 10 KaKOMY-JI00 II0BO/Y);

® IIpeACTaBUTEIV OpTraHM3arui, B3aMMOMEVICTBYIOIINX II0 BOIIPO-
caM olecriedyeHMs >KM3HENEATEIIBHOCTY OpraHu3aly (3HEepro-, BOLO-,
TeIUTOCHAOXXEeHS 11 T.IL.);

e IpeACTaBUTEIV KOHKYPMPYIOIIVX OpTaHM3alUMy (MHOCTPAHHBIX
CIIenCITy>K0) VT JIviIla, AeVICTBYIOIIVIE 10 VX 3aJaHuIO;

e JMIla, CIy4YalHO WIM YMBIIUIEHHO HapyIIVBIIVE IIPOIYCKHON
pexvm (Oe3 nenm HapymmTh Oe3oracHocTh AC);

e  JTO0bIe JMIIA, HAXOIAIIMECS BHY TPV KOHTPOJIMPYEMOV TEPPUTOPUA.

MOXHO BBLIHEIIUTL TPV OCHOBHBIX MOTMBA HapyIleHMi: Oe30TBeT-
CTBEHHOCTb, CAMOYTBep KIIeHVIe V1 KOPBICTHBIV IHTepec.

ITpu mapyIeHnsx, BEI3BAHHEIX 0e30TBETCTBEHHOCTHIO, ITOJIb30Ba-
TeJIb IieJleHaITpaB/IeHHO VI CJIy4YaiHO IIPOM3BOAUT KaKue-mbo paspy-
IIaoIe AEeVICTBIS, He CBsi3aHHBIE CO 3JIbIM yMBICJIOM. B OosplmmHCTBe
CJIy4daeB 3TO CJIefICTBIIe HeKOMIIETeHTHOCTY VIV HeOPeXXHOCTIA.

HexoTopble 11osp3oBaTe CHUTaoT IojTydeHne goctyna Kk ACOU
yCIIeXoM caMOYTBep KIeHus JTnb0 B COOCTBEHHBIX IVIa3ax, JIMbo B Ijlazax
KOJIJIer.

Hapymenne 6ezonacHoct ACOVI MOXeT OBITH BBI3BAHO ¥ KOPBI-
CTHBIM VIHTEpeCcoM II0JIb30BaTesIs CUCTeMBL. B 3ToM ciryuae oH Oymer Iie-
JIeHaIIpaBJIeHHO IIBITaThC IIPeofioyIeTh CUCTeMY 3allfUThI I JOCTyHa K
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XpaHUMOW, IeperaBaeMont 1 obpabareBaemort B ACOW mupopmarivm.
Haxxe ecim ACOW mmeeT cpeficTBa, Aelaolliie TaKoe IIPOHMKHOBEHNE
4pe3BBIYATHO CJIOKHBIM, IIOJTHOCTBIO 3aIlIUTUTH ee OT IIPOHMKHOBEHWIS
MPaKTYeCKV HEBO3MOXKHO.

Bcex HapymmTerert MOXXHO KiIaccupUIMpoBaTh CIIEAYIOMINM 00-
pasoM.

ITo ypobrio snanui 06 ACOU:

e 3Haer ¢yHKIMOoHaIBHEIE ocobenHOCTM ACOVI, OCHOBHBIE 3aKO-
HOMepHOCTV (POpMIPOBaH B HeVl MacCBOB JAHHEBIX 1 IIOTOKOB 3a1Ipo-
COB K HVM, YMeeT II0JIb30BaThCs IITaTHBIMIL CPeICTBAMIL;

e 00ya/aeT BBICOKVM YPOBHEM 3HAaHWM U OIIBITOM pabOTHI C TeXHU-
UeCKVIMM CPefICTBAMM CHCTEMBI 1 X O0CITy KMBaHS;

e 00ya/aeT BBICOKMM ypOBHEM 3HaHWI B 00JIaCTV IIPOrpaMMIpoBa-
HMS M BBIYMCIIATEIILHOV TeXHWKM, ITPOeKTUPOBaHMS ¥ KCIUIyaTarum
aBTOMATW3VIPOBAHHBIX MH(POPMALVIOHHBIX CVCTEM;

®  3HAeT CTPYKTYPYy, PYHKIMM ¥ MeXaHM3M JIeVICTBIS CPeICTB 3alliy-
TBI, VIX CWIBHEIE U CJIaOble CTOPOHBL.

1o ypobrio BosmoxcHocmen (UCNOAB3YEMbIM Memo0am U cpedcnbam):

® IIPUIMEHSIOIIVV areHTyPHbIe MeTOIbI II0JTyYeHIs CBeIeHIV;

® IIPVIMEHSIOIIMI ITacCHBHEIE CPefCcTBa (TeXHMYecKue CpercTBa Ile-
pexsata 0e3 MoaM UK KOMIIOHEHTOB CUCTEMBI);

®  VICTIOJNIB3YIOIIMVI TOJIBKO INTAaTHBIE CPefCTBa VM HeAOCTaTKM CHCTEM
3aIIUTBL IS ee IIPeofdosIleHNs (HeCaHKIIMOHMPOBaHHbIe NEeVICTBUSL C VC-
[IOJIb30BaHMEM pa3pelleHHBIX CPeCTB), a TakkKe KOMIIAaKTHBIE CheMHBIe
HocuTeN MH(OpMaIlny, KOTOpble MOTYT OBITh CKPBITHO IIPOHECEHBI Ye-
pes3 IOCTHI OXPaHbL;

® IIPUIMEHSIOIIMI METOMBL VI CPelCTBa aKTMBHOIO BO3MIEVICTBUS (MO-
oudvKaIsa M IOAKIIOUeHNe TOIOIHUTEIbHBIX TEXHUYECKX CPerCTB,
MOOK/IIOYeHVe K KaHalaM Ilepeavn JaHHBIX, BHEIpeHVe IIPOrpaMMHBIX
3aKJIa/IOK M VICIIOJIb30BaHMe CIIeLMaIbHBIX MHCTPYMEHTAIBHBIX VI TEXHO-
JIOTVYeCKMX IIPOTPaMM).

ITo Bpemenu deiicmbus:

e B 1poruecce pyHKIIMOHMpOoBaHMs ACOV;

e B IIepMOJ HEaKTMBHOCTM KOMIIOHEHTOB CHCTeMHI (B Hepabouee
BpeMsl, BO BpeMsI IUTAaHOBBIX IIepPephIBOB B ee paboTe, ITepephIBOB IS 00-
CITyKVMBaHVS VI peMOHTa M T.IL);

e BIIIOOOM CiIydae.
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1o mecmy deticmbus:

e 0e3ocTymia Ha KOHTPOIMPYeMyTO TEPPUTOPVIO OpTraHM3aIIVVL;

e C KOHTpOJIMpYyeMOu Teppuropuy 0e3 HOCTyHa B 3HaHMSA U COOPY-
JKeHIsT;

e BHYTpU ITOMeIIeHNIT, HO 0e3 JI0CTyma K TeXHWYeCKUM CpericTBaM
ACOI;

e C pabounx MecT KOHEeUHEIX I0jIb30Bareien (ornepaTopos) ACOU;

® CJOCTYIIOM B 30HY HaHHBIX (0a3 JaHHBIX, apXVBOB M T.IL.);

® C JIOCTYIIOM B 30HY YIIpaBJleHWs CpeficTBaMy obecriedeHust Oeso-
nacHocTi ACOVL.

OnpeyiereHrte KOHKPETHBIX 3HAUYEHNN XapaKTePVICTVIK BO3MOKHBIX
HapyImTesleVt B 3HaUWTeSILHOV cTerleHM cyOBekTmBHO. Momens Hapy-
IINTeTIS, ITIOCTPOEeHHAsl C y9eTOM OCOOEHHOCTell KOHKPETHOV IIpeIMeT-
HOV 00JIacT M TeXHOJIOrMM O0paboTKM WMHQOpMAaIUM, MOXET OBbITh
IIpezICTaBjIeHa IIepeynciieHrieM HeCKOJTbKIIX BapMaHTOB ero o0JIvKa.

2.4. YpaneHHble aTakv Ha MHTpaceTyn

L[eJ'Ib IpenIrprmHrMaeMbIX 3JIOyMbINIUIEHHVKAMN aTakK Ha KOMIIbIO-
Tepbl U3 MHTpaceTel, NOAK/IIOYeHHbIX K VIHTepHeTy, COCTOUT B II0JIyYe-
HVM JIOCTyIIa K X MHAOPMAIIOHHBIM 1 ceTeBbIM pecypcaM. IIprmvepom
IIEPBOI'O TUIIA PECYPCOB MOTYT OBITH Oasbl JaHHBIX, (parvl-cepBephl M T.IL.
Ko BTOpOMY THIIy pecypcOB OTHOCATCS pas3jIMUHble CeTeBble CePBUCHI,
HarpuMep, VIHTepHeT, 37IeKTpOHHas 1109Ta, TeJleKOH(epeHIIV 1 T.JI.

HpVIHHT/IHVIaJ'H)HBIM OTJIMYMEM aTakK, OCYIIEeCTBJIXAEMBIX 3JI0YMBIIII-
JIeHHUKaMl B OTKPBITBIX CeTsX, sABjsgercs dpakrop paccrosHms oT 1K,
BBI6paHHOFO B Ka4ecTBe XXe€PTBbI, WJIN «IIPOCIIyIIVIBA€EMOI0» KaHaJla CBsI-
3¥ 4O MECTOIIOJIOXKEHVISI 3JIOYMBIIUIEHHVKA. DTOT (paKTOp Halllesl BbIpa-
JKeHme B OIpezieleHNN IO0OHOro Bijla aTaK KaK «ydaJIeHHBIX».

ITon ydasennoi amaiod TIPUHATO IIOHVIMATh HECAaHKITMOHVPOBAH-
Hoe MH(OPMALMOHHOE BO3EVCTBMEe Ha PpacIperesleHHY0 BbhIUMCIIN-
TeJIbHYIO CUCTEMY, IIPOrPAMMHO OCYIIECTBIIIeMOe 10 KaHaJIaM CBS3VA.

151 yrasieHHBIX aTak MOXXHO BBIIEINTEL Havboriee oOIIe cXeMbl X
ocymecTsiieHysL. Takve yoaeHHbIe aTaKy IOJTy YUV Ha3BaHVe TUIIOBBIX.

Torpga Tunosas ygajgeHHasl aTaka — 3TO YJajleHHOe HeCaHKIMOHW-
poBaHHOe MH(MOPMalVIOHHOe BO3IEVICTBYe, IPOrPaMMHO OCYIIeCTBIIsde-
Moe TI0 KaHaJIaM CBsI3U M XapaKTepHoe IJIsI JII000VI pacipeerieHHO BbI-
YVICIINTEIIBHOVI CHICTEeMBIL.
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OOmbexkToM ypajeHHbIX aTaK MOTYT CTaTh CJledyloIiye BUIbI ceTe-
BBIX YCTPOVICTB:
® OKOHEeYHbIe YCTPOVICTBA;
®  KaHaJIbI CBS3W;
® IIPOMEXYTOYHBIE YCTPOVICTBA: PETPAHCIIATOPHI, IIUIIO3bI, MOIEMBI
" T.IL

PaccmoTpyM Ki1accnUKanMio yaadeHHBIX aTakK II0 CITeTyFOITM
IIIECTVI OCHOBHBIM KPUTEPVISIM:

1. no xapaxmepy B030eiicmBus yoaleHHble aTaKy OeJISTCS Ha IIac-
CUBHBIE VI aKTMBHBIE (IIPVIMEPOM IIEpPBOIO TUIIA aTaK SIBJITETCS, Hallpu-
Mep, IPOCITyITBaHVie KaHaJIOB CBS3M VI TIepexXBaT BBOVIMOM C KJIaBMaTy-
pEl MHMOpMAaIMK; IIPUMEPOM BTOPOIO THMIIA SBJISIETCS aTaKa <«TPeTU
HoceperviHe», KOITIa 3JI0YMBIIUIEHHVK MOXKET, HaIIpUMep, IIOIMEHSTh
HaHHble MHQOPMAIMOHHOrO OOMeHa MeXIy ABYyMs IIOJIb30BaTesISIMU
VlHTepHeTa ¥/ VUM MHTpaceTy WV MeXy II0JIb30BaTesleM ¥ 3allpally-
BaeMbIM VIM CeTeBBIM CEpPBIICOM, IlepechllaeMble B 000X HaIlpaBJIeHVIsIX)

2. no yeau BosdeiicmBua, T.e. B 3aBUCHIMOCTV OT HapYILIEHMS Tpex
OCHOBHBIX BO3MOXKHBIX CBOVICTB MH(pOpMaImy ¥ MHGPOPMALVIOHHBIX pe-
CYPCOB - VX KOH(MUIEHIVAILHOCTH, 1IeJIOCTHOCT W IOCTYITHOCTM, ITJIIOC
HapyIlleHre JOCTYITHOCTV BCeVI CUCTEeMBI IV ee OTHEIbHBIX CITyXKO
(IprMep aTakM - «OTKa3 B 0OCI/Ty>KMBaHNN);

3. no ycaobuio nauasa ocyujecmbaenua BosdeicmbBua araka MOXeT
ObITh Oe3ycIOBHOV (HpedIlpMHVMMAETCS 3JI0YMBIIUIEHHVKOM B JIIOOOM
cjlydae), WIM MOXeT aKTVBWU3MpPOBaThCs JMOO IIPYU IIOCBUIKE OIIpe-
HeJIEHHOTO 3aIlpoca OT aTaKyeMoro o0beKTa, JIMbo IIpw HacTyIUIeHUN
OXWIIaeMOro COOBITHS Ha aTaKyeMOM OObeKTe;

4. no nasuuuro obpamnoil cBasu ¢ amaxyemvim 00veKmMoM pasiu-
4aloT aTaky ¢ 0OpaTHOV CBS3bIO WV Oe3 oOpaTHOV cBs3M (TaKas aTaka
Ha3bIBaeTCs OTHOHAIIPABIJIEHHO);

5. no pacnoaoxenuro cydbvexma amaxy OMHOCUMEALHO AMAKYEMO20
00®eKma aTaky OBIBAIOT BHYTPWUCETMEHTHBIMN (CpecTBa B3jIOMa CeTU
WIN, HalpyMep, NpPOCTyINVMBaHWMS KaHaJIOB CBSI3WM OJDKHBI PacIio-
JlaraThCs B TOM XK€ CeIMEHTe CeT, KOTOPBI WMHTepecyeT 3JIOYMBIIII-
JIeHHVKa) WIV MEXXCETMEHTHBIMI (B 3TOM CJTydae JaIbHOCTb PaCcCTOSHVIS
OT JKepTBHI [I0 3JI0yMBIIIUIEHHNKa He VIMeeT 3HaueHVIs);

6. no ypobuio 3masonnoln Moodeau 63auMocBA3U OMKPLIMbBIX CUCHEM
OSI Mexoynapoonoin opeanusayuu cmandapmusayuu (ISO), Ha KOTO-
POM ocyIiecTBisieTcsl BO3IeVicTBIe. ATaKa MOXET pealM30BhIBaThCA Ha
BCEX CEMV YPOBHSX — (PM3MUIECKOM, KaHaJTbHOM, CeTeBOM, TPAaHCIIOPTHOM,
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CEeaHCOBOM, IIPeACTaBUTEIIbHOM U HpuKiIanHoM. Cpencrsa obecrieueHNs
Oe3o11acHOCTM MHTpaceTeV Ha OCHOBE TaKOVI MOJIeIIV perlaMeHTHPYIOTCS
craggaproMm 1SO7492-2. Dtu ke peKoMeHAaIlV MOTYT IIPUMEHSATHCS U
Il pa3paboTKM, CO3MaHMs aHAJIOTMYHBIX MeXaHM3MOB B VIHTepHeT-
ceTsX, Tak Kak rpymma mportokosioB TCP/IP coorsercTByeT ypoBHaM 1-4
MoOJIeJIv, a IIPUKJIaJHOV YPOBeHb B ceTsax VIHTepHeT COOTBeTCTBYeT Bepx-
HVIM ypoBH:M (5-7).

Cpenn BbIIIerrepedncaeHHbIX YA MOXHO BBIIEINUTE IISITh OCHOB-
HBIX ¥ HauboJlee 4acTO HNpeNIpvHVIMAaeMBIX B HaCcTOsIee BpeMs TUIIO-
BBIX yIIaJIEHHBIX aTaK:

1. Awnaaus cemeBoeo mpagpuxa (VoI IpOCIyIIVBaHMe KaHayIa CBSA3M C
ITOMOIIIBIO CITeIaTbHBIX CPeCTB — CHMddepoB). DTa aTaka I03BOJIIeT:

®  VI3YYWTH JIOTMKY PabOTHI CETV — IIOJIIYINUTb COOTBETCTBYIE COOBITINA,
MPOVICXOMSIINIX B CHCTeMe, VI KOMaHl, IlepecbUIaeMBIX IIPU 3TOM XOCTa-
MU, B MOMEHT IOSIBJIEHVsI JAHHBIX COOBITI (B HasIbHEeVIIeM 3TO II03BO-
JIAT 37I0yMBIIUIEHHMKY Ha OCHOBE 3a/IaHMsl COOTBETCTBYIOIIVIX KOMaH]
HOJTy9WTh, HaIIpyIMep, IPVUBWIEIVIPOBaHHEIE IIpaBa Ha HOEVICTBUS B CHC-
TeMe VIV pacIIMpUTh CBOVI IIOJIHOMOYWS B Hel);

e TIIepexBaTUTh IIOTOK IlepelaBaeMBIX TAHHBIX, KOTOPBIMU OOMe-
HMBaIOTCsl KOMITOHeHTHI ceTepoit OC - I u3BjIeUeHMs CeKPeTHOM VIV
VIeHTUMVKAIVOHHON MHMOpMaIMM (HallprMep, HaposieVt IojIb30BaTe-
JIet), ee TIOAMeHbI, MOIVMMKAIIN 11 T.I1.

2. Iloomena doBepernoeo obvexma uu cybsekma pachpedesenton Bvituc-
AUMEAbHOU cemu VI Tlepefiada II0 KaHajlaM CBSI3V1 COODIIEHNII OT ero mMe-
HV C IIPVICBOEHVIEM €T IIpaB J0CTyTIa.

Taxast aTaka 3¢ PexTMBHO peanzyeTcs B CrCTeMaX, ITe IIpyMe-
HSIOTCS HECTOVIKME &ITOPWUTMEI MOeHTuUdMKaLM/ ay TeHTIPUKaIII
XOCTOB, TIOJIb30BaTesIent 1 T.1. Ilop moBepeHHBIM 0OBeKTOM OyieM ITOHM-
MaTh CTaHIIVIO, JIETAJIbHO IOAKITIIOYEHHYIO K cepsepy (B Ooree obGiiem
CMEBICIIe «JIOBepeHHas» CMCTeMa — 3TO CUCTeMa, KOTopas JOCTUraeT CIle-
MPUIECKOro yPOBHSA KOHTPOJIA 3a JIOCTYIIOM K MHopMarmy, obecrre-
uyBas MeXaHM3M IpeNoTBpallleHns (WIM OIpereeHns) HeaBTOPW30-
BaHHOTO JIOCTYTIA).

3. Jloxhwiii 00sexm pacnpedesentotl Bvruucaumenston cemu. OH BHeOps-
eTcs ABYMS CIIocobamr:

o HaBs3bIBaHVEM JIOKHOI'O MaplipyTa W3-3a HeOJOCTaTKOB B aJIro-
pUTMax MapmpyTvsanym (T.e. IIpoOiieM WIeHTU(WKAINM CeTeBbIX
YIIPaBJIIONIVIX YCTPOVICTB), B pe3yjIbTaTe 4ero MOXKHO IIOIIACTb B CeTb
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JKePTBBL, T7le C IMOMOIIBIO OIIPeHeIIeHHbBIX CPeICTB MOXKHO «BCKPBITH» ee
KOMIIBIOTED;

e  VICIIOJIb30BaHMEM HEIOCTaTKOB aJITOPUTMOB YOaJIeHHOIO IIOVCKa
(SAP(NetWare), u DNS (Internet)...).

DTa araka II03BOJISIET BO3/IEVICTBOBATD Ha IlepexBaveHHYI0 MHPOP-
MalIo CJIeAYIOMIM 00pa3oM:

e  IIPOBOAWTBH CEJIEKLIVIO ITOTOKA MHMOpMaI;

e  MomudUIMpOBaTh MHMOPMAIIVIO;

¢  IIOAMEHSTHh MHQOPMALVIIO.

4. Omxaz 6 obcayoxubarnuy. ATaka MOXET OBITb IIPEOIIPVHATA, €CIIV
HeT CpeJCTB ayTeHTUdUKAIIMM ajpeca OTIPABUTEIL M C XOCTa Ha aTa-
KY€eMBIVI XOCT MOXXHO IlepellaBaTh OeCKOHeUHOe YMCIIO aHOHVIMHBIX 3a-
IIPOCOB Ha IIOOKIIIOYEHWe OT VIMEHW OPYTMX XOCTOB. B aToM criocobe
HpOHVIKHOBeHV[ﬂ V[CHOHBSyeTCﬂ BO3MOXHOCTH Cl)paFMeHTV[pOBaHT/IH I1a-
KeToB, cofepxamasics B crenmdmkanym IP. Hamapgarommin nepenaer
CJIMIIIKOM MHOTIoO C]:')paFMEHTOB IT1aKeTOB, KOTOpBIe T OJDKHBI 6])ITI) CMOH-
TUPOBaHBI IpMHVMAaOMeN cucteMont. Ecim obmmit 06beM dparmeHTOB
HpeBbIIIaeT MaKCUMaIbHO JOIIYCTVUMBIN pasMep IlaKeTa, TO CUCTeMa «3a-
BUICAET» MJIV JTaXKe BBIXOIUT U3 CTPOSL.

Pe3syrpTaToM OCyIIIeCTBIIEHMS JAHHOV aTaKl MOXeT CTaTb:

e HapylleHMe pabOTOCIIOCOOHOCTN COOTBETCTBYIOLIEV! CIIYXKOBI IIpe-
HOCTaBJIeHVs yIJIeHHOTO JOCTyIIa Ha aTaKyeMbIV XOCT;

e IIeperava C OJHOrO ajipeca TaKOro KOJIMYeCcTBa 3allpoCOB Ha IOJI-
KITIOUEeHME K aTaKyeMOMY XOCTY, KaKoe MaKCMaJIbHO MOXKET «BMECTUTH»
Tpadmk (aTaka - HaIlpaBJIeHHBIVI «IITOPM 3aIIPOCOB»), YTO BJIeYET 3a CO-
0011 IIeperoyIHEHME OYepe 3alIpPOCOB I OTKA3 OIHOV M3 CETEBBIX CIIYXKO
v 110j1Hast octaHoBKa 1K v3-3a HEBO3MOXKHOCTM CHCTEMBI 3aHMMAaThCS
HUYeM APyIvM, KpoMe 00paboTKM 3aIIpOCoB.

5. Voasennwii xonmposs nad cmanyueil 6 cemu. ATaka 3aKJIFOYaeTCs B
3allycKe Ha aTaKyeMOM KOMITBIOTepe IIPOrpaMMBbl «CeTeBOrO IIIMOHAa»,
OCHOBHa$I 11eJIb KOTOPOVI — IIOJIyueHVe YOAIEHHOIO KOHTPOJIS Hall CTaH-
uyent B cett. CxeMaTMYHO OCHOBHBIE 3TAIlhl PabOTHI CETEBOrO IIITMOHA
BBIIJISIIAT CIIEYIOITMM O0pasoM:

[ VIHCTAIUIALIVIA B ITaMATW,

e  OXMIaHMe 3aIpoca C YIAUTIEHHOIO XOCTa, Ha KOTOPOM 3allyllieHa ro-
JIOBHAsI CepBep-IIporpaMMa ¥ OOMeH ¢ Hevl COOOITIeHVISIMYI O TOTOBHOCTVL;

e TIleperava IepexBauyeHHOV WMHQOpMAIMM Ha TOJIOBHYIO CEpBEp-
HporpaMMy IV IIpelocTaBJIeHNe eVl KOHTPOJIS Hall aTaKyeMbIM KOMIIb-
IOTEPOM.
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KoHTponbHble BONpOCHI

1. Bupmsl yrpo3 nHpopManvoHHoM 6e3omacHocTy Poccuvickon De-
Adepaimnmn.

2. Yrpo3bl KOHCTUTYLVIOHHBIM IIpaBaM ¥ cBOOOIaM dejloBeKa M Ipa-
JKIaHVHA B 001acTVI AyXOBHOVI XKM3HM 1 MH(OPMAaIIMIOHHOVI IeATeJIbHO-
CTW.

3. Yrpossl nHpOpMaIOHHOMY 00ecIiedeHIIO roCyAapCTBEHHOT
nosmTrku Poccniickon @eneparimn.

4. Yrposbl pasBUTHIO OTeUeCTBEHHOV VHIYCTPUM MHMOPMaLIVIN.

5. Yrpossl Ge3omacHOCTV MH(MOPMAIIVOHHBIX V1 TeJIEKOMMYHMKAITV-
OHHBIX CPeJICTB VI CHCTEM.

6. Vlcrounmku yrpos mHdopMalvoHHo 6e3onacHocTr Poccuiickont
®Depepanum.

7. BHelIHMe MCTOYHMKY MHQOPMAIIMOHHO Oe3omacHocTM Poccmi-
ckom1 Dengeparnmm.

8. BHyTpeHHMe VCTOYHVIKYM MHPOPMaLoHHOM be3omacHocTn Poc-
curickot Pepeparimmn.

9. Yrpo3sl nHGOpMaLMOHHOVI 0e30IIaCHOCT IS aBTOMATV3UPO-
BaHHBIX crcTeM 00paboTky mHopmarmm (ACON).

10. Ys3BMMOCTb OCHOBHBIX CTPYKTYPHO-PYHKIIMOHAILHBIX 3IeMeH-
TOB pactpenerneHHbIXx ACOVL.

11. OcHOBHBIe BUIBI YTPO3 0€30I1aCHOCTY CYOBEKTOB MH(POPMAIIMOH-
HBIX OTHOIIIEHWA.

12. Kitaccudmkammst yrpos 6e3onacHOCTV MHAOPMAaIIVIL.

13. EctecTBeHHBIE YIPO3BI MHAOPMAIIVIL.

14. VIckyccTBeHHBIE YIPO3Bl MHMOPMAaIIWIL.

15. HempengHaMepeHHBIe YIPO3bI MH(POPMAIIVIA.

16. IlpegraMepeHHBIe YTPO3bI MH(POPMAIIVIL.

17. OcHoBHBIe HellpeJHaMepeHHbIe VICKYCCTBeHHbIe YTPO3bI.

18. OcHoBHBIe IpeTHaMepeHHBIe VICKYCCTBEHHBIE YTPO3bIL.

19. Kiaccndnkarys KaHajIoB IIPOHVKHOBEHMS B CUCTEMY U YTeUKM
VH@POPMALTUNL.

20. HedopmanpHaasg mogens HapymmTess B AC.

21. YpasieHHBbIe aTaky Ha MHTPAaCETM.

22. Yro mpuHATO MOHMMATE MO/, YAaJIleHHOV aTaKo.

23. Kiaccmudmkanmst yoaJleHHBIX aTak.
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TecTbl

1. EcmecmBennvie yepo3svt besonachocmu ungpopmayun Boi36anst:

1. HedTeTbHOCTHIO YesIoBeKa;

2. ommbkamm nipu npoektuposarum ACOV, ee a11eMeHTOB 1IN pas-
paboTke IporpaMMHOTO ObecrieueHIs;

3. BO3MEVICTBMAMM OOBEKTUMBHBIX (PV3MUECKMX ITPOIIeCCOB VUM CTU-
XVVIHBIX IPVIPOIHBIX SBJIEHNI, He 3aBUCAIIVX OT YeJIOBeKa;

4. KOPBICTHBIMU YCTpeMJIEHVSIMU 3JI0y MBIITUTEHHIKOB;

5. ommbkamy Ipu IeMCTBIUSIX IlepcoHaIa.

2. UckyccmBennvie yepo3svt besonacnocmu ungopmayuu 6vi36ans:

1. HedaTeTbHOCTBHIO YeJIoBeKa;

2. ommbkamm npu npoektuposarum ACOV, ee a11eMeHTOB TWIML pas-
paboTKe IporpaMMHOTO obecrieueHIs;

3. BO3MEVICTBMAMM OOBEKTUMBHBIX (PV3MUECKMX ITPOIIeCCOB VUM CTU-
XVVIHBIX IPVIPOIHBIX SBJIEHNI, He 3aBUCAIIVX OT YeJIOBeKa;

4. KOPBICTHBIMW YCTpeMJIEHVISIMU 3JI0y MBIITUTEHHIIKOB;

5. ommbkamy Ipu IeMCTBIUSIX IlepcoHaIa.

3. K ocnobuvim nenpeonamepenoiM uckyccmbennvim yeposam ACOU
omuocumcs:

1. ¢usuyeckoe paspyleHMe CYICTEMBI IIyTeM B3PbIBa, IIOIDKOra 1 T.IL;

2. mepexBaT IIOOOYHBIX JIEKTPOMArHUTHBIX, aKyCTUYECKVIX U APYIVIX
VI3JTyYeHWVT YCTPOVICTB V1 JIVIHWIVA CBSI3V;

3. WM3MeHeHMe PeXMMOB PabOTHI yCTPOVICTB VIV IIPOrpaMM, 3a0acToB-
Ka, caboTaXX IepcoHaJia, IT0CTaHOBKA MOIITHBIX aKTMBHBIX TIOMeX ¥ T.I1.;

4. dTeHMe OCTaTOYHOV MHQOPMAIVV M3 OIepaTMBHOV IaMATH W C
BHEIITHVIX 3aITOMIHAIONINX YCTPOVICTB;

5. HeyMbIlIUIeHHBle [I€VICTBIS, IIPMBOAMAIINE K YaCTUYHOMY VUIN
IIOJIHOMY OTKAa3y CUCTeMBI WIV paspyILIEHNIO allllapaTHBIX, IIPOrpaMM-
HBIX, TH(POPMAIVIOHHEIX PeCYPCOB CHCTEMBL.

4. K ocnoBnvim nenpeonamepennvim uckyccmbennoim yeposam ACOU
omHocumcs:

1. dwmsuueckoe pa3pylleHMe CUCTEMBI ITyTeM B3pbIBa, ITOIPKOra M T.I1.;

2. HeIpaBOMEpPHOe OTKIIOYEeHME ODOpYIOBaHMS WIM W3MEHEHNe
PeXMOB pabOTBI yCTPOVICTB U IIPOrpaMM;

3. WV3MeHeHMe PeXVMOB pabOTBI YCTPOVICTB WM IIpOrpamMM, 3a0acToB-
Ka, caboTaxx IlepcoHaIa, ITIOCTAaHOBKA MOIITHBIX aKTMUBHBIX ITOMEX ¥ T.IL;

4. dYTeHMe OCTATOYHOV MHQOPMAIIMM M3 OIEPATUBHOV IIaMITU U C
BHEIITHVIX 3aIIOMIMHAOIINX YCTPOVICTB;

5. TmepexsaT IMOOOUHBIX 3JIEKTPOMArHUTHBIX, aKYCTUUECKMX U OPYTX
MSHY‘IEHVH/I yCTpOVICTB " JIVHUW CBA3VI.
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5. K ocnobuvim nenpednamepennvim uckyccmbBennvim yepozam ACOU
OMHOCUMCA:

1.  dusuyeckoe paspylireHve CYICTeMbI ITyTeM B3pbIBa, ITO/PKora 1 T.IL.;

2. uYTeHMe OCTATOYHOW MHOpPMaMM U3 OIepaTUBHOV IaMSITH U C
BHEIITHVIX 3aITOMVHAFOIIVIX YCTPOVICTB;

3. W3MeHeHVe PeXVMOB pabOThI YCTPOVICTB VUV IIPOrpaMM, 3a0acToB-
Ka, caboTaX IepcoHara, IIOCTaHOBKa MOIITHBIX aKTVBHBIX TIOMeX M T.IL;

4. HeyMBIIUIEHHas ITOpYa HOCUTEIeN MHMOpMAaIL;

5. mepexBaT MOOOYHBIX 3JIEKTPOMarHUTHBIX, aKyCTUYECKVX U APYIVIX
V3JTyYeHUV YCTPOVICTB VI JIVIHUVI CBSI3UL.

6. K ocrobuuvivm nenpeonamepennsviM uckyccmbennvim yeposam ACOU
omHocumcs:

1. 3amycK TexXHOJIOIMYecKMX IPOrpaMM, CIIOCOOHBIX IIPVM HeKOMIIe-
TEHTHOM VICIIOJIb30BaHMM BEI3BIBATH IIOTEPIO pabOTOCIIOCOOHOCTV CHCTEMBL;

2. 4YTeHMe OCTAaTOYHOV MH(OpPMaIMM U3 OIepaTMBHOM IaMSIT W C
BHEIITHVX 3aIIOMMHAIOIINX yCTPOVICTB;

3. mM3MeHeHMe PeXMMOB PabOTHI yCTPOVICTB VIV IIPOrpaMM, 3a0acToB-
Ka, caboTaX IepcoHasla, IIOCTAHOBKA MOIITHBIX aKTVBHBIX IIOMeX 1 T.IL;

4. dusmgeckoe paspyIeHye CUCTeMBI ITyTeM B3PbIBa, TIOIKOra M T.IL;

5. mepexBaT MOOOYHBIX JIEKTPOMArHUTHBIX, aKyCTUIECKVIX U PYIVIX
VI3JIy9eHWUVT YCTPOVACTB M JIVIHWAVI CBS3VA.

7. K octobnovim nenpednamepentivim uckyccmbennvim yeposam ACOU
OMHOCUINCAL

1. dwusuueckoe paspyllieHMe CUCTeMBI ITyTeM B3pbIBa, ITO/PKOra U T.I1.;

2. dYTeHMe OCTATOYHOV MHQOPMAIIMM W3 OIepPaTMBHOV IaMATV ¥ C
BHEITHVIX 3aIIOMMHAIOIIVIX yCTPOVICTB;

3. W3MeHeHVe PeXVMOB pabOTHI YCTPOVICTB VUV IIPOrpaMM, 3a0acToB-
Ka, cabOoTaX IepcoHasla, IIOCTAHOBKA MOIITHBIX aKTVBHBIX IIOMeX W T.IL;

4. HerleraJlbHOe BHeIpEHMEe U VCIIOJIb30BaHIME HEYUTEeHHBIX IIPO-
rpaMM WI'POBBIX, OOYYarOIINX, TEXHOIOTMYIECKVX VI Ap., He SBJISIOIIVIXCS
HeOoOXOIVIMBIMY [IJTS BBITIOJTHEH WS CITy>KeOHBIX 00s13aHHOCTET;

5. mepexBaT MOOOYHBIX JIEKTPOMArHUTHBIX, aKyCTUIECKVIX U PYIVIX
VI3JIyY€HUVI YCTPOVICTB VI JIVIHWV CBSI3UL.

8. K ocrobuuvivm nenpeonamepennsvim uckyccmbennvim yeposam ACOU
omHocumcs:

1. dusuueckoe paspyiireHye CHCTeMbI ITyTeM B3pbIBa, IOPKOra M T.IL;

2. dUTeHMe OCTATOUHOV MHQOPMAIIMM M3 OIlepaTUBHOM IaMATU ¥ C
BHEITHVX 3alIOMVHAOIIVIX YCTPOVICTE;

3. mM3MeHeHMe PeXMMOB PabOTHI yCTPOVICTB VIV IIpOrpaMM, 3abacToB-
Ka, caboTaX IepcoHara, IIOCTAaHOBKA MOIITHBIX aKTMBHBIX TIOMeX M T.IL;
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4. HeOCTOPOXHBIe NIEeVICTBVIS, MPUBOMAIIME K pasIlallleHnio KoHu-
IeHIVaIbHO MHAOPpMaIVY, I JIejIafoliyie ee 0OIIeqOCTyITHOTL,

5. mepexBaT IOOOYHBIX 3JIEKTPOMArHUTHBIX, aKyCTUYIECKVIX VI IPYTTX
VI3JTy9eHUVI YCTPOVICTB U JITHUAV CBA3MA.

9. K ocroBuvim nenpeonamepennvim uckyccmbennvim yeposam ACOU
OMHOCUMCSL:

1. dwusuueckoe paspyllieHe CYICTeMbI ITyTeM B3phIBa, ITOIKOTa ¥ T.IL.;

2. pasmialleHue, Ileperada vWiIM yTpaTa aTpuOyTOB pasTpaHUYeHVIs
JIOCTYTIa,

3. W3MeHeHMe PeXVMOB PabOThI YCTPOVICTB WIM IIporpamM, 3abacTos-
Ka, caboTaX ImepcoHasa, IIOCTAaHOBKA MOIITHBIX aKTMBHBIX TIOMeX M T.IL;

4. dJTeHMe OCTATOUHOV MHQOPMAIIMM 13 OIlepaTUBHON IaMATU ¥ C
BHEIITHVX 3aIIOMMHAOIINX YCTPOVICTB;

5. mepexsaT IMOOOUHBIX 3JIEKTPOMATrHUTHBIX, aKYCTUYECKMX U IPYTHX
V3JTyY€HUI YCTPOVICTB VI JIVHWVI CBSI3UL.

10. K octioBnvim nenpednamepennvim uckyccmbennvim yeposam ACOU
OMHOCUINCA:

1. dusuueckoe paspyiieHye CHCTeMbI Iy TeM B3pbIBa, IO/PKOra M T.IL;

2. TepexsBaT ITOOOUHBIX 3JIEKTPOMArHUTHBIX, aKYCTUYECKMX U IPYTX
VI3JIyY€HUVI YCTPOVICTB M JIMHWIVI CBSI3W;

3. W3MeHeHMe PeXVMOB PabOThI YCTPOVICTB WINM IIporpamM, 3abacTos-
Ka, caboTaX IepcoHasia, IIOCTAHOBKA MOIITHBIX aKTMBHBIX TIOMeX M T.IL;

4. 4YTeHMe OCTAaTOUYHOV MH(OPMALMN U3 OIEePaTUBHOW IIaMSATHU W C
BHEIITHMX 3allOMVHAOLIVIX YCTPOVICTB;

5. mpoexkTupoBaHME apXUTEKTYPhl CUCTEMBI, C BO3MOXXHOCTSIM,
MPeCTaB/SIOIMVIMY  OITACHOCTh I pabOTOCIIOCOOHOCTI CVICTEMBI W
Oe3ornacHOCTN MHQOPMAIIIL.

11. K octioBnvim nenpednamepennvim uckyccmbennvim yeposam ACOU
OmMHOCUMCA:

1. wurHOpupoOBaHMe OpPraHM3aLVIOHHBIX OrpaHITYeHNII IIpyU paboTe B
cucTeMe;

2. 1epexsaT ITOOOUHBIX 3JIEKTPOMArHUTHBIX, aKYCTUUECKMX U OPYTX
VI3JIy9eHWUV YCTPOVICTB I JIIHWAVA CBSI3VA;

3. M3MeHeHMe PeXWUMOB PaboThl YCTPOVICTB MM IPOrpaMM, 3a-
bacToBka, caboTax IlepcoHasa, IOCTaHOBKA MOIIHBIX aKTMBHBIX IIO-
MeX VI T.IL;

4. dJTeHMe OCTATOUHOV MHQOPMAIIUM M3 OIlepaTUBHON IaMATU ¥ C
BHEITHVX 3alIOMVHAOIIVIX YCTPOVICTE;

5. dwmsuueckoe paspyIieHme CYCTeMBI ITyTeM B3PbIBa, HOMKOTa M T.IL.
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12. K octoBnvim Henpednamepenvim uckyccmbBennvim yepozam ACOU
OMHOCUMCA:

1. w3MeHeHMe PeXVMMOB PabOThI YCTPOVICTB WINM IIporpamM, 3abacTos-
Ka, cabOoTaX IepcoHasla, IIOCTAHOBKA MOIITHBIX aKTVBHBIX IIOMeX W T.IL;

2. mepexBaT IIODOYHBIX IEKTPOMArHUTHBIX, aKyCTUIeCKX U PYTVX
V3JTyYeHUVI YCTPOVICTB VI JITHUV CBSI3W;

3. BXOf B crICTeMY B 0OXOf], CPeICTB 3alllUThL;

4. 4dTeHMe OCTAaTOUYHOV MHMOPMALMN U3 ONEePaTUBHOM IaMSTHU W C
BHEIIHVIX 3alIOMMHAIOIIVIX YCTPOVICTB;

5. dusuueckoe paspylieHme CYCTeMbI ITyTeM B3PbIBa, IOMIXKOTa ¥ T.I1.

13. K octoBnvim nenpednamepennvim uckyccmbBentvim yeposam ACOU
omHoOCUmcs:

1. w3MeHeHMe PeXVMOB PabOTHI YCTPOVICTB WIM IIporpamM, 3abacTos-
Ka, caboTaX ImepcoHasia, IIOCTAaHOBKA MOIITHBIX aKTMBHBIX TIOMeX M T.IL.;

2. HeKOMIIETeHTHOe VCIIONIb30BaHMe, HAaCTPOVIKA WIM OTKIIOYeHVe
CPeZICTB 3aIlUThl;

3. mepexsaT MOOOYHBIX JIEKTPOMArHUTHBIX, aKyCTUUECKUX U APYTUX
M3JIy4eHnn YCTPOVICTB V1 JITHUW CBA3V,

4. 4TeHMe OCTAaTOUYHOV MH(OPMALMN U3 OIEePaTUBHOM IaMSITH W C
BHEIITHMX 3alIOMVHAFOIIMX YCTPOVICTB;

5.  dwmsuueckoe paspyleHye CYCTeMBI ITyTeM B3PbIBa, IOMKOTa ¥ T.IL.

14. K octoBnvim nenpednamepennvim uckyccmbBentvim yeposam ACOU
OmHOCUMCA:

1. w3MeHeHMe PeXVIMOB PabOTHI YCTPOVICTB WIIM IIpOrpaMM, 3a0acToB-
Ka, caboTaxx MepcoHasIa, IIOCTaHOBKa MOITHBIX aKTMBHBIX IIOMeX 11 T.IL;

2. 4YTeHMe OCTAaTOYHOV MHMOpPMALMN U3 ONEepaTUBHOM IIaMSATHU W C
BHEIITHMX 3alIOMVHAFOIIMX YCTPOVICTB;

3. mepexsaT MOOOYHBIX IEKTPOMArHUTHBIX, aKyCTUUECKMX U IPYTVX
M3JIy4eHnn YCTPOVICTB V1 JIVTHUW CBA3V,

4. TepechUIKa JAHHEBIX I10 OIIMOOYHOMY afpecy aboHeHTa;

5.  dwusuueckoe paspylieHye CYCTeMbI ITyTeM B3PbIBa, IOMIXKOra ¥ T.I1.

15. K octoBnvim nenpednamepentvim uckyccmbentivim yepodam ACOU
OMHOCUMCA:

1. BBOZ OIIMOOYHBIX JaHHBIX;

2. dYTeHMe OCTATOYHOV MHQOPMAIIMM 13 OIIepPaTMBHOV IaMATV ¥ C
BHEIITHVIX 3aIIOMVHAOIINX YCTPOVICTB;

3. mHepexBaT IIOOOYHBIX 3JIEKTPOMArHUTHBIX, aKyCTUUECKIIX VI IPYTTX
VISJ'IyLIEHVH/I yCTpOVICTB " JIVHUW CBA3W,;

4. v3MeHeHVe PeXVMOB pabOTBI YCTPOVICTB WIM IIPOrpaMM, 3a0acToB-
Ka, caboTaxx MepcoHasIa, TOCTaHOBKA MOIITHBIX aKTMBHBIX IIOMeX ¥ T.IL;

5.  dusmueckoe paspyleHe CUCTEMBI ITyTeM B3PbIBa, ITOIKOTA M T.II.
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16. K octoBnvim nenpednamepennvim uckyccmbBennvim yepozam ACOU
omHocumcs:

1. mepexsBaT ITOOOUHBIX 3JIEKTPOMArHUTHBIX, aKYCTUYECKMX U IPYTHX
VI3JTyYeHWVI YCTPOVICTB VI JIVIHWVA CBSI3UA;

2. 4YTeHMe OCTAaTOYHOV MH(OpPMALMN U3 OIepaTUBHOM IaMSITH W C
BHEITHVX 3alIOMVHAOIIVIX YCTPOVICTE;

3. HeyMBIIUIEHHOe IIOBpeXIeHVe KaHaJIOB CBS3V;

4. wM3MeHeHMe PEXMMOB PaOOTHI yCTPOVICTB VIV IIPOrpaMM, 3a0acToB-
Ka, caboTaX IepcoHasla, IIOCTAHOBKA MOIITHBIX aKTVBHBIX IIOMeX W T.IL;

5. dwmsuueckoe paspyleHme CYCTeMBI ITyTeM B3PbIBa, IOMKOTa U T.IL.

17. K ocnoBuvim npednamepenuvim uckyccmbennvim yeposam ACOU
omHOCUmMCA:

1. HempaBoMepHOe OTK/IIOUeHNMe OOOpymOBaHWS WINM W3MeHeHMe
PeXVMOB pabOoTHI yCTPOVICTB U IIPOTpaMM;

2. pasmialleHue, Ilepefiada WiV yTpaTa aTpuOyTOB pasrpaHMYeHIsd
mocTyna (maposieri, Koden mmdppoBaHs, MAeHTU(UKAIMOHHBIX Kap-
TOYeK, IIPOITyCKOB ¥ T.IL);

3. dwusudeckoe paspylleHye CYICTEMBI ITyTeM B3pbIBa, IIOIKOTa ¥ T.IL.;

4. wrHOpMpOBaHIE OPraHM3AIVIOHHBIX OTpaHWYeHWIT (yCTaHOBIJIEH-
HBIX IIpaBWI) IIpY paboTe B CUICTEME;

5. mepecpUIKa JAaHHEBIX 110 OIIMOOYHOMY afpecy aOoHeHTa.

18. K ocnoBuvim npednamepennvivm uckyccmbennvim yeposam ACOU
omuocumcs:

1. OTKTIOUeHVe WUTM BBIBOJ, M3 CTPOSI CUICTEM 3JIeKTPOIMTaHMs, OX-
JIaKIIEHVIS VI BEHTVUIALIVV, JIVHVVI CBSI3U U T.IL;

2. pasmiaiieHwue, Iepefada WIM yTpaTa aTpUOyTOB pasrpaHMYeHVs
AocTyla (aposievt, Kioden mdpoBaHs, MIeHTUOUKAIVMOHHBIX Kap-
TOYeK, IIPOITYCKOB ¥ T.IL);

3. HeIpaBOMEpHOe OTK/IIOYeHVe OOOpY[IOBaHVS WIN V3MeHeHVe
PEXMMOB PabOTEI YCTPOVICTB VI IIPOTpaMM;

4. wrHOpMpOBaHMe OpraHM3al[IOHHBIX OrpaHMYeHuVi (yCTaHOBJIEH-
HBIX IIPaBWUI) IIpU paboTe B CHCTeMe;

5. mepechUIKa JaHHBIX IT0 OIIMOOYHOMY ajjpecy abOHeHTa.

19. K ocnoBnvim npednamepentvim uckyccmbennvim yeposam ACOU
OMHOCUMCA:

1. mepechUIKa JaHHBIX 110 OIIMOOYHOMY ajpecy aboHeHTa;

2. pasramreHwue, Ilepefava WIM yTpara aTpuOyTOB pasrpaHNYeHs
mocTymna (maposiert, Kioden ImMdpoBaHMs, UIeHTUMUKAIIMOHHBIX Kap-
TOYEK, IIPOITYCKOB U T.IL.);
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3. HempaBOMepHOe OTK/IIOUeHNMe OOOpymoBaHWS WINM W3MeHeHMe
PEeXMMOB PabOTHI YCTPOVICTB ¥ IIPOTPaMM;

4. wrHOpPMpOBaHWMe OPraHM3aI[IOHHBIX OrpaHMYeHuVi (yCTaHOBJIeH-
HBIX IIPaBIII) IIpU paboTe B crCTEME;

5. mewicTBUMA IO Ie30praHM3anvv  (PYHKIMOHMPOBAHWS CUCTEMBI
(M3MeHeHVIe PEXIMOB paboThl, 3a0acTOBKa, caboTaX IlepcoHasa M T.IL.).

20. K ocnobuvim npednamepenuvim uckyccmbennvim yeposam ACOU
OMHOCUINCA:

1. mepechUIKa JaHHBIX IIO OIIMOOYHOMY afgpecy aboHeHTa;

2. BHeApeHNe areHTOB B YNCJIO IepCOHasla CVCTeMBI, B TOM 4ucie B
aIMMHVCTPATUBHYIO TPYIITY, OTBEYAOITYIO 3a 5e30I1acHOCTh;

3. HeIpaBOMepHOe OTK/IIOUeHNMe OOOpymoBaHWS WINM W3MeHeHMe
PEXMMOB PabOTEI YCTPOVICTB I IIPOTPaMM;

4. wWrHOpMpOBaHMe OPraHW3ALVIOHHBIX OrpaHUYeHMil (yCTaHOBJIeH-
HBIX IIpaBWJI) IIpY paboTe B CUICTEME;

5. pasmiamieHue, repefada wiIM yTpaTa aTpuOyTOB pasrpaHUYeHVs
mocTymna (maposiert, Kioden ImdpoBaHMs, UIeHTUMUKAIIMOHHBIX Kap-
TOYeK, IIPOITyCKOB ¥ T.IL.).

21. K ocnobBuvim npednamepennvim uckyccmbBennvim yeposam ACOU
omuocumcs:

1. mepechUIKa JaHHBIX IO OIMIMOOYHOMY afmpecy aboHeHTa;

2. WrHOpMpOBaHMe OpPraHM3al[IOHHBIX OrpaHMYeHuVi (yCTaHOBJIEH-
HBIX IIPaBWUI) IIpU paboTe B CHCTeMe;

3. HelpaBOMepHOe OTK/IIOYeHVe OOOpyHOBaHWMS WIV W3MeHeHVe
PEXMMOB PabOTEI YCTPOVICTB VI IIPOTpaMM;

4. BepOoBKa IlepcoHaJIa VIV OT/IEIbHBIX IT0JIb30BaTesIeV], IMEIOIIVIX
HeoOX0oIMMbIe II0JTHOMOYVIS

5. pasriamieHue, eperada Wiy yTpaTa aTpuOYyTOB pasrpaHYeHVs
HmocTyma (Maporsievt, Kiodernt I poBaHus, MIEHTUMUKAIIMOHHBIX Kap-
TOYeK, IIPOITyCKOB M T.IL.).

22. K ocnoBuvim npednamepennvim uckyccmbBentivim yeposam ACOU
omuocumcs:

1. mepechUIKa JaHHBIX 110 OIIMOOYHOMY ajpecy aboHeHTa;

2. wWrHOpUMpOBaHVE OPraHM3alVOHHBIX OrPaHMYEHUV (yCTaHOBJIEH-
HBIX IIpaBwWI) IIpV paboTe B CUCTEME;

3. IpuMeHeHMe TOACITYIIVBAIOIIVIX YCTPOVICTB, JVICTAaHIIMOHHAs ¢o-
TO- VI BUIEOCheMKa U T.IL;

4. HempaBOMeEpHOe OTKIIIOUEHME OOOpyIOBaHMS WIV W3MeHeHVe
PeXnMOB pabOTHI yCTPOVICTB U IIPOTpaMM;
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5. pasmiaiieHue, Iepefada WIM yTpara aTpuOyTOB pasrpaHNYeHVs
AOCTyIIa (TMaposieVt, Kimoden mmdpoBaHys, MIeHTUOVKAIVMOHHBIX Kap-
TOYeK, IIPOITyCKOB ¥ T.IL.).

23. K ocnoBuvim npednamepennvim uckyccmbBentivim yeposam ACOU
OMHOCUINCA:

1. mepechUIKa JaHHBIX 110 OIIMOOYHOMY ajpecy aboHeHTa;

2. wWrHOpUMpOBaHVE OPraHM3alVOHHBIX OrpaHMYEHUV (YCTaHOBJIEH-
HBIX IIpaBWI) IIpY paboTe B CUICTEME;

3. mepexsBaT HOODOYHBIX IEKTPOMATHUTHBIX, aKyCTIIECKVIX VI IPYTUX
V3JTyYeHUVI YCTPOVICTB VI JITHUV CBSI3W;

4. HempaBOMepHOe OTKIIIOUEHMEe OOOpYyIOBaHMS WIV W3MeHeHVe
PeXVMOB pabOTHI yCTPOVICTB U IIPOrpaMM;

5. pasrmiameHmue, Ilepefava WIM yTpaTa aTpuOyTOB pasrpaHUYeHus
mocTyma (MapoJsiert, KiIodert M poBaHus, MIeHTU(UKAIIMOHHBIX Kap-
TOYeK, IIPOITYCKOB ¥ T.IL.).

24. K ocnoBuvim npednamepennvim uckyccmbBentivim yeposam ACOU
OMHOCUMCA:

1. mepexsaT HaHHBIX, ITlepelaBaeMbIX IT0 KaHaIaM CBSI3V;

2. wWrHOpUMpOBaHVE OPraHM3alVOHHBIX OrPaHMYEHUV (YCTaHOBJIEH-
HBIX IIpaBWI) IIpV paboTe B CUCTEME;

3. mepechUIKa JaHHBIX 110 OIIMOOYHOMY ajpecy aboHeHTa;

4. HempaBOoMepHOe OTKIIIOUeHMe OOOpyOOBaHMS WIM W3MeHeHVe
PeXVMOB pabOTBI yCTPOVICTB U IIPOrpaMM;

5. pasriamreHwue, Ileperava WIM yTpara aTpuOyTOB pasrpaHNYeHNs
mocTymna (maposiert, Kioden ImMdpoBaHus, UIeHTUMUKAIIMOHHBIX Kap-
TOYEK, IIPOITYCKOB U T.IL.).

25. K octoBuvim npednamepennvim uckyccmbBennvim yeposam ACOU
OmMHOCUMCA:

1. pasmiameHue, Iepefgada WM yTpaTa aTpuOyTOB pasrpaHUYeHVs
mocTyna (maposier, Koden mmdpoBaHs, MaeHTU(UKAIMOHHBIX Kap-
TOYeK, IIPOITyCKOB M T.IL.);

2. wWrHOpUMpOBaHME OpPraHM3allVOHHBIX OrpaHUYeHUN (yCTaHOBJIEeH-
HBIX ITpaBWI) IIpY paOoTe B CICTEME;

3. mepechUIKa JaHHBIX IO OIIMOOYHOMY ampecy aboHeHTa;

4. HempaBOMepHOe OTKIIOUeHMe ODOOpyHoBaHMS WIM W3MeHeHWe
PeXMMOB PabOTEI YCTPOVICTB M IIPOTPaMM;

5. xweHue HocuTeslent MHMOPMAIIUA.
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26. K ocnobuvim npednamepenuvim uckyccmbennvim yeposam ACOU
omuocumcs:

1. pasmiamieHue, repefada wiM yTpaTa aTpuOyTOB pasrpaHUYeHVs
mocTyma (maposievt, Kioden ImdpoBaHMs, UIeHTUMUKAIIMOHHBIX Kap-
TOUeK, ITPOITyCKOB M T.IL.);

2. WrHOpMpOBaHME OPraHM3aLVIOHHBLIX OrPaHMYeHWUN (YCTaHOBJIEH-
HBIX IIpaBWI) IIpY paloTe B CUICTEME;

3. HeCcaHKIMOHMPOBaHHOE KOIIPOBaHVe HoCHTeser MHPOpMaI;

4. HempaBOMepHOe OTKIIOUeHMe ODOOpyHoBaHMS WIM W3MeHeHue
PEeXMMOB PabOTEI YCTPOVICTB M IIPOTPaMM;

5. mepechUIKa JaHHBIX 10 OLIMOOYHOMY ajipecy abOHeHTa.

27. K ocnobuvim npednamepennvim uckyccmbennvim yeposam ACOU
omHuocumcs:

1. pasmiamieHue, Iepefada WiM yTpaTa aTpuOyTOB pasrpaHUYeHVs
mocTyma (maposiert, Kioden ImdpoBaHMs, UIeHTUMUKAIIMOHHBIX Kap-
TOYeK, IIPOITyCKOB U T.IL.);

2. xuIeHMe IIPOU3BOICTBEHHBIX OTXOHOB (pacIiedaTok, 3armcer,
CIIVICAaHHBIX HOCUTeJsIeV MH(OpMaIlUM U T.IL);

3. WrHOpUMpOBaHMEe OPTraHM3alVIOHHBIX OTpaHMYeHWN (YCTaHOBJIeH-
HBIX IIpaBWI) IIpY paboTe B CUICTEME;

4. HempaBOMepHOe OTK/IIOUeHMe O0OpyHoBaHMS WIM W3MeHeHWe
PeXMMOB PabOTEI YCTPOVICTB U IIPOTPaMM;

5. TepechUIKa JaHHBIX IIO OMIMOOYHOMY agpecy abOHeHTa.

28. K ocnobuuvim npednamepennvim uckyccmbBennvim yeposam ACOU
omHocumcs:

1. dreHme ocTaTouHOV MHGPOPMALVV 3 ONepaTUBHOV HaMITU M C
BHEIITHVX 3aIIOMMHAIOIINX yCTPOVICTB;

2. pasmialleHue, repefada Wiy yTpara aTpuOyTOB pasrpaHMYeHNs
mocTymna (maposievt, Kioden ImMdpoBaHus, UIeHTUMUKAIIMOHHBIX Kap-
TOYeK, IIPOITyCKOB M T.IL.);

3. WTrHOpMpoOBaHMe OpPraHM3aIVIOHHBEIX OrpaHWYeHWUV (ycTaHOBJIEH-
HBIX ITpaBWJI) IIpY paboTe B CICTEME;

4. HempaBOMepHOe OTKIIOUeHMe ODOOpymoBaHMS WIM W3MeHeHue
PeXMMOB PabOTEI YCTPOVICTB M IIPOTPaMM;

5. mepecpUIKa JaHHBIX 110 OIIMOOYHOMY afpecy aOoHeHTa.

29. K ocnobBuvim npednamepennvim uckyccmbBennvim yeposam ACOU
omuocumcs:

1. HempaBoMepHOe OTK/IIOUeHMe OOOpymOBaHWS WINM W3MeHeHMe
PEXNMOB PabOTHI YCTPOVICTB M IIPOTPaMM;
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2. pasmialleHue, Ilepefiada WiV yTpaTa aTpuOyTOB pasrpaHMUYeHI]
mocTyma (MapoJievt, Kiodert i poBaHus, MIeHTUMUKAIIMOHHBIX Kap-
TOYeK, IIPOITyCKOB ¥ T.IL);

3. WrHOpMpOBaHMe OpraHW3AIVIOHHBIX OTpaHWYeHUN (yCTaHOBJIEH-
HBIX IIpaBWWI) IIpy paboTe B CUICTEME;

4. He3aKOHHOe ITOJIydeHMe ITaposierl M APYIMX PeKBU3NTOB pasrpa-
HVYEHNS TOCTYIIa;

5. mepecpUIKa JAHHBIX TI0 OIIMOOYHOMY afpecy aboHeHTa.

30. K ocnoBuvim npednamepentvim uckyccmbennvim yeposam ACOU
omuocumcs:

1. HempaBoMepHOe OTKIIOYEHME OOOPYIOBaHMS WIM W3MEHEHWe
PEXMMOB PabOTEI YCTPOVICTB I IIPOrPaMM;

2. pasmialnleHue, Ilepefiada WiV yTpaTa aTpuOyTOB pasrpaHMUYeHIs
mocTyma (MapoJiert, KiIodert I poBaHus, MIeHTUMUKAIIMOHHBIX Kap-
TOYeK, IIPOITyCKOB ¥ T.IL);

3. WrHOpupoOBaHME OPraHM3AIVIOHHBIX OTpaHMYeHWV (yCTaHOBIJIEH-
HBIX IIpaBWWI) IIpY paboTe B CUICTEME;

4. TepecpUIKa JAaHHEBIX 110 OIIMOOYHOMY afgpecy aboHeHTa;

5. HecaHKIIMOHWpPOBAHHOE VICIIOJIb30BaHWE TePMWUHAJIOB II0JIb30Ba-
TeJIeVt, MEIOIVX YHVIKaIbHBIe (PU3MIecKre XapaKTepUCTUKIAL

31. K ocnoBuvim npednamepenuvim uckyccmbennvim yeposam ACOU
omHoCUmcs:

1. HempaBoMepHOe OTK/IIOUeHVe OOOpyIOBaHWS WINM W3MeHeHNe
PeXVMOB pabOTHI yCTPOVICTB U IIPOTpaMM;

2. BCKpBITHe IIM(POB KPUIITO3AIINUTHI MHPOPMAIIIIL;

3. WrHOpMpoOBaHMe OpraHW3AIVIOHHBIX OrpaHWYeHUN (yCTaHOBJIEH-
HBIX IIPaBWUI) IIpU paboTe B CHCTeMe;

4. TmepechUIKa JAHHEBIX I10 OIIMOOYHOMY afpecy aboHeHTa;

5. pasmiamreHwe, Ilepeada WIM yTpaTa aTpuOyTOB pasrpaHUYeHs
mocTymna (maposiert, Kioden ImMdpoBaHMs, UIeHTUMUKAIIMOHHBIX Kap-
TOYEK, IIPOITYyCKOB ¥ T.IL.).

32. K ocnoBuvim npednamepentvim uckyccmbennvim yeposam ACOU
OMHOCUMCA:

1. HempaBoMepHOe OTK/IIOUeHMe OOOpymOBaHWS WINM W3MeHeHNe
PeXMOB pabOTHI yCTPOVICTB U IIPOTpaMM;

2. mepechUIKa JaHHBIX IO OIIMOOYHOMY afpecy abOHeHTa;

3. WrHOpupoOBaHME OPraHM3AIVIOHHBIX OTpaHWYeHWV (yCTaHOBIJIEH-
HBIX IIPaBWUI) IIpU paboTe B CHCTeMe;
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4. BHefpeHVe aIlllapaTHBIX CTEBIOKEeHWV, MPOrPaMMHBIX «3aKJla-
HOK>» U «BUPYCOB»;

5. pasmiamienue, mepejada Wiy yTpara aTpuOYyTOB pasrpaHUYeHNs
AoCTyIa (maposieVt, Kioden mmidpoBans, MIeHTUMUKAIMOHHBIX Kap-
TOYeK, ITPOITyCKOB ¥ T.IL.).

33. K ocnoBuvim npednamepenuvim uckyccmbennvim yeposam ACOU
OMHOCUMCA:

1. HempaBoMepHOe OTK/IIOUeHMe OOOpymOBaHWS WINM W3MeHeHMe
PeXVMOB pabOTHI yCTPOVICTB U IIPOrpaMM;

2. He3aKOHHOe MOAKIIOYeHVe K JIMHWMSM CBSI3UI C IIeJIbI0 paOoThI
«MEX]Ty CTPOK»;

3. WrHOpupoBaHNE OpPraHM3AIVIOHHBIX OTpaHWYeHWIT (yCTaHOBIJIEH-
HBIX IIpaBWI) IIpY paboTe B CUICTEME;

4. TepechUIKa JaHHBIX II0 OMMOOYHOMY afpecy abOHeHTa;

5. pasmiameHwe, Ilepemada WIM yTpaTa aTpuOyTOB pasrpaHMYeHVs
ImocTyma (rapoJievt, Kiodern I poBaHus, MIeHTU(UKAIIMOHHBIX Kap-
TOUeK, ITPOITyCKOB ¥ T.IL.).

34. K ocnoBuvim npednamepentvim uckyccmbennvim yeposam ACOU
OMHOCUMCA:

1. HempaBoMepHOe OTK/IIOUeHMe OOOpymOBaHWS WINM W3MeHeHMe
PeXMOB pabOTBI yCTPOVICTB U IIPOrpaMM;

2. wWrHOpUMpOBaHVE OPraHM3allVIOHHBIX OrpaHMYeHUN (yCTaHOBJIEH-
HBIX IIPaBWJI) I[PV paboTe B CUCTEME;

3. He3aKOHHOe ITOIK/IIOYUEHVEe K JIMHIISIM CBSI3V C IIeJIbIO TIOIMEHBI 3a-
KOHHOTO IT0JIb30BaTeJIs ITyTeM €T0 OTKIIIOUEeHVIs TI0CIe BXOTIa B CHICTEMY;

4. mepechUIKa JaHHBIX II0 OMIMOOYHOMY ajpecy abOHeHTa;

5. pasrmamreHwue, Ilepejava WIM yTpara aTpuOyTOB pasrpaHWYeHs
ImocTyma (MapoJievt, Kiodern I poBaHus, MIeHTU(UKAIIMOHHBIX Kap-
TOYeK, ITPOITyCKOB ¥ T.IL.).

35. K Buympennum napyuumenam unpopmayuonnon desonacuocmu
OMHOCAMCA:

1. KIMeHTHI

2. TII0JIB30BaTeJIVI CICTeMBI;

3. 1moceTtuTeny;

4. moOble ymIta, HAXOOAIIMECS BHY TPV KOHTPOJIVIPYEMOVI TEPPUTOPVIVE;

5. mpencraBuTenV OpraHM3alny, B3aMMOIEVICTBYIOIIMX II0 BOIPO-
caM obecrieueHMs XV3HEIEeSTeIbHOCTM OpraHM3aliim.
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36. K Buympennum napyuwumensam unpopmayuonnon besonacuocmu
OMHOCAMCA:

1. xIMeHThI;

2. OpefcTaBUTEIM OpraHvM3alii, B3aMMOIEVICTBYIOIIMX II0 BOIIPO-
caM olecIieueHVIs XXM3HeIeITeTbHOCTY OpraHu3aliny;

3. moceTuTeNu;

4. moOble yMIla, HaxXOHSIIVecsS BHYTPY KOHTPOIVPYEMOU TEPPUTO-
pvt;

5. mepconaii, o6cny>KMBa10Lum71 TeXHUYECKVe CpeiCcTBa.

37. K Bnympennum nHapyuwumeiam uHpopMayuonHoil besonacHocmu
OMHOCAMCA:

1. CcOTpYIHWMKM OTHENOB pa3paboTku 1 corposoxxaenms I10;

2. mpeAcTaBUTENV OpraHM3allui, B3aVMOIEVICTBYIOIINX IIO BOIIPO-
caM oDecrieueHMs XXV3HeNeSTeIbHOCTM OpraHM3alny;

3. 1oceTuTeNny;

4. moOBIe JIMITa, HAXOISIIMECS BHY TPV KOHTPOJIVIPYEMOVI TEpPUTOPIAL;

5. KIMeHTHL

38. K Buympennum napymumesam unpopmayuonnon desonacuocmu
OMHOCAMCA:

1. mocerurenu;

2. mpencTaBUTeNVM OpraHM3AINY, B3aUMOIEVICTBYIOIIMX II0 BOIIPO-
caM obecrieueHMs XV3HeIesITeJIbHOCTM OpraHM3alny;

3. TexXHUYeCKW IIepcoHa, 06cny>KMBa10LuVH71 3oaHme,

4. moOble yvIta, HAXOOSAIIMECS BHY TPV KOHTPOJIVIPYEMOVI TEPPUTOPVIVE;

5. KIMeHTHI.

39. K Buympennum napywumesram ungopmayuonnoi desonacrocmu
omHocamcs:

1. mocerwren;

2. mpepAcTaBUTENV OpraHM3allNi, B3aVMOIEVICTBYIOIIMX IIO BOIIPO-
caM obecrieueHVIS KM3HEIEeATeIbHOCTY OpraHM3allniL;

3. ymoOble JIMila, HAXOIAIIECs BHYy TPV KOHTPOJIMPYEMOVI TEpPUTOPUS;

4. coTpynmHVKM CITy>k0BI Oe30macHOCTIL;

5. KIMeHTBL

40. K Buympennum napyumumesam unpopmayuonHon besonacuocmu
OMHOCAMCA:

1. mocerureny;

2. PyKOBOAUTENV pa3INIHbIX yPOBHE;
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3. moOble JIMila, HAXOOAIIMECS BHY TPV KOHTPOJIPYEMOVI TEpPUTOPIL;

4. TpeAcTaBUTENM OpraHM3allMV, B3aMMOEVCTBYIOIIVX IO BOIIPO-
caM o0ecIieueHVIs XXM3HeOeITeTbHOCTY OpraHu3aliny;

5. KJIMeHTEHL.

41. K nocmoponnum Hapyuumesim unpopmayuonHo besonacnocmu
OMHOCAMCA

1. mosp3oBaTes;

2. mepcoHas1, 00CITy>KMBAIOIINTI TEXHUYECKIE CPEIICTBA;

3. KJIMEHTHI;

4. TexHWYeCKUN IlepcoHaJL, 06cny>KMBaIOLuVH71 3[aHIE;

5. coTpymHWMKM CITy>KOBI O€30I1acHOCTN.

42. K nocmoponnum Hapyuumessim unpopmayuonno besonacnocmu
OMHOCAMCA:

1. monp3oBaTeny;

2. mepcoHas1, 00CITy>KMBAIOIINTI TEXHWYECKIe CPENICTBA;

3. TexXHUYeCKum IIepcoHa, 06cny>KMBaIOLuVH71 3[IaHIeE;

4. 1mOCeTUTENN;

5. coTpymHMKM CTy>KOBI O€30I1acHOCT.

43. K nocmoponnum Hapymumessim unpopmayuonno besonacnocmu
OMHOCAMCA:

1. mpencraBuTenM OpraHM3alMl, B3aVIMOIEVCTBYIOIIVX IIO BOIIPO-
caM obecrieueHMs XXVI3HeNesTeJIbHOCTM OpraHM3alny;

2. TepcoHasI, 00CITy KMBAIOIIVVI TEXHITIeCKIe CPefCTBa;

3. TeXHWYeCcKuV IIepCOHaI, OOCITY KMBaIOIIIL 3aHIE;

4. T1IOJTB30BATENIV;

5. CcOTpyIHMKM CITy>KOBbI O€30ITacHOCTN.

44. K nocmoponnum Hapyuumeniim uHpopmayuonHoi besonacnocmu

OMHOCAMCA

1. coTpynHWMKM CITy>KOBI Ge30IIacHOCTY;

2. mepcoHast, 00CITy>KMBAIOIINT TEXHUYECKIE CPEIICTBA;

3. TexHM4YeCcKNV IepCoHall, o6cny>KMBanmr/n71 3IAaHIE;

4. T110JIB30BATEIIN;

5. mpencraBuUTeNV KOHKYPUPYIOLMIVIX OpraHMU3aluIL.

45. K nocmoponnum Hapymumessim unpopmayuonno besonacnocmu
OMHOCAMCA:

1. coTpymHWKM CITy>KOBI Oe3011acHOCTI;

2.

JIniia, HapyImuBIIve HpOHYCKHOV[ pPexmnm,
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3. TexXHUYeCKum IIepcoHa, 06cny>KMBa10LuVH71 3[IaHIeE;
4. T1I0JTB30BATENIV;
5. mepconail, 06CJIy>KVIBaIOI_H,VH7{ TEeXHMYECKVe CPeCTBa.

46. Ilo xapaxmepy Bos3deiicmBua yoasennvie amMakKu 0eAAMcsa:

Ha yCJIOBHEIE V1 6e3yCIIOBHBIE;

Ha aTaKy ¢ 0OpaTHOVI CBsI3bI0 11 Oe3 0OpaTHOVI CBSI3IL;

Ha BHYTPVICETMEHTHBIE VI MEKCETMEHTHBIE;

Ha IIacCVIBHBIE 11 aKTVBHBIE;

Ha aTaKy, KOTOpble MOTYT peaIM30BbIBaThCSl Ha BCEX CEMW yPOB-
HAX - (PU3NYIEeCcKOM, KaHaJIbHOM, CETeBOM, TPaHCIIOPTHOM, CEaHCOBOM,
MPeICTaBUTEIBHOM U IIPVIKIIAIHOM.

Gk W N =

47. Ilo yeau 6o30eticinBus yoarenHnvle amaxy 0eAAMCA:

1. Ha ycIoBHBIE 1 Oe3yCIIOBHBIE;

2. Ha araku ¢ 0OpaTHOVI CBA3bIO 11 Oe3 0OpaTHOV CBA3L;

3. Ha BHYTpUCeIMeHTHBIE I MeXXCerMeHTHEIE;

4. HaIIacCUBHBIE U aKTUBHBIE;

5. Ha aTaku B 3aBVWCMMOCTV OT HapyIleHUs KOHMWUIEHIMaTbHOCTH,
LIEJIOCTHOCTV I TOCTYITHOCTL.

48. Ilo ycaobuto nauara ocywecmbBaenusn BosdeiicmbBusa yoaseHHvie
amaxu 0esAmcs:

1. Ha ycioBHBIE 1 6e3yCIIOBHbBIE;

2. Ha araku ¢ OOpaTHO CBsI3bI0 11 Oe3 0OpaTHOVI CBSI3IL;

3. Ha BHyTpVCEIrMeHTHBIE VI Me)XCerMeHTHEIE;

4. Ha maccUBHEBIE VI aKTVBHEIE;

5. Ha aTaku B 3aBMCUMOCTU OT HapylleHVs KOH(UIeHIMaIbHOCTH,
I1€JTOCTHOCTVI V1 JOCTYITHOCTVA

49. IIo Haauuuro obpammuon cBaA3uU ¢ amaxyeMvim ob0seKmom yoaie-
Hble AMAKU 0eAAMCA:

1. Ha ycioBHBIE 1 0e3yCIIOBHBIE;

2. Ha aTaKV C OOpaTHOV CBsI3bIO 1 Oe3 00paTHOVI CBSI31L;

3. Ha BHyTpUCEIMEHTHBIE /1 MeXCerMeHTHEIE;

4. Ha IIacCHBHBIE U aKTVIBHBIE,

5. Ha aTaku B 3aBUCMMOCTV OT HapyIleHMs KOHMMAeHIIMaTbHOCTH,
LIeJIOCTHOCTW Y1 JIOCTYITHOCTL.

50. ITo pacnosoxenuro cydseKma amaxu OMHOCUINEALHO AMAKYEMO20
00BeKma yoaiennole AMaK 0eAAMCA:
1. Ha yciaoBHBIE 1 6e3yCIIOBHbBIE;
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Ha aTaKy ¢ 00OpaTHOVI CBsI3bI0 11 Oe3 0OpaTHOVI CBSI3IL;

Ha BHYTPUCEIMeHTHBIE 11 MeXXCErMeHTHBIE;

Ha IIacCVBHEIE VI aKTVBHBIE;

Ha aTaKM B 3aBUCVMOCTU OT HapyIIeHVs KOH(PVIEHIIVAaIbHOCTH,
I1€JTOCTHOCTV VI JJOCTYITHOCTYA

O kN

51. Ilo ypoBuio 3masonnoil Modeau B3aumocBa3u omKpeLMbIX CUcHeM
OSI Mexcoynapoonoiu opeanusayuu cmandapmusayuu (ISO) yoasennvie
amaxu 0eAamcs:

Ha yCJIOBHEBIE 11 Oe3yCIIOBHEIE;

Ha aTaKy ¢ 00paTHOM CBsI3bIO 1 Oe3 00paTHOVI CBA3;

Ha BHYTPUCEIMeHTHBIE VI MeXXCErMeHTHBIE;

Ha ITaCCVIBHBIE M aKTVIBHBIE,

Ha aTaKy, KOTOpble MOTYT PeaJI30BbIBaThCSl Ha BCEX CEMV Y POBHSIX.

Gk W=

52. Amaxa, komopas nos3Boasem usyuumo 102UKy pabomol cemu:

1. ToAaMeHa JT0OBepeHHOro OOBeKTa Win CyOBbeKTa paclipelieleHHON
BBIUVICIIVITETILHO CeTVS;

2. JIOXHBIVI OOBEKT pacIIpee/IeHHOV BEIUVCIINTEIbHOV CETV;

3. aHayms3 ceTeBOro TpadmKa;

4. otka3 B 00CITyXMBaHWI;

5. ynmasieHHBIVI KOHTPOJIb HaJl CTaHLIVIeN B CETM.

53. Amaxka, nosboasaowan nepexBamumes nomox nepedabaemvix 0an-
HbLX, KOmopbiMu 00MenuBaromea komnonenmolt cemeboit OC:

1. momMeHa [OBEepPeHHOro OOBEKTa WIM CyObeKTa pacIlpenesleHHON
BBIYVICJINTEIIBHOW CETU,

2. JIOXHBIVI OOBEKT pacHpeJieIeHHOVI BEIUYVICITUTEIIbHOV CETV;

3. aHaymM3 ceTeBOro TpaduKa;

4. oTKa3 B 00CITyXMBaHW;

5.  ynHasleHHBIVI KOHTPOJIb HaJl CTAHIIVEN B CETL.

54. Amazxa, s¢ppexmubno peasusyromaaca 6 cucmemax, e0e npumeH -
tomea  Hecmoilkue areopummol udenmuuxayu/aymenmugpuxaynuy
xocmoB, noavzoBameanei:

1. moaMeHa IOBepeHHOro oOBeKTa WM CyOBeKTa paclpeleeHHON
BBEIUVICIIVITEIILHOVI CETVI;

2. JIOXHBIV OOBEKT pacIipeesIeHHOV BEIYVICIINTETHHO CeTV;

3. aHaymM3 ceTeBOro TpaduKa;

4. orka3 B 00CITy>XVMBaHW;

5. yIaJIeHHbIVI KOHTPOJIb HaJl CTAaHIIVIEVI B CETL.
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55. Amaxa, komopasa 3axaouaemca 8 HaBA3LIBAHUU A0XKHO20 Map-
wpyma u3-3a HedoCcMamxo8 6 arzopummax Mapupymu3ayuu:

1. mopMeHa [OBEpeHHOrO OOBEeKTa WIN CyOBeKTa paclipelieleHHON
BBIYVICJIMTEIIBHOW CETU,

2. JIOXHBIVI O0OBEKT paCIIpee/IEHHOVI BBIYMCIINTEILHOV CEeTVL;

3. aHa;mM3 ceTeBOTO TpadmKa;

4. otkas3 B 00CITyXVMBaHWI;

5. yHaJleHHBIVI KOHTPOJIb HaJl CTAHIIVEN B CETIL.

56. Amaia, KomMopas UCNOAb3Yem HedOCMAMKY A120pummoB yoaren-
nozo noucka (SAP(NetWare), u DNS (Internet)...):

1. moaMeHa JI0BepeHHOro OOBeKTa WiN CyOBbeKTa pacliperieleHHON
BBIYVICITUTEIILHOV CETH;

2. JIOXHBIVI OOBEKT pacIIpene/IeHHOV BEIIVCIIINTEIILHOV CETVL;

3. aHaymM3 ceTeBOrO TpaduKa;

4. otkas3 B 00CITyXMBaHWI;

5.  yHmasieHHBIVI KOHTPOJIb HaJl CTaHLIVIeN B CEeTH.

57. Amaxa, komopasa nos3Boasem BosodeiicmBoBams na nepexBauennyro
ungpopmayuro (npoBooums cesexyuro nomoxa uHpopmayun):

1. moaMeHa IOBepeHHOro oOBeKTa WM CyOBbeKTa paclipeleleHHON
BBIUVICITUTEIILHOW CETH,

2. JIOXHBIVI OOBEKT pacIipeIesIeHHOV BEIUVICINTETHHO CeTV;

3. aHayM3 ceTeBOro TpaduKa;

4. orka3 B 00CITy>XVMBaHW;

5. yIaJleHHbIVI KOHTPOJIb HaJl CTAaHIIVIEVI B CETL.

58. Amaxa, komopas nosboasnem 6o3deicimBoBame Ha nepexbauennyro
unpopmayuro (Moougpuyupobamo ungopmayuio):

1. momMeHa [OBEepeHHOro OOBEKTa WIM CyObeKTa pacIpeneseHHO
BBEIYIVICIINITEIILHOVI CETVL;

2. JIOXHBIVI OOBEKT pacIpe/ieIeHHOVI BEIUYVICITUTEIbHOV CETV;

3. aHaymMs3 ceTeBOro TpaduKa;

4. oTKa3 B 00CITyXMBaHW;

5. ymaseHHBIVI KOHTPOJIb Hajl CTaHITVeV B CeTIL.

59. Amaxa, komopas no3boasem 6030eticmbobams Ha nepexBauennyro
ungpopmayuro (noomeHAmMb UHPOPMAYUIO):

1. 1mopMeHa IOBEpEHHOrO OOBEKTa WIN CyOBeKTa paclipelieleHHON
BBIUVMICITUTEIILHOV CETH,

2. JIOXHBIVI OOBEKT pacIperie/IeHHOV BEIUVCIINTEIbHOV CETV;

3. aHaym3 ceTeBOro Tpaduka;
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4. otka3 B 00CITyXMBaHWI;
5. ypaseHHBIVI KOHTPOJIb HaJl CTaHIIVIEV B CeT.

60. Amaxka, pe3ysvmamom ocyujecmbieHus KOmMopou Moxem cmamo
HapyweHue pabomocnocobrocmu coomBemcmbyroueii cayxnbvL npedoc-
maBaenus yoaiennozo 00CmMyna Ha AmaxKyemolii Xocm:

1. mopMeHa OBEpeHHOro OOBeKTa WIN CyOBeKTa paclipelieIeHHON
BBIYVICJIMTEIIBHOW CETU,

2. JIOXHBIVI OOBEKT pacIIpene/IeHHOV BEIYMCIINTEIEHOV CeTV;

3. aHa;mM3 ceTeBOTO TpadmKa;

4. otka3 B 00CIIyXVMBaHWI;

5.  yHaJleHHBIVI KOHTPOJIb HaJl CTAHIIMENT B CETIL.

61. Amaxka, komopasa Moxcem Ovims npednpuHAmMa, ecau Hem cpedcmo
aymenmugpuxayuu adpeca omnpabumeis u ¢ xocma HA AMAKYeMoLil
Xo0cm MOXKHO nepedabame DeckoHeuHOe UUCAO AHOHUMHBIX 3anpocol Ha
nooKAtoueHue Om UMeHl OpY2ux XocmoB:

1. moaMeHa IOBepeHHOro oOBeKTa WM CyOBbeKTa paclipeleeHHON
BBIUVICITUTEIILHOW CeTH;

2. JIOXHBIV OOBEKT pacIipeesIeHHOV BEIYVICIINTETHHO CeTV;

3. aHaJIM3 ceTeBOro TpaduKa;

4. otka3 B 00CITy>XMBaHU;

5. yIIaJIeHHbIVI KOHTPOJIb HaJl CTAaHIIVIEVI B CETL.

62. Amaxa, komopasa 3axaouaemcsa 6 nepedaue c 00H020 adpeca ma-
K020 Koauuecmba 3anpocob na nodKkouenUe K AmaKyemomy xocmy, Ka-
KOe MAKCUMAALHO MOXcem «BMecinums» mpagux:

1. mopMeHa [OBEpeHHOrO OOBeKTa WIN CyOBeKTa paclipelieleHHON
BBIYVICITUTEIILHOV CETH,

2. JIOXHBIVI OOBEKT pacIperie/IeHHOV BEIUVCIINTEIbHOV CETV;

3. aHa;mM3 ceTeBOTO TpadmKa;

4. otka3 B 00CITyXMBaHWI;

5.  yHaJleHHBIVI KOHTPOJIb HaJl CTAHIIMEN B CETIL.

63. Amaxa, Komopas 3axaouaemca 8 3anycke Ha amMaxKyemom KOMno-
1omepe npoepammol «cemeBoeo WNUOHA»:

1. TogMeHa [TOBepeHHOro oOBeKTa WiN CyObeKTa pacliperieleHHON
BBIUVICITUTEIILHOV CETH,

2. JIOXHBIVI OOBEKT pacIIpere/IeHHOV BEIYVCIIITEILHOV CETVL;

3. aHa;M3 ceTeBOro Tpaduka;

4. oTka3 B 00CITyXVBaHWI;

5.  yHmasieHHBIVI KOHTPOJIb HaJl CTaHLIVIeN B CEeTH.
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64. Amaxa, komopasa 3axsouaemca 6 sanycke HA AMAKYEMOM KOMHb-
10mepe npoepamMmol «cemebozo WNUOHA»:

1.

IIoaMeHa [TOBEPEHHOI'O oObeKTa Win CY6"beKTa pacnpeneneHHoVI

BBIUVICJIVITEJIBHOW CEeTH;

2.

3.
4.
5
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JIOXHBIVI OOBEKT pacIiperieIeHHOV BBIUMCIIUTEIIEHO CeTH;
aHaJIM3 CeTeBOTrOo TpadrKa;

0TKa3 B 00CIIy XMBaHWI;

yIaJIeHHBIVI KOHTPOJIb HaJl CTAHITVEV B CETIL



BpeaoHoCHbIe nporpaMMmbl

NU3yumB TeMy 3, CTYAEHT AO/DKEH:

3HaThb:

o KakKue HpOFpaMMBI Ha3bIBAIOTCA <<KOMHBIOTepHBIMT/I BU-
pycamMmm» M yeM OHM OTIIMYAIOTCS OT APYTMX BPEIHBIX MPO-
rpamm;

° KHaCCVICpVIKaHT/IIO «KOMIIBPIOTEPHBIX BVIPYCOB», " KaKYIO
yTPO3y OHU IPEACTABIISAIOT I 0€30I1acHOCTM H(OPMALINL;
®  JITOPUTMBI PabOTHI «KOMITBIOTEPHBIX BUPYCOB» W IIYTU
VIX BHEOPEHWI B CVICTeMy,‘

o I10 I/IH)Z[VIBVUIyaHBHBIM HpVISHaKaM paanvmaTb «KOMIIBIO-
TepHBIE BUPYChI» Pas/IMYHbBIX KJIaCCOB;

AKL€EHTUMPOBATb BHUMAHME Ha MOHATUAX:

®  «KOMITBIOTEPHBIE BUPYCHI», CBOVICTBA «KOMITBIOTEPHBIX
BUPYCOB», BpellHble IIPOrpaMMBbl, pe3uIeHTHOCTb, CTeJIC, ca-
MommdpoBaHye, MOIMMOPPUIHOCTb, OVerwriting-Bupycsl,
parasitig-supycsl, companion-supycsl, link-Bupycel, daruto-
Bble YepBlU, MaKpOBUPYCHI, CeTeBble BUPYCHI, «TPOSHCKMH
KOHW», JIOrMYecKme 00MObI

Codeprcanue memot (Qudaxmuueckue eOUHUYbL U UX XApAKINepU-
cmuka):

Kaxkie mmeroTcsi BpelToHOCHBIE ITpOrpaMMEI, KaK OHM Kilaccudm-
LMPYIOTCS. AJITOPUTMBL PabOThI «KOMITBIOTEPHBIX BUPYCOB» M VX HECT-
PYKTVBHBIE BO3MOXKHOCTA

Ieau u 3a0auu usyuenua memor: IlorydeHve 3HAHUN O CYIIIECT-
BYIOIIVIX «KOMIIBIOTEPHBIX BUPYCax» ¥ 00 aJIropuTMax X pabOTBHL.

ITopadoxk usyuenus memot
Pacnpedeenue 6100xema Bpemenis 1o meme:
—  KOJIMYeCTBO YacOB OTBEJIEHHBIX Ha IIPAKTIYIeCKVIe 3aHATVIS, U3 HIX
B KOMIIBIOTEPHOVI ayauTopvn - 4/4;
—  KOJIMYECTBO YacOB, OTBEIIEHHBIX Ha CAMOCTOSITEIIbHYTO padoTy - 16.
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Buduw camocmosmenvtoti pabomol cmydennos:
— usyueHme ydeOHoro tocobusi «VHdopmarmonHas Oesomac-
HOCTB»;
—  TIO/IFOTOBKa K y4acTvo B popyMe 110 TeMe «KOoMITbIoTepHbIe BUPYChI»;
—  VM3y4YeHWe JIOIOJIHUTEIIBHOVI JINTEPATY PbI;
—  BBIIIOJIHEHVE TECTOBBIX 3aIlaHWVI ITO TeMe.

Memoouueckue ykasanus no usyuenuro Bonpoco memot
Ipu usyuenuu yuebHvix Bonpocob:
e 1B3yunTh TeMy 3 10 ydebHOMy Tmocobuio «/lHdopManmoHHas
0e3011acHOCTb»;
®  IIPUHATH yYacTue B opyMe 10 TeMe «BperoHOCHBIe IIporpaMMBbl»;
®  V3YYUTH JOIIOIHNTEIIbHBIE MaTepualbl;

Ipu usyuenuu memut Heobxo00umo:

*  YumMams AUMepamypy:

1. VadopmanmonHas 6esomnacHocTh: Y. ITocobue. - M.: MDCI, 2007.

2. Kacnepckum E.B. KoMmbroTepHbIe BUPYCBI: UTO 3TO TaKoe M Kak C
HvMm 6opoTecs. — M.: CK Ipecc, 1998.

3. ®ponos A.B., ®porsos I'.B. OcTopoxHO: KOMIIbIOTepHBIE BUPYCHL. —
M.: duanor-MI DU, 1996.

e nocemumv  caumol. ~ Www.viruslist.com,  www.subscribe.ru,
www.refer.ru, www.virus.komi.ru.

Bonpocut memut

3.1. YcroBus cyllecTBOBaHMs BPeJOHOCHBIX IIPOTrpaMM.

3.2. Kitaccugeckie KOMIIbIOTepHBIe BUPYCEL.

3.3. CeTeBble yepBI.

3.4. TposiHCKMe IIpOrpaMMBl.

3.5. Cnam.

3.6. XakepcKue yTWIUTBL U ITpoUYre BpeJOHOCHbBIe ITPOrpaMMBbl.
3.7. KTo 11 moueMy cosiaeT BpeOHOCHBIE IIPOrpaMMBI.
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K BpemoHOCHBIM IporpaMMaM OTHOCATCS: KilaccudecKue daruio-
Bble BMIPYCBHI, CeTeBble YepBU, TPOSHCKME IPOrpaMMbl, CIIaM, XaKepcKue
YTWIUTBL U IIPOYle IIPOrpaMMBbl, HAaHOCAIIVE 3aBeJOMBIVI Bpes, KOMIIbIO-
Tepy, Ha KOTOPOM OHW 3aIlyCKalOTCs Ha BBIIIOJIHEHME, VI SPYTUM KOM-
HbIOTEPaM B CETUL.

3.1. YcnoBus CyllecTBOBaHUS BPpeAOHOCHbIX NPOrpamMm

OnepanyonHast cucTeMa VIV IPWIOKEeHVIe MOXKeT ITOBePrHY ThCs
BUPYCHOMY HaIlaeHWIO B TOM CJIydae, eCJIi OHa VIMeeT BO3MOXKHOCTB
3aIlyCTUTh IIPOrpaMMy, He SBJISIONIYIOCsS YacThIo caMoM cucTeMbl. [laH-
HOMY YCJIOBUIO YOBJIETBOPSIIOT BCe TIOIyJIsipHBIe OllepaljiOHHbIe CVICTe-
MBI, MHOTVIe ObVICHBIE IIPVIIOXKeH s, TpadpurdecKiie peqaKTOPhl, CUCTEMBI
OPOEKTUPOBaHM ¥ IIpOYMe MOpOrpaMMHbIe KOMIUIEKCHI, VMeIOIye
BCTPOEHHBIEe CKPUITTOBbIE S3BIKNA.

KOMHI)IOTeprIe BUPYChI, 4epBY, TPOAHCKIVIE ITPOrpaMMBbI CyIIIeCT-
BYIOT I [ECATKOB OIepalliOHHBIX CUCTeM U IpuWiIoXeHuit. B To xe
BpeMs CYIIIeCTBYyeT OrPOMHOe KOJIMYeCTBO IPYTMX OIeparVIOHHBIX CVIC-
TeM U IPWIOXEeHWVI, I KOTOPLIX BPeIOHOCHBIe ITPOrPaMMbl ITOKa He
OOHapY>KeHbI.

[TpvravHOV TIOSBIEHVsI BPEJOHOCHBIX IPOrpaMM B KOHKPETHOVI
OIIepaIIOHHOV CUCTeMe WUIM IPWIOXKEeHUU SBIISeTCS OIHOBPeMeHHOe
BBITIOJTHEHVIe CIIeTyFOIIX YCIIOBUIL:

®  IIOIYJIIPHOCTB, IIMPOKOe pacIpocTpaHeHVe TaHHOV CHCTeMBI;

* HaMUMe Pa3’HOOOPa3HOV ¥ [IOCTATOYHO IIOJIHOVI JOKYMeHTaIV
TIO CHICTEME;

*  He3aIMIIEHHOCTh CUCTEeMBI VIV CYIIeCTBOBAHVIE M3BECTHBIX Ysi3-
BUMOCTeV B cucTeMe 0e30I1acHOCTIL.

Kaxmoe mepeuniciieHHOe yC/IOBUe SBJISIeTCS. HEOOXOOVMBIM, a BbI-
IIOJIHEHME BCeX TpeX YCJIOBUI OTHOBPEMEHHO SBJISIETCS HOCTAaTOYHBIM
VIS TTOSIBJIEHVIS. Pa3sHOOOPasHBIX BPEIOHOCHBIX IIPOTPaMM.

YcaoBue nonyaapuocmu cvicreMbl HEOOXOIVIMO JJISL TOTO, YTOOBI
OHa 3aMHTepecoBajla KOMIIBIOTEPHBIX XYJIMIAHOB WIM Xakepos. Ecim
HPOV3BOONTENIb CUCTEMBI TOOWICS ee MacCOBOIO PacIIpOCTpPaHEeHNs, TO
OYEeBVIHO, YTO PaHO WIN IIO3HO XaKepEI 1 BUPYCOIIVCATeIIV IIOMIBITAIOT-
Cs1 MICTIOJIB30BATh €€ B CBOMIX MHTepecax.

HamparmnmBaercst ecTeCTBEHHBIV BBIBOI: UeM IIOIyJISIpHee ollepa-
LMOHHAS CUCTeMa WIN IPWIOXKeHWe, TeM dallle OHa OymeT SBIISATHCS
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JKepTBOVI BUPYCHOM aTaku. IIpakTuka 3To IoAgTBepXaeT — pacipeserie-
HVIe KOJTIITYecTBa BpeIHOTO IIporpaMMHoOro obecrreuernns it Windows mn
Linux mpaxTuUyecky cOBIIaJaeT C JOJISMM PbIHKA, KOTOpbIe 3aHMMAaloT
3TV OIlepalliOHHbIe CYICTEMBI.

Haauuue noanoit dokymenmayuu HeoOXOAVMO IUIS CyIIeCTBOBa-
HVISI BUPYCOB IIO €CTEeCTBEHHOV IIpUYMHe — CO3JaHNe IporpaMM (BKIIIO-
4asi BUPYCHBIE) HEBO3MOXKHO 0e3 TeXHMYeCKOro OIVCaHMs VICIIOJIb30Ba-
HVISI CEPBVICOB OIT€PaIVIOHHON CHCTEMBI VI IIpaBUII HalVICAHVIS IIPVIIOXKe-
HUL. Y OOIBIIMHCTBA MOOWIBHBIX TejledpOHOB, HaIpyMep, IOHOOHAas
vH@oOpMaIys 3aKpeITa -~ HY KOMIIAaHUV-IIPOU3BOAUTEIIV ITPOrPaMMHBIX
HPOIYKTOB, HM XaKepbl He MMEIOT BO3MOXXHOCTV pa3padaTbIBaTh IIPO-
rpaMMBbl 11 JAHHBIX YCTPOVICTB. Y HEKOTOPBIX TellepOHOB eCTh TOKY-
MeHTaMy: 110 pa3paboTKe IIPVIIOKEHNIT — 1, KaK CJIeACTBIE, IIOSBIITIOTCS
VI BPeIOHOCHBIe IIPOTrpaMMBl, pa3paOoTaHHEBIE CITEIaIbHO I Tejtedo-
HOB JaHHOT'O TUIIA.

ITon 3awuugennocmoro cyicTeMbl IIOHMMAIOTCS apXUTeKTypHEBIe
pelleHNs, KOTOpble He II03BOJITIOT HOBOMY (HEM3BECTHOMY) IIPVUIOXe-
HVIO ITOJTyYWTh IIOIHBIV TIM HOCTATOYHO IIVPOKMI HOCTYH K dariam
Ha aucke (BKIIOYasl Apyrue IIPWIOXKeHMs) M IOTeHIWaIbHO OITacHBIM
cepsrcaMm cucteMsl. IlomoOHoe orpaHudeHMe axTIdecKy OJIOKMpYeT
JII00YIO BUPYCHYIO aKTMBHOCTB, HO IIPV 3TOM, €CTECTBeHHO, HaKJIa/IbIBaeT
CyIecTBeHHbIe OIpaHMUEeHVIS Ha BO3MOXHOCTYI OOBIYHBIX IIPOTPaMM.

3.2. Knaccnueckme KOMNbIOTEPHbIE BUPYCbI

K pamHOM KaTeropmu OTHOCSTCS IPOrpaMMEBI, PacIpOCTpPaHIIO-
IIyie CBOV KOIWM II0 pecypcaM JIOKaJIbHOTO KOMIIbIOTepa C LeJIbO:
®  TIOCJIEYIOIIEeTO 3aIlycKa CBOero Koja IIpy KaKMX-JIM00 AeVICTBUSIX
I0JIb30BATeJIs;
e  JaJbHEeVIIero BHeIPeH s B IPyIie Pecypchbl KOMIILIOTEpa.

B ommume oT depBent BUPYCHL He VCIIOIB3YIOT CETEBBIX CEPBUCOB
A1 ITPOHVKHOBEHVS Ha ApyTvie KoMibioTepbl. Ko Bupyca nomazgaer
Ha yHaJIeHHble KOMITBIOTEpPBI TOJIBKO B TOM CjIydae, eCiIM 3apakKeHHBIV
00BeKT 0 KaKMM-TOO0 He 3aBMUCAIIVMM OT (PYHKIIMOHaa BUpyca IIpu-
YMHaM OKa3bIBae€TCid aKTMBVI3VMPOBaHHBIM Ha ,Z[perM KOMIIbIOTEPE, Ha-
puMep:
® IIpW 3apaXeHWW AOCTYIHBIX OWUCKOB BUPYC IPOHMK B (avuibl,
PacCIIONIOKeHHBIE Ha CETEBOM PeCypce;
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e BUPYC CKONMpPOBaJI ce0s Ha CHEMHBIVI HOCUTEIb VUIM 3apaswl
darIel Ha HeM;

®  [IOJIb30BATEIIb OTOCIIAN JIEKTPOHHOE IIMCHMO C 3apakeHHBIM BJIO-
JKEHVIEM.

Hexoropsle BUpYCH comepskat B cebe CBOVICTBA OPYIVIX Pa3HOBW/-
HOCTeV BpeJOHOCHOTO IIPOTpaMMHOTO obecIiedeHs, HallpuMep 03Kmop-
HNpoLeAypPy WIV TPOSHCKYIO KOMIIOHEHTY YHWYTOXeHMsI MHMOpMaIum
Ha JIVICKe.

Krtaccndpmkarms Kiraccuaeckmx BUPYCcOB
TwIIbl KOMIIBIOTEPHBIX BUPYCOB Pas/IMUalOTCsS MEXIy coOovt IIo
CJIeIyIOIIVIM OCHOBHBIM ITpVI3HAKaM:
1. Cpena oburanIs;
2. Crrocob 3apakeHms.

ITox «cpemovt oOuTaHws» ITOHMMAIOTCS CUCTEMHBIE O0JIACTI KOM-
HbIOTEpa, OIlEpallViOHHbBIE CUCTEMBI VIV IPWIOKEHVS, B KOMIIOHEHTBI
(dpartpr) KOTOPBIX BHEIpsieTcs Kof, Bupyca. Ilox «crmocobom 3apaskeHmsi»
ITOHMMAIOTCSI pa3JIMUHble METOIBI BHEIPEHMS BUPYCHOTO KOfa B 3apa-
JXKaeMble OOBEKTHI.

Cpeda obumanua

ITo cpene obuTaHMS BUPYCHI MOXKHO PasIe/InTh Ha:
dparmtoBsle;

3arpy304HbIE;

MaKpOBUPYChL;

CKPWIITOBBIE.

@Dary1oBBIe BUPYCHL TP CBOEM Pa3sMHOXXEHWVI TeM VUV VIHBIM CIIO-
COOOM WCIIOIIB3YIOT (PAVIOBYIO CUCTEMY KaKOV-JIMOO (MiIv KaKmx-JImoo)
OC. Onn:

e  PasIMYHBIMK CIIOCOOAMV BHELPSIIOTCS B VCIIONIHSEeMble (pavuIbl
(Hamnbortee pacripocTpaHeHHBIV THUII BUPYCOB);

e  co3galoT paruIBI-IBOVIHMKY (KOMIIaHEOH-BUPYCEHI);

e CO3/IAIOT CBOM KOIIUIV B Pas/IMIHBIX KaTaJIorax;

®  VICIIONIB3YIOT OCOOEHHOCTV OpraHM3anuy (avyIoBOVI CUCTEMBI
(link-Bupycsr).

3arpy3ouHble BUPYCHI 3aIIMCHIBAIOT cebst 1100 B 3arpy30UHBIV CeK-

Top aucka (boot-cekTop), SO0 B CEKTOP, COIEpP KAIlNil CCTEMHBIV 3a-
rpy3unk BuHYecTepa (Master Boot Record), 6o MensIOT yKasarenp Ha
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aKTUBHBIV boot-cexTop. [IaHHBIV TUII BUPYCOB OBUI JOCTaTOYHO PacIIpo-
cTpaHeH B 1990-X IT., HO IPaKTIIECKN VICUe3 C IIepexoIoM Ha 32-0MTHEbIe
oIepaliOHHbIe CUCTeMbI ¥ OTKa30M OT VCIIOJIb30BaHMS AVICKET Kak
OCHOBHOTO cI1ocoba obMeHa mHopmManmers. TeopeTndecknt BO3MOXHO
HosABJIeHVe 3arpy304YHbIX BUpPycoB, 3apaxamomux CD-guckm m USB-
riemiex, HO Ha TEKYIIMV MOMEHT TaKVe BUPYCHI He OOHapY KeHBL

Mmuorwue Tabranble 11 rpadpuueckyie peakTophl, CUCTeMbI IIPOoeK-
TUPOBaHWs, TeKCTOBbIEe IPOIIeCCOPEl MMEeIOT CBOM MaKpO-s3BbIKM VIS aB-
TOMaTW3allVl BBIIOJIHEHWS ITOBTOPSIOIIVXCS [IEVICTBUIL. IDTU MaKpo-
A3BIKM YacTO MMEIOT CJIOXKHYIO CTPYKTYPY M PasBUTHII Habop KoMaHf,.
Maxpo-BUpYCHI ABJIIOTCS IIporpaMMaMy Ha MaKpO-sI3bIKax, BCTPOEHHBIX
B TaKme CucTeMbl 00pabOTKM JaHHBIX. [1J151 cBOeTo pa3sMHOXKEHs BUPYCHI
3TOro KJlacca VCIOJIb3YIOT BO3MOXKHOCTM MaKpPO-53bIKOB U IPY VX ITOMO-
LIV IIepeHOoCsT ceOs M3 OOHOIO 3apakeHHOro dpaivia (HOKyMeHTa TUIN
TaOJIVIIEI) B IpyTHE.

Cnocobul 3apaxenus

®anoBbIe BUPYChI

ITo crtocoOy 3apaxkeHnst pariyioB BUPYCHI AeJIATCS Ha:
Tepe3alchIBalolie BUPYCHI (overwriting);
napasuTidecKye BUPYCH (parasitic);
BUPYCHI-KOMITaHBOHBI (companion);

BUPYCHI-cChUIKM (link);

BUPYCHI, 3apakalolye oobekTHeIe Monyiu (OBJ);
BUPYCBHI, 3apaxaromiye 6ubimorexn kommmursropos (LIB);
BUPYCBI, 3apakaloIliyie ICXOJHbIe TeKCThI IIPOrPaMM.

Overwriting

HaHHBIVI MeTof, 3apaXkeHNs SBJIseTCs Hayuboslee IIPOCTBIM: BUPYC
3amvchIBaeT CBOVI KOJI, BMeCTO Kojla 3apakaeMoro darmia, YyHUYITOXasd ero
comepxxwumoe. EcrecTBeHHO, uTO mpm 3TOM (paiil IepecTaeT paboTaTh 1
He BoccTaHaB/IMBaeTcs. Takue BUPYChI O4eHb OBICTPO OOHAPYXMBAIOT
ce0si, TaK KaK OIlepalyiOHHasl CrCTeMa VI IIPYUIOXKEHVS JOBOJIIBHO OBICTPO
IepecTaroT paboTaThb.

Parasitic

K mapasurmyecknM oTHOCSTCS Bce (pavIoBble BUPYCHI, KOTOPBIE
IIPU PaCIIPOCTPaHEHUM CBOVMX KOIIMIT 00sI3aTeIbHO M3MEHSIIOT COHepKI-
Moe (palIoB, OCTABIISAS caMyM (PAVUIBI IIPY 3TOM IIOJTHOCTBIO VIUTM YacTId-
HO pabOTOCITOCOOHBIMIL.
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OCHOBHBIMI TUIIAMV TaKVX BUPYCOB SIBJISIOTCSI BUPYCHI, 3aIlVICHI-
BaloIIMecs B Havdasio dawios (prepending), B KoHer daruios (appending)
U B cepenuHy damios (inserting). B cBoro ouepens, BHeIpeHMe BUPYCOB B
cepenvHy pariIoB IIPOUCXOONUT pa3IMYHBIMY METOaMu — IIyTeM Ilepe-
Hoca JacTy ¢arjla B ero KOHell WIV KOIIMPOBaHMs CBOEro Koja B 3aBe-
IOMO HeVICIIO/Ib3yeMble JaHHble dpariia (cavity-Bupychl).

Bnedpenue Bupyca 6 nauaao gpaiira

V3BecTHBEI IBa criocoba BHEOpPeHMS MapasuTIIecKoro (aryIoBOro
BUpyca B Hauasio dparwia. [lepBp crtocob 3aK/odaeTcss B TOM, 9TO BUPYC
HeperchIBaeT HadaIo 3apa’kaeMoro arla B ero KOHell, a caM KOIMpyeT-
cs1 B ocsobommBiieecst Mecto (puic 3.1). Ilpn 3apaxermm davta BTOPBIM
CII0cO0OM BUPYC AOINCHIBAET 3apakaeMeblIit ¢avil K cBoeMy Tenny (puc 3.2).

P Ceobomo din

Brpyc % Sam

Puc. 3.1. BHempeHMe Bupyca B Hadasio daiijia HepBbIM CII0CO00M

TakmMm oOpasoMm, IIpu 3amycke 3apakeHHOro dawvla IIepBBIM
yIpaBJieHVe IIojIy4aeT Koj Bupyca. ITpm sToMm BUpyCEl, 4TOOBI coxpa-
HUTH PabOTOCTIOCOOHOCTEL MPOrpaMMEl, JIMOO JIedyaT 3apakeHHBIN paril,
IIOBTOPHO 3aITyCKalOT ero, XIyT OKOHYaHMs ero paboThI 1 CHOBa 3aIvi-
CHIBAIOTCSL B €r0 Havajlo (MHOTIZA IS 3TOTO VICIIOJIB3YeTCsl BPeMeHHBIN
dpary1, B KOTOPBINI 3ammChIBaeTcs 00e3BpeXKeHHbIN ¢davur), b0 BocCTa-
HaBJIMBAIOT KOJ| POrpaMMBI B ITaMSITV KOMITbIOTepa 1 HaCcTpauBaloT He-
obxomymble anpeca B ee Telte (T. e. myormpytoT padory OC).
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Paim

Puc. 3.2. BHempeHme Bupyca B Ha4asio dpaiijla BTOPBIM CII0CO00M

Bnedpenue Bupyca 6 xoney gpaiina
Hawnbosee pacrpocTpaHeHHBIM CIIOCOOOM BHeIpeHMS BUpyca B
daru1 sBIIseTCs JOoNMChIBaHMe BUpyca B ero KoHerl (puc. 3.3).

DOS COM-gattn DOS EXE-baitx NEW BB -daitn
— JrP — DaromoEocK DS stub
| Tew EXE
BT OMOEOR
[Tporpatma Iporpanma
IMporp avma
CTapT oI
anpe
=] B upyc L] B rpye I rapTofsi]
anpe
L u Bupye

Puc. 3.3. BHegpeHMe Bupyca B KOHeIl (paria
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ITpu sToM BUpyC M3MeHsieT Hadalo damia TaKuM 00pas3oM, UTo
IIepBBIMV BBIIIOJIHSEMBIMM KOMaHAaMV IIPOrpaMMBbl, COAep’Kalllevics B
dparirte, ABJISAIOTCA KOMaH/IBI BUIpYyca.

[1s1 Toro 4TOOBI IOJIYYNTh YIIpaBjieHne IIpy cTapTe dpariia, BUPYC
KOPPEeKTMPYeET CTapTOBBIN afipec IIpOrpaMMBI (ajfpec TOUKM Bxopa). s
3TOr0 BUPYC IIPOV3BOIUT HEOOXOIVMbIe M3MEeHeHs B 3arojIoBKe dariia.

Bnedpenue Bupyca 6 cepeduny ¢paiira

CymrecTByeT HeCKOIIBKO METOIOB BHEIpPEeHWS BUpPYCa B CepemyHy
daruia. B Hambosee IpocTOM M3 HMUX BUPYC IEPEHOCUT YacTh damia B
€ro KOHeIl WIN «pasfgsuraer» ¢avul 1 3amncbiBaeT CBOV KOI B OCBOOO-
AOMBIIIeecs IIPOCTPaHCTBO. DTOT CIIOCOO BO MHOTOM aHaJIOTITIeH MeTOdaM,
IepeyuncIeHHbIM Bhllle. HekoTopble BUPYCH IIpM 3TOM KOMITPeCCHpPYIOT
IepeHOCHMBIN OJ10K dparla TaK, UTO UIMHa parula Npu 3apakeHN He
V3MeHseTCsl.

BropeM sBristeTcss MeTop, «cavity», Ipy KOTOPOM BUPYC 3allViChIBa-
eTcsl B 3aBeJlOMO HeVCIIoNIb3yeMble oOtacTv damia. Bupyc MoxeT ObITh
CKONVpOBaH B He3azleliCTBOBaHHBbIe oOyacty 3arosioBok EXE-daruia, B
«apIpbl» Mexmay cexnysimi EXE-dartoB wm B 001acTh TEKCTOBEIX CO-
OOITeHny  TOIYJISPHBIX KOMIWIATOpoB. CyINecTBYIOT BUPYCHI, 3apa-
JKaloIyie TOJIBKO Te pavIbl, KOTOpble comepykaT OJIOKM, 3aIlojIHEeHHbIe
KaKMM-7TM0O0 IOCTOSHHBIM 0arToM, IpW 3TOM BUPYC 3alllCBIBAeT CBOVI
KOJI BMeCTO TaKoro OJIOKa.

Kpome Toro, xommposaHUe BuUpyca B cepenuHy darla MOXXeT
MIPOM3OUTH B pe3yiIbTaTe OMMOKN BUpPYca, B 3TOM CiIydae pavl MOXeT
OBbITH HEOOPATVIMO VCITOPYEH.

Bupycut 6e3 mouku 6xoda

OtnesbHO crlefiyeT OTMeTHTh [JOBOJIIBHO He3HAUUTeIbHYIO IPYTIILy
BUPYCOB, He MMeronmx «Toukm Bxopga» (EPO-supycer - Entry Point
Obscuring viruses). K HMM OTHOCSATCSI BUPYCHI, He VM3MEHSIOIIVe afpec
TOUKM cTapTa B 3arosioke EXE-daruios. Takme BUpPYyCHI 3alIMCHIBAIOT KO-
MaHy Ilepexofa Ha CBOVI KOfl B KaKoe-JI0o MecTo B cepeduHy dpaivia u
[IOJIy4aloT VIIpaBJIeHVe He HeIlOCPeACTBeHHO IIPY 3allycKe 3apa’kKeHHOTO
daruia, a Ipu BBEI30OBE IIPOLEYPHI, Cofep Kalert Ko, Ilepefgadn yIrpas-
JleHMsl Ha Tesio Bupyca. IIpuueM BBIIOJIHATBCS 3Ta IIpoLieypa MOXKeT
KpaviHe peIKo (Harpumep, IIpU BbIBOIIE COOOIeHMs O KaKOM-1Imbo crre-
mmdraeckort ommbke). B pesyibTare BUpyc MOXET JIONITHE TOMBI «CIIaTh»
BHyTpM (paiia 1 BBICKOYNTE Ha CBOOOIY TOJIBKO IIPV HEKOTOPBIX Orpa-
HVYEHHBIX YCIIOBVISIX.
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Ilepen TeM, Kak 3amvcaTh B cepefuHy darvla KOMaHAy Ilepexora
Ha CBOW KOJI, BUPYCYy HeOOXOIVMMO BHIOpaTh «IIpaBWILHBIV» ajpec B
darvte - MHave 3apakeHHBIN ¢avl MOXeT OKa3aThCs VICIIOPUYeHHBIM.
VI3BecTHBI HECKOJIBKO CIIOCOOO0B, C IIOMOIIBIO KOTOPBIX BUPYCHI OIIperie-
JISIIOT TaKye ajipeca BHYTpM (pavioB, HallpyuMep, ITOVICK B darie IocsTe-
J0BaTeJIbHOCTY CTAaHAAPTHOTO KOJIa 3ar0JIOBKOB IIPOLIEMyP S3BIKOB ITPO-
rpammuposanms (C/Pascal), nusaccembimposanme Kopa davuia wimv 3a-
MeHa aJ[pecoB MMIIOPTUPYEMBIX (PYHKIINL.

Companion

K xareropmm «companion» OTHOCSTCS BUPYCHI, He M3MEHSIOIIEe
3apakaeMbIX (parIoB. AJITOPUTM pabOTBI ATVIX BUPYCOB COCTOUT B TOM,
YTO IS 3apakaeMoro damia coszgaeTcs dawI-IBOVHUK, IpudeM IIpu
3alycKe 3apakeHHOro darvla yIpabjieHWe IIojlydaeT WMMeHHO 3TOT
IOBOVIHVK, T. €. BUPYC.

K BupycaM maHHOrO TWIIa OTHOCSTCS Te U3 HUX, KOTOpble IIpY 3a-
pakeHUM IlepeVIMeHOBBIBAIOT (pavil B KaKoe-JIMOo Ipyroe MMs, 3arloMu-
HAIOT eTo (I ITOCJIeAyIOIIero 3aycka dariia-Xo3sHa) VI 3aIiChIBaloT
CBOWI KOJI Ha AMCK IIOf, IMeHeM 3apakaeMoro darvia. Hampumep, dariut
NOTEPAD.EXE nepeumenoseiBaetcss B NOTEPAD.EXD, a Bupyc 3anm-
ceiBaetcs niof, iMeHeM NOTEPAD.EXE. Ilpwu sanycke ympasieHue HOy-
4JaeT KOJl, BUpyca, KOTOPEBIV 3aTeM 3aryckaeT opurnHaabHbi NOTEPAD.

BosmoxHO  cymjecTBOoBaHWe M IPYIMX TUIIOB  BUPYCOB-
KOMITaHbOHOB, VCITOJIb3YIOIINX VHbIe OPUIMHAJIbHBIE VeV VIV 0COOeH-
HOCTU APYyTVX onlepanuoHHbIx cucteM. Hanpumep, PATH-koMaHb0HEI,
KOTOpBIE pa3MelIaloT CBOVM KOIIMM B OCHOBHOM Kararore Windows, mc-
IIOJIB3YS TOT (PAKT, UTO 3TOT KaTaJIOT SIBJIAETCs IepBBIM B cricke PATH,
u darwtsl oA 3amycka Windows, B mepByio odepenb, OymeT wcKaTb
VIMEHHO B HeM. [laHHBIMM CIIOCOOOM caMo3aIlyCKa IIOJIB3YIOTCS TaKKe
MHOTVIe KOMITbIOTEpHBIE UePBU M TPOSHCKIE IIPOrPaMMBL.

ITpourte cr10co0bI 3apakeHNMsI

Cy11ecTByIOT BUPYCBI, KOTOPble HUKOMM 00pa3oM He CBS3BIBAIOT
CBOe TIPVCYTCTBUE ¢ KaKMM-JIOO BhIIoiHsAeMbIM paruiom. Ilpy pasmHoO-
JKEHWUM OHM BCEro JIMIIL KOIMPYIOT CBOVI KOJ B Kakye-JIMOO KaTasiori
AVICKOB B HafieXIle, YTO 3TV HOBble KoImy OyIyT Korga-ambdo 3aIlyIeHsl
royie3oBaTesieM. VIHOrma 3TV BUPYCHI JAOT CBOMM KOIIMSM «CIIelaib-
HBIe» MMeHa, YTOOBI TTOATOIKHYTE TI0JIb30BaTelIs Ha 3aIlyCK CBOeVI KON
- HarnpuMep, INSTALL.EXE v WINSTART.BAT.
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Hexoropsle BUpPYCHI 3aIIMCBHIBAIOT cBOV Kormut B apxuBsl (AR], ZIP,
RAR). [pyrre 3ammchBaroT KOMAaHIY 3alycka 3apa’keHHOTo darvla B
BAT-darwieL

Link-Bupychl Takke He WM3MEHSIOT (PU3MYECKOTO COIEP>KVMOTO
darwios, oHaKO MpWM 3aIlycke 3apaXeHHOro darmia «3acTtasisaoT» OC
BBITIOJTHITE CBOVI KOZI. DTOV IeJIV OHV JOCTUTAIOT MOAMMKaIyen Heoo-
XOIVMBIX T10JIe PariyIoBOVI CUICTEMBL.

3arpy3o4Hble BUPYCBI

VI3BecTHBIe Ha TEKYIINIT MOMEHT 3arpy304UHble BUPYCH 3apakaroT
3arpy3ounsz (boot) cekrop rmbkoro mwcka m boot-cekrop mim Master
Boot Record (MBR) Bunuecrepa. ITpuHImI gevicTBisA 3arpy304YHBIX BU-
PYCOB OCHOBaH Ha aJIfTOpPMTMaX 3aIllycKa OIepalliOHHOVI CVUCTeMBI IIpW
BKJTIOUEHNY IV Ilepe3arpy3ke KOMIIbIOTepa — I10CiIe HeOOXOMMMBIX Tec-
TOB YCTaHOBJIEHHOTO 000pyA0BaHIS (TaMsTH, AVICKOB U T.J.) IIporpaMMa
CHUCTEMHOTV! 3arpy3K/ CUUTHIBAET IIePBhIVI (PU3MUECKUTI CEKTOp 3arpy30d-
Horo aucka (A:, C: wom CD-ROM B 3aBUCMMOCTM OT ITapaMeTpoB, ycCTa-
HobsieHHEIX B BIOS Setup) n mepenaer Ha Hero ympasiieHue.

IMpu 3apakeHMUM IOMUCKOB 3arpy304HBIE BUPYCHI <IIOMCTABIISIOT>»
CBOVI KO, BMECTO KaKOM-IMOO IIporpaMMBl, IIOJIydaloIlel yIIpaBJIeHve
pw 3arpyske cucreMsl. [IpuHIIMI 3apakeHns, TakuM obpas3oM, omyHa-
KOB BO BCeX OIIMCAHHBIX BBHIIIE CIIOCOOaX: BUPYC «3acTaBiIseT» CUCTEMY
P ee Iepe3alTycKe CUMUTATh B IIAMATh M OTAATH yIIpaBjieHMe He OPUIU-
HaJIbHOMY KOIy 3arpy3uyKa, HO KOy BUpYyca.

3apaxeHne OVCKET IPOM3BOAUTCS €OVHCTBEHHBIM W3BECTHBIM
CII0COOOM - BUPYC 3alMCHIBaeT CBOV KOJ BMECTO OPUIMHAJIBHOTO KOJa
boot-cexTopa AvickeTsl. BurdecTep 3apakaeTcst TpeMsi BOZMOKHBIMY CIIO-
cobaMu - BMpyC 3ammcheiBaeTcs Jmbo BMecTo Koga MBR, ymbo BMmecTo
Kopa boot-cexTopa 3arpysouHoro amcka (o6eraHO nmcka C:), smbo Mo-
OudULIMpYeT ampec akKTUBHOIO boot-cekTopa B Tabinile pas3mesios AyicKa
(Disk Partition Table), pacriosioxxensovi 8 MBR BuHuecTepa.

0|1 ] 2] . -

Boot-cexrop wm Master Boot Record

Puc. 3.4. He3apa>keHHBIVI IVMCK
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L- [TpomomKerne BHEyca

Hauam eupyca
P L CoxpaieHHeH Boot-cexrop

wm Master Boot Record

Puc. 3.5. 3apakeHHBI1 AMcK (MogMeHa boot/MBR)

0 1 2

| 1 I—OCHDBHDF{ KJJ BHpyca
Moandrmmpieannan

Disk Partition Table

Puc. 3.6. 3apakeHHBIVI OVCK (IIOgMeHa aKTMBHOTO boot-cekTopa
B Disk Partition Table)

IMpu vHUIVIpOBaHMM OMCKa BUPYC B OOJIBIIVIHCTBE CIIydaes ITe-
peHOCUT OpUrMHAIIBHBIN boot-cekTop (vt MBR) B Kakov-rmibo mpyrovt
CeKTOp JIVICKa (HaIlpmMep, B IepBbIVi cBoOOmHbIN). Ecim mmHa Bupyca
OoJIblile IMHBL CEKTOPa, TO B 3apakaeMbIl CEKTOp IOMeIlaeTcsl IepBast
YacTh BUpPYCa, OCTaJIbHbIE YacTM PasMeINaloTcs B IPYIMX ceKTopax (Ha-
HpUIMep, B TIePBLIX CBOOOHEIX).

MakpoBupycsl

HawnOosbIree pacrpocTpaHeHVe IOJIyYwUIM MaKpOBWUPYCHI IS
Microsoft Office (Word, Excel 1 PowerPoint), xpagsimx nHdOpMaImo B
dopmare OLE2 (Object Linking and Embedding). Bupycer B mpounix
HNPWIOXKEHMSX JOCTaTOYHO PEIKIA

Pu3mgecKoe pacrosiokeHue supyca BHyTpu dparwia MS Office 3a-
BUICUT OT eTo ¢popMara, KOTOPBIV B cJIydae IIpoaykToB Microsoft upessbl-
4JarHO CJIOXeH — Kaxubn dami-mokymenT: Word, Office v tabrmiia
Excel - nmpencrapistoT co00 IOCIIEI0BaTeNIBHOCTh OJIOKOB JTaHHBIX (Ka-
JKIBIVI M3 KOTOPBIX TaKXXe VIMeeT cBovl popMaT), 0ObedHEeHHBIX MEXIY
cobort mpm IoMoImy OOJIBIIIOro KOJIMYecTBa CIIy)KeOHBIX JaHHBIX. ITo
HpUYMHe Takom cIoXHOcTH ¢dopmaTtoB darwtoB Word, Excel n Office
MPeICTaBUTh PacIIOJIOKeHVe MaKpoBUpyca B (pavule MOXKHO JIVIIb CXe-
MaTWYHO:
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Hesapaxennwrit Bupyc & dafine-goxymente
hain-goKYMEHT HIH TabnHLa HIH Tabnuue
Baronosok daityia 3aronosox daitma
Cnyxebure nagnue CnyxebHrle qauHEE
(xatanoru, FAT) (xaranoru, FAT)
Texer Texct
WMpudre lpadTe
Maxpocr MaxpocH
{ecnu ects) {ecnu ecTe)
Tlpounue panHbe
Ilpoune nanune

Puc. 3.7. Pacriosio>keHne MaKkpoBupyca B darijie

ITpn pabore ¢ moxymeHTaMm 1 Tabimmamy MS Office BeIoHsIeT
pa3IIHbIe AeVICTBUS: OTKpBIBaeT JOKYMEHT, COXpaHseT, IledaraeT, 3a-
kpbBaeT n 1.4, I[Ipn satom MS Word, Hammpumep, MIET M BBIIOIHSAET
COOTBETCTBYIOIIE «BCTPOEHHBIE MaKpOChl» — IIPM COXpaHeHMM darvia
o komaHzIe File/Save Bri3piBaercst makpoc FileSave, ipu coxpaneHmm 1o
koMmaHzle File/SaveAs - FileSaveAs, mpu neuatn noxkymenTos - FilePrint
VI T.JI., €CJIVI, KOHeYHO, TAKOBbIe MaKPOCKI OITpefle/IeHbL.

CymiecTByeT Takke HECKOJIBKO «aBTOMAaKpOCOB», aBTOMaTWUYIECKV
BBEI3BIBA€MBIX IIPV pa3/IMYHBIX yciIoBuax. Hanpumep, mpu oTKpeITvN I0-
kyMeHTa MS Word niposepser ero xHa Haymmane Makpoca AutoOpen. Ecrn
TaKoOV MaKpoc IpucyTcTByeT, To Word Bemonaser ero. Ilpm 3axkperrvm
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noxymeHnTa Word sermorniHseT Mmakpoc AutoClose, mpm 3arrycke Word BbI-
3pIBaeTcst Makpoc AutoExec, mpu 3aBeprreHvm pabotsl - AutoExit, ipu
CO37aHMM HOBOTO JIOKyMeHTa — AutoNew. ApromaTudecku (T.e. 6e3 yda-
CTVs TIOJIB30BaTelIs) BBIIOJIHSIOTCS TakKKe MaKpochkl/dYHKINM, acco-
HMVpPOBaHHBIE ¢ KaKOW-IM00 KiIaByImer jImbo MOMEHTOM BpeMeHM I
maro1, T.e. MS Word/Excel BbI3bIBaloT Makpoc,/ pyHKIMIO TPV HaXkaTuu
Ha KaKyI0-JI1M00 KOHKPETHYIO KJIaBUIIY (VI KOMOVIHAIIVIO KJIaBAIII) JIVI-
60 mpu TOCTIDKEeHMM KaKOT0-JIM00 MOMeHTa BpeMeHT.

Maxposupycsl, nopaxatore darvisl MS Office, xak mpaswio,
IIOJIB3YIOTCS OITHVIM 13 IIepeUulC/IeHHBIX BHIIIIE IIPVEMOB - B BUpYyce JInbo
IPUCYTCTBYeT aBTO-MaKpoc (aBTo-dyHKIM:), 1100 repeolrperiesieH OfuH
U3 CTaHAAPTHBIX CHCTEMHBIX MaKpOCOB (aCCOLMMPOBAHHLIM C KaKyM-
7100 IIYHKTOM MEHIO), JIM00 MaKpOoC BUPYCa BBI3bIBAETCSI aBTOMATIIECKN
IIpM HaXKaTMM Ha KaKyo-Imbo KIaBuIITy v KoMOmHaimo kiasumil. [lo-
JIy4uB yIIpaBjleHle, MaKpOBUPYC IIEPEeHOCUT CBOV KOfI, B ApyTve daruIbl,
00OBIMHO B (parIbl, KOTOPBle PeNaKTUPYIOTCS B HAaHHBII MOMeEHT. Pexe
MaKpOBVPYCHI CAMOCTOSITEIIbHO Iy T ApyTHe daruIbl Ha JVCKe.

CxpunOT-BUPYCHI

CrrenyeT OTMETWTB TaKKe CKPWIIT-BUPYCHI, SBJLAIOIIVIECS IIOOTPYII-
o1 (arIoBBIX BUPYCOB. [laHHBIE BUPYCHl, HaIMCaHBl Ha Pa3INIHBIX
cxkprmr-s3bikax (VBS, JS, BAT, PHP u 1.1.). Orn 5mbo 3apakaroT gpyrive
CKPUIIT-IIpOrpaMMBI (KOMaHIHEIE 11 1ykeOHble daruisl MS Windows v
Linux), ymbo SBIOTCA YacTsMM MHOTOKOMITOHEHTHBIX BUPYCOB. Takke,
HJaHHBIe BUPYCHI MOTYT 3apaXkaTb paiuIbl ApyIrmMx popMaros (HampvMep,
HTML), ecyiv1 B HVIX BO3MOYKHO BBITIOJTHEHVIE CKPUIITOB.

3.3. CeTeBble uepBu

K maHHOV KaTeropmum OTHOCSTCS HPOTrpaMMBbl, PacIpOCTpaHsIo-
IITVie CBOVI KOIIVVI T10 JIOKaJIBHBIM ¥/ TJTV T7I00aJIbHBIM CETSIM C LIEJIBIO:
® IIPOHMKHOBEHV Ha yIaJleHHble KOMITBIOTEPEHI;
®  3amyckKa CBOel KONV Ha yAaleHHOM KOMITBIOTepe;
¢  TaIBHEVIIIETO pacIIpOCTpaHe VI Ha APyTVie KOMITBIOTEPHI B CETA

M5t cBoero pacrpocTpaHeHW:s ceTeBble YepB VICIIOIB3YIOT pa3HoO-
oOpasHBle KOMITBIOTEpHBIE I MOOWIBHBIE CeTV: 3JIeKTPOHHYIO IIOYTY,
crcTeMBI OOMeHa MTHOBEHHBIMU coolIeHmsMy, darutoooMmernHbre (P2P)
u IRC-cetns, LAN, ceTn oOMeHa JaHHBIMY MEXAY MOOVUIBHBIMU YCTPOTVI-
crBaMu (TeriedpoHaMVI, KApMaHHBIMIY KOMIIBIOTEpaMM) M T. /.
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BosIbIMHCTBO M3BECTHRIX YepBerl paclpocTpaHsieTcs B Buae dari-
JIOB: BJIOXKEHWe B JIEKTPOHHOE IIMChMO, CChUIKA Ha 3apakeHHBIVI darl
Ha KakoM-110o0 BeO- i FTP-pecypce B ICQ- 1 IRC-coobmienmsix, darnt
B KaTasiore oomena P2P u T. 1.

HekoTopsle yepBn (Tak Ha3blBaeMble «OecdparIoBble» VUIM «Ila-
KeTHBbIe» UepBM) PacIPOCTPAHSIOTCS B BUJIe CETEBBIX IIAKeTOB, IIPOHMKa-
IOT HEIIOCPeICTBEHHO B IIaMsITh KOMITbIOTepa M aKTUBU3UPYIOT CBOVI KOJI.

I11s IPOHMKHOBEHNS Ha yIaJleHHble KOMITBIOTEePHI 1 3aIlycKa CBO-
€Vl KOIIVVI UePBU VCIIOIBb3YIOT pas/IyHble METOIbL COLVAIbHBIVI MEDKU-
HVUPWHT (HalpuMep, TeKCT 3JIeKTPOHHOTO IIVICbMa, IIPM3bIBAIOIINIL OT-
KPBITh BJIOKEHHBIVI (pavil), HeHOUYeThl B KOHMUIypaumm ceTn (Harpu-
Mep, KOIMPOBaHWe Ha AVCK, OTKPBITBIN Ha ITOJIHBIV JOCTYII), OIIVIOKN B
ci1yKbax Oe30MacHOCTY OIepPaIIOHHBIX CYICTEM VI IIPVUTOKEHVIL.

Hexoropsle yepsu 001afafoT Taxke CBOVICTBAMW JIPYTMIX pa3HO-
BUIHOCTEVI BPEeIOHOCHOIO IpOorpaMMHOro obecrnieuenus. Hamprmep,
HEKOTOpBle YepBU cofepKaT TPOSHCKIe (PyHKUMW VIV CIIOCOOHEBI 3apa-
JKaTb BBIIIOJIHSeMble (barlIbl Ha JIOKQJIBHOM JIVICKE, T. €. IMEIOT CBOVICTBO
TPOSIHCKOTI IIPOTrPaMMBI 11/ VIV KOMITBIOTEpPHOTO BUpYyca.

Knaccndmkanms ceTeBbIX YepBert

OCHOBHBIM IIPU3HAKOM, I10 KOTOPOMY TMIIBI YepBeVl pa3jINuaroTCs
MeXIy coOoT1, SBJIAeTCs CIIOCO0 pacIpoCTpaHeHNMs dYepBsl — KaKMM CIIO-
cobOM OH IlepejaeT CBOIO KOIIMIO Ha yIaJleHHbIe KOMITBIOTEPBL. [l pyriMu
HpM3HaKaMW pa3/Indys 9epBerl MeXIly COOOVI SIBJISIIOTCS CITOCOOBI 3aITyc-
Ka KOIIMV 4YepBsl Ha 3apa’kaeMOM KOMIIbBIOTepe, MEeTOMBI BHEIpPEeHNS B
CUCTEMY, a TaKXe ITOJIMMOP(U3M, «CTEJIC» ¥ IIPOYVe XapaKTepPUCTUKI,
HpuCyIIye W OPYyTMM TUIIaM BPeOOHOCHOIO IIpOrpaMMHOrO obecriede-
HVISL (BUIpycaM ¥ TPOSTHCKMM IIporpaMMam).

Email-Worm - mourosslie yepBu

K nanHHOM KaTeropum 4epBeyt OTHOCSTCS Te M3 HUX, KOTOPBIE IS
CBOETO PacCIpOCTpaHeHVs VICIOIB3YIOT MIeKTPOoHHyI0 mouty. IIpu sTom
YepBb OTCHUIAET b0 CBOXO KOIIMIO B BUIE BJIOKEHWMS B 3JIEKTPOHHOE
MVCBbMO, JIMOO CCBUIKY Ha CBOM (paiyl, pacIIoIoKeHHBIVI Ha KaKOM-JIOo
cereBoM pecypce (Hampumep, URL Ha 3apakeHHBIVI payiyl, pacIioIoXKeH-
HBIVI Ha B3JIOMaHHOM IV XaKepPCKOM BeO-caviTe).

B nepBoMm ciTyuae Kop, UepBsl aKTUBU3MPYETCS IIPU OTKPBITUM (3a-
IyCKe) 3apaKeHHOTO BJIOXKEeHNs, BO BTOPOM — IIPM OTKPBITUN CCBUIKM Ha
3apaxxeHHBIN darwl. B 00omx cirydasx adpdeKT OgMHaKOB — aKTUBU3UPY-
€TCs KO, YepBsl.
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[)1g oTIIpaBKM 3apa’keHHBIX COODIIEH NI IIOYTOBbIe YepBU VCIIOIb-
3yIOT pasiimdaHele criocobbl. Hanbortee pacripocTpaHeHsr:
e npsamoe noaxinodyeHue K SMTP-cepsepy, mcronb3yst BCTpOEHHYIO
B KOfI, YepBs IIOYTOBYIO OMOJIMOTEKY;
e wmcnone3oBaHMe cepsrcoB MS Outlook;
e ucnosnps3oBadve ¢pyHkimt Windows MAPL

PasyyHble MeTO/IBI MCIIONB3YIOTCS IIOYTOBBIMYL YePBsAMU JUIS I10-

VICKa TIOYTOBBIX alIpecoB, Ha KOTOpbIe OyIyT pacchUIaThCs 3apa’keHHBIe
mviceMa. [louToBble uepBu:

e pacchUIalOT ce0s IO BceM ajpecaM, OOHAPYKEHHBIM B afpecHOV
kHure MS Outlook;

e  cumnThIBaeT azpeca u3 ajgpecHon bassr WAB;

® CKaHMPYIOT «IIOOXOmsIye» parvilel Ha AVICKe U BBIIENSeT B HUX
CTPOKM, ABJISIONIMeCS afipecaMl 3JIeKTPOHHOV ITI0YTBI;

e  OTCBUIAIOT cedsl 1O BceM ajpecaM, OOHapy>kKeHHBIM B IICbMaX B
IIOYTOBOM SIIITMKe (IIPY 3TOM HEKOTOpPBIe ITOYTOBBIE YEPBU «OTBEUAIOT»
Ha OOHapy>keHHBIe B SIIVKe MVICbMA).

Mmnorue uepsu VICIIOJIB3YIOT Cpa3y HECKOJIPKO W3 IepeUnCcIeHHBIX
MeTooB. BerpeuaroTcst Taxoke m gpyruve CcrIocoObI ImovcKa aJIpecoB 3JIeK-
TPOHHOVI ITIOYTHL.

IM-Worm - depB¥, mciioab3yomue VIHTepHeT-IeMiKepbl

VI3BecTHBIe KOMITbIOTEpHBIE UepBU JAaHHOTO TUIIA VCIIOIb3YIOT
eIVIHCTBEHHBIVI CIIOCO0 pacIpocTpaHeHMs - PacChUIKy Ha OOHapykeH-
Hble KOHTAaKThI (M3 KOHTaKT-JIMCTa) cooOrenmy, cogepxkammx URL, Ha
dpary1, pacrioiokeHHBINT Ha KaKOM-TT00 BeO-cepBepe. [laHHBII IIpreM
IPaKTUIeCKN ITOJTHOCTBIO ITOBTOPSiET aHAJIOTMUHBIN CIIOCO0 PacChUIKM,
VICIIOJIB3YIOIITUTICS IIOYTOBBIMIU YEPBSIMIA.

IRC-Worm - yepsu B IRC-kananax

Y naHHOTO THIIa UepBell, KaK M y IOYTOBBIX YepBerl, CYIIeCTBYIOT
IBa criocoba pacrpocrpanenus depss no IRC-kaHasiaM, moBTopsIoNnIe
crioco0bl, omvcaHHble Bblime. [lepBemi 3axmodaercs B orcbuike URL-
CCBUIKV Ha KOIIVIO YepBs. Bropov criocob - oTchUIKa 3apakeHHOTo dari-
Jla KaKOMY-JIMOO II0JIB30BaTeio ceTu. ITpu aToM aTtakyeMblil I10JIb30Ba-
TeJIb JOJDKEH MOATBepINUTh IIpueM paiiiia, 3aTeM COXPaHUTh ero Ha JAVCK
VI OTKPBITh (3aIlyCTUTh Ha BBITIOJIHEeHVIe).
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Net-Worm - mpoune ceTeBble YepBu
CyIIecTBYIOT Ipoule CIIOCOOBI 3apakeHMs yOaIeHHBIX KOMIIBIO-
TepoB, HaIlpMMep:
¢ KOIMpOBaHNe YepBs Ha ceTeBble pecypchl;
* IIPOHMKHOBEHVE 4YepBs Ha KOMIIBIOTEp depes Ys3BUMOCTW B OIle-
PaLIVIOHHBIX CHCTeMax U IIPUIIOKeHSIX;
® IPOHMKHOBEHVE B CeTeBble Pecypchl ITyOJIMYHOIO MCII0/Ib30BaH;
* IIapasUTHPOBaHVe Ha JIPYIVX BPeNOHOCHBIX IIpOrpaMMax.

INepBsINt criocob 3aK/IIOUaeTcsi B TOM, YTO YepBb UIIET yAaIeHHbIe
KOMITBIOTEPBI VI KOIIMpPYeT ce0sI B KaTaJIoIrV, OTKPBITEE Ha YTeHMe U 3a-
mvch (ecyv Takve OOHapykeHBI). ITpu aToM WepBM maHHOTO TWIIA VIIU
IepeOMparoT IOCTYIIHbIe ceTeBble KaTaJIoTM, VICTIONbB3Yysl (PyHKIIMM OIle-
PalLIVIOHHOVI CVICTEMEL, ¥/ VIIVI CJIyIaliHBIM 00pa3oM WIITYT KOMIIBIOTEPEI B
I7100aJIBHOV CeTH, IIOOKITIOYAIOTCS K HUM VI IIBITAIOTCS OTKPBITB VX AVICKN
Ha IIOJIHBIVI TOCTYIL.

7151 MpOHMKHOBEHVISI BTOPBIM CIIOCOOOM YepBU MIIYT B CETM KOM-
IBIOTepPBl, Ha KOTOPBIX VCIIONIb3yeTcs MporpaMMHOe obecIieueHue, CO-
Ieprkaliee KpUTHUecKue ys3BUMOCTH. 1 3apakeHMs yA3BMMBIX KOM-
MBIOTEPOB YePBb IOChUIAET CIENVaIbHO OOPMIIEHHBIVI CeTEBOVI ITaKeT
VTV 3aIIpOC (KCIUIONT YSA3BMMOCTM), B pe3yJIbTaTe 4ero Kof, (VM YacTb
Kofla) JepBsl MpPOHMKaeT Ha KOMIBIOTep-KepTBy. Ecim ceTeBont maxer
COTIEP>XMUT TOJIPKO YacTh KOfa 4epBs, OH 3aTeM CKauuBaeT OCHOBHOV
dpar1 11 3aIIyCcKaeT ero Ha VCIIOJTHEHVIe.

OTnesbHYI0 KaTeropuio COCTaBIIAIOT YePBU, VCIOJIBb3YIOIIVe IS
cBoero pacrpocrpaHenys BeO- u FTP-cepsepsl. 3apaskeHne IIpOVICXOONT
B ABa 3Tara. CHavasia 4epBb IIPOHMKAeT B KOMIIBIOTep-cepBep 1 Heobxo-
AMMBIM 0OpasoM MoauduimpyeT ciryXeOHbIe dariyibl cepsepa (HaIIpu-
Mep, cTaTudecKye BeO-CTpaHMIIBI). 3aTeM UepBb «KOEeT» IIOCETUTeIIer,
KOTOpBIE 3allpalllVBalOT MHQOPMAIIMIO ¢ 3apakeHHOIO cepBepa (HaIlpu-
Mep, OTKPBIBAIOT 3apakeHHYIO BeO-CTpaHMILy), M TaKM 00pa3oM IIpOHM-
KaeT Ha IpyTvie KOMIIBIOTEPHI B CETM.

Cy11ecTBYIOT ceTeBble UepBM, IapasUTUPYIOIIe Ha APYIVX dep-
BAX U/ WIV TPOSHCKMX IIporpaMMax yOajIeHHOIO agMVMHVCTPUPOBAHIIAL
(63xmopax). [JaHHBIe YepBI MCIIONIB3YIOT TOT (PAKT, UTO MHOIVE O3KIOPHI
ITO3BOJISAIOT IIO OIIpeJieJIeHHOV KOMaHJle CKauMBaTh YKa3aHHBIN (pavil U
3aIycKaTh €r0 Ha JIOKaJIbHOM AycKe. To >ke BO3MOXHO C HEKOTOPBIMU
uepBsAMM, coflepKalumu O3KIop-Tiponenypel. [ 3apaxeHns yiajieH-
HBIX KOMITBIOTEPOB [JaHHBIe YepBY MIIYT APYTiie KOMIBIOTEPH B CETU U
IIOCBUIAIOT Ha HMX KOMaHIy CKadvBaHV M 3aIlycKa cBoeit kommm. Eciam
aTaKyeMbIVI KOMITBPIOTEP OKa3bIBAeTCs Y)Ke 3apa’keHHBIM «IIOIXOISIIIEeV»

103



OcHobo. ungopmayuonnas besonacrocms

TPOSIHCKOW IIPOrpaMMOVI, YepBb IIPOHMKAeT B HEro " akKTUBU3MPYeT
CBOIO KOIIUIO.

CrielyeT OTMeTUTBb, YTO MHOIVIE KOMIIBIOTEpPHBIE UepBU VCIIONIb-
3y10T OoJIee OIIHOTO cII0cO0a pacIpOoCTpaHeHNsI CBOVIX KOIIUI II0 CeTsIM,
aBa v 6osiee METOIOB aTaKM y[IaJleHHbIX KOMITLIOTePOB.

P2P-Worm - uepBu 1151 aryIo00MeHHBIX ceTe

MexaHm3M paboTEI OOIBIIMHCTBA TOAOOHBIX YepBell JOCTATOUHO
HPOCT — Il BHeOpeHus B P2P-ceTh 4epBIo IOCTaTOUHO CKOIIMIPOBATh Ce-
0s1 B KaTasior oOMeHa dariamyi, KOTOPBIVI OOBIYHO PacIIOiOXKeH Ha JIO-
KaJIbHOV MamwHe. Bcio ocTaibHyIO paboTy IO pacpoCcTpaHeHNIO BUPY-
ca P2P-cets Oeper Ha cebs - mpwm movicke aiIoB B CETM OHa COOOIINT
yIIaJIeHHBIM T10JIb30BaTeIsIM O JaHHOM darile 1 IpefoCTaBIT Bech HeoO-
XOIVIMBIVI CEpBUC I CKauMBaHM: paria ¢ 3apaKeHHOTO KOMIIbIoTepa.

Cymiectsytor Oosiee ciioxHble P2P-uepsu, KOTOpble MMUTHPYIOT
CeTeBOVI IIPOTOKOJI KOHKPETHOV (pavIOOOMEHHOVI CUCTEMBI M Ha IIOVIC-
KOBBI€ 3aIIPOChHI OTBEYAIOT ITOJIOKMUTEIFHO —~ PV 3TOM 4YepBb IIpeiyiaraeT
IS CKauVBaHVISL CBOXO KOIIVIIO.

3.4. TpositHCKMe nporpamMmbl

B maHHYyIO KaTeropmio BXOOST HPOTPaMMBbl, OCYIIIECTBIISIOIIVE
pasMuHble HeCaHKIVIOHVPOBAaHHBIE II0JIb30BATelIeM JEVICTBUS: cOop
vHMOpMAI U ee Ilepefady 3JI0yMBIIUIEHHVKY, ee paspylleHye VIIn
37I0HAaMepeHHYI0 MOAMQUKaIMio, HapylleHre paboTocriocoOHOCTI
KOMITBIOTEePa, VICTIOJIb30BaHyie PecypcoB KOMITBIOTepa.

OtnestbHBIE KaTeropmm TPOSHCKMX IIPOrpaMM HaHOCST yiepO
yOaIeHHBIM KOMITBIOTEpaM ¥ CeTsIM, He Hapymlas paboTocIiocOOHOCTB
3apakeHHOTO KOMIIbIOTepa (HallpyMep, TPOsHCKMe IIpOorpaMMBl, paspa-
HoTanHble M1 MaccuposBaHHbIX DOS-aTak Ha yasieHHbIe pecypchl CeTH).

Krnacendmkanmsa TposHCKMX IIporpaMm

TposiECcKMe mporpaMMbl pa3IM4aloTcs MeXIy coOOV IO TeM Heli-
CTBUSIM, KOTOPBIE OHVI IIPOM3BOJIAT Ha 3apakeHHOM KOMIThIOTepe.

Backdoor - TpostHCKIIe yTVWINTBI YIaIeHHOTO afiMUHUCTPUPOBAHTIA

TpostHCKMe mporpaMMbI 3TOr0O KjIacca SIBJISIFOTCS YTVUIMTAMI Yia-
JIEHHOTO aMVHICTPUPOBaH KOMIbIOTepOoB B ceTi. Ilo cBoeit pyHK-
IIMOHJIBHOCTV OHM BO MHOTOM HaIIOMWMHAIOT pa3JIMJIHbIe CUICTEMBI ajl-
MVHVCTPUPOBaHs, pa3pabaTbiBaeMble U PacIpocTpaHseMble hrpMaM-
IIPOM3BOIUTEIISIMI IIPOrPAMMHBIX IIPOITyKTOB.
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EnumxcTBeHHAss 0COOEHHOCTB 3TMX IIPOTpaMM 3acTaBiIsgeT KJIacCu-
duipoBaTh MX KaK Bpe[Hble TPOSHCKMe IIporpaMMBl: OTCYTCTBUE IIpe-
OympexpeHns o0 mHcTawmnuu v 3amycke. Ilpm 3amycke TposHCKas
IporpaMMa ycTaHaBJIMBaeT cedsi B crcTeMe M 3aTeM CJIeUT 3a Hev, IIpu
3TOM ITOJIb30BATEIIIO He BbIIaeTCsl HMKaKMX COOOIIEHNM I O IeVICTBISIX ee B
cucreMe. bortee Toro, cchbika Ha TPOSIHCKYIO IIpOrpaMMy MOXKeT OTCYTCT-
BOBATb B CIVICKe aKTMBHBIX IIPWJIOXKEHWIL. B pesysbrare mosp3oBaTeilb
MOJKET He 3HaTb O €€ IIPUCYTCTBUN B CMICTEME, B TO BpeMS KaK €ro KOM-
HbXOTEP OTKPBIT I YIaJIEHHOTO YIIpaBJIEHV.

YTVD'IVITBI CKPBITOI'O YIIpaBJICHM ITO3BOJLAIOT AejlaTh ¢ KOMIIbIOTE-
POM BCe, UTO B HUX 3aJIOKWI aBTOP: IPUHMMATh WIV OTCBUIATH (haviIbl,
3aIlyCKaThb M YHUYTOXATb VX, BEIBOOUTH coobIeHs, cTrpaTth MHPOpMa-
LIVIIO, TIepe3arpy’kaTb KOMITBIOTEp U T. 1. B pe3ysbTare 3TN TPOSIHIIBI MO-
ryT OBITH MCITOJIB30BAHBI IS 06Hapy>I<eHVI$I ¥ mepemauyt KOHPUIOEHI-
aIbHOV MHMOpManm, IS 3allycKa BUPYCOB, YHUYTOXEHNS HaHHBIX U
T. II. — IIOpaX€HHbI€ KOMIIBIOTEPBI OKa3bIBAIOTCSl OTKPBITBIMU IS 3JI0-
YMBIIUIEHHBIX JeVICTBUVI XaKepOB.

TaxyM 0Opas3omM, TpOsTHCKVe IIpOrpaMMBbl JAHHOTO THIIA SIBIIAIOTCS
OIIHVIM W3 CaMBIX OIIaCHBIX BUIOB BPEeJOHOCHEIX IIPOrpaMM, IIOCKOJIBKY B
HVIX 3aJI0KeHa BO3MOXKHOCTH CaMBIX Pa3HOOOpa3HBIX 3JI0yMBIITUIEHHBIX
HeVICTBU, IIPUCYIIVIX APYTVM BUIaM TPOSHCKMX IIPOrPaMM.

OtnenpHO crlemyeT OTMETUTh TPYyIITy O9KIOpPOB, CIIOCOOHBIX pac-
MPOCTPaHATHCS 110 CeTU M BHEAPATLCA B IpyTVie KOMIILIOTEPEBI, KaK 3TO
JeJIaloT KOMIIbIoTepHBIe yepBr. OTInyaeT Takye TPOSHCKMe IIPOrpaMMEI
OT YepBell TOT PaKT, UYTO OHM PacIIPOCTPaHSIOTCS II0 CeTV He CaMOIIpo-
V3BOJIBHO (KaK YepBH), a TOJIIBKO II0 CIIelaIbHOV KOMaH/e.

Trojan-PSW - BopoBcTBO n1apoJiet

[anHoe ceMelicTBO O0O0beMHSET TPOSHCKME IIPOrpaMMbl, BOPYIO-
Ve pasJIMYHyio MHPOPMALMIO C 3apa’keHHOTO KOMITbIOTepa, OOBIYHO —
cucremnble napoin (PSW — Password-Stealing-Ware). IIpu 3amycke
PSW-TposiHIIBI UIIYT cucTeMHBIe ailibl, XpaHSAIIMe Pas3INIHyI KOH-
pvmeHMaBpHYIO MHMOPMaNVIo (0OBMHO HOMepa TesTledpOHOB ¥ HapPOIIN
mocTynia K VIHTepHeTY) M OTCHUIAIOT ee IO YKa3aHHOMY B KOfie TpOsH-
CKOVI ITPOrpaMMBbl 2JIEKTPOHHOMY aJIpecy WIN afipecaMm.

CymectBytor PSW-TposHITBI, KOTOpBIe COOOIIAIOT M APYIYIO MH-
dopmaro o 3apakeHHOM KOMITbIOTepe, HaIpuMmep, MHQPOPMaIMIO O
crcTeMe (HaIIpuMep, pasMep IaMATU ¥ AMCKOBOTO IIPOCTpaHCTBa, Bep-
CUIO OITepallMIOHHOVI CMCTeMBI, TVII VCTIOJIb3YeMOT0 IIOYTOBOTO KIIMeHTa,
IP-agpec u T. 11.). HexkoTopble TpOsIHCKIE IpOrpaMMBbI JaHHOTO THUIIA BO-
PYIOT perucTpanyoHHyI0 MHMPOPMAIINIO K Pa3/IMuHOMY IIPOrPaMMHOMY
obecrregeH0, KOOBI OCTYIIA K CETEBBIM UI'PaM V1 IIpodee.
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Trojan-AOL - ceMeTICTBO TPOSIHCKMX IPOTpaMM, BOPYIOIIVIX KOBI
nocryna k cerr AOL (America Online). Briestenst B ocoOyro rpyrmty 1o
HNPpUYVHE CBOeVI MHOTOYMCJICHHOCTVL.

Trojan-Clicker - VIHTepHeT-KJIMKePBI
CeMeTICTBO TPOSIHCKVIX IIPOTpaMM, OCHOBHas (DYHKIIVSI KOTOPBIX —
opraHm3allis HeCaHKIMOHMPOBAaHHBIX oOOpamleHmii K VIHTepHerT-
pecypcaM (00BIMHO K BeO-cTpaHmIlaM). JocTuraeTcst 3To b0 IIOCBUIKOM
COOTBETCTBYIOIINX KOMaHJ Opay3epy, /b0 3aMeHOV CUCTEeMHBIX dari-
JIOB, B KOTOPBIX yKasaHbI CTaHIAPTHEIE ajipeca VIHTepHeT-pecypcoB (Ha-
npvmMep, darwt hosts B MS Windows).
Y sroymblUIeHHVKa MOTYT OBITH Cileflyfolye Ien IS IToHo0-
HBIX JIeVICTBUIL:
e  yBeJIMUeHMe IIOCeIIaeMOCTV KaKuX-JI0O caliTOB C ILIeJIbIO yBeJIu-
4YeHS II0Ka30B PeK/IaMbl;
e opranvsara DoS-arakn (Denial of Service) Ha xakov-rmbo cepsep;
e IpuBJIeYeHMe IIOTEHIMAIBHBIX XXEPTB I 3apakeHUs BUpycaMu
YOIV TPOSTHCKVIMV ITPOrpaMMaMIL.

Trojan-Downloader - mocTaBKa BpeIOHOCHBIX IIPOrPaMM

TposicKMe mporpaMMbl 3TOro KjIacca IIpedHasHadeHbl IS 3a-
TPY3KM M YCTaHOBKM Ha KOMIIBIOTEP-KEPTBY HOBBIX BEPCUV BPeSOHOC-
HBIX IIPOIpPaMM, YCTaHOBKM TPOSIHCKMX HPOrpaMM VUIV PeKJIAMHBIX CHC-
TeM. 3arpy>keHHble 13 VIHTepHeTa IIporpaMMbl 3aTeM JIMOO 3aITyCKaroTCs
Ha BBIIOJIHEHVE, JIN0O PEervCTPUPYIOTCS TPOSIHCKOV IIPOrpaMMOV Ha
aBTO3arpPy3Ky B COOTBETCTBUI C BO3MOXXHOCTSIMV OIIEpallVIOHHOV CHCTe-
MBI. [TaHHBIE [IeVICTBIS IIPY TOM IIPOVICXOAST Oe3 BeZioMa I10J1b30BaTelIs.

Mudopmaryt 06 MeHax M pacoIoyKeHVV 3aTPy KaeMbIX IIporpaMM
COZIEPXKUTCS B KOJIE I JTAHHBIX TPOSTHCKOV ITPOTPaMMBI VIV CKauMBaEeTCs eVl
¢ yIpasJrstomero VIHTepHeT-pecypca (OOBIMHO ¢ BeO-CTpaHVIIIbL).

Trojan-Dropper - MHCTa/UIATOPEI BpPeJOHOCHBIX IIPOrpaMM

TpostHCKMe ImporpaMMbl 3TOrO Kjlacca HaIlViCaHbl B IIeJIIX CKPBIT-
HOW VIHCT/UISIMUY OPYTUX IIpOrpaMM ¥ IpaKTUYecKy BeeTda VMCIIONIb3Y-
IOTCS JIS TIOJCOBBIBaHMSA Ha KOMITLIOTEP-KepTBY BUPYCOB IV APYTHUX
TPOSTHCKVIX IIPOTPaMM.

HarHbEIe TposHIBI OOBIMHO Oe3 KaKmx-mmbo coobmeHui (immbo c
JIOXKHBIMM COOOIIeHMAMM 00 oIMbKe B apXyBe VI HeBEpHOW BepCuy
OIlepallIOHHOV CVICTEMBI) cOpachIBalOT Ha OVCK B KaKOM-JIMOOo KaTaor (B
KopeHb Avicka C:, BO BpeMeHHBIVI KaTaJIor, B KaTasiorn Windows) npyrue
dariyTel 1 3aITyCKalOT X Ha BBIITOJIHEeHMe.
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OOBIYHO CTPYKTYpa TaKMX IIPOrpaMM CJIeIyIOIIas:

OcHoBHOV Koj1 BbIeIeT U3 CBoero (parjla ocTaJlbHble KOMIIOHEH-
ToI (part 1, dpamt 2, ...), 3ammceIBaeT MX Ha OUCK ¥ OTKPBIBaeT VX (3aIyc-
KaeT Ha BBITIOJTHEHNE).

OOGprarO omuH (VW 0oJlee) KOMITOHEHTOB SIBJISIEFOTCSI TPOSTHCKMMU
HporpaMMaMM, ¥ KaK MVHVIMYM OIOVH KOMITOHEHT SIBJIsIeTCs OOMaHOM: IIpo-
IPaMMOVI-IITYTKOVI, MIPOVI, KapTMHKOW WIM 4YeM-To NomoOHeM. OOmaH
IOJDKeH OTBJIeYb BHMMaHUe IT0JIb30BaTerIs 11/ VI IIPOAeMOHCTPUPOBaTh TO,
YTO 3aITyCKaeMbIli q)aI?m HEVICTBUTEIILHO [IeJIaeT YTO-TO II0JIE3HOE, B TO Bpe-
M KaK TPOSTHCKas KOMIIOHeHTa VMHCTUTUPYETCS B CUCTEMY.

B pesymbTaTe mcIonp30BaHMA IIpOrpaMM JaHHOTO Kjlacca XaKepsl
HOCTUTAOT ABYX IIeJIevL:

e  CKPBITHAS MHCTA/ULALV TPOSHCKMX IIPOrpaMM ¥/ VI BUPYCOB;
e  3aIMTa OT aHTMBVPYCHBIX IIpOrpaMM, IIOCKOJIBKY He BCe M3 HUX B
COCTOSTHVVI IPOBEPUTH BCe KOMITOHEHTHI BHYTPM (paiyIoB 3TOTO THIIA.

Trojan-Proxy - TposaHCcKMe IIpOKcH-cepBepa

CeMeTICTBO TPOSIHCKMX HPOrpaMM, CKPBITHO OCYIIeCTBIISIOIIVIX
aHOHVIMHEIVI IOCTYII K pas3indHbiM VIHTepHeT-pecypcaMm. OOBIYHO ¥C-
ITOJIB3YIOTCS IJT PacChUIKM CIIaMa.

Trojan-Spy - mMIMMOHCKMe IIPOTrPaMMBbI

JaHHbBIe TPOAHIIBI OCYIIECTBIISIOT 3JIeKTPOHHBIV IIIMOHAX 3a
HoJIb30BaTesIeM 3apakeHHOro KOMIIbIOTepa: BBOAMMAsl C KJIaBUATypbl
vH@OpMaIs, CHUMKM 9KpaHa, CIVCOK aKTUBHBIX ITPUJIOKEHWUI U JIeV-
CTBVIS TIOJIB30BaTEIIS C HUMVI COXPAHSIOTCS B KaKOM-JI00 parite Ha Ayic-
Ke U IeproandecKy OTIIPaBIIAOTCS 37I0YMBIIUIEHHUKY .

TposiHCKMe mporpaMMbl 3TOTO TWIIA YacTO WICIOJIB3YIOTCS I
Kpaxu MHQopMalumn IMOIb30BaTesIell pasIMYHbIX CUCTeM OHJIATHOBBIX
IUIaTeXXevt VI OaHKOBCKMX CVICTEM.

Trojan - ripovrne TpOsTHCKME IIPOTPaMMBI
K maHHBIM TpOSIHIIAM OTHOCSTCS Te U3 HUX, KOTOPBIE OCYIIIeCTB-
JIAIOT IIpouMe JeVICTBUS, IOIajaolliye IO OIlpefielieHne TPOSHCKUX
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IporpamMu, T. e. paspylleHye WIN 3JJ0HaMepeHHas MoaguduKauys JaH-
HBIX, HapyIleHne paboTocriocoOHOCTM KOMITBIOTepa 1 IIpodee.

B maHHOV KaTeropuy Takke OTHOCATCSI MHOTIOIle/IeBble TPOSTHCKIe
IpOrpaMMBbl, HallpuMep, Te M3 HUX, KOTOpble OJHOBPEeMEeHHO IIIIVIOHAT
3a II0JIb30BaTeJleM ¥ ITPeOCTaBIISIOT ProxXy-CepByC yHAaJeHHOMY 3J10-
YMBIIIUIEHHVKY.

Rootkit - cOKpBITHE IPYUCYTCTBYSA B OII€PalIVIOHHOV CHCTEMe

ITousarme rootkit mpumnwio k Ham n3 UNIX. IlepBoHauassHO 3TO
MOHSTVE VICIIOJIBb30BaJIOCh Il 0DO3HadeHwWs Habopa WMHCTPYMEHTOB,
HpVIMeHsIeMBIX I TI0JTy YeHs IpaB root.

Tak Kak MHCTpyMeHTBI Tuia rootkit Ha cerogHSIIHMI IeHP VMe-
torcs u Ha apyrux OC (B Tom unciie, Ha Windows), To cirefyeT nmpusHaTth
nogo0Hoe onpepesienye rootkit MopasibHO ycTapeBIIMM M He OTBevaro-
VM peasIbHOMY ITOJIOXKeHUIO [IeJl.

Takum obpasom, rootkit - mporpaMMHBII KO WIV TexHMKa, Ha-
IpaBjIeHHas Ha COKPBITVE IIPUCYTCTBUS B CHCTEMe 3aJaHHBIX 0OBeKTOB
(IporieccoB, ¢arios, KIFOUert peecTpa M T.1.).

ArcBomb - «60MOBI» B apxmBax

ITpencTaBisaioT coboVT apXMBEI, CHIEMAIEHO 0pOpMIIEHHBIe TaK/M
o0Opa3oMm, UTOOBI BBI3BIBATHL HEINTAaTHOE IIOBeIdeHVe apXVMBaTOPOB IIPU
MIOITBITKE pa3apXMUBMpPOBaTh [TaHHBIe - 3aBUCaHMe TWIM CyIeCTBeHHOe
3aMeljIeHVie paOOTEI KOMIIbIOTEpa VIV 3aIlojIHeHVie IVcKa OOoJIbIIM KO-
JIMYeCTBOM MYCTHIX JaHHBIX. OCOOEHHO OIIacHBI apXMBHEBIE «OOMOBI» I
pamIoBBIX 1 IIOYTOBBIX CEPBEPOB, eC/I Ha cepBepe MCIOIb3yeTcs KaKasi-
mbo crcTeMa aBTOMAaTIYECKOV 00paOOTKM BXonsieVt MHpOpMaLnm, —
apxmBHas «0oMba» MOXKeT IIPOCTO OCTAHOBUTL paboTy cepBepa.

BerpedaroTcst Tpu THIIa HOHOOHBIX «OOMO»: HEKOPPEKTHEBIV 3arosIo-
BOK apxViBa, [IOBTOPSIIOIINeCs JaHHbIe V1 OIMHAKOBbIe (parUIbl B apXyBe.

HekoppeKTHBINI 3arojIoBOK apXyBa WIM WCIIOpYeHHEIe JaHHBIE B
apXxmBe MOTYT IIPMBECTY K OO0 B paboTe KOHKPETHOIO apXMBaTopa VI
aJITOpUTMa pa3apXMBMPOBaHs IIPY pa3dope COmep>XMMOTro apXBa.

3HauNTeNILHBIX pa3MepoB avvl, COmep Kaminii IOBTOPSIOIeCs:
HaHHbIe, ITO3BOJIAET 3aapXVUBUPOBATL TaKou Qaiyl B apXyB HeOOJIbIIOro
pasmepa (Harpumep, 5I'b mamnbix ynakoseatotcs B 200Kb RAR v B
480Kb ZIP-apxms).

OrpoMHOe KOJIMUeCTBO OAMHAKOBLIX (aiyIoB B apXuBe TakKxke
NpaKTUYecKy He CKasblBaeTcs Ha pasMepe apxuBa IV VCIIOJIb30BaHUM
CHIenVaTbHBIX MEeTO/I0B (HaIlpyMep, CYIeCcTBYIOT IIpyeMbl yrrakosky 10100
onvHakosbIx darrtos B 30Kb RAR vt 230Kb ZIP-apxus).
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Trojan-Notifier - onoBemieHe 00 ycIrenIHov arake

TposHIIBI TaHHOTO TUIIA IIpegHa3HauYeHbl I cOODIIeHMs O 3a-
paxeHHOM KoMmmbloTepe. [Tpu 3TOM Ha afpec «x034MHa» OTIPABIISETCS
mHpopMaMg 0 KOoMIbIOTepe, HampumMmep, IP-agpec xoMmbioTepa, HO-
Mep OTKPBITOTO IIOPTa, ajpec 3JIEKTPOHHOW ITOYTHI M T.II. OTChUIKa
OCYIIIECTBIISIETCS Pas3IMYHBIMU CIIOCO0aMM: 3JIEKTPOHHBIM IIMICBMOM,
CIIeIIMaIbHO 0POPMIIEHHBIM ODpalrieHeM K BeO-CTpaHMIle «X03gIMHa»,
ICQ-coobmreHmeM.

[aHHBIEe TPOSHCKME IIPOrpaMMBI VICIIOJIB3YIOTCS B MHOTOKOM-
IIOHEHTHBIX TPOSHCKMX Habopax IS M3BEIIeHMsI CBOETO «XO3SVHa»
00 ycHemrHou WMHCTUISOUW TPOSHCKMX KOMIIOHEHT B aTaKyeMYIo
CUCTEMY.

3.5. Cnam

AHITIMVICKOE CJI0BO Spam IIPOM30IIIIO OT CJIOBOCOYeTaHMs spiced
ham - «BeTunHa co cnemnmaM». DTO Ha3BaHME POOWIOCH B CTeHaX aMe-
puKkaHckon koMmraauy Hormel, koTopas 3armareHTOBasIa €ro Kak TOpro-
ByI0 MapKy. Vlcropus Hadasack B 30-e IT., Kora y KOMIaHWM CKOIVIICS
OTPOMHEIN 3aIlac BTopocopTHoro msica, n Hormel Hagaa maccuposas-
HyI0 MapKeTMHIOBYIO KaMIIaHWIO 110 COBITY cBomx 3asiexxert. Hosoucre-
YeHHBIVI CITaM yIaJIOCh B OOJIBIIIOM KOJIMYECTBe IIPOJaTh aMepUKaHCKOM
apMuy, KOTopasl He CMOIJIa CIIPaBUTBLC C HUM B OJIMHOYKY W ITOCIIeIN-
JIa TIOAEJINUTBCS CO CTPaHaMM-COO3HMKaMI. 3aIlacoB XBaTWIO 10 KOHIIA
COPOKOBBIX, B IIOCJIEBOEHHOV AHIJINM CIaM SBJISJICS. OJHUM W3 HeMHO-
IMX OPOJIYKTOB NUTaHV.

Eciut roBopuTh 0 criame Kak O MacCOBOVI HEITPOIIEeHHOV pacChUIKe
II0 3JIeKTPOHHOVI II0UTe, TO €r0 MCTOpusA OepeT cBoe Hadaslo 5 Mapra
1994 r. B sTOT IEeHB aMepuKaHCKas opuadeckas kommaaug Canter and
Siegel otpaBwIa 1o HeckoJIbKMM KoHdepenissM Usenet pexiaMHyo
nH@opMarmo o jsotepee US Green Car.

I'opg oT roma oObeM cITaMepCcKMx PacChUIOK pacTeT, PasBUBAIOTCS
TEXHOJIOTMI PacChUIKM CIlaMa, CITaM MeHsieT CBOIO TeMAaTUKY, CTWIb 00-
paleHVs K II0JIb30BaTe IsIM.

B mocremree BpeMs xapakTep cliamMa CTaHOBWUTCA Bce Oortee Kpwm-
MIMHaIBHBIM, CITaMepCcKiMe MVICbMa BCe Jallle MacKMpYIOTCs IIOf, CIIyKeO-
Hble COOOIIeHVIsI M3BeCTHRIX VIHTepHeT-cepBICOB ¥ OOIIeCTBEHHBIX Op-
TaHWM3aLIn.
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K ocHOBHBIM BMaM cIlaMa OTHOCSTCS:
®  BIIVISIHVIE Ha KOTUPOBKM aKIINVL
e  ummHrL;
®  YepHBIV IIMap;
®  HUTePUVICKUE IIUCHbMA;
®  VICTOYHVIK CJIyXOB;
® IIyCThIE€ IVChMA.

Bauanue na xomupobxu axyui

B HacTosIIIee BpeMsI IIPOVICXOINT CTPEMUTEITBHBIV POCT KOJITIeCT-
Ba PacCBUIOK IMPeIOKEeHWI II0 MHBeCTUIVSIM ¥ Urpe Ha (POHIOBOW
Oupxe. DTOT craM IIpemIaraeT MHAOPMAIMIO O OMHAMUKe aKIV TO
YOIV VIHOVI KOMIIaHWMN Ha ¢oHmosout bupxe. Yacro mudopMariis mona-
eTcsl KaK «MHCcavifiepcKasi», CJIydariHo IIoaBllas K JJaHHOMY OTIIpaBUTe-
0 mcbMa. MakTUUecK 3TO MOMBITKA ITOBJIVSTh Ha IIpeartouYTe s 1nH-
BECTOPOB V1 KypPC aKIIUVAL.

Dumune

OuIIVHT (JIOBJISI Ha YIOUKY) — 9TO paclpoCTpaHeHVe IOIIeIbHBIX
coolIIeHMTT OT MMeHM OaHKOB WM (PMHAHCOBBIX KoMIIaHmA. Llemsio Ta-
KOTO COOOIIeHms SBJIsieTCs cOOp JIOTMHOB, ITAapoJIelt M VH-KOJOB II0JIb-
30BaTesIen.

OOBIYHO TaKOVI CITaM COIEP>KUT TEKCT ¢ IIpenyIpexaeHeM o0 oo-
Hapy>KeHHBIX JIbIpaX B 0€30I1acHOCTH HeHEeXHBIX OIlepalliil «OHJIalH», B
KayvecTBe MepPhbI IIPeIOCTOPOXKHOCTH IIpeyIaraeTcs 3aiTy Ha CaviT U IO~
TBEPOUTB/ CMEHUTH IIapojIb JOCTYIIAa K CUeTy WIM IMH-KOH OaHKOBCKOV
KapTBhI.

EcrecTBeHHO, CCBUIKM B TaKOM IIVICbMe BeIyT He Ha HaCTOSIIe
OaHKOBCKME CaviThl, a Ha IOJyIeJIbHbIe (CITaMepCKye) carThl. BopoBaHHBIE
KOJIbI/ TIapOoJIV MOYXKHO VICITOJIb30BaTh KaK IS AOCTYIIA K CHeTY, TaK W IJIsL
OIUIATHI ITOKYIOK B VHTepHeT-MarasmuHax. K HacTosmeMy BpemMeHM cIia-
Mepbl IepelUI Ha HOBble TEXHOJIOIMWM, U Tellepb (PUIIMHI-COOOIeH IS
MOT'yT cOIepXaTb CIIIIVMOHCKUTI» CKpPUIIT, KOTOpBIV[ IiepexBaTbiBae€T KO bI
V/WTV TIapoI TIPY BBOMAE MX Ha OodUIMaIbHOM OaHKOBCKOM caiiTe 1
HepecpUIaeT criamMepy. I akTMBaIlMy CKPWUIITa JOCTATOYHO IIPOCTO OT-
KPBITh COODIIIEHE.
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[TpuMep THUITMYHOTO DUIIMHT-COOOIeHMS.

From: CityBank

To: Visanos VBan ViBaHoBIY

Subject: YBemomiieHme 0 IOy YeHV M TUIaTeXa

YBakaeMbili KJIVieHT!

Ha Bamr texymymi cueT ObIT ITOSTydeH TIepeBoyT B MHOCTPAaHHO
BajIIOTe Ha cymmy, npepbinaromyo USD 2.000. B cooTBeTcTBUM € HOMIB-
3oBarentbckmM cornamterveM CitiBankR, Bam HeoOxomgymo momTeepanTh
3TOT IIePeBOJL IS €0 YCIEIHOTo 3a4unciieHns Ha Bamr cuer. g mon-

TBepXXAeHNM IUIaTeXa IIpocuM Bac 3amTy B IIporpamMmy yIipasjieHns Ba-
M cuetoM CitiBankR u citemoBaTh pemI0keHHBIM MHCTPYKIIVSIM.

Ecyin nopTeepixieHme He OylieT moIy4YeHO B TedeHue 48 dacos,
IUTaTeXx OyIeT BO3BpallleH OTIIPaBUTEJTIO.

s Bxoma B mporpammy CitiBankR, Haxkmmre croma >>

C yBaxeHueM,

Criryx0a CitiBankR

Yepnuuii nuap

DTO aKuus, IeJIb KOTOPOV — OMOPOYUTh Ty WIM MHYIO puUpMmy,
KOMIIaHMIO, IOJIMTUYEeCKOro KaHAawupara W T.I. DTW PacCbUIKM MMEIOT
«HeTaTVUBHBIVI» XapaKTep, T.e. OHM arUTUPYIOT He «3a», a «IIPOTUB»
(B mMcpMax JarOTCs IIPUYMHBL, II0YeMy He Hazlo TOJIOCOBATh 3a TOTO VIV
VIHOTO KaHAMIATA).

Huzepuiickue nucoma

«HurepuickyMy mvickMamy» Ha3bIBAIOT CIIaM, HaIlVICAHHBIVI OT VIMe-
HU peayIbHBIX WV BEIMBIIUIEHHBIX JIVII, OOBIYHO - IPakaH CTpaH C HecTa-
OWIBHOV 3KOHOMITYECKOVI CUTyallyel], BOCIPMHMMAEMBIX ITyOJIMKOM Kak
paccagaVK Koppyrnn. IlepseIil 3adpMKCHpOBaHHBI CIaM TaKOro THIIA
pacchUIarics OT MMEHN BEIMBIITUIEHHBIX HUTEPUVICKVIX YVHOBHVIKOB, IMEHHO
IIO3TOMY OH Vi IIOJTyUlT Ha3BaHVe «HUTePUICKMX ITVCeM>.

ABTOp TaKoro mvceMa OOBIYHO yTBep)K[aeT, YTO OH pacIiojiaraer
MIWUIMOHAMM AO0JUIapPOB, HO OHM IPMOOpeTeHBI He COBCeM 3aKOHHBIMM
crocobamm W XKe XpaHATcs B 00xop, 3akoHa. Hamprmep, 310 yKpameH-
Hble MHOCTpaHHBle UHBecTUIMM win rpanTel OOH. [lanbiie asTop
mvcbMa OOBACHSET, YTO IO 3TOV IIpWYVHEe OH He MOXeT Oojiee mepXKaTbh
HeHBIM Ha CYeTy B HUTepUVICKOM OaHKe, ¥ YTO eMy CPOYHO TpeOyeTcs
cdeT B 3apyOexxHOM OaHKe, KyJa MOXXHO IIepeUVICIIUTD «T'PA3HBIE» HeHb-
. B xauecTBe BO3HarpakmaeHMs 3a IOMoIIb Ipemiaraercs oT 10% mo
30% ot 3asBIIeHHOV B IVICbMe CYMMBI. Vmes MOIIleHHMYeCTBa 3aK/Iiova-
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€TCsl B TOM, UTO JOBEPUMBLIV I0JIb30BaTelIb IIPeIOCTaBUT aBTOPY IIMChbMa
HOOCTYI K cBoeMy cueTy. HeTpyaHo npemyrafgaTe pesysbTar — Bce JeHBITI
C 3TOTO cyeTa OyAyT CHATHL M YIIYT B HEM3BECTHOM HallpaBJIeHA.

Umounux cayxob

HexernareybHast KOppecIIOHIEHIMS ObIBaeT pasHbIX BUIOB. IToib-
30BaTe/ PyHeTa IIpUBBIKIN CUUTATh ClIaMOM COOOIIIeHs, HecyIye 0o-
Jlee VIV MeHee SPKO BBIpaXKeHHYIO PeKJIaMHYIO KOMIIOHEHTY, HO CIlaM
Oosiee pa3HOOOpa3eH, YeM 3TO Ka)keTCsl Ha IIEPBBIVT B3I/,

OpraamsaTtopsl JTaHHOVI PaCcCBUIKM VIHUIIMVPYIOT IIepBble He-
CKOJIBKO TIVICEM, COTIeP KallliIX SMOIVIOHAJIBHO Harpy KeHHEBIe CBEeeHVIS O
MTOTeHIIMaJIbHOV OIacHOCTHU (HaIlpyMep, CBeIeHNs O 3apaKeHWUN INThe-
BBIX VICTOYHVIKOB, TOTOBSIIIIEMCST TepaKTe ¥ T.I1.) VIV IIPOCBOBI O TTIOMOITIV
JKepTBaM CTUXUVIHBIX OeICTBUVL

ITonp30BaTeV CKJIIOHHBI JJOBEPYVBO OTHOCUTECS K TaKMM ITVICBMaM
VI pacchUIafoOT VX KON AasIbIlle TI0 CIIVICKAaM aJIpecoB B CBOVIX allpeCHBIX
kaMUrax. ITo MaccoBOCTM Takye IepechUIKM OKa3bIBAIOTCS BIIOJIHE COIIOC-
TaBVIMBIMI CO CPeTHeVI CITaMePCKOV PACCBUIKOV, VI YCTYIIAIOT OHY TOJTBKO
B CKOPOCTH pacIIpoCTpaHeHNs.

ITpumep Takoro nvicbma.

3apaBcTByJITE
Coobmraemass MHOV MHMOpMaIusl - He CIIyX, a oduimambHas
nH@opManys, pasociaHHas PCB TenerpaMMaMm IO agMUHVUCTPAIIASIM

GOITEHMII, TTONMVIKJIVHYIK, CKOPOT ITOMOIIV MOCKBEI 1 MOCKOBCKOTT 0071acTi
(3T0 cTaHmapTHas mpolenypa B Cilydae YIpo3bl Bpelia 3I0POBBIO Macce
JIOTIEeV!, T.K. JIaHHBIE CITy>XKOBI IOJDKHBI OBITH B IIEPBYIO Ouepenb B Kypce).
VHdopmanys 1olydeHa OT MOEro pOICTBEHHVKA, KOTOPHIVI KaK pas W
pabotaer B "ckoport". KpoMme TOro, COOTBETCTBYIOIIVE OOBSBIICHMUS YXKe
PpasBelIeHEl BO MHOTVIX Jlede0HBIX YUepeXXIeHMsIX.

Muadopmarnyst:

«ITo viMetorTIevICs Y CHIETICITY KO MHOPpMaIy B HacTosIIee BpeMsI IVIaHpPY-
eTcs TeppOopUCTIYecKast aKIysl TI0 OTpPaBJIeHIMIO ITNTheBOVI BOABl B Mockse
v B MockoBcKov1 o0s1acTy, Groriornyeckoe (HaIripyMep, CaylbMOHIIVO3) VIV
XVIMITdecKoe (HarpyMep, manm). K cokateHro, TouHO MHAOpMALI 110
MeCTy ¥ XapakTepy oTpasjieHvs HeT. Ho HeoOxommmMo yremmTs ocoboe BHI-
MaHVIe BCeM CJTydasiM OTPaBJIeHNVI, 0COOEHHO MaCCOBBIM».

MepbI IpeI0CTOPO>KHOCTH:
ITuTE TOTEKO KUIISTIeHYTO BOAY (HM B KOeM ciTydae CBIPYIO), XeJa-
TeJTLHO ITpeflBapUTeIbHO MPOMIYITIeHHYIO Yepe3 OUNITafonTe hvTbTPHL.
ITpemynpennts Beex.
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IlycTble mucbMa

C 2003 r. y crmamMepoB CJI0XWIach ITpaKTHKa IIepyoandecKy IpoBo-
IOWTh PacChUIKM COIEPKaTeIbHO «ITyCTHIX», T.e. HepeK/IaMHBIX COOOIIIEHITL.
VHOrmA 3TO AEVICTBUTEIBHO ITyCThle IMMChbMa (HET KOHTEHTa), VHOIA
MMCbMa C IVHCTBeHHBIM CJIOBOM «IIPVUBET» VIV «TeCT», IOBOJIbHO YacTo
PpacchUIKM cofiepKaT OeccMBICTIeHHBIe TI0C/IeI0BaTeIIbHOCTV CYIMBOJIOB.

Taxme pacchUIKM HpecsienyIoT cpa3y HecKoiabko Ilesierr. C omHOM
CTOPOHEI, 3TO OOBIYHOE TeCTHpPOBaHVe HOBOTO WV MOAVMUIIMPOBaHHO-
rO CIlaMepCcKOro mporpaMMHOro obecriedenmst u T. 1. C Jpyrov CTOPOHEI,
«ITyCTPBle» pacChUIKM JOBOJIBHO JIETKO MPOXOASAT aHTUCIIaM-PVIIBTPEI (He
cofiepykKaT CITaMepCcKOro KOHTeHTa), BBI3bIBast y II0JIb30BaTeslell IIOHsATHOe
pasapa’keHue 1 CKeTICHC 10 OTHOIIeHMIO K (pWIIbTpalluy cIlaMa.

Onu Taxcke co3maroT OOJIBIIYIO [OIOTHUTENILHYIO HarpysKy Ha
KaHaJIbl CBA3M, YTO MOXXeT BbIpaXkaTbCs B CYIIIeCTBEHHOM CHIVDKEHUW CKO-
pocT oOMeHa 3/IeKTPOHHOV KOPPeCIIOHEeHIIell Ha BpeMsi IIPOXOXKIle-
HVISI CITAMEPCKOVL PACChUIKIA

3.6. Xakepckue yTuaunTbl U npouve
BpeAOHOCHbIE NMPorpaMmbl

K maHHOV KaTeropmm OTHOCSTCS:

e  YTWIUTHL aBTOMAaTM3allMV CO3HAHMUS BUPYCOB, UepBell U TPOSH-
CKMX IIpOrpaMM (KOHCTPYKTOPBI);

e TIporpaMMHBle OMOIMOTEKM, paspaboTaHHBIE IS CO3MAHMSI Bpe-
IOHOCHBIX ITpOrpaMM;

® XaKepcKyue YTWINTBI CKPBITHS KOa 3apakeHHBIX (pavIoB OT aH-
TVUBVIPYCHOV IIPOBEPKY (I POBaIBIIVKY PariIoB);

®  «3JIBle IIYTKW», 3aTPYAHSIONIVE paboTy ¢ KOMIIBIOTEPOM;

e IIporpaMMbl, COOOIIAfOIIVie IIOJIB30BATEIIO 3aBEIOMO JIOKHYIO
MHMOPMAIIVIO O CBOVIX HEVICTBVISIX B CUCTEME;

e IIpouYue NpOrpaMMBbI, TeM VIV MHBIM CIIOCOOOM HaMepeHHO HaHO-
CsiIyie IPSIMOVI TUIVI KOCBEHHBIV YIepO DaHHOMY WIV YOAIeHHBIM KOM-
IIBIOTEPAM.

Knaccndmkanmsa mpoyanx BpeJOHOCHBIX IIPOrpaMM

K mpounM BpeToHOCHBIM OTHOCSITCS pa3HOOOpasHble IIPOrpaMMBbl,
KOTpEBIe He IIPeCTaB/IsAoT yTPo3bl HEIOCPEACTBEHO KOMIIBIOTepPY, Ha KO-
TOPOM VICIIOJIHSIOTCS, a pa3paboTaHbl 1 CO3MaHMsA APYTMX BUPYCOB
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WIV TPOSHCKMX IporpaMM, opranmsanmy DOS-aTak Ha yjajeHHbIe cep-
Bepa, B3JIoMa APYIX KOMIIBIOTEPOB U T. IL.

DOS, DDOS - cemebBvie amaxu

[TporpaMmbl JaHHOTO THIIA PeaJIM3YIOT aTaKy Ha yaJleHHble cepse-
Pa, TIoCckUIast Ha HMX MHOTOYVC/IeHHbIe 3aIIpOoChl, YTO IIPUBOANT K OTKa3y B
00CITy>KVMBaHIV, eCTIVl PeCypchbl aTaKyeMOTo cepsepa HeloCTaTOUHbI 11 00-
paboTkm Beex mocrymaromtyx 3apocos (DOS = Denial of Service).

DOS-niporpaMMbl peaIM3yIoT aTaKy € OJHOIO KOMIIbIOTEpa C Be-
moma mosb3oBaterrs. DDOS-iporpammer (Distributed DOS) peanmsytor
pacIiperielieHHBIE aTaky C PasHBIX KOMITLIOTEpPOB, IIpmdeM 0Oe3 Beroma
I10JIb30BaTesIs 3apakeHHOro KoMiibiorepa. i atoro DDOS-tiporpamma
3achUIaeTcs JIFOOBIM CTII0OCOOOM Ha KOMITBIOTEP «KepTB-IIOCPEIHUKOB» W
IIoCJTe 3aIycKa B 3aBVICHMOCTV OT TeKylIlel JaThl VJIM 110 KOMaHje OT
«x03sMHa» HaunHaeT DOS-aTaKy Ha yKa3aHHBIVI CepBep B CETIL

HekoTopsle KOMIIBIOTEpHBIe 4YepBI comepkaT B cebe DOS-
HpoIeAyphl, aTaKyIOIIye CalThl, KOTOpble II0 KaKVM-JIMOO MIpWUYMHaM
«HeB3I00W1» aBTop depss. Tak, yepsb Codered 20 asrycra 2001 r. opra-
HM30BaJl YCIIeNIHYIO aTaky Ha oduimaabHe cantT IlpesumenTa CIIIA, a
uepsb Mydoom.a 1 despass 2004 . «Beixmoumw» cant SCO, mponsso-
aurers auctpudyTnsos UNIX.

Exploit, HackTool - 8310mujuxu yoasennvix Komnviomepos.

Xakepckue yTWINTBI JaHHOIO Kjlacca IpefHasHadeHbl I IIpo-
HUVKHOBEHV: B yOaJIEHHbIE KOMITBIOTEPHBI C 1IeJIbI0 HJAJIBHEUIIIETO YIIpaB-
JIeHVs MU (MICTIONB3Y ST MeTOIBI TPOSTHCKMX ITporpaMM Tuia «backdoor»)
VIV I BHEApeHMs BO B3JIOMaHHYIO CHUCTeMY HAPYIMX BPeIOHOCHBIX
IIpOrpaMM.

Xakepckue yTWINTBI TUIA «exploit» IIpyu 3TOM MCHONIB3YIOT Ysi3-
BIMOCTV B OIIEPalVIOHHBIX CHCTeMax WUIM HPWIOXKEeHMX, YCTaHOBJIeH-
HBIX Ha aTaKyeMOM KOMIIbIOTEpPE.

Flooder - «3amycopuBanue» cemu

JaHHBIEe XaKepCKMe YTVIINTHI VICIIOIB3YIOTCS I OecIIoiIe3HBIX CO-
obmenmn kaHaioB VIHTepHeTa - IRC-KaHasI0B, KOMITBIOTEPHBIX ITEVI-
IPKVIHTOBBIX CE€TEVI, JIEKTPOHHOVI ITIOYTHI U T. II.

Constructor - Koncmpyxmopuvt 6upycoB u mpoAHCKUX npozpamm

KoHCTpyKTOPBI BUPYCOB ¥ TPOSIHCKMX IIPOTPaMM — 3TO YTWJINTEL,
NnpefHa3HauyeHHbIe 71 M3TOTOBJIeHI HOBBIX KOMIIBIOTePHBIX BUPYCOB U
TPOSHCKMX Iporpamm. VI3BecTHBI KOHCTPYKTOpbI Bupycos misi DOS,
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Windows 1 maxposupycos. OHM II03BOJISIOT TeHepUpPOBaTh VCXOIHBIE
TEKCTBl BUPYCOB, OOBEKTHBIE MOIYJIVI, VI/VUIM HEIOCPeICTBEHHO 3apa-
JKeHHBIe (parIbl.

HekoTopsle KOHCTPYKTOpPBI CHaOXXeHBI CTaHAAPTHBIM OKOHHBIM
MHTepdericoM, IIIe IIpY IIOMOIIM CHCTEMBI MEHIO MOXKHO BBIOpaTh THUII
BUpPYCa, TIopakaeMble 0OBEKTHI, HT4e VI OTCYTCTBYIE CaMOII(POB-
KW, HPOTMBONEVICTBME OTIAAuMKy, BHYTpPEeHHIE TeKCTOBble CTPOKW,
BBIOpaTh 3¢ppeKTHl, colmpoBoXIaIye padory Bupyca, u T. I IIpoune
KOHCTPYKTOPEI He VMMeIOT MHTepderica ¥ CIMTHIBAIOT MH(POPMAIINIO O
THUIIe BUpYyca U3 KOHPUIypallioHHOro darvia.

Nuker - ¢pamanvrvie cemeBore amaxu

YTWwInTBI, OTIIpaBiISIONIVe CIEeNVaIbHO OOpPMIIEHHBIE 3aIIPOCHI
Ha aTaKyeMble KOMITHIOTEPHI B CETH, B pe3yJIbTaTe Yero aTaKyeMasi CUCTe-
Ma TIIpeKparriaeT paboty. VIcHome3yloT ysa3BMMOCTM B ITPOTPaMMHOM
obecriedeHVV 1 OIIEpaIlIOHHBIX CHCTEMax, B pe3yJIbTaTe Yero CeTeBOVI
3aIIpOC CIeNVaIbHOTO BWla BEI3BIBAET KPUTWYECKYIO OINMMOKY B aTaKye-
MOM TTPVUTOKEHVA.

Bad-Joke, Hoax - 3avte wiymxu, 66edenue noav3oBamenn 6 3a04y-
KOetue

K HUM OTHOCSITCS IpOrpaMMbl, KOTOpbIe He IIPUYMHSIOT KOMITBIO-
Tepy KaKoro-imbo IIPsIMOTO Bpela, OIHAKO BBIBOIST COOOIIEHUS O TOM,
YTO TaKOV Bpef, y>Ke IpWYMHEH, JI1bo OyneT NpuUJYMHeH Ipy KaKMUX-JI1oo
YCJIOBVSIX, JIMOO IIpeyNpeX/IaloT II0JIb30BaTe/Isi O HeCyIecTBYIOIIeN
omacHocTH. K «3/IBIM ITyTKaM» OTHOCSTCS, HaIIpUMep, IIPOrpaMMBl, KO-
TOPBIe «ITyTaloT» II0JIb30BaTesIsl COOOIIEHIMM 0 (POPMATUPOBAHIV IIVIC-
Ka (XOTs HMKaKoro hopMaTMpoBaHWS Ha CaMOM JieJle He ITPOVICXOJINT),
HEeTeKTUPYIOT BUPYCHL B He3apaKeHHBIX (parlaX, BEIBOIASAT CTPaHHEBIE BU-
pycoronoOHbIe cOOOMIeHNS M T. 1. — B 3aBUCUMOCTI OT 9yBCTBa IOMOpa
aBTOPa TaKOV IIPOrPaMMBI.

FileCryptor, PolyCryptor - ckpvunue om anmuBupycuvix npo-
epamm

XaKepcKye yTVITUTBI, MCIIOJIB3YIOIMECs IS I POBAHMS TPYIVIX
BPEIOHOCHBIX IIPOIPaMM C IIeJIBIO CKPBITHS MX COIEPIKMMOTO OT aHTVUBU-
PYyCHOVI IIPOBEPKA.

PolyEngine - noaumopgnuie zenepamopot
IToymMmopdHBIe TeHepaTOpbl He SBJIAIOTCS BUpPYCaMU B IPSIMOM
CMBICJIe 3TOIO CJIOBA, IIOCKOJIBKY B WX aJITOPUTM He 3aKjlaJblBalOTCs
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PYHKIIMM PasMHOXEHMS], T. €. OTKPBITVS, 3aKPBITHS U 3aIICK B (pariIbl,
YTEeHVIS U 3aIlVICU CEKTOPOB U T. 1. [J1aBHOM pyHKIMeN TonoOHOro pona
HporpaMM sBjIsieTcs I poBaHye Tella BUpPYyca U TeHepalysi COOTBETCT-
BYIOLL[ETO PaCIIVPPOBIIVIKA.

OOBIYHO TOIMMOpPCPHBIE TeHEepaTOPhl PACIIPOCTPAHSIIOTCS VX aBTO-
pamm 6e3 orpaHvdeH1 B Buze davuta-apxvsa. OCHOBHBIM (paiiIoM B apXu-
Be JO0Oro reHeparopa sBIsIeTcsl OOBEKTHBIVI MOLYJIb, COOEPIKAlllMil STOT
reHepaTop. Bo Bcex BCTpeuaBIINXCS TeHepaTopax TOT MOYJIb COIEPXKUT
BHEITHIOIO (external) pyHKIIVIO - BBI30B ITpOrpaMMBbI TeHepaTopa.

VirTool
YTwintel, npefgHasHavYeHHbIE I OOJIerdeHms] HaIlMCaHMS KOM-
HBIOTEPHBIX BUPYCOB M [IJIS VX M3YYEeHMS B XaKePCKVIX IIeJIsIX.

3.7. KTo 1 noyeMy co3paet BpeAoHOCHbIE NMPOrpaMMmbl

OcHoBHasi Macca BUPYCOB U TPOSIHCKMX IIPOTPaMM B IIPOIIIOM
co3aBajIach CTyAEHTaMV ¥ IIKOJIbHMKAaMV, KOTOPBIE TOJIBKO UTO M3Y4u-
7V SA3BIK IIPOTPaMMMPOBAHNS, XOTeJIM IOIPOOOBaTh CBOU CWJIBL, HO He
CMOTTIVI HaWTV TS HVX OoJiee TOCTOVIHOTO IpuMeHeHMs. OTpajieH TOT
dakT, 4TO 3HAUMTEIbHAS YaCTh IIOFOOHBIX BUPYCOB WX aBTOpaMu He
pacIpocTpaHsylach ¥ BUPYCHI depe3 HEeKOTOpOe BpeMs YMUpali caMu
BMeCTe C JIVICKaM¥, Ha KOTOPBIX XPaHWIVCE. TaKvie BUPYCH TVICAJIVCh 1
HIVTITY TCS TIO CeVi IeHb TOJIBKO TSI CaMOY TBEPIK/I€HISI IX aBTOPOB.

Bropyto rpyrmury cosmaTesieit BUPYCOB TakKe COCTABJISIOT MOJIOIbIE
JTEO7YA (Fallle BCero — CTYJIeHTEI), KOTOPHBIe ellle He TIOJTHOCTHIO OBJIazleIt VIC-
KyCCTBOM ITpOrpaMMIpoBaHVisL. EqyHcTBeHHAs TpranHa, ToJIKaroIas VX Ha
HaIVICaHVe BUPYCOB, — 3TO KOMIUIEKC HEIIOJIHOIIEHHOCTY, KOTOPBI KOM-
TIeHCHPYeTCsl KOMITBIOTEPHBIM XyJIMTaHCTBOM. JKV3HB TTOfTOGHBIX BUpPYCO-
TIicaTesieVl CTajla 3aMeTHO IIpOIIle C pa3BuTveM VIHTepHeTa 1 MosBrieHVieM
MHOT'OUVICIIEHHBIX Be0-CaliToB, OpVMeHTVpPOBaHHBIX Ha OOydeHMe Harlica-
HIIO KOMITBIOTEPHBIX BUpycoB. Ha mofmo0OHbIx BeO-pecypcax MOXKHO HamTi
NofIpoOHBle  peKOMeHJIAIMY IO MeTOfdaM ITPOHMKHOBEHVISI B CHCTEMY,
IIpyeMaM CKPBITHS OT aHTMBMPYCHBIX IIPOrpaMM, CII0CO0aM JayIbHEVIIIIEro
pacripocTpaHeHns Bupyca. HacTo 3/1ech Jke MOXKHO HaWITV TOTOBBIE VICXO[I-
HbIe TEKCTbI, B KOTOPBbIe Hall0 BCEro JIVIIb BHECTV MUHUMAIBHEIE «aBTOP-
CKVie» M3MEHEHIsI 11 OTKOMITVIIVIPOBATh PEKOMEHTYEeMBIM CIIOCOOOM.

«XyJIMraHcKve» BUPYCHI B ITOC/IE/IHIE TOIBI CTAHOBSITCS BCe MeHee
VI MeHee aKTyaJbHBIMIM - 3a WICKITIOUeHVeM TeX CiIydaeB, Korfa TaKue
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BPEJOHOCHBIE ITPOrpaMMBI BBI3BaJIM IJIOOAJIbHBIE CeTeBble VI IIOYTOBBIE
stmemvi. Ha ey MoMeHT f051s ITOI0OHBIX BUPYCOB ¥ TPOSTHCKVIX
nporpaMM 3aHuMaet He Oostee 10%, 3aHOCMMOTO B aHTMBUPYCHBIE Oa3bl
nauHbIX. Octasmmecs 90% ropasmao 6osiee OITacHBI, YeM IIPOCTO BUPYCHL

CraB crapiie 11 OITBITHEe, MHOTVIE W3 ITOJIOOHBIX BUPYCOIIVCaTe el
TIOITa/TAlOT B TPeTHIO, Hamboslee OMAcHyIO I'PyIIly, KOTOpas CO3daeT ¥
3aIlycKaeT B MUP IIpodpeccrOoHaIbHbIE BUPYCEL DTN TIIATEIIBHO IIPOILY-
MaHHBIe ¥ OTJIaKeHHbIe ITPOrpaMMBbI CO3/IalOTCs ITpodpeccroHaIbHBIMIYA,
9acTo O4YeHb TAIAHTIMBBIMMU IIpOrpaMMucTaMiL. Takye BUPYCHl HEPeIKo
VICTIOJIB3YIOT JIOCTaTOYHO OPUIVHAJIBHbIE aJITOPUTMBI IIPOHVKHOBEHMS B
CyCTeMHBIe 00JIacTV JaHHBIX, OIIMOKM B crcTeMaX 0e30I1acHOCTH orrepa-
IIVIOHHBIX Cpe]l, CONVIaJIbHBIVI MEXKMHVIPVHT VI ITIPOUVie XUTPOCTIA.

OTHebHO CTOUT UeTBepTasi IPyIIIa aBTOPOB BUPYCOB — VICCIINOBa-
TeJIN, JIOBOJIBHO COOOpasuTesIbHEIe IIPOrPaMMVICTBI, KOTOpPbIe 3aHVMAFOTCS
M300peTeHVieM NPVHITMINAIBHO HOBBIX METONIOB 3apakeHVisl, CKPBITVS,
MPOTUBOIEVICTBYS aHTUBUpYycaM U T. A. OHM ke IPUAYMBIBAIOT CIIOCOOBI
BHEJIPeHVsI B HOBBIE OIlepallVIOHHbIe CVICTeMBL. DT ITPOrPaMMVICTHI TIV-
Iy T BUPYCHI He pajii COOCTBEHHO BUIPYCOB, a CKOpee paziyi VCC/TeIOBaHVIs.
YacTo aBTOPBI IOIOOHBIX BUPYCOB HE PACIIPOCTPAHSIOT CBOVI TBOPEHVIS,
O/JHAKO aKTVMBHO ITPOIIAraHVPYIOT CBOV WIeW 4epe3 MHOTOYVICIIEHHBIE
VIHTepHeT-pecypchl, MOCBAIIEHHEIe CO3IaHMIo BUpycos. ITpu aToM omac-
HOCTB, VICXOZSIIAs OT TaKMX «VICCIIeNOBaTeJIbCKVIX» BUPYCOB, TOXKEe BechbMa
BeJIVIKa — IIOIIaB B PYKM «IIPOpeccoHaIOB» 13 IIPeIbIIyIIeVt TPYIIIb, 3T
VeV O4eHb OBICTPO IOSBIISIOTCS B HOBBIX BUPYCaX.

Meskoe BOpOBCTBO

C nogsieHMeM 11 HOMYyJISIpU3alver IVIaTHEIX VIHTepHeT-cepBICOB
(mouta, WWW, xOCTMHT) KOMIBIOTEPHBIV aHAerpayHI HaunHaeT IIPOsIB-
JISTh TOBBIIIEHHBIVI VIHTepeC K MOJIy4eHMIO AOCTYIa B CETh 3a UyXKOM
CYeT, T. €. TIOCPEICTBOM KPaXXy Ubero-Jmbo JIOrMHa M maposs (VWi He-
CKOJIBKVIX JIOTVIHOB/TIapOJIeVl C Pa3/IMIHBIX ITOPaKEeHHBIX KOMIIBIOTEPOB)
Iy TeM IIpVIMeHEHNS CIIelMaIbHO pa3pabOoTaHHBIX TPOSHCKNMX IPOrpaMM.

B nauane 1997 r. 3acdpukcupoBaHbI IlepBble CiIly4dau CO3HAHWS U
pacIIpocTpaHeHMs TPOSHCKMX IIPOrpaMM, BOPYIOIINX IIapOoJIVt JOCTyIIa K
cucreme AOL. B 1998 r., ¢ pacripocTpanenueM VIHTepHeT-yciIyT B EBporie
u Poccum, aHasIorM4HBIE TPOSHCKME IIPOTPaMMBI IIOSBIISIOTCS W IS
opyrux VIaTepHeT-cepBuICcoB. 10 Ccrx IIOP TPOSHIIBI, BOPYIOIIVE ITapoJIv
Kk dial-up, maporm x AOL, Kompl JOCTyIa K OPyTMM CepBICaM, COCTaBII-
IOT 3aMEeTHYIO YacTh €XeIHEBHBIX «IIOCTYIUIEHUI» B JlabopaTopmm aHTH-
BUPYCHBIX KOMITAaHVV BCETO MUPA.
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TposiHcKMe HmporpaMMbl HJaHHOTO THUIIA, KaK W BUPYCHI, OOBIYHO
CO3AI0TCA MOJIOIBIMY JIFOABMY, Y KOTOPBIX HET CPeNCTB AJIs OIUIaThl VIH-
TepHeT-yCIIyT. XapakTepeH TOT (pakT, 4TO IO Mepe ypemlesieHus VIH-
TepHeT-CePBNCOB yMeHbIIaeTCs M yAe/IbHOe KOJIMYeCTBO TaKWX TPOSH-
CKVIX IIPOTPaMM.

«MernkvMy BOpMIIIKaMM» TaKKe CO3HAI0TCA TPOSHCKME IIporpaM-
MBI PYTUX TUIIOB: BOPYIOIINe perucTpalyiOHHble TaHHbIe 1 KIIodeBble
dpamsIbl pasIMUHBIX IIPOrPaMMHBIX IPOAYKTOB (YacTO — CETEBBIX WIP),
VICTIOJIB3YIOIIVIE Pecypchl 3apaKeHHBIX KOMIIBIOTEPOB B MHTepecax CBO-
€ro «X03g¥Ha» U T. IL.

KpuMuuaabsHbIN OM3HEC

Hawnbosiee oImacHyI0 KaTeropuiO BUPYCONVICATeJIEVl COCTABIISIOT
XaKephI-OVHOYKM VIV TPYIIIBl XaKepoB, KOTOpble OCO3HAHHO I He-
OCO3HAHHO CO3[IAI0T BPeIOHOCHBIE IIPOrPaMMEI C €OVHCTBEHHOV LIeJIbIO:
IIOJIYYNTh Yy>Kue HeHbIN (peKIaMMpysl 9TO-JIM00 VIV IPOCTO BOPYS UX),
pecypchl 3apaKeHHOTO KOMITbIOTepa (OIATh-TaKy, paay AeHer - It 00-
CITyXKMBaHMS crlaM-OmsHeca vmm opranmsany DOS-aTak ¢ 11es1bsio Jaiib-
HETIITero MIaHTaxXxa).

Ob6cityxmBaHMe peKJIaMHOIO U CIlaM-Ov3Heca — OfVH 13 OCHOBHBIX
BUZIOB JIeATEeIIbHOCTY TakKmX Xakepos. [IJis pacchUIKM cIlama MMM CO3/a-
IOTCS CIIeIMaIN3POBaHHbIe TPOSHCKME ProXy-cepBepbl, KOTOPbIe 3aTeM
BHEJIPSIOTCS B AECSTKYU THICSY KOMIIBPIOTEPOB. 3aTeM TaKasi CeTh «30MOu-
MallMH» IIOCTyIIaeT Ha UepHBIV VIHTepHeT-pBIHOK, Te NpurodpeTaeTcs
cnamepaMm. 111 BHeIpeHVS B OIIePAIIOHHYIO CVCTEMY U JaIbHETIIIero
OOHOBJIEHVSI IPVHYAUTEIPHOV PeKiIaMbl CO3IAfOTCH YTVINTBI, VICIIOIb-
3yIoIie OTKPOBEHHO XaKepCKle MeTOHbl: He3aMeTHYIO MHCTAUIALVIO B
CrICTeMy, pa3sHOOOpasHble MacKMpPOBKM (UTOOBI 3aTPYOHWTH yOasIeHVe
peKsIaMHOTIo codpTa), HPOTMBOIEVICTBYEe aHTVBVPYCHBIM ITpOrpaMMaM.

BropbMm BrIoM meATeIbHOCTM TTOTOOHBIX BUPYCOIVICATeIIEN SBIIS-
eTcsl Cco3[laHue, pacIpocTpaHeHue ¥ OOCIyXMBaHMe TPOSHCKMX IIPO-
IpaMM-IIIIVMOHOB, HaIIpaBjleHHBIX Ha BOPOBCTBO IEHEXHBIX CPENCTB C
IepCOHAJILHBIX (@ ecIIv II0Be3eT — TO M C KOPIIOPaTUBHEIX) «JIEKTPOHHBIX
KOIIIEeJTBKOB» WITM C OOCITy XMBaeMbIX depe3 VIHTepHeT GaHKOBCKMX CUe-
TOB. TpOsiHCKMe HporpaMMbl JaHHOTO THIIa cOOMparoT MHQOPpMAIIIIO O
KOJIax JOCTyIIa K CYeTaM VI IIepechUIaloT ee CBOeMY «XO3SMHY».

TpeTbuM BUOOM KPMMMHAIBHOV OeATETFHOCTY 3TOV TPYIIIBI SIB-
nseTcst VIHTepHeT-paKeT, T. e. opraHu3alys MaccuposaHHo DOS-aTaku
Ha OIIVH IV HeCKOJIbKO VIHTepHeT-pecypcoB ¢ MOCIeqyoM TpeboBa-
HVeM [AeHeXXHOTO BO3HarpasKOeHMs 3a IpeKpalleHue arakyu. OOBIYHO
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[0, ymap momamaloT VIHTepHeT-MarasuHbl, OyKMeKepCKue KOHTOPBI —
T. . KOMITaHMW, OM3HeC KOTOPBIX HAIIPSIMYIO 3aBVUCUT OT paboTOCIIOCo0-
HOCTU BeD-cariTa KOMIIaHL.
Bupycel, cosmaHHBIE 3TOVI KaTeropuer BUPYCOICaTesier, CTaHo-
BSATCS. PWYMHOV MHOTOUYMCIIEHHBIX BUPYCHBIX SIIMIEMUV, VHULIUUPO-
BaHHBIX [IJIS MACCOBOTO PacCIPOCTPAHEHVIS M YCTaHOBKVI OIVICAHHBIX BBI-
I1Ie TPOSIHCKMX KOMITOHEHT.

MR R NI N N N0 PO NI R = = b 2
CENRGREINESonSanr®

NP ONORNNUE PN

KOHTpOnbHbIE BONPOCHI

Kaxute mporpaMMBI SIBJIIOTCS BpeIOHOCHBIMIAL
YcroBus cymiecTsoBaHMS BpeJOHOCHBIX ITPOTPaMM.
ITpvavEBI TIOSIBTIEHS BPEIHBIX IIPOTPaMM.
Kitaccuuaeckne KOMITbIOTepHEIE BUPYCHIL.
Kracendnkanms x1accudeckmux BUPYCOB.
Crioco0pI 3apakeH1sI KOMITHIOTEPHBIMM BUPYCaMMA.
Brenpenme Bupyca B HauasIo darvia.

Buenpenme Bupyca B KoHeIl dariia.

Brexgpenme Bupyca B cepenuny daria.

Bupycsl Oe3 Toukn Bxopa.

3arpy3o4Hble BUPYCHL

MakpoBupychl.

CereBble yepBI.

Kiacendukariyst ceTeBbIX depBeri.

Email-Worm - mourossle uepsu.

IM-Worm - gyepBu, ucriosip3yomiye VIHTepHeT-TIeviKephl.
IRC-Worm - uepsu B IRC-kaHasax.

Net-Worm - ripoune ceTeBble uepBt.

P2P-Worm - gepBu y1 parvyTIOOOMEHHBIX CETeTl.
TposiHCKMe mporpaMMBlL.

Kraccndnkanyist TposSHCKMX ITpOrpaMM.

Backdoor - TPOsHCKME YTWINTBI YIAJIEHHOTO aIMVHVICTPVIPOBaHVIA.

Trojan-PSW - BopoBcTBO ITaporien.

Trojan-Clicker - VHTepHeT-KJIMKEPEL

Trojan-Downloader - mocTaBka BpeTOHOCHBIX IIPOTPaMM.
Trojan-Dropper - MHCTa/UIATOPEI BPeIOHOCHBIX ITPOTPaMM.
Trojan-Proxy - TposiHCKMe ITpoKcu-cepBepa.

Trojan-Spy - mIMMOHCKMe ITIPOrpaMMBbL.

Trojan - Ipoyve TPOSIHCKYE ITIPOrPaMMBIL.
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30.
31.
32.
33.
34.
35.
36.

37.
38.
39.
40.
41.
42.

43.
44,
45.

1.
1.
2.
3.
4.
5.
2.
1.
2.
3.
4.
5.

3.
1.
2.
3.
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Rootkit - cokprITVEe IIPUCYTCTBYIS B OIIePalIVIOHHOV CICTEME.
ArcBomb - «6oM0O®I» B apxmBax.

Trojan-Notifier - ortoserieHe 00 ycCIIenTHOV aTake.

Crram.

OcHOBHBIE BU/IBI CIIaMa.

XakepcKyie yTYWIINTHI V1 IPOUVie BPeOHOCHBIE IIPOTrPaMMBL.
OcHoBHEBIe BUABI XaKePCKUX YTVWINT ¥ IIPOYNX BPEIOHOCHBIX IIPO-
rpaMM.

DOS, DDOS - ceTeBbie aTakA.

Exploit, HackTool - B310MIIIMKM yoaIeHHBIX KOMIIBIOTEPOB.
Flooder - «3amycopuBaHme» ceTu.

Constructor - KOHCTPYKTOPBI BUPYCOB ¥ TPOSHCKMX IIPOrpPaMM.
Nuker - cpaTaspHBIe ceTeBble aTaKI.

Bad-Joke, Hoax - 311ble 11y TKy, BBefleHIe II0JIb30BaTeIs B 3a0/TyX-
TleHue.

FileCryptor, PolyCryptor - ckpsITie OT aHTMBUPYCHBIX IIPOTPaMM.
PolyEngine - moymmopdHbIe TeHepaTOpHL.

Kro 11 mogemy co3maeT BpeJOHOCHBIE IIPOTPaMMBL.

TecTbl

IIo cpede obumanua xaaccuueckue Bupycol pasoeaatomcs:
Ha ITapasuTIdecKue;
Ha KOMITaHbOHDBI,
Ha ¢amIoBble;
Ha CCBUIKV;
Ha ITepe3anychlBaloIie.

IIo cpede obumanua xaaccuueckue Bupycot pasoesaromca:
Ha 3arpyso4HbIe,
Ha KOMIIaHbOHBI,
Ha ITapa3sUTUYecKue;
Ha CCBUIKV;
Ha IIepe3allChIBAOLINE.

ITo cpede obumanus Kaaccuveckue Bupycol pasoeiaromcsi:
Ha CCBUIKM;
Ha KOMITaHbOHBI;
Ha ITapasuTu4ecKue;
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4. Ha MaKpOBUPYCBL;
5. Ha mepesanmchIBaroIIye.

ITo cpede obumanus Kaaccuueckue Bupycot pasoeaaromes:

Ha CCBUIKU;

Ha KOMITaHbOHBI;

Ha CKPUIITOBBIE;

Ha IIapasuTIJiecKue;

Ha Ilepe3allvchIBaoIye.

ITo cnocoby 3aparxcenus kaaccuueckue Bupycol pa3oeiaromesa:

Ha dalioBble;

Ha 3arpy3049HBbIE;

Ha MaKpOBVPYCBI;

Ha CKPUIITOBBIE;

Ha Ilepe3aliChIBaoIye.

Ilo Ci’lOC05y 3apaxeHusa Kiaccudeckue Hupycw pu36e/lmomm:

Ha (parIoBBIe;

Ha MaKpOBUPYCHI;
Ha CKPUIITOBBIE;
Ha 3arpy304HEbIe.

Ilo Ci’lOC05y 3apaxeHusa Kiaccudeckue Hupycw pu36e/lmomm:

Ha KOMITaHbOHBI;
Ha (aluioBble;

Ha MaKpOBUPYCBI;
Ha CKPUIITOBBIE;
Ha 3aTrpy304HbIe.

IIo cnocoby 3apaxcenua kaaccuueckue Bupycol pasoesaomes:

Ha CKPUIITOBEIE;
Ha (alIoBble;

Ha MaKpOBUPYCHI;
Ha CCBUIKVE;

Ha 3aTrpy304HEIe.

4.
1.
2.
3.
4.
5.
5.
1.
2.
3.
4.
5.
6.
1.
2. Ha napasuUTUYecKue;
3.
4.
5.
7.
1.
2.
3.
4.
5.
8.
1.
2.
3.
4.

o1

9. CemeBoi uepbv omcoviraem aubo cboto konuto 8 Bude Baoxenusa 6
91eKIMpPOHHOE NUCLMO, AUBO ccolaky HA cBoill (haia, pacnosoxeHHblll HA

Kaxkom-1ubo cemeBom pecypce:
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IM-Worm;
IRC-Worm;
Net-Worm;
P2P-Worm;
Email-Worm.

Ol @

10. CemeBuie uepBu ucnoavsyrom cnocob pacnpocmpanenusa - paccoii-
Ky Ha OOHapy>xeHHvle KOHmaxmol (U3 KOHIMAKM-AUCINA) COOOUjeHUil,
codepkauwux URL, na dpaila, pacnosoxennsviii HA KaKOM-1ubo Beb-
cepBepe:

. IM-Worm;
IRC-Worm;
Net-Worm,;
P2P-Worm;
Email-Worm.

Ol W

11. CemeBuie uepBu pacnpocmpanaiomca 06yma cnocobamu no IRC-
xanasram. IlepBuiit 3axaouaemca 8 omcoviaxe URL-ccotiku na xonuto
uepBa. Bmopoil cnocob - omcuiaKka 3apaxceHHozo gaira KaKomy-11ubo
noavsoBamearo cemu. Ilpu smom amaxyemolii nosv3obameav 004xeH
noombepoume npuem paiiaa, 3amemM COXpaHumv e20 HA OUCK U Om-
Kpolmo:

IM-Worm;
IRC-Worm;
Net-Worm;
P2P-Worm;
Email-Worm.

Ol W=

12. CemeBoii uepbv uujem yoasenusvie KOMnovIOMepsvl U Konupyem ceds
6 xamanoeu, omkpuinvle HA YIMeHUe U 3ANUCL, NPU IMoM YepBo uiu ne-
pebupaem docimynnvie cemeBovle KamMaio2u, UCHOAL3YA PYHKYUL onepa-
YUOHHOTL CUCeMbl, W/UAU CAYUATIHOIM 00pa3oM uujem Komnvromepot 6
2100a1bHOIL cemi, NOOKAIOUAEMCA K HUM U NbLMAEMCA OMKPulinG Ux
OucKu HA NOAHBLIL docmyn:

1. IM-Worm;

2. IRC-Worm;
3. Net-Worm;

4. P2P-Worm;

5. Email-Worm.
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13. CemeBore uepBu uwsym 6 cemu Komnwvromepslt, Ha KOMOPBIX UCHOAb-
3yemca npoepammuoe obecneuerue, cooepicaujee yasbumocmu. Jaa 3a-
paxenusa yaA3Bumolx KomnviomepoB uepBv nocviraem cneyuaLHO
oghopmaentiviii cemeBoil nakem uau 3anpoc, 8 pesysvmame uezo K00 uep-
Ba nponukaem na Komnvromep-xepmoy:

1. IM-Worm;

2. IRC-Worm;
3. Net-Worm;
4. P2P-Worm;
5. Email-Worm.

14. Jra 6uedpenun 6 cemv cemebomy uepbio docmamouno cKonupo-
Bamw ceba 8 xkamaaoe odMena aisamu, KOmopsvLil 00bLIYHO PACHOAONKEH
Ha 10KaAbHOM Komnwtomepe. Bcto ocmaavnyto pabomy no pacnpocmpa-
HeHuro Bupyca cemv bepem Ha ceba - npu noucke gainiob 8 cemu ona
€o00uUM YOaLeHHbIM N041b308amesam 0 0aHHoM pailie u npedocmabum
Bect HeobxoO0umvbLil cepBuc 045 ckauuBanua gaiaa ¢ 3apaxceHno20 Kom-

netomepa:
1. IM-Worm;
2. IRC-Worm;
3. Net-Worm;
4. P2P-Worm;
5. Email-Worm.

15. CemeBoii uepBv umumupyem cemeBoil npomMoxKos KOHKPemHOil
¢aiiioobmennon cucmemsl U HA nouckoBuie 3anpocut ombeuaem noA0-
JHUMEALHO — HPpU I1OM uepBo npedarazaem 044 ckauubanusa c60o0 Konuio:
IM-Worm;

IRC-Worm;
Net-Worm;
P2P-Worm;
Email-Worm.

AR

16. Tpoanckue ymuiumol YyoaieHHozo AOMUHUCIPUPOBaHUA:
Trojan-PSW;

Trojan-Clicker;

Backdoor;

Trojan-Downloader;

Trojan-Dropper.

AR
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17. Tpoanckue npoepammot 044 Bopobcmba napoaei:
Trojan-PSW;

Trojan-Clicker;

Trojan-Proxy;

Trojan-Downloader;

Trojan-Dropper.

AR

18. Tpoanckue npoepammot 041 00cmabku 6pedoOHOCHbIX NPOPAMM:
Trojan-PSW;

Trojan-Clicker;

Trojan-Proxy;

Trojan-Downloader;

Trojan-Dropper.

AR .

19. Tpoanckue npo2pammol UHCMAIIAMOPbL BPedOHOCHbIX NPOPAMM:
Trojan-PSW;

Trojan-Clicker;

Trojan-Proxy;

Trojan-Downloader;

Trojan-Dropper.

0. Tpoanckue wnuoHcKue NPoPammoL:
Trojan-PSW;

Trojan-Spy;

Trojan-Proxy;

Trojan-Downloader;
Trojan-Dropper.

S D R R M e

21. Tpoanckue npozpammel, npumerseMsle 047 OpeAHU3AYUY HECAHK-
yuonupoBannvix odpawenuit k Unmepnem-pecypcam:
Trojan-PSW;
Trojan-Spy;
Trojan-Clicker;
Trojan-Downloader;
Trojan-Dropper.

SN

22. Tpoanckue npoepammol, CKpblmHo ocyuecmbasiousue anoHUMHbLIL
docmyn K pasisuunvim nmepnem-pecypcam, 00614HO UCNOABIYIOMCA 014
paccoLiku cnama:

1. Trojan-PSW;

2. Trojan-Spy;
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Bpedonocnwie npoepammot

3.
4.
5.

Trojan-Proxy;
Trojan-Downloader;
Trojan-Dropper.

23. Tpoanckue npoepammsl, npedHasHauernvie 041 onobeujerue 06 yc-
newnou amake:

Ol W

Trojan-PSW;
Trojan-Spy;
Trojan-Proxy;
Trojan-Notifier;
Trojan-Dropper.

24. Cnam pacnpocinpanaem nooddetvtvle coOOweHUA Om uUMeHl ban-
K08 uau punancoBuix KomMnanuil, yeavo Komopuix Abasemca coop 102u-
HO0B6, napoaeil u NUH-K0008 noavzobameneir:

RN

YepHBIV ITHap;
dymmar;
HUTepUVCKIe M1ChMa;,
VICTOYHWVIK CJIyXOB;
IIyCThI€ IIMChMa.

25. Cnam, komopulil uMeem yeiv ONOPOHUMDL MY UAU UHYIO Pupmy,
KOMNAHUIO, NOAUMUYECK020 KAHOUOAmMA U M.1:

Ol @

YepHBIV ITMap;
pvrmHT;
HUTEPUVICKIUE IIMCbMa;
VICTOYHWK CJIyXOB;

Iy CThI€ IIMChMa.

26. Cnam, HANUCAHHBLL OM UMEHU PeAIbHbIX UAU BLIMbIIUAEHHBIX AU,
00bI4HO 2parXc0an cmpan ¢ HeCMABUALHOT IKOHOMUYECKONl cumyayuei,
Bocnpunumaemorx nybAuKoll KAK paccaoHuK Koppynyuu:

Ol W

YepHBIV ITMap;
pvmHT;
HUTepUVICKMe I1ChMa,
VICTOYHWK CJIyXOB;
yCThbI€ IIMChMa.

27. Cnam unuyuupyem nucoma, cooepxaujue cedenus 0 nomenyuaIbHoll
onacHocmu uAy npocvbvl 0 NOMOowU Hepmbam cmuxuiinoix bedcmbuil:

1.

YEePHBIV ITMap;
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durmHr;
HUTePUVICKMe TIChbMa;
VICTOYHVK CJTyXOB;
ITyCTBIe MVChMaA.

Gl PN

28. Cnam nepuoduuecku npoBo0um paccoLiki HepeKAaMHbIX cO0DueHuL:
YepHBIV IT1ap;

durmHT;

HVUTePUVICKIE IIVICbMa;

VICTOYHWK CJTyXOB;

HYCTbIe ITiCbMa.

G @
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3aliMTa OT KOMMNbIOTEPHbIX BUPYCOB

NU3yuuB TeMy 4, CTYAEHT AO0/DKEH:

3HaThb:

o OTKyHa IIPOHNMKAIOT B KOMHBIOTepHYIO CVICTeMy «KOMIIb-
IOTEepHbBIE BUPYCHI»;

° IIpaBuia 3alllAThl OT «KOMITIBIOTEPHBIX BUPYCOB»;

yMeTb:

e  BBIOpaTh aHTUBUPYCHYIO IPOTpaMMy;

®  IIPaBWILHO VCIIONIb30BaTh aHTMBUPYCHYIO IIPOrpaMMy;

® BOCCTAHaBIMBATh IIOpPakeHHBbIE «KOMITBIOTEPHBIMW BU-
pycaMim» 0OBEKTBI.

AdKLUeHTUMpoBaTb BHUMAHME Ha MOHATUAX:
e aHTMBUpYCHas nporpamMma, ckaHepbl, CRC-ckaHeprl, MO-
HUTOPBI, UMMYHM3aTOPBI.

Codepcanue memot (Oudaxmuveckue eOUHUYbL U UX XApAKIepU-
cmuia):

OcHOBHBIE TIpaBWJIa 3alIUTHl OT «KOMIIBIOTEPHBIX BUpPYcoB». OO-
30p aHTMBUPYCHBIX IporpaMMm. MeTojMKa VCIIONIb30BaHMS aHTVUBUPYC-
HBIX IIpOrpaMM. BoccTranosnenme TIOPpa’XK€HHBIX «KOMIIBIOTEPHBIMI BUI-
pycamu» 0OBEKTOB.

Heau u 3a0auu usyuenusa memor: IlosrydeHne sHAHUI O IIpaBUIIaX
3allThI OT «KOMIIBXOTE€PHBIX BUPYCOB». HonyquV[e HaBbIKOB B BI)I60pe
AHTUBUPYCHBIX ITPOrpaMM. HOJ’Iy‘IEHVIe HaBBIKOB IIO BOCCTaHOBJIEHWMIO
MOPaKeHHBIX «KOMIIBIOTEPHBIMI BUPYCaMi1» 0OBEKTOB.

Hopadox usyuenus memot
Pacnpedeaenue 6r00xema Bpemenu no meme:
— KOJIMYECTBO YacOB, OTBEIEHHBIX Ha IIpaKTMYecKMe 3aHATUS, W3
HVIX B KOMITBIOTEpHOVI ayauTopmu — 4/4;
—  KOJIMYeCTBO YacoB, OTBEIEHHBIX Ha CAMOCTOSTEIIBHYIO pabory, — 16.
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Buduw camocmosmenvtoti pabomol cmydennos:
— usyueHme ydeOHoro tocobusi «VHdopmarmonHas Oesomac-
HOCTB»;
— TIOITOTOBKA K y4acTuio B ¢popyMe 110 TeMe «AHTVUBUPYCHBIE IIPO-
rpaMMbD»;
—  U3y4eHMe JIOIIOJIHNUTEIbHOV JINTEPATyPhL;
—  BBIIIOJIHEHVIE TECTOBBIX 3a7laHUVI ITO TeMe.

Memooduueckue yxasanusa no usyuenuio Bonpoco8 memot
Ipu usynenuu yuebnoix Bonpocob:
e u3yunTh TeMy 4 10 ydeOHOMy mnocobuio «VIHdopMaroHHas
0e3011acHOCTb»;
* IIPpUHATH y4acTue B popyMe 110 TeMe «3aIlfiTa OT KOMIIbIOTePHBIX
BIIPYyCOB»,;
° M3y4dnTh JOIIO/IHUTEIbHbIE MaTepiaIbl.

IIpu usyuenuu memot Heo6x00UMO:

*  wumamv AUMepamypy:

1. WadopmarmonHas 6e3oracHocTs: Yu. [Tocobme. - M.: MOCH, 2007.

2. Kacnepckum E.B. KoMbroTepHble BUPYCBI: UTO 3TO TaKoe M KakK C
HvMm 6opoTecs. — M.: CK IIpecc, 1998.

3. ®ponos A.B., ®porsos I'.B. OcTopoxxHO: KOMIIbIOTepHBIE BUPYCHL. —
M.: duanor-MI DU, 1996.

e nocemumbv  caumol:  Www.viruslist.com,  www.subscribe.ru,
www.new.russian.net.ru, www.dials.ru.

Bonpocor memot

4.1. ITpusHaku 3apakeHNsI KOMIIbIOTepa.
4.2. VICTOYHVKY KOMITbIOTEPHBIX BUPYCOB.
4.3. OcHOBHBIe IIpaBIUIa 3aIUTHL.

4.4. ABTVIBUpPYCHBIE TPOTPaMMBI.
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3awuma om KomnviomepHsix Bupycob

4.1. MNpu3Haku 3apaxkeHns KOMMnbloTepa

Henpodeccrorarly cJ10XHO OOHapyXXWUTh IPWUCYTCTBIE BUPYCOB
Ha KOMIIbIOTEpe, TIOCKOJIBKY OHV YMeJIO MacKMPYIOTCS Cpeay OOBIYHBIX
damtos. PaccMoTpuM mmpu3HaKM 3apaskeHNMs KOMITBIOTepa, a TakXKe CIIo-
COOBI BOCCTAaHOBJIEHVS AAHHBIX T10CJIe BUPYCHOV aTaKy VI MepBI II0 IIpe-
HAOTBPAIIleHIO VX IIOPaKeHVs BpeIOHOCHBIMI IIPOrpaMMaMIA.
MOXHO OTMeTUTB Psifi IPW3HAKOB, CBUIETEIbCTBYIOMINX O 3apa-
JKeHMV KOMITbIOTepa BPeloHOCHBIMY IIPOrpaMMaMIL:
e BBIBOJI Ha 3KpaH HeIpeIyCMOTPeHHBIX COOOIeHnit Win 1n300pa-
JKEHIL;
e II0Java HelpedyCMOTPeHHBIX 3BYKOBBIX CUTHAJIOB;
¢ HeoXWJaHHOe OTKpEITMe U 3aKpeiTe JioTka CD-ROM-
YCTPOVICTBa,
®  IIPOM3BOJILHBIN, Oe3 Balllero yJacTus, 3aIlyCK Ha KOMIIbIOTepe Ka-
KMX-JI100 TIporpamm;
e IIpM HaJIMYUM Ha BallleM KOMITbIOTEpe MeXKCeTeBOro sKpaHa, IT0-
sIBJIEHVe TIpeyIIpeXXIeHN I O IOIBITKe KaKoV-JIn0o M3 IIporpaMM Ballle-
ro KOMITbIOTepa BBINTH B VIHTepHeT, XOTs BbI 3TO He MHUIIUVPOBaJINL.

Ecm BBI 3aMeuaeTe, 9TO ¢ KOMITBIOTEPOM ITPOMCXOAUT IOHOOHOE,
TO ¢ GOJIBIIION CTEIIEHBIO BEPOSITHOCTM MOXKHO IIPEIIONIOKITh, YTO Balll
KOMIIBIOTEP IIOPaXKEH BYIPYCOM.
Kpome Toro, ectb HEKOTOPBIE XapaKTepPHbIe IIPU3HAKN [TOPaXkKeHVs
BUPYCOM Uepes3 3JIeKTPOHHYIO ITOUTY:
e IIPY3bSIM WIM 3HAaKOMBIM IIPVIXOHST COODIIEHNS OT Bac, KOTOpbIe
BbI HE OTIIpaBJIAIIN,
e B IIOYTOBOM SIIVKe HaXOOWUTCS OOJIBIIIOE KOJIVYECTBO COODIIeHI
Oe3 obpaTHOTO ampeca 71 3aroJIOBKA.

CnenyeT OTMETNTH, YTO HE BCErda TaKne ITPM3HaKM BbI3SBIBAIOTCA
IIPUCYTCTBYIEM BUPYCOB. VIHOIZA OHM MOTYT OBITH CJIEACTBUEM IPYIHX
npuanH. Hanpyivep, B ciTydae ¢ 1iouTont 3apa’keHHBIe COOOIIEHNST MOTYT
PacchUIaTECS C BaIIM OOpATHBIM afpecoM, HO He C Balllero KOMITBIOTepa.
VIMeroTcst KOCBEHHBIe IIPU3HAKM 3apakeHVIsI KOMITbIoTepa:

YJacTele 3aBMCaHVS 1 cOOM B paboTe KOMITBIOTEPa;

MeIUIeHHasi paboTa KOMITBIOTepa IIPU 3aIlyCcKe IPOrpaMm;
HEBO3MOJKHOCTb 3arpy3KM OIIepallIOHHOV CHCTEMBL;
vc4ye3HOBeHMe (HavIOB M KaTaJlOrOB IV VCKaXkKeHWe MX COoep-
JKVIMOT0;
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e dyacToe oOpallleHNe K XeCTKOMY IIMCKY (4acTO MUTaeT JlaMITOuKa
Ha CMCTEeMHOM OJIOKe);

e lIHTepHeT-Opay3ep «3aBlCaeT» WIM BeldeT cebs HeoKMOaHHBIM
o0pa3oM (HampyMep, OKHO IIPOrpPaMMbl HEBO3MOXKHO 3aKPBITh).

B 90% ciryuaes Hayume KOCBeHHBIX ITPU3HAKOB BBI3BAHO cOoeM B
anmapaTHOM WIM IporpaMMHOM obecriedenun. HecmoTps Ha TO, uTO
MO00HbIE CHMIITOMBI C MaJIOV BEPOSATHOCTBIO CBUIETEeIILCTBYIOT O 3apa-
JKeHWM, ITPU X TIOSBJIEHMI PeKOMeHIyeTcsl IIPOBeCTy IIOJIHYIO IIpoBep-
Ky Balllero KOMITbIOTepa YCTaHOBJIEHHOV Ha HeM aHTMBUPYCHOV IIPO-
rpaMMOTVL.

HevicTBUsA IpM HOABJIEHUN IIPMU3HAKOB 3apakeHMs BpPeIOHOC-
HOVI IPpOIpPaMMOJ1.

Ecym BBI 3aMeTwIn, 4TO Balll KOMITBIOTEP BeleT ce0sl «II10fo3pu-
TeJIbHO»!

1. He nopmaBaTbcs ITaHMKe.

2. OrwmounTe KOMIIBIOTEpP OT VIHTepHeTa.

3. OTIoYNTe KOMIIBIOTEP OT JIOKAJIbHOM CeTM.

4. Eom npusHaK 3apaXkeHVs COCTOMUT B TOM, YTO BbI He MOXeTe 3a-
TPY3UTHCS C )KECTKOTO JIVICKa KOMIIbIOTepa (KOMITBIOTEP BBIZAET OIIMOKY,
KOI7Ia BBI €r0 BKIIIOYAeTe), TIOIPOOYIITe 3arPy3UThCS B peXVMe 3alllUAThI
oT cboeB WM C AMcKa apapuitHON 3arpysku Windows, KOTopsIit BEI CO3-
ZlaBaJIvi 1PV yCTaHOBKe OIlepallilOHHOVI CICTEMBI Ha KOMIIBIOTEP.

5. Tlpexme yeM HpedNpUMHMMATH KaKye-IM00 AEeVICTBUS, COXpaHWTe
pe3ysIbTaThI Balleyl paboTh! Ha BHEIITHVI CheMHBIVI HOCUTEIIb.

6. YcraHOBUTE MOJIHYIO BEPCUIO aHTVBUPYCHOV ITIPOrPaMMBbL.

7. llomyumwTe mI0CiIefHVIE OOHOBIIEHVS AaHTVBVIPYCHBIX Oas3.

8. YcraHoBuTe peKOMeHJyeMbIVI YPOBeHb HaCTpOeK aHTVBUPYCHOW
HpOrpaMMBIL.

9. 3amycTuTe HOJIHYIO IIPOBEPKY KOMIIbIOTepa aHTUBMPYCHOW IIPO-
rpaMMOTVAL.

4.2. ICTOYHUKMN KOMMNbIOTEPHbIX BUPYCOB

KomrsroTepHbIe BUPYChI MOTYT IIPOHVKHYTH B KOMITBIOTEP W3 CIle-
IOYTOIIVIX MICTOYHVIKOB!
e 1100aIbHBIE CETV — 3JIEKTPOHHAS I10YTa;
e  3IeKTPOHHBIe KOH(pepeHINII;
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JIOKaJIbHbIe CeTw;
IpaTcKoe IIporpaMMHOe obecriedeHme;
KOMITBIOTEPbI OOIIIeT0 IOJIb30BaHMS;
PEMOHTHEIE CITy>KOBI.

I'106a1vHble cemu - 21eKIMPOHHAA HOUMA

OCHOBHBIM MICTOYHMKOM BUPYCOB Ha CETOHSIIHNIL I€Hb SBJITeTCS
rinobaibHas ceth VHTepHeT. Hambospiree umcio 3apakeHU BUPYCOM
HpomCXOANT IIpu odMeHe nicbMaMu B popmarax Word/Office. IToms3o-
BaTelIb 3apaXeHHOI'0 MaKpOBUPYCOM pedaKTopa, caM TOrO He IIOfo3pe-
Basi, pacchUlaeT 3apaskeHHEBIe IIVICbMa ajipecaTaM, a OHM, B CBOIO O4Yepeslb,
OTIIPABJIAIOT HOBBIE 3apakeHHBIe IIVICbMa ¥ T. .

[TpentonoxmmM, 9To HOJIb30BaTelIb BeleT IePEeNVICKy C IISThIO afl-
pecaTamm, KaXKIBIV 13 KOTOPBIX TakKe ITepelChIBaeTCsI C IHITHIO afpeca-
tamu. Ilocrle TIOCBUTKM 3apaKeHHOTO MVCbMa BCe IIATh KOMITBIOTEPOB,
MOJTy YVBIIIVIX €T0, OKa3bIBaIOTCs 3apaskeHHbIMM (puc. 4.1).

3aTeM ¢ KaXk[I0rO BHOBP 3apa)KeHHOT'O KOMIIBIOTEpa OTIIPaBIITeTCs
eme maTh mceM. OFHO YXOOUT Hasaj, Ha yKe 3apaXeHHbIVI KOMIIbIOTep,
a yeThIpe — HOBBIM azipecaTaM (puc. 4.2).

=== ==

Puc. 4.1. 3apakeHne NepBbIX IATU KOMIILIOTEPOB

Takum oOpasoM, Ha BTOPOM YpOBHE PacChUIKM 3apaXeHO yXe
1+5+20=26 xommrbioTepoB (puc. 4.2). Ecim agpecaTsr cetn oOMeHMBa-
IOTCSI MMChbMaMM pas B JleHb, TO K KOHITy paboueit Hefem (3a 5 JTHeN)
3apakeHHBIMV OKaXXyTcsd KaK MyuHUMYyM 1+5+20+80+320=426 xoMIIbIO-
Tepos. HeTrpynHo moncumraTs, uTo 3a 10 mHew 3apasutcs Oosiee cra
ThICSY KoMITbIoTepoB! IlpraeM KaXXgplli [IeHb MX KOJIMYeCTBO OyzeT
y4eTBepAThCS.
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Puc. 4.2. Bropovi ypoBeHb 3apa>keHnsI

OmmicaHHBIVI CJTydart pacIpOCTpaHeHNs BUpYyca SIBJIIeTCsl Havbosiee
YacTo PermcTpUpyeMbIM aHTUBUPYCHBIMI KoMITaHvsiMi. Hepenku orydan,
KOI7TIa 3apakKeHHbI! (paruT-HoKyMeHT win TaOmvia Excel mo mpuane we-
IOCMOTpa TIOTIaZiaeT B CITMCKM PACChUIKY KOMMEPUEeCKor MH(pOopMaImim Ka-
KOVI-JIM0O0 KPYITHOVI KOMIIAHMM — B 9TOM CJIy4ae CTPafaioT He IISTh, a COTHNI
VTN [JaKe ThICSTUM abOHEeHTOB TaKMX PacChUIOK, KOTOPBIE 3aTeM Pa3OIUIIOT
3apakeHHbIe (ParlIbl IeCSITKaM THICSUYaM CBOVIX aOOHEHTOB.

DaexmponHble KOHPepenyun

Dar1-cepBepsl OOIIETO II0IB30BAHNS V1 JIEKTPOHHBIE KOH(EepeH-
LV TaKKe CITy>KaT OIHVM V3 OCHOBHBIX VICTOUHVMKOB pacIIpOCTpaHeHVs
BUPYCOB. 3apaxeHHble (aiiIbl PacChUIAIOTCS IO HECKOJIBKMM KOHde-
peHIINsIM OTHOBpPeMeHHO, M 3TN (avIbl MacKUPYIOTCs IOf, HOBbIe Bep-
cvm Kakoro-nmbo 1O (mHorza oy HoBEIe BepCHV aHTUBUPYCOB).

B ciryuae mMaccoBoVt pacchUIKM BUpYcCa IOpakeHHBIMM IIPaKTide-
CKV OITHOBPEMEHHO MOI'YT OKa3aThCs THICSUIN KOMIIBIOTEPOB.

Jloxaavnole cemu

Tpernit myTh ObIcTpOTO 3apakeHUs - JIOKaJbHBIe ceTy. Ecim He
HNPUHMMAaTh HeOOXOIVMMBIX Mep 3alllUThl, TO 3apakeHHas pabouasi cTaH-
LV TIPY BXOZIe B CeTh 3apaskaeT OIVH VIM HecKOJIbKO CITyKeOHBIX dari-
JI0B Ha cepBepe (puc. 4.3).

e o o
=== ==

Puc. 4.3. 3apaxkeHune cJIy>kKeOHBIX (arfijIOB Ha cepBepe
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Ha CHG,HYIOH_II/IVI HAeHb I10JIb30BaTeJIN IIPV BXOE B CETH 3allyCKaloT
3apa’XeHHbIe dpaﬁmm C cepBepa " TakKM 06pa30M BUPYC I10JIy4daeT 10C-
TyIl Ha He3apa’>K€HHbI€ KOMITbIOTEPHI.

Puc. 4.4. 3apa>keHne Ha KOMIIbIOTepe

Hupamckoe npozpammnoe odbecneuerue

HermeranpHble KOV IIPOrpaMMHOTO OOecTiedeHwmsl SBJISIOTCS Of-
HOV M3 OCHOBHBIX 30H pwucKa. JacTro mmpaTckKume KOIMM Ha cofepKaT
darIel, 3apaskeHHBIE CAMBIMY Pa3sHOOOpa3HBIMY TUIIAMV BUPYCOB.

Kounvtomeput 061yezo noav3obanus

OrnacHOCTb IIPEeNICTABIISIOT KOMIIBIOTEPHI, YCTAHOBJIEHHEIE B y4eO-
HBIX 3aBefieHMsX. CTy/IeHT MOXeT IIPUHECTV Ha CBOEM CHEMHOM JIVICKE
KOMITBIOTEPHBIVI BUPYC ¥ 3apasuTh y9eOHBIVI KOMITBIOTEP. DTOT BUPYC
pasHeceTcs IO BceM y4eOHBIM KOMITbIOTepaM JIOKaIbHO ceTu. [1pu cka-
UMBaHUM AAHHBEIX C y9eOHOro KOMIIBIOTepa JIOKAJIBHOW CeTV BUPYCOM
OyIyT 3apakeHBI CheMHBIe JIVICKM JIPYTWX CTYJI€HTOB, KOTOpBIE 3apassiT
CBOVI JTOMaIITHVIe KOMIIBIOTEPEI ¥ KOMITBIOTEPHI CBOVIX TOBaPUIIIETL.

ITo Tako¥v1 11erouKe KOMIIBIOTEPHBIE BUPYCHI MOTYT IIOIIACTh B KOM-
HBIOTEPHYIO CeTh (PUPMBEI, THie paboTalOT POIMTEIN.

Pemonmmvte caymoovt

BrioyiHe peaJIbHO 3apakeHVe KOMIIBIOTEPA BUPYCOM IIPU €ro pe-
MOHTe IV NpOodWIaKTUIeCKOM OcMOTpe. PEMOHTHMKM — TOXe JIIOAN, U
HEKOTOPBIM M3 HMX CBOVICTBEHHO HalUIeBaTeIbCKOe OTHOIIEeHVe K 3JIe-
MEHTapHBIM IIpaBWIaM KOMIIbIoTepHOV Oe3omacHocTr. OmHaXK/Ib! 320618
3aKPBITh 3aAI0UTY OT 3aIlCM Ha OIHOM U3 CBOMX IMOKMX IVICKOB, TaKOW
PEMOHTHIMK JOBOJIBHO OBICTPO pasHeceT 3apasy I10 MaIlHaM CBOEV KIIV-
€HTYPBI U, CKOpee BCero, IIoTepsieT ee (KIMEeHTYPY).
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4.3. OcHOBHbIE NpaBua 3alMuTbl

IIpaBuao nepBoe. KparviHe oCcTOPOXHO OTHOCKUTECH K JOKyMeHTaM
Word/Excel, koTopsle 1toirydaete 13 m1o0ayibHbIX ceTert. [lepen TeM kak
3ammycTUTh parl Ha BBIIOJIHEHVE TUIVM OTKPBITh IOKyMeHT/Taluity,
00s13aTeIIbHO IIPOBEPhTe X Ha HaJIM4le BUPYCOB.

IIpabuao Bmopoe - 3amyra JIOKAIBHBIX ceTel. [IJIs yMeHBIeHNS
pUcKa 3apa3uThk darl Ha cepBepe aIMMUHICTpaToOpaM ceTell cilefyeT ak-
TVBHO VCIIOJIb30BaTh CTaH/IAPTHBIE BO3MOXKHOCTY 3allUTHI CETI: OTpaHM-
JeHMe IIpaB I10JIb30BaTelIeV], YCTAHOBKY aTPUOYTOB «TOJIBKO Ha UTEHVIE»
VUIVL JaKe «TOJIBKO Ha 3aIlyCK» IUISL BCeX BBIIIOJIHSAEMBIX ParlIoB (K COXa-
JIEHWIO, 3TO He BCer/ja OKa3bIBaeTCsl BOSMOXHBIM) U T.JI.

3HAUNTEIIPHO YMEHBIIIAETCS PUCK 3apakKeHMsT KOMITBIOTEPHOV CeTU
HIPY VCTIONIE30BaHII KOMITBIOTEPOB 0e3 ChbeMHBIX HOCHTeI el MHMOPMaIIVL

XKesaTerbHO TakXke, Ilepefl TeM Kak 3amycTuTh Hopoe 1O, mo-
IpoOoBaTh €r0 Ha KOMIIBIOTEPe, He IHOAKIIOYEHHOM K ODIIern JI0KaIb-
HOVI CEeT.

IIpabuso mpemve. Jlydme nokynaTb OMCTPUOYTVMBHBIE KOIMN
HpOrpaMMHOTO oOecIieueHMsI Y O(MUIIMAIBHBIX IIPOIABLIOB, YeM Oec-
IUIATHO WUV ITOYTM OecIUIaTHO KONMPOBAaTh MX M3 OPYIMX MCTOUYHWKOB
VTV TIOKYTIaTh IIMPATCKIIe KOIIVIVL.

Kak crericTBue m3 3T0TO IIpaBWiIa BBITEKaeT HEOOXOAMMOCTh Xpa-
HeHVIS IUCcTprOyTvBHBIX Kotz I1O (B TOM uriciTe KONV OIlepaliviOHHO
CVICTEMEBI), IIpWYeM KOIWM JKeJlaTeJIbHO XpaHWTh Ha 3allIMIIeHHBIX OT 3a-
HVICU ChEMHBIX JIVICKaX.

ITosp3yviTech TOIIBKO XOPOIIO 3apeKOMEeHIOBaBIIIMI cebs 1CTOU-
HVIKaMV IIpoTrpaMM ¥ IIpoumx ¢ariyios.

IIpabuao uemBepmoe. Ilepuiopyyecky coxpaHsvTe aviibl, ¢ KO-
TOPBIMU BefleTcsl paboTa, Ha BHeIIHeM HOCWUTeTIe, T. €. JeJlaliTe pe3eps-
HBbIe KonuN. 3aTpaTel Ha KoOvpoBaHye (paryioB, CoOmep KallyX MCXOTHbIe
TEKCTHI IIporpaMM, 6as3bl JaHHBIX, HOKYMEHTALVIO, 3HAYUTe/IbHO MEHBIIIe
3aTpaT Ha BOCCTAHOBJIEHVE 3TX (ParvIoB PV IIPOSIBIIEHUN BUIPYCOM ar-
PeCcCUBHEBIX CBOVICTB VTV ITpU cOOe KOMIIbIOTepa.

4.4. AHTUBUpYCHbIE NporpaMMmbl

KormaectBo m pasHooOpasie BUPYCOB BEJIVIKO, U YTOOBL MX OBICT-
po 1 3¢pdeKkTMBHO 0OHAPYXNUTH, aHTUBUPYCHAs IIPOrpaMMa I0J/DKHA OT-
BeJaThb CJIeTyTOITVM ITapaMeTpaM.
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Cmabuavnocins u HadexHocms pabomsl. DTOT I1apaMeTp, Oes co-
MHEHVIS], SIBJISIETCS OIIPefelISIOMM — JTake CaMBbIV JIYYIINY aHTUBUPYC
OKa)keTCsI COBEPIIIEHHO OecITOIe3HBIM, ecIl OH He CMOXXeT HOpPMaIbHO
PYHKIIMOHMpPOBaTh Ha KOMIIBIOTEpe, ey B pe3ysIbTaTe KaKoro-ambdo
cbost B paboTe IIporpaMMBl IIpOIlecC IIPOBEPKM KOMIIbIOTepa He IIPOVeT
mo xoHIa. Torma Bcerda ecTh BEPOSITHOCTD TOTO, YTO KaKue-TO 3apakeH-
Hble (paruIbl OCTaIVICh He3aMeYeHHBIMIA

Pasmepot Bupycnoi 6asvr npoepammot. C ydeToM IOCTOSIHHOIO II0-
sIBJIEHVIsI HOBBIX BUPYCOB Oa3a JaHHBIX JOJDKHA PeryJIIpHO OOHOBIIATBCS.
Cromma ke crTeyeT OTHECTHM ¥ BO3MOXKHOCTB ITPOTPaMMBI OIIPeIesIsTh pas-
HOOOpasHble TWIIBI BUIPYCOB, M YMeHWe paboTaTk ¢ dpavuIaMil pasjIMIHBIX
TUIIOB (apXWBBI, JOKYMeHTHI). HeMaloBasKHBIM Taxoke SIBIISIeTCS HaTIle
Pe3VIeHTHOTO MOHWMTOPA, OCYIIEeCTBIISIONIEro IIPOBEPKY BCex HOBBIX dpari-
JIOB «Ha JIeTy» (TO eCcTb aBTOMAaTIYecKy, IT0 Mepe VX 3aIliCH Ha JIVICK).

Cxopocmv pabomovl npozpammol, Hasuuue 0ONOAHUMEALHBIX B03-
MOJKHOCMeil TUIIa aJITOPUTMOB OIIpefiesleHsl [Take HeM3BEeCTHBIX ITIPO-
rpaMMe BUIPYCOB (3BpuCTHdIecKoe ckaHvposaHme). Cioa e ciemyeT OT-
HeCTU BO3MOYKHOCTb BOCCTaHaBJIMBaTh 3apa’keHHBIe (pavvibl, He CTupas
VIX C YKeCTKOTO AVICKa, a TOJIBKO yIasIvB M3 HUX BUPYCHL. HeMaroBaKHBIM
SIBJISI€TCSL TaKKe IIPOLIEHT JIOKHBIX CpadaThIBaHMV IIPOrpaMMBI (OIIN-
OouHoOe olpenerieHMe BUIpYyca).

Mmnozonasameopmennocme (Haymame Bepcuil IIPOrpaMMBI  IIOT,
pa3IndHble OIlepallViIOHHbIe CUCTeMBL. AHTUBUpPYCHas IIporpaMma [l
KPYIIHOV OpraHu3almy IIPOCTO O0s3aHa IMOAJepXuBaTh BCE PacIpo-
CTpaHeHHbIe oOllepalloHHbIe cricTeMbl. Kpome Toro, mipu pabore B ceTnt
HeMaJIOBXHBIM SBJISI€TCS HaJIM4dve CepBepHBIX (PYHKIINIL, IIpelHa3Ha-
YeHHBIX )T agMMHVUCTPATUBHON PaboTHl, a TakKe BO3MOXXHOCTh pabOThI
C pas/IMUHBIMY BUIAMU CEPBEPOB.

Budvt animuBupycnvix npoepamm

Ha ceropgmsmHEMI [eHPp IIepedeHb HOCTYIHBIX aHTUBUPYCHBIX
IporpamMM BecbMa obmmpeH. OHM pa3In4aroTcs Kak I10 IieHe (0T BechbMa
AOPOTMX 110 abcoMOTHO OecrulaTHBIX), TaK U IO CBOMM (PYHKIIVIOHAITb-
HBIM BO3MOXHOCTsIM. Hamboriee MomiHble (1, Kak IIpaBwIo, Hamboslee
JOPOIie) aHTVBUPYCHBIE IIPOrpaMMBI ITPECTABIISIOT COOOV Ha CaMOM
fierie TIaKeTHI CITeIVaM3MPOBaHHBIX YTVJINT, CIIOCOOHBIX ITPU COBMECT-
HOM VX WCIIOJIb30BaHMM IIOCTaBUTh 3aCJIOH IIPaKTUYeCKN JII00OMY BUY
BPEOHOCHBIX ITPOrPaMM.

Turioot iepeyeHb pyHKINIL, KOTOPbIe CIIOCOOHBI BBIITOJIHSTD aH-
TUBUPYCHBIE IPOTPaMMBL

*  CKaHWMPOBaHME ITaMSTV Y COIIEPKMMOTO IIVCKOB I10 PacIIVICaHWUIO;
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e CKaHMpOBaHME ITaMATV KOMIIBIOTEPA, a TaKXKe 3alllChIBAeMBIX U
uuTaeMbIx (PayIoB B PeaIbHOM PEXMMEe BPeMeHM C IIOMOIIBbIO pe3u-
HEHTHOTO MOMIYJLS;

e  BBIOOPOYHOE CKaHVIPOBaHMeE (HPaATUIOB C M3MEHEHHBIMI aTpVOyTamuL;

e pacrio3HaBaHVe IIOBEIEHVS, XapaKTepHOIO JUIS KOMIIbIOTEPHBIX
BUPYCOB;

e OJIOKMpOBKa M/ WIN yajleHVe BhISIBIIeHHBIX BUPYCOB;

e  BOCCTaHOBJIEHWE 3apaKeHHBIX MHAOPMAIIVIOHHBIX OOBEKTOB;

e IIPUHYOWTENIbHAS IIPOBepKa IIONKIIOUEHHBIX K KOPIIOpPaTMBHON
CeTV KOMIIBIOTEPOB;

e yIOaJleHHOe OOHOBJIEHVE aHTMBUPYCHOTO IIPOrPaMMHOIO obecrie-
ueHNS 1 0a3 JaHHBIX C MHQOPMAIIMeNT O BUPYycax, B TOM UMCIIe aBTOMa-
TU4IecKoe OOHOBIIeHMe 0a3 TaHHBIX IO BUpycaM depe3 VIHTepHeT;

e (Jwisrpanms Tpaduka VIHTEpHETa Ha IIpeIMeT BBISBIIEHWS BUPY-
COB B IlepellaBaeMbIX IIporpaMMax M JOKyMeHTax;

e BbIiBJIEHNME ITOTEHIMIBHO OIIACHBIX Java-alIUIeTOB U MOIYyJIeVt
ActiveX;

e BefleHMe IIPOTOKOJIOB, COIep KaIlmMx MH(OpMaIMIO O COOBITMSIX,
KacaloIIMXCsl aHTUBUPYCHOVI 3aIlUTHL

K nambosree MOIIHBIM VI IIOMYJISPHBIM Ha CETOOHSIIHNIL I€Hb B

Poccun aHTMBUPYCHBIM TTaKeTaM OTHOCSTCS:

e Doctor Web (B moKyMeHTamm 4acTo MMeHyeTcs Oojiee KpaTKo —
Dr Web) - mporpaMma poccuvicKovt KOMIIaHWI;

e AntumBupyc Kacnepckoro (B JOKyMeHTallMM WMeHyeTcs Ooiee
KpaTko — AVP) - paspaboTka ellte OfHOV pOCCUTICKOM (PUPMBI

¢ Norton AntiVirus koprioparium Symantec;

e  McAfee VirusScan kommiaumm Network Associates;

¢ Panda Antivirus.

¢ Nod32 Antivirus.

IMonysipHOCTH IlepeuncIeHHBIX BHIIEe I1aKeTOB 00yc/IOBjIeHa
Ipes/ie BCero TeM, UTO B HUX pealn30BaH KOMITIEKCHBIV IIOIX0/, K 60pb-
Oe ¢ BpelOHOCHBIMM IIporpaMMaMi. To ecTb, yCTaHOBUB TaKOVI ITaKeT, BBl
n30aBiIsgeTech OT HEOOXOOVMOCTH WCIIOJIb30BaTh KaKwe-JI0o IIOIOJIH-
TeJIbHBIe aHTUBMPYCHBIE CPeICTBa.

ITocimemmve Bepcuy aHTUBUPYCHEIX IIAKETOB COepXXaT B CBOeM CO-
CTaBe TaKXe 1 CpeficTBa OOPBOBI ¢ BpeOHOCHBIMI HpOTrpaMMaMy, IIpo-
HVKAIOIIVIMI 13 ceTu (B ITepByIo odepenb n3 ViHTepHeTa). Tak Kakue xe,
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COOCTBEHHO, CYIIECTBYIOT TEXHOJIOTWMM BBISBJIEHVSI M HEWTpaIV3alun
KOMIIbIOTEPHBIX BUPYCOB?

CrienjaymvicTsl B 00JIaCTM aHTMBWPYCHOV TE€XHOJIOTWN BBINEJISIOT
IATh TUIIOB aHTVBMPYCOB: CKaHepbl, MOHUTOPBI, PeBU30Pbl M3MeHeHW,
VIMMYHW3aTOPEI V1 IIOBefIeH9ecKie OJI0KMpaTOpBhIL.

Ckanep.

IMpvmEnMT paboTsl aHTMBMPYCHOTO CKaHepa COCTOUT B TOM, UYTO OH
npocMarpuBaeT ariIbl, ONepaTVBHYIO IMaMATh U 3arpy304Hble CeKTOPBI
IOVCKOB Ha IIpeIMeT HaJM4YMsS BUPYCHBIX MacoK, TO €CThb YHUKIBHOTO
pOrpaMMHOTO Kofla BUpyca. BupycHble Mackm (ommvicaHWMs) M3BECTHBIX
BIIPYCOB COIEepXaTcs B aHTMBVIPYCHOV Oa3e IaHHBIX CKaHepa, VI eCIil OH
BCTpeYaeT IIPOrpPaMMHBIV KOJI, COBIIaJIAIOIIIIL C OIHVIM M3 3TMX OIMCAHMWVI,
TO OH BBIZIA€T COODIIIeHMe 00 0OHAPYKEHMVI COOTBETCTBYIOIIETO BUpYyCa.

IIpoepammor-demexmopot

ITporpaMMEBI-ZIeTeKTOPBI 00ecITeunBaIoT IOVUCK U OOHapykeHUe
BUPYCOB B OTIepaTVIBHOVI TIaMATH, Ha BHEITHVX HOCUTEJISIX, VI IIpy 00Ha-
PYKeHUM BBIIAIOT COOTBETCTBYIOLIee cooOIIeHe. Pa3miaioT JeTeKTOPBI
yHUBepCaIbHBIE U CIIel[aIM3poBaHHbIe. YHUBepcaIbHbIe JIeTeKTOPHI B
cBoert paboTe WCHOIB3YIOT IPOBEPKy HEW3MeHHOCTM (arIoB ITyTeM
HOZICUeTa VI CpaBHEHNS C 3TaJIOHOM KOHTPOJIBHOV cyMMEL HemocraTok
YHUBEPCaIbHBIX Je€TeKTOPOB CBSI3aH C HEBO3MOXKHOCTBIO OITperleIeHVIs
npuavH VcKaxkeHWs: damtos. Crreryanm3ypoBaHHbIe JeTeKTOPHI BbI-
TMOJIHSIOT IIOUCK M3BeCTHBIX BUPYCOB II0 MX CUTHAType (IIOBTOPSIOIIeMY-
s y4acTKy Kopia). HerrocraTok Takvx 1€TEKTOPOB COCTOUT B TOM, UYTO OHM
HeCTI0OCOOHBI 0OHapPyXMBATh BCe M3BECTHBIE BUPYCEL

[eTexTop, IIO3BOJISIOIMINII OOHAPY XXVBATh HECKOJIBKO BUPYCOB, Ha-
3BIBAIOT 10AUOEIEKITIOPOM.

He,I[OCTaTKOM TaKMX aHTVBVIPYCHBIX IIPOI'paMM SBJISI€TCSI TO, UTO
OHV MOTYT HaxOOWTb TOJIBKO Te BUPYCHI, KOTOPBIE M3BECTHBI pa3paboT-
YyIKaM TaKVX IIPOrpaMM.

Ipoepammei-doxmopa (¢pazu)

ITporpaMMBI-TOKTOpa He TOJIBKO HaxOISAT 3apakeHHbIe BUpPYCaMu
damibl, HO U «IedaT» UX, T.e. YAAIAIOT U3 dpariia TeJlo IIporpaMMbl BU-
pyca, Bo3Bpaiiias (pavuIsl B ICXOIHOE cocTogHMe. B Havaste cBoert paboTEI
qaarv{ mImyT BUPYCHI B OHepaTVIBHOT?I IIaMsITV, YHUYTOXasd X, " TOJIbKO
3aTeM IepexOdsT K «IedeHmro» darvutos. Cpeny darosB BBIIEISIOT HOAU-
¢haeu, T.e. IPOTPaMMBI-IOKTOPa, ITpeHa3HaYeHHbIE TS TIOVICKA U YHWUY-
TOXXeHVISI OOJIBIIIOTO KOJIYeCTBa BUPYCOB.
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YuuTsiBas, 4TO IOCTOSIHHO IIOSIBJISIIOTCS. HOBBIE BUPYCHI, IpOrpam-
MBI-IETEKTOPBL Y IIPOrPaMMBI-JOKTOpa OBICTPO ycTapeBaroT, 1 TpebyeTcs
peryisipHOe OOHOBIIEHVIE VIX BEPCUTL

IIpoepammor-pebusopol

ITporpaMMBI-peBU30PbI OTHOCSTCS K CAMBIM HaZleKHBIM CPeJICTBaM
3allUTEI OT BUPYCOB. PeBU30PHI 3aIIOMIMHAIOT VICXOTHOE COCTOSIHVE ITPO-
rpaMM, KaTaJIoTOB ¥ CHICTEMHBIX oOJIacTeVt Ayicka Torfla, KOorjga KOMITHIO-
Tep He 3apaXXeH BUPYCOM, a 3aTeM IepPUOAVYECKV VIV II0 JKeJIaHWIO
TI0JIb30BaTeN ISl CPAaBHUBAIOT TEKYIIlee COCTOsIHME ¢ McxomHbM. OOHapy-
JKeHHble V3MEHEHNS BBIBOMISATCS Ha 9KpaH BumeoMoHmTopa. Kak mpasu-
J10, CpaBHEHVEe COCTOSHUVI IIPOM3BOISAT Cpasy II0CiIe 3arpy3Ky oIlepariy-
oHHOV cucTeMel. [Ipn cpaBHeHMY TTpOBepsIOTCS IMHA dariia, KOJT IMK-
JIMYIeCcKOro KOHTPOJIs (KOHTpOsIbHasl cyMMa paiiia), JaTa M BpeMs Mo-
auduKanmm, Apyrme napamMeTpsl.

ITporpaMMBI-peBU30PHI MMEIOT JIOCTAaTOYHO Pas3BUTHIE aJITOPUTMEL,
00HaPYXMBAIOT CTEJIC-BUPYCHI ¥ MOTYT Hake OTJIMUNTEL M3MEeHeHVs Bep-
CUV IIPOBEPLAEMOVE IIPOrPaMMbI OT M3MEHEeHW VI, BHECeHHBIX BUPYCOM.

Hpozpammet-purvinput (cmoporxa)

ITporpaMMBI-pVITBTPEI IIPEACTaBIIAIOT CObOVI HebosIbIIve pe3u-
HeHTHBIE IIPOrpaMMBbl, IIpefHa3HadeHHble I OOHapyXKeHMs IOI03pN-
TeJIBHBIX HIEVICTBUI PV paboTe KOMIIBIOTEPA, XapaKTEPHBIX IJIA BUPY-
coB. Takymu JeVICTBUSIMY MOT'YT SIBJISITHCS:

e  TIOIBITKM KoppeKimm ¢amios ¢ pacumpernsimyu COM n EXE;
V3MeHeHVe aTpuOyToB ¢arIos;
HpsIMast 3alVICh Ha IVICK 110 aOCOTTIOTHOMY afipecy;
3aIVCh B 3arPy304UHble CeKTOpa JIVICKa;
3arpysKa pesuaeHTHOVI ITPOrpaMMBbL.

ITpu mombITKe KaKOV-IMOO IIporpaMMBbl IIPOV3BECTM yKa3zaHHBIe
HEVICTBUSI «CTOPOXK» TIOChUIAeT II0JIb30BaTeII0 COODIeHe 1 IIpefjlaraeT
3aIlpeTUTb WIM PaspellnTh COOTBeTCTBYIoIee aevicTsue. ITporpammer-
WIBTPBEI BecbMa IIOJIE3HBI, TaK KaK CIIOCOOHBI OOHapyXMUTh BUpYyC Ha
caMoOVl paHHell CTaJlV ero CyIIIecTBOBaHMH 0 pasMHOXeHMs. OmHaxko
OHM He wIeuaT» darvIbl 1 AUCKN. s yHUuTOXEeHMs BUPYCOB TpebyeTcs
HPUMEHNTD IpyTVie MporpaMMsbl, Harnpumep darnu. K HemocTaTkaM mpo-
IrPaMM-CTOPOXKEVI MOXKHO OTHECTV VX «Ha30VUIMBOCTB» (HAIIpVIMep, OHU
IIOCTOSIHHO BBIJAIOT ITpedypeXkaeHye O JII0O0OV IOIbITKe KONMPOBaHMS
VICIIOJIHAeMOro paiiyia), a Takke BO3MOXKHbIe KOH(JIVIKTHI ¢ IPYIVIM IpPO-
IrpaMMHBIM ODecrieueHVIeM.
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Baxyunet (umMmyHusamopbt)
BakimHBI — 3TO pe3VeHTHbIe IIPOrpaMMBbl, IIPeNOTBpaIlaoIe 3a-

paxkeHne ¢daruIoB. BaKIMHBI IIPVIMEHSIOT, €/ OTCYTCTBYIOT IIPOTrPaMMBl-
JOKTOpa, «JIevalryie» 3TOT BUpYC. BaKryHarms BO3MOXXHA TOJIBKO OT W3-
BECTHBIX BUPYCOB. BakiHa Momyudumpyer mporpaMMy VIV OVCK TaKvM
o0OpasoM, 4ToOBI 3TO He OTpakayIoch Ha MX pabote, a BUpyc Oyzer Bocpm-
HIMaTh VX 3apa’keHHBIMI ¥ TTO3TOMY He BHeNIpUTCS. B HacTosImiee Bpems
HPOrPaMMBI-BaKIIVHBI IMEIOT OrpaHIIeHHOe IIpYIMeHEeHe.

CymeCTBeHHBIM HEOOCTaTKOM TaKMX IIpOrpaMm SBJISIETCS MX OI-

paHMYeHHBIe BO3MOXXHOCTY TIO IIPeIOTBpaIlleHNIO 3apakeHus: OT 00iIb-
IIIOTO 4KcjIa pasHOOOPa3HBIX BUPYCOB.

N =

N

10.
11.
12.
13.
14.

15.

16.
17.

Bonpochbi

ITpusHaku 3apakeHus KOMIIbIOTepa.

KocsenHble npusHakm 3apaXeHNs KOMIIbIOTepa.

JevicTBrsl IIpy IIOSABJIEHWM NPU3HAKOB 3apakeHWsl BPeJOHOCHOV
IPOrpaMMOVL.

VcTOYHMKY KOMITBIOTEPHBIX BUPYCOB.

I'mobasibHBIe ceTM M 3I€KTPOHHAS IIOYTa KaK MCTOYHWK KOMIIBIO-
TEPHBIX BUPYCOB.

DreKTpOHHBIe KOH(epeHIINM KaK MCTOYHWK KOMIIBIOTEPHBIX BU-
pycos.

JlokasibHEBIe ceTV KaK MCTOYHVK KOMITBIOTePHEIX BUPYCOB.
[MupaTckoe mporpaMMHOe obecrieueHye KaK MCTOYHVK KOMIIBIOTEP-
HBIX BUPYCOB.

KommsioTeps! 00111ero mosb30BaHMsI KaK VICTOYHVK KOMIIBIOTEPHBIX
BUIPYCOB.

PemoHTHBIE CJTy>XOBI KaK MCTOYHVK KOMITBIOTEPHBIX BUPYCOB.
OcHoBHBIe ITpaBuJia 3alllUTH OT KOMITBIOTEPHBIX BUPYCOB.
AHTUBVPYCHBIE IIPOIPaMMBL.

Buipl aHTMBUPYCHBIX IIPOrpaMM.

Tumoson nepeueHb PYHKINII, KOTOPEIE CIIOCOOHBI BBIIIOJIHATE aH-
TUBUPYCHBIE ITPOIPaMMBL.

HasoBuTe MOIITHBIE V1 ITOITYJIApHbIE Ha CErOAHAIIHNI JeHb B Poccrnm
AHTUBUPYCHbBIE IIAKETHI.

ITpyHIym paboThl aHTMBMPYCHOTO CKaHepa.

[MpyHIy paboTel aHTUMBUPYCHBIX IIPOrpaMM-IeTEKTOPOB.
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18. IlpuHmym paboTsl aHTMBMPYCHBIX IPOrPaMM-TOKTOPOB (paros).
19. TlpwmEnumn paboTsl aHTMBUPYCHBIX IIPOrPaMM-PEBU30POB.

20. ITpwmEmy paboTs! aHTVBIPYCHBIX IIPOrPaMM-(PIUTETPOB (CTOPOJXKETT).
21. TlpwEnum paboTsl BAKOVHATOPOB (MMMYHMU3aTOPOB).

TecTbl

1. AumuBupyc npocmampuBaem gpaiiavt, onepamubuyo namamo u 3a-
epysounble ceKmopvl OucKo8 Ha npedmem HAAUUUA BUPYCHBIX MACOK:
LOETEKTOP;

IIOKTOD;
CKaHep;
peBusop;
CTOPOX.

ANl

2. AumuBupyc obecneuuBaem nouck Bupycob 8 onepamubuoi nama-
mu, HA BHeWHUX HOCUMeAAX nYyneM nodcuema U cpabHeHuA ¢ SMAALOHOM
KOHIMPOALHOTU CYMMDbL
HETEKTOP;

IOKTOP;
CKaHep;
peBusop;
CTOPOX.

AR

W

. AHmuBupyc He mMoAbKO HAXOOUM 3apdakeHHbvle Bupycamu paiivl,
HO U «Aeuum» ux, m.e. yoassaem u3 gpaira meao npozpammot Bupyca, 603-
Bpawaa gpaiirvl 6 ucxoonoe cocmosnnue:

1. perexTop;

2. JoKTOp;
3. ckaHep;
4. peBusop;

5. cropox.

4. AumuBupyc sanomunaem ucxo0noe coCmoaHue npopamm, Kamano-
206 u cucmemnvix 0baacmeil oucka, K020a KomMnviomep He 3apaxex Gu-
pycom, a 3amem nepuooutecku Uiy no Komanoe noav3oBamensn cpabuu-
Baem mexywjee cocmoamnue ¢ UCXOOHBIM:

1. perexTop;

2. DokTop;
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3. ckaHep;
4. pesusop;
5. cropox.

5. AnmuBupyc npedcmabasiem co60il HebOALUIYIO Pe3UOEHINHYI0 NPO-
epammy, npeoHASHAUEHHYIO 045 ODHApPYIHeHUA NOO03PpUIMeAbHbIX Oeticin-
Buit npu pabome Komnviomepa, xapaximepuvix 041 Bupycob:

1. perexTop;
2. poxrop;
3. ckaHep;

4. peBusop;
5. cropox.

6. AnmuBupyc modugpuyupyem npoepammy uiu ouck maxum obpasom,
umoobv! Bupyc BocnpunuMan ux 3apaxKeHHbIMU U HO3MOMY He BHedpAicA:
1. perexTop;

2. JoKTOp;
3. ckaHep;
4. peBusop;

5. uMMyHwMsaTOp.

7. AumuBupycnulil ckanep:

1. obecrieumBaeT IIOMCK BMPYCOB IyTeM IIOJCYeTa VI CPaBHEHMUS C
3TAJIOHOM KOHTPOJIbHOV CYyMMBI,

2. HaxoAuT 3apakeHHBbIe BUpycaMy pariibl, «JIeUnUT» UX, T.e. yaalsi-
eT 13 daruIa TeJIo BUpyca, Bo3Bpaliiasi aruibl B ICXOTHOE COCTOSTHIAE;

3. 3amroMMHAaeT MCXOTHOe COCTOSIHVIE, KOTTIa KOMITBIOTep He 3apakeH
BUPYCOM, 3aTeM IIepUOAMNYIecKl CpaBHMBAeT TeKylllee COCTOSIHME C VIC-
XOIHBIM;

4. mpocMmarpmBaeT ariIbl, ONepaTMBHYIO IIaMATh ¥ 3arpy304YHbIe
CEeKTOpPBI IVICKOB Ha IpeAMeT HaJI4Iis BUPYCHBIX MacoK;

5. obOHapyXuBaeT IOIO3pUTEIIbHBIE IEVICTBUS IIpU paboTe KOMIIBIO-
Tepa, XxapaKTepHble IS BUPYCOB.

8. AnmuBupycnoiii demexmop:

1. obecreunBaer MOWMCK BUPYCOB IIyTeM IIOICUETa W CPaBHEHMS C
3TaJIOHOM KOHTpOJ’ILHOT?I CyMMbI;

2. HaXOOWT 3apaXeHHbIe BUpycaMy (paviIbl, «JIEUUT» VX, T.e. YOaid-
eT 13 (parvIa TeJIo BUpYca, Bo3Bpallias (avuIbl B ICXOIHOE COCTOSHIE;

3. 3allOMMHAET VICXOHOE COCTOSIHVIE, KOITIa KOMITBIOTEP He 3apakeH BU-
PYCoM, 3aTeM HePUOAVUECK CPABHIMBAET TEKYIIIee COCTOSIHVIE C VICXOTHBIM;
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4. mnpocMmarpuBaeT (avuIbl, OIepaTUBHYIO IIaMATh U 3arpy304HbIe
CEeKTOPBI AVICKOB Ha ITpefiMeT HaJI4Vsl BUPYCHBIX MacoK;

5. obHapyXwBaeT HOTO3PWUTEIbHBIE AEVICTBYS PV paboTe KOMIIBIO-
Tepa, XapaKTepHbIe /15l BUPYCOB.

9. AnmuBupycnoiii dokmop:

1. obecreunBaer MOWMCK BUPYCOB IIyTeM IIOICUETA W CPaBHEHMS C
3TaJIOHOM KOHTpOJ’ILHOT?I CyMMbI;

2. HaXOOWT 3apa’keHHBIe BUpycamu paruibl 1 yoasiseT u3 darvia Te-
JIO BUIPYCa, BO3Bpalrasi ¢avIbl B ICXOTHOE COCTOSIHVIE;

3. 3aIOMMHAET MCXOIHOE COCTOSIHME, KOTTa KOMITBIOTEP He 3apaXkeH
BUPYCOM, 3aTeM ITePUOMMYECKM CPaBHMBAET TeKylllee COCTOSIHVE C VIC-
XOIHBIM;

4. mpocMarpwBaeT ariIbl, OIepaTMBHYIO IIaMATh ¥ 3arpy304YHbIe
CEeKTOPBI AVICKOB Ha IIpeaMeT HaJIMINs BUPYCHBIX MacoK;

5. obHapyXwuBaeT IOIO3PUTEIbHBIE AEVICTBIS IIPU paboTe KOMIIBIO-
Tepa, XapaKTepHEIe IS BUPYCOB.

10. AumuBupycnuuii peBusop:

1. obecrieunBaeT IIOMICK BUPYCOB IIyTeM IIOZICYeTa I CpaBHEHWS C
3TaJIOHOM KOHTPOJIBHOVI CyMMET,

2. HaxOOWT 3apaXkeHHBbIe BUpycaMu darvuIsl 1 yaasseT u3 daria Te-
JI0 BUpYCa, Bo3Bpalliasi ¢ariIbl B ICXOIHOE COCTOSHIIE;

3. 3aroMIMHaeT VCXOJIHOe COCTOSIHIIE, KOTI/Ia KOMIIBIOTep He 3apakeH
BUPYCOM, 3aTeM IIepUOAMYecK) CpaBHMBaeT TeKylllee COCTOsSHUE C VIC-
XOITHBIM;

4. mpocmarpmBaeT (pavuIbl, OIepaTVBHYIO IIaMATh U 3arpy304HBIe
CeKTOPBI AVICKOB Ha ITpefiMeT HaJI4Visl BUPYCHBIX MacoK;

5. obHapyXwBaeT OTO3pWUTEIbHBIE AEVICTBYS PV paboTe KOMIIBIO-
Tepa, XapaKTepHbIe /IS BUPYCOB.

11. AumuBupycnotii cmopoak:

1. obecneunBaeT MOMCK BUPYCOB IIyTeM IOJCYeTa M CPaBHEHWUS C
3TaJIOHOM KOHTPOJILHOVI CYMMBI;

2. HaxXOAWT 3apakeHHBIe BUpycaMmu (patuibl 1 yhaisgeT us darvia Te-
J10 BUpYCa, Bo3Bparras daviIbl B ICXOHOE COCTOSHE;

3. 3aroMuHaeT VMCXOIHOe COCTOsIHMe, KOIrTla KOMIIbIOTep He 3apakeH
BUPYCOM, 3aTeM IIepUOAMYecK) CpaBHVBaeT TeKylllee COCTOSHMEe C VIC-
XOHBIM;
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4. mnpocMmarpuBaeT (avuIbl, OIepaTUBHYIO IIaMATh U 3arpy304HbIe
CEeKTOPBI AVICKOB Ha ITpefiMeT HaJI4Vsl BUPYCHBIX MacoK;

5. obHapyXwBaeT HOTO3PWUTEIbHBIE AEVICTBYS PV paboTe KOMIIBIO-
Tepa, XapaKTepHbIe /15l BUPYCOB.

12. AumuBupycHolii UMMYHU3AMOP:

1. obecrieumBaeT IIOMCK BMPYCOB IyTeM IIOfCYeTa VI CPaBHEHMUS C
3TaJIOHOM KOHTpOJ’ILHOVI CyMMbI;

2. HaxoAwuT 3apakeHHBbIe BUpycamu pavuibl U yaasseT u3 damia Te-
JI0 BUpYyca, Bo3Bparasi paviIbl B ICXOIHOE COCTOSIHIAE;

3. MommduiMpyeT mporpaMMmy WWIM AUCK TaKMM oOpa3oM, 4TOOBI
BUPYC BOCIIPMHVIMAJI X 3apakeHHBIMU V1 II0O3TOMY He BHEIPSUICS;

4. mnpocMmarpmBaeT arviIbl, ONEepaTMBHYIO IIaMATh ¥ 3arpy304YHbIe
CEeKTOPBI IVICKOB Ha IIpeAMeT HaI4Ils BUPYCHBIX MacoK;

5. obOHapyXuBaeT IOIO3pUTEIIbHBIE IEVICTBUS IIpU paboTe KOMIIBIO-
Tepa, XxapaKTepHbIe I BUPYCOB.
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MeToabl M cpeacTBa 3almUThbl
KOMIMbIHOTEPHOU MH(pOpMaLUMU

U3yumB TeMy 5, CTYAEGHT [O/DKEH:

3HaThb:

e  MEeTOIbI 3aIlIUThI MHcfg)opMauMM

® KaK OpraHM30BaTh MH(POPMALVIOHHYIO 0e30IacHOCTH B
OopraHmsarmu,

yMeTb:
L IIPVMEHSTh METOABI 3allIThL T/IHq)OpMaL[VH/I

AKUE€HTUMPOoBaTb BHUMAHME Ha MOHATUAX:

e orpaHwdeHue [OCTyIla, pasrpaHWdeHye [OCTyIa, pasme-
JIeHVe HOCTyIla, Kpuirorpadndeckoe peobpasoBaHue WH-
dopmaly, KOHTPOIL M ydeT IOCTyIla, 3aKOHOJaTe/IbHble
MepEL

Codeprcanue memot (Qudaxmuueckue eOUHUYbL U UX XApAKINepuU-
cmuka):

PaccMaTpuBaroTcs MeTOJIBI 3alMTHl MH(POPMAIUI: OTpaHWYeHVIe
JOCTYyIIa, pasrpaHNYeHye JI0CTyTIa, passiesieHye I0CTyIa, KpuTorpadu-
yeckoe IIpeoOpasoBaHMe MHMOPMaINM, KOHTPOJIb W y4YeT JIOCTyIIa, 3a-
KOHOJIaTeJTbHBIe Mephbl, obecIiedeHme MHPOPMaIIOHHOVI 5e30ITacCHOCTYI B
UnTepHere.

Ileau u 3adauu usyuenus memoi: IlosydeHvie 3HAaHMUVI O MeTOHAX
3ammTel MHMopMarym. ITomydeHne 3HaHMTT VI HABBIKOB 110 00eCITeUeH IO
MHPOPMAIIOHHOVI 630ITaCHOCTVI OpraHM3aIliy TP ee TIOIKITIOUeHUN K
VIuTepHer.

Hopadox usyuenua memot
Pacnpedeaenue 6100xema Bpemenu no meme:
—  KOJIMYeCTBO YacOB OTBeIeHHBIX Ha IIpaKTU4ecKye 3aHAT, 3 HIUX
B KOMIIBIOTEpHO ayamTopvm - 8/8;
—  KOJIMYeCTBO YacOB, OTBEIEHHBIX Ha CAMOCTOSITENILHYIO paboTy - 32.
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Buduw camocmosmenvtoti pabomol cmydennos:
— m3ydeHme yuebHoro mocobmsa «VudopmamonHas OGesomac-
HOCTB»;
- IIOATOTOBKa K y4JacCTVIO B qaopyMe I10 TeMe <<MeTO£[I)I 3alllVIThI VTH-
dopmarm»;
—  V3ydeHWe JIONIOJTHUTEIbHOVI JINTEePaTyPhI;
—  BBIIOJIHEHVIe TECTOBBIX 3aJaHNII 110 TeMe.

Memooduueckue yxasanusa no usyuenuio Bonpoco8 memot
Ipu usyuenuu yuebHwix Bonpocob:
e u3yunTh TeMy 5 1o ydueOHOMy mnocoOmio «VIHdopmaronHas
0e3011acHOCTD»;
® IpPUHATH ydacTve B popyMe 1o TeMe «MeTompl 3ammTe MHPOP-
Malmm»;
®  V3YYNUTb JJOIIOJIHUTEIIbHbIE MaTePVasIbl.

ITpu usyuenuu memsir Heo6x00UMO:

*  uumams AUMepamypy:

1. «Mudopmarmonnas 6esonacHocts: Yu. [Tocobne. - M.: MDCI, 2007.

2. Tepacumenxo B.A., Mammok A.A. OCHOBEI 3aIIUTHL MHMOPMAIIN,
- M.: IIT1O «V3BecTust», 1997. I'i1. 1,2.

3. MempHukos B.V. 3ammura mHMOpMaIm B KOMIIBIOTEPHBIX CUCTe-
Max. — M.: ®unance v ctatucTuka, 1997, - Pasm,. 1.

4. Mwocnasckast H.I'., Tosrcronn A.VI. VIuTpaceTn: moctym B Internet,
samura. - M.: OO0 «fOHUTN-OAHA», 2000., I's1. 1.

5. Ilpockypun B.I'., Kpytos C.B. IIporpamMmmHo-anmapaTHble CpeicT-
Ba o0ecriedeHVIsT MHAOPMAIIVOHHOV Oe30I1acHOCTI. 3aInnTa B oIlepariy-
OHHBIX crcTeMax. — M.: Pagmo m cBs3b, 2000.

6. benxmna ITIO. ITporpammHoO-amapaTHbIe CpelIcTBa OOecIIeueHs
vH@OpMaoHHON 0e30IIacHOCTM. 3ammTa IporpaMM ¥ JaHHBIX. — M.:
Pammo u cBsi3b, 1999.

®  nocemums caumel:  www.compulenta.ru, www.isecurity.ru,
www.oxpaha.ru, www.cyberterrorism report.ru.

Bonpocut memut

5.1. MeTozmer obecrreuens MHMOpManoHHOV Ge3oracHocT POD.
5.2. OrpanndeHmue JoCTyIIa.

5.3. KoHTpOIs iocTyna K anmapaType.

5.4. PasrpaHvdeHvie ¥ KOHTPOJIb JOCTya K MHMOpMaLIVIL.

5.5. IlpemocTrasiieHvie IpUBIIIET ML Ha TOCTYII.
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5.6. VigenTndukanmuss M yCTaHOBIEHMe IIOIMHHOCTM OOBeKTa
(cyObekra).

5.7. 3ammra mHpOpPMAIIMM OT YTEUKNM 3a CUeT ODOYHOTO 3IeK-
TPOMarHUTHOI'O M3/IyUeHVs VI HABOIOK.

5.8. Metoael 1 cpefcTBa 3alIUTBl MHQOPMaLWMIM OT CIIy4YarHbIX
BO3/IEVICTBUIL

5.9. MeTome! 3amTel MTHAOPMAIIUY OT aBaPMITHBIX CUTYallNA.

5.10. OpraHm3anyoHHbIe MEPOIIPYVSTHS II0 3all[iTe MHAOPMAaIINIL.

5.11. Opranmsamysi MHQOPMAaIMOHHOV 0e30I1acCHOCT KOMITaHUA

5.12. BeiGop cpericTs mH@OPMaIMOHHOV O€3011acHOCTIA

5. 13. indopmarioHHOe cTpaxoBaHue.

5.1. MeToabl o6ecneveHns NHpOPMaALIMOHHOMU
6e3onacHocTu Poccuiickoin depepaumm

Mudopmarmonnas OezomacHocTs Poccumickont Denepativvt sBiIs-
€TCsl OIHOVI M3 COCTAaBJISIOIIMX HaIMOHAILHOM OesoracHoctu Poccuii-
ckovt Demeparuyt ¥ OKas3bIBaeT BIIMSHVE Ha 3all/IIeHHOCTh Hal[IOHAJIb-
HbIX MHTepecoB Poccurickon Peneparu B pasyiimaHbIX cpepax XusHe-
HesITeJIHOCTM OOIIlecTBa WM IOCyHapcTBa. YIpo3bl MHMOPMAIIOHHON
BesomacHOCTIT Poccmiickont Demepanyt 1 MeTOABI ee oDecriedeHMS SIB-
JIIOTCS OOIIMMM ISt 3TUX cdep.

B pasmmunbIX cdepax XM3HEOeATeIbHOCTU VMEIOTCS CBOU OCO-
OenHOCTI ObecrieueHVsT MHAOPMAIIOHHOV 0e30IIacHOCTM, CBSI3aHHBIE
co crenmdukor oOBeKTOB obecIieueHNs Oe30ITacHOCTVI, CTENEeHBIO WX
YA3BMMOCTY B OTHOIIIEHWN yTpo3 MHopMauyoHHo Oe3onacHocTu Poc-
curickort Pepeparym.

O6mme Metonp! obecrievueHNs MH(MOPMAIIMOHHO 0e30I1acHOCTI
Poccuiickon dDenrepanyii pasyiesisioTcsl Ha IIpaBOBble, OPraHM3aIMIOHHO-
TexXHV4YecKye 1 SKOHOMIYecKue.

Metoabl o6ecnieyenust uHgop-
MaIMOHHOM 0€30NaCHOCTH

/!\

npaBoOBbI€ OpraHu3anoHHO - IKOHOMHUYCCKHUE
TEXHUYCCKHE

Puc. 5.1. MeTons! oGecriedeHM: MHGPOPMaIIMOHHOV 0€30I1aCHOCTH
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K npaboBvim memodam obecrieuenvst MHOpMaIVIOHHON Oe3omac-
HocT Poccuvickont @epepariit OTHOCHTCSL pa3paboTKa HOPMATUBHEBIX
IIPaBOBBIX aKTOB, PerJIaMEeHTVUPYIONIMX OTHOIIEHVs B MHAOPMaIlMIOHHO
cdepe, 1 HOPMATVBHBIX METOIMYECKIX JOKYMEHTOB IIO BOIpocaM obec-
medeHns: MHGPOpMaIyoHHON Oe3omacHocT Poccurickonn @epeparvim.
Hawbortee BayKHBIMI HaIIpaBJIeHVISIMI STOVI IeATEITEHOCTY SABJISTIOTCST:

e BHeceHMe W3MEHEHUV W JONOJIHeHWI B 3aKOHojaTesbcTo Poc-
curickont Peftepanyy, perympylolee OTHOIIeHMs B oOacT obecrieye-
Hysl MHPOPMAaIIMOHHOVI 6e30I1aCHOCTY, B IeJIsiX CO3MaHMs ¥ COBepIeH-
CTBOBaHMS CHUCTeMBI oOecriedeHMs WHGPOPMALVOHHON Oe30I1acHOCTI
Poccurickon @epepanuny, ycTpaHeHMs BHYTPEHHUX IIPOTMBOpeUYUIl B
denepasibHOM 3aKOHOIATEIBCTBE, IIPOTVBOPEUNIL, CBI3AHHBIX C MEXIy-
HapOIHBIMM COIJIAIIIeHMsIMM, K KOTOPBIM IIpucoeAuHmIack Poccmiickast
Depepayisi, M OPOTUBOPEUNiI MeXIy defepabHBIMM 3aKOHOIATe b
HBIMW aKTaMM ¥ 3aKOHO[ATeJIbHBIMM aKTaMu cyOwmekToB Poccurickoin
Depepany, a TakKe B LeIsIX KOHKpeTM3alMW HPaBOBbIX HOPM, yCTa-
HaBJIVIBAIOIIMX OTBETCTBEHHOCTD 3a IIpaBOHAPYIIEHNS B 00JIacTi obec-
neueHMs MHMOpMaoHHO 6e3omacHocTy Poccniickonr demepary;

®  3aKOHOJATeJIbHOe pasrpaHyueHVe IIOJIHOMOUMi B obacTy obec-
reyeHns vHQpOpMayoHHO OesonacHocTn Poccuiickont Pepeparym
MeXxTy dpefiepasibHBIMIM OpraHaMy TOCyAapCTBEeHHO BJIaCTU Y OpraHaMu
rocyIapCTBeHHOV BJIacTu cyObekToB Poccurickont Pemepanmm, ompere-
JIeHVie 1ejleV], 3aad Y MeXaHW3MOB y4acTVisl B 3TOVL AeATeJIbHOCTY O0IIle-
CTBEHHBIX OOBEIVIHEHNV, OpTaHM3alVI U TPaKIaH;

e paspaboTka ¥ IpVHATVE HOPMAaTVBHBIX IIPaBOBEIX aKTOB Poccumi-
cxovt Defrepariyy, YCTaHAB/IMBAIOIIMX OTBETCTBEHHOCTD IOPUINUECKNX
dumsVUeckmx Il 3a HeCAaHKIIMOHMPOBAaHHBIV JOCTYTI K MHMOpMaImn, ee
HPOTMBOIIPAaBHOe KOIMPOBaHWe, VICKaKeHNe ¥ IIPOTMBO3aKOHHOEe VIC-
IIOJIb30BaHNe, IIpeHaMepeHHOe pacIpocTpaHeHVe HeIOCTOBEPHON WH-
dopmartmy, TpoTUBOIIpaBHOE PacKphITVe KOHPUIEHIMaIbHOM MHQOP-
MalIuV, MICTIOIB30BaHVIe B IIPECTYIIHBIX VI KOPBICTHBIX IeJIsAX CITyKeOHOT
vHbopMaIy Wiy MHGOPMaLUY, CofepKallleil KOMMepUecKyIo TaliHy;

® VTOYHeHNe CTaTyca MHOCTPaHHBIX MHAOPMAIVIOHHBIX areHTCTB,
CpefiCTB MaccoBOV MHGPOPMaLVM ¥ XXyPHAINCTOB, a TakXe MHBECTOPOB
HpY IpUBJIeYeHNI VHOCTPAHHBIX VHBECTUIINV IS pasBUTHSA MHQPOP-
MaIIOHHOV MHPPpacTpyKTyprl Poccys;

® 3aKOHOIATEJIbHOe 3aKpeIUleHMe MpPWUOopuTeTa pPasBUTMS HaLVO-
HIBHBIX CeTeVl CBSI3MI M OTE€YeCTBEHHOTO IIPOM3BOACTBA KOCMMUYECKIIX
CIIyTHVUKOB CBS3VI;

e oOIpefelleHMe CTaTyca OpraHWM3allNii, IPeIOoCTaBIIIIONINX YCIyTH
I7100aTbHBIX MHQOPMAIIMOHHO-TeJIEKOMMYHIKAIIVIOHHBIX CceTell Ha Tep-
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puropun Poccuiickont depmepanui, M IIpaBoBoe peryJipoBaHVe mes-
TeJIbHOCTVI 3TUX OpraHM3aLulL;

e  co3gaHMe IIpaBoBoVi Oasel Wit popmmposarms B Poccurickont De-
fdepanuyl PerMOHAJIBHBIX CTPYKTYp obecriedeHmsi MHMOPMAIVIOHHON
6e3zomacHoOCTA.

K opeanusayuonno-mexnuueckum memodam obecrieueHUsT VIH-
dpopmanmorHo Ge3omacHOCTM Poccuiickort Demepanyivi OTHOCITCS:

e CO3/IaHME ¥ COBEPIIEHCTBOBAHME CUCTEMBI ODecriedeHVsT MHQOP-
MalMOHHOW 0e3orracHocTi Poccniickont Depeparium;

e yCWIeHMe IPaBOIPVUMEHWUTETIFHON HeATeIbHOCTH defaepabHBIX
OpraHOB WCIIOJIHUTEJIbHOWM BJIACTV, OPraHOB VCIIOJIHUTEJIbHOVI BJIacTu
cyopexToB Poccurickont depepariii, BKIOUas MpenyIIpexieHve 1 Ipe-
ceueHMe IIpaBOHAPYIIEHWN B MH(OPMaIoHHOM cdepe, a TaKXkKe BBIAB-
JleHue, M300IdeHre M MIpVBJIeYeHre K OTBETCTBEHHOCTM JIVILI, COBEp-
IIMBIINX IIPECTYIUIEHVIS Y APYyTHe IIpaBOHaPYIIeHNS B 3TOM cpepe;

e pa3paboTka, MCIIOIB30BaHVE VI COBEPIIEHCTBOBaHVE CPENCTB 3a-
mUTBl MHPOpPMalUM U METOHOB KOHTpONS 3(P@eKTUBHOCTM 3TUX
CPe/ACTB, pasBUTHE 3allVIIEHHBIX TeJIeKOMMYHVKAIVIOHHBIX CHUCTeM, I10-
BBIIIIEHVIe HaeXXHOCTH CIIEIMaIBHOTO IIPOTPAaMMHOTO 00ecIieueHs;

e Cco3faHue CUCTEM W CPelCTB IIpeloTBpallleHNs HeCcaHKIVIOHWPO-
BaHHOTO [OCTyIla K obOpabareiBaeMort MHOpMaIvy ¥ CIeIVaIbHBIX
BO3IEVICTBUVI, BBI3bIBAIOIINX pa3pyIlleHVe, YHUYTOXEHMEe, VCKaKeHIe
MHpOpMaIMY, a Takke M3MeHeHMe IITaTHBIX PeXMMOB (PyHKIIMOHUPO-
BaHWIL CUCTEM VI CPENICTB MHMOpMaTHU3aIN 1 CBA3VL;

®  BbIABJIEHVE TeXHUYECKUX YCTPOVICTB M IIpOTrpaMM, IpefcTaBIIsaio-
IIMX OIACHOCTB Il HOPMaJIbHOrO (PYHKIMOHMPOBaHMSA MHQOpMAaIIu-
OHHO-TEJICKOMMYHVKAIIVIOHHBIX CUCTeM, IIpedOTBpallieHue IepexsBaTa
vH@OpMaIM 10 TeXHUUYeCKM KaHalaM, IIpVMeHeHue KpuITorpadu-
YeCcKIX CPeCTB 3allNThl MH(pOpMAaLIUM IIpU ee XpaHeHUM, oopaboTke 1
repengade 110 KaHajlaM CB4A3V, KOHTPOJIb 3a BBIIIOJIHEHVEM CIIeIVa/IbHBIX
TpeOoBaHMII IO 3aIUTe MH(POPMALIV;

e cepTudMKAaIMs CPeICTB 3alllUThl MHMOPMAaIINY, JINIIeH3pOBaHIe
HesATeJIbHOCTY B 00JIacTM 3aIllUThI TOCYIaPCTBEHHOV TallHbl, CTaHOAPTU-
3aLyst CIIoCO00B 1 CpenCTB 3allUThI V[Hq)opMaLWH/I;

®  COBepIIeHCTBOBaHME CUCTEMBI CepTMdUKAINM TelIeKOMMYyHMKa-
LVIOHHOTO 00OpYIOBaHMS ¥ IIPOrpPaMMHOIO obecriedeHVsI aBTOMATW3V-
POBaHHBIX cyicTeM 0OpaboTkm mMHQOpMaIMM 110 TpeboBaHMAM MHEPOP-
MalIVIOHHOV 0e30I1acHOCTVL;
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e KOHTPOJIb 3a JIEVICTBUSAMM IIepCOHAJIa B 3allVIIeHHBIX MHQOpPMa-
OVIOHHBIX CUCTeMaX, ITIOATOTOBKA KaapoB B oOyacTy olecriedeHMs WH-
dopmarmorHon OesoracHocTn Poccurickort Pepepariyg

e  (popmmpoBaHMEe CHCTEMBI MOHMTOPVIHTA ITOKa3aTellell M XapaKTepyi-
CTVK MHMOopMarmoHHoM Oe3oracHocTV Poccmiickont Demeparym B HamOortee
BaKHBIX cpepax KI3HM U IesITeIBHOCTYVI OOIIIecTBa M TOCyIapCTBa.

K sxonomuueckum memodam obectiedeHUsT MHPOPMAIVIOHHON
6e3onacHocTr Poccuiickon deniepariny OTHOCSATCS:

e paspaboTky mporpamMm obecriedeHMst MHQPOPMAIIMOHHON 0e30-
macHocT Poccurickont Demepartivi m ompenesieHne IOpsAaKa Mx PrHaH-
CUPOBaHWS,

®  COBepIIeHCTBOBaHWVE CUCTEMBI (PVHAHCHUPOBAHMSI paloT, CBA3aH-
HBIX C peaJM3alieVt IIPABOBBIX M OPraHM3AIIOHHO-TEXHIYECKMX METO-
IIOB 3aIIMTBI MHAOPMALY, CO3[IaHNe CUCTEMBI CTpaxoBaHMs MHMOpMa-
LVIOHHBIX PVICKOB (PV3MYECKVX Y IOPUIMIECKIIX JIVII,

Obecnieuenne madOpManorHHO Oe3omacHocTM Poccmrickon Pe-
mepanyit B cdepe 3KOHOMVKN MUIpaeT KIIOUeBYIO Poilb B oDecrieueHMN
HaIllMOHaJILHOW Oe3ortacHocTi Poccuickonn dDenepaLU/M.

Bospericteio yrpo3 mH@opMalmoHHo Oe3zomacHocty Poccumri-
cxont Peneparnm B cdepe SKOHOMUKY Hambosiee IOBEPIKEHBL:

e  cucTeMa rocyJapCTBEHHOVI CTaTUCTVIKYI;

®  KpeauTHO-(PVHAHCOBasA CHUCTEMa;

e  yH(OPMAIMOHHBIE ¥ YUeTHbIE aBTOMATV3VPOBaHHBIE CHCTEMBI ITO/I-
pasaertermit emepaIbHBIX OPTaHOB MCIIOIHWTEIBHOM BJIaCTH, obecrieun-
BaIOIIVIX IesTeJIbHOCTD OOIIIecTBa 11 TOCyIapcTBa B cpepe SKOHOMUKIA;

e cucTeMbl OyXTaJITEpPCKOTO ydeTa IIPENIIPUSATUN, YUIPeXIeHWUT U
OpTaHM3aIMI He3aBUCUMO OT (POPMBI COOCTBEHHOCT;

e cucteMmsbl cOopa, 0OpaboTKyM, xpaHeHUS U Tlepegaum PUHAHCO-
BOVI, OMp>KeBOV, HAJIOTOBOVI, TAMOXXEeHHOV MHMopMamm 1 MHPOpMa-
LM O BHEIIHEe3KOHOMWYECKOV AesiTeJIBHOCTM TOCyHdapcTBa, a TakkKe
HPennpUsSTUNL, YIPEeXIeHUI 1 OpraHn3anii He3aBUCUMO OT (POPMBI
CcOOCTBEHHOCTMI.

Hepexon K PBIHOYHBIM OTHOHIEHWSIM B 5KOHOMVIKE BbI3BAJI ITOSIB-
JIeHVe Ha BHYTPeHHEeM POCCUVICKOM PHIHKEe TOBAPOB U yCJIyI MHOXXeCTBa
OTEYeCTBEHHBIX U 3apyOeXHBIX KOMMEPUECKUX CTPYKTYP — IPOM3BOMV-
Teslen M TOTpeduTeent MHMoOpMaIny, CpeacTs MHpopMaTHU3aIii 1 3a-
IIUTE MHPOopManmy. beckoHTposIbHas AesSTeSIbHOCTh 3TUX CTPYKTYP IO
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CO3aHMIO W 3alllnTe CUCTeM cOopa, 0OpaboOTKM, XpaHEeHMS W Ieperadn
CTAaTUCTYECKOTVI, cpMHaHCOBoVI, 6VIp)KeBOI7[, HaJIOTOBOVI, TaMOXXE€HHOW
MHPOpMaIMI co3daeT pealbHYIO yrpo3y OesomacHocTi Poccun B 3Ko-
HOMIYeCKO cdepe. AHaJIOTMYHBIE YTPO3bI BO3SHUKAIOT IIPU OECKOH-
TPOJIBHOM IIpVBJIEY€HMUV MHOCTPaHHBIX (PVMPM K CO3HaHWIO IOHOOHBIX
CUICTeM, IIOCKOJIBKY IIPVI 3TOM CKJIaZbIBAlOTCS OJarompusTHBIE YCIIOBVASA
IS HECAaHKIIVIOHMPOBAHHOTO JIOCTYIIa K KOH(PVIEHIIVAJIBHOV 3KOHOMM-
gecKoy MHMOpMaImMm ¥ I KOHTPOJISL 3a IIporeccaMyl ee Iiepermadi 7
00paboTKVI CO CTOPOHBI MHOCTPAHHBIX CIIEICITYXK0.

Kpnritaeckoe cocrosiHMe IpeqIpusS T HallMOHAJIBHBIX OTpacyient
MIPOMBIIIUIEHHOCTY, pa3pabaThIBaOMIMX VI IIPOV3BOAAIINX CPEICTBa VH-
dopmaTm3aIy, TeTeKOMMYHMKAIVM, CBA3W ¥ 3aIllATBI MHQOPMAIIN,
HNPUBOLNUT K IIMPOKOMY VCIIOJIB30BAHVIO COOTBETCTBYIOIIVIX MMIIOPTHBIX
CPeIICTB, UTO CO3[aeT YyIpo3y BO3HMKHOBEHWS TEXHOJIOTMYECKO 3aBUCH-
MocTy Poccum oT MHOCTpaHHBIX TOCYIAapPCTB.

CepresHyro yrposy Ijisi HOpMaJIbHOTO (PYHKIIMOHMPOBAHMSA 3KO-
HOMUKI B II€JIOM IIPEACTaB/IIIOT KOMIIBIOTEpHBIE IIPeCTYIUIeHNMS, CBs-
3aHHBIE ¢ MPOHVKHOBEHMEM KPVMMHAIIBHBIX 3JIEMEHTOB B KOMIIBIOTE]P-
HBIE CYICTEMBI 11 CETVI OAHKOB ¥ VIHBIX KPEIUTHBIX OPraHM3allMA.

HemocraTouHOCT HOPMATVBHOV IIPaBOBOVI Oa3bl, OIIpeIeIsIoNent
OTBETCTBEHHOCTb XO3SIVICTBYIOIIVIX CyOBEKTOB 3a HENOCTOBEPHOCTH VI
COKPBITVE CBEIeHMIT 00 MX KOMMEPYECKOW JIeSTeJIbHOCTH, O IIOTpebu-
TEJIBCKVIX CBOVICTBAX IIPOM3BOAVIMBIX MMV TOBapOB U YCIIYT, O pe3yJibTa-
Tax VX XO3SIICTBEHHOV HEeSITeJIbHOCTY, 00 MHBECTUIIVSIX M TOMY IT0I00-
HOM, MPEIATCTBYeT HOPMaJIbHOMY (PYHKUVMOHMPOBAHMIO XO3SVICTBYIO-
VX CyOBEKTOB. B TO ke BpeMsl CyIIeCcTBEHHBIVI 5KOHOMUYECKUT yIIepo
XO3SVICTBYIOIIVMM CyOBbeKTaM MO)KeT ObITh HaHeceH BCJIELCTBUE pasljla-
IIeHMs MHpOpMaInUM, cofeprKaller KoOMMepdecKyIo TarHy. B cucremax
cbopa, o6paboTky, xpaHeHN 1 lepenaun (PVHAHCOBOVI, OMPIKEBOVI, Ha-
JIOTOBOVI, TAMOXXeHHOVI MHopMalmy Hanboslee OIlacHBI IIPOTMBOIIPAB-
HOe KOIIMpoBaHMe MHQOPMAIIMM 1 ee VMCKaKeHNe BCIIEICTBIE IIpeTHa-
MEepPEHHBIX WIV CITyYayrHBIX HapyIIeHUIT TEXHOIOTMM PaboThI ¢ MHGOP-
Mallyierl, HeCaHKIIMIOHMPOBAHHOTO JOCTYIIA K Hell. DTo KacaeTcs U derie-
PaJIBHBIX OPraHOB VICIIOTHUTEIIHFHOV BJIACTHM, 3aHSATBIX (POPMMPOBAHIIEM
Y pacrpocTpaHeHVeM WHQOPMaNUM O BHEIIHE3KOHOMIYECKOV es-
TesibHOCTY Poccurickont Pepepariyn.

OcCHOBHBIMI MepaMM II0 0OecIteueHNI0 MHAOPMAIIMOHHOM Oe30-
rtacHocT Poccurickont denepanynt B cpepe 3KOHOMVIKI SIBIISIFOTCS:

e oOpraHm3anusA ¥ OCYyIIeCTBIeHVe TOCydapCTBEHHOrO KOHTPOJIS 3a
CO37jaHMeM, Pa3BUTHEM U 3aIIIUTON CUCTEM U CpelcTB cOopa, 06paboTky,
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XpaHeHMs VI Ilepeavn CTaTUCTIUYIeCKON, (PVHAHCOBOV, OMpKeBOvI, Hajlo-
TOBOV, TAMOXXeHHOV MHMOpManm;

e KOpeHHas IIepecTPOVIKa CUCTEMBI TOCYIapCTBEHHOV CTaTUCTVIYe-
CKOVI OTYETHOCTH B IIeJIsIX oOecrieueHs JOCTOBEPHOCTH, ITOJIHOTHI U 3a-
IIUIITeHHOCTY MHQOPMAIINY, OCYIIeCcTBIsIeMasl ITyTeM BBedeHs CTPOTOv
IOpT/I,Z[T/ILIECKOVI OTBETCTBEHHOCTV JOJDKHOCTHBIX JINI] 3a IIOATOTOBKY IIE€p-
BUYHOV MHQOPMAIIM, OpraHMU3aLI0 KOHTPOJIA 3a I1eATeJIbHOCTBIO 3TUX
I U CIyKO 0OpaboTKM M aHaIM3a CTaTUCTIYeCKOV MHOpMaInm, a
TaKke IyTeM orpaHMYeHV s KOMMepIlMaIn3aluy Takov MHpopMamy;

e paspaboTka HaIVOHAIBHBIX CEPTUQPUIIMPOBAHHBIX CPEACTB 3a-
IIMTHL MHMOPMAaIIMYL VI BHETIPEeHMe X B CUCTEMBI U CpeflcTBa cbopa, 00-
paboTku, XpaHeHMs 1 Ilepeady CTaTUCTUYeCKOV, (PMHAHCOBOVI, Oupike-
BOVI, HAJIOTOBOVI, TaMO>XKE€HHO1 V[HcpopMaLWM;

e paspaboTka 1 BHeIpeHVe HAIMOHAIBHBIX 3alVIIEHHBIX CUCTEM
JIEKTPOHHBIX IUIATEXeV Ha 0a3e MHTeIUIEKTyaJIbHBIX KapT, CUCTEM 3JIeK-
TPOHHBIX JeHeT ¥ 3JIeKTPOHHOW TOPTOBIINM, CTaHOAPTM3AIMA 3TUX CUC-
TeM, a TaKke pa3paboTka HOPMATMBHOV IIPaBOBOM 0asbl, perslaMeHTU-
pyIo111en nx UCIIojIb30BaHUE;

®  COBepIIeHCTBOBaHVE HOPMaTMBHOV IIPaBOBOVI 0asbl, peryiInpyro-
IITeVt MHQOPMAIVIOHHBIE OTHOITIEHMS B cpepe S5KOHOMVIKYI;

®  COBepIIeHCTBOBaHVE METOHOB OTOOpa W IOATOTOBKM IIepCOHAsIa
11 padoThL B cucTeMax cOopa, 06pabOTKM, XxpaHeHMs U Iepefadn KO-
HOMIYeCKOV MHOpMalun.

Hawnbosee BaxxapIMU 0O0BeKTaMI oOecriedeHMs MHPOPMAIIMOHHON
6esonacHocTn Poccuiickont Penepanmt B 00y1acTvi HAyKu M TEXHUKM SIB-
JISTFOTCSL:

e pesysbTaThl (PYHIAMEHTAJIBHBIX, IIOVMCKOBBIX M IIPUKIIAITHBIX
HAy4YHBIX VCCIIeHOBaHWV, IIOTEHIMAJIbHO Ba’KHBle [JII Hay4HO-
TEeXHMUYECKOTO, TEeXHOJIOTMYECKOro ¥ COHMaIbHO-D9KOHOMMYECKOTO
PasBUTHUS CTpaHBI, BKIIIOYAsl CBeIeHUs, yrpaTa KOTOPBIX MOXET Ha-
HeCcTM yIIep0 HaIlMOHaJIBHBIM MHTepecaM W IpecTVKy Poccuiickon
®Pepepannm;

e  OTKpPBITHMS, He3allaTeHTOBAHHbBIE TEXHOJIOIMY, IIPOMBIIIUIEHHbIE
00pas31IbL, IToJIe3Hble MOEIIN U SKCIIepVIMeHTa/IbHOe 000pyAoBaHe;

e  Hay4HO-TeXHMYECKMe KaJpbl VI CHICTeMA VX IIOTOTOBKL;

®  CHCTeMBI YIIPaBJIeHWs CJIOKHBIMM VICCIIEIOBATETbCKIMYL KOMIDIEK-
caMU (SIepHBIMM peaKTopaMy, YCKOPUTEIISIMU 3JIEMEHTApPHBIX YacTMII,
IUIa3MEHHBIMV TeHepaTopaMu 1 1Ip.).
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5.2. OrpaHuuyeHue gocryna

Orpaniaene TOCTyIa 3aK/II0OYaeTcs B CO3MaHMUM HEKOTOpou -
31MeCcKOVI 3aMKHYTOVI IIperpabl BOKPYT 00beKTa 3aIlUThl ¢ OpraHu3amy-
eVl KOHTPOJIMPYEMOTO JOCTYIIA JINLI, CBSI3aHHBIX C OOBEKTOM 3allUTHI I10
CBOMM (PYHKIIVIOHAJIBHBIM O0S3aHHOCTSIM.

OrpaHndeHne mocTyna K aBTOMATW3MPOBAHHOW cucTeMe oOpa-
6otkm naPopManuu (ACON) 3akmrouaercs:

e B BBbIIE/IEHNM ClIelaJIbHOV Teppurropyn [yt pasMerteHnss ACOVL;

e B 00OpyIOBaHNI II0 IIEPUIMETPY BBIIEIIEHHOV 30HBI CIIeLIMaIbHBIX
OIrpaXIEHWVI C OXPaHHOV CUTHa/IM3allers;

® B COOPYXEHUM CIIeHVaIbHBIX 3MaHWI VIV IPYTVX COOPY KEeHWTT;

¢ B BBIIeJIEHUMN CIlelMaIbHbIX IIOMeIlleHWI B 3IaHu;

® B CO3TaHWN KOHTPOJIBHO-IIPOIYCKHOTO peXXnMa Ha TeppUTOPUN, B
30aHMIX Y IOMeIIeHVsIX.

3agaua CpeCcTB OrpaHVUeHNs JOCTyNa — UCKIFOUNTh CITyJarHbI U
MpeTHaMePeHHBIVI JOCTYII ITIOCTOPOHHVIX JIVIL, Ha TEPPUTOPVIO pasMeIeHVIs
ACOW u HemocpeicTBEHHO K armaparype. B ykasaHHBIX IIeJIsIX cO3aeTcs
3aIUTHBIV KOHTYP, 3aMbIKaeMbIV IBYMs BUaM IIperpaj; pusidecKon 1
KOHTPOJILHO-IIPOITycKHOV. Takme IIperpagpl 9acTO HasbIBAIOT CHCTEMOV
OXpaHHOVI CUTHaJIM3ALM Y CMCTEMOVI KOHTPOJISL TOCTYTIa.

TpaguiyonHele cpefcTBa KOHTPOJIA AOCTYIIA B 3alMIaeMyIo 30-
Hy 3aK/IIOYalOTCsS B V3TOTOBJICHWM ¥ BblJade TOIYIIeHHBIM JIVIIaM CIIe-
HVaJIbHBIX MPOITYCKOB C pa3sMeIlleHHOV Ha HuX doTorpaduert IMIHOCTI
BJlafielIblla M CBelleHuy O HeM. /laHHbIe ITpOIycKa MOIYT XPaHWUTBCS Y
BJIazlesIblia VIV HeIIOCPeCTBeHHO B ITPOITyCKHOV KaOnHe oxpaHbl. B mo-
cleiHeM cjlydae JIONIyIIeHHOe JIMIO Has3biBaeT (haMIUINIO M CBOVI HOMED,
6o HabMpaeT ero Ha CITeIVaJIbHOV ITaHe IV KaOVHBI IIpY IIPOXOfie de-
pe3 TypHUKeT, IPOIIyCKHOe yJIOCTOBepeHVe BhIIafaeT 13 IHesda U IOo-
CTyIaeT B PyKu pabOTHMKa OXpaHBl, KOTOPHIVI BU3yaIbHO CBepseT JINd-
HOCTb BJIafieJIblia C M300pakeHVeM Ha doTrorpadnm, HasBaHHYIO (pamu-
o ¢ dpaMuuIvent Ha Ipoirycke. DPpdeKTUBHOCTD 3alllUThl JAHHOV CIIC-
TeMblI Bhllle nepsovt. [Tpu 3ToM McKIIIo9aroTcst IIoTepst MPOITycKa, ero Iie-
pexsaT 1 nopajenka. Kpome Toro, ecTs peseps B IOBbIIIeHM 3P PeKTHB-
HOCTV 3alIWTHI C IIOMOIIBIO YBeJIMYeHWsT KOJIMYeCcTBa IIpoBepseMbIX I1a-
pamMeTpoB. OgHAKO OCHOBHAs HArpy3Ka 10 KOHTPOJIIO PV 3TOM JIOXKWUTCS
Ha YeJIoBeKa, a OH, KaK VM3BeCTHO, MOXKeT OIIOaThCS.

K mposepsieMbIM TITapaMeTpaM MOXHO OTHeCTV OwmoMeTpudecKie
MeTOJIbI ay TeHTM(MKALIIY YesIoBeKa.
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buomeTpuaeckme TexHOI0IMM

buomMeTpudeckme TeXHOJIOIMM - 3TO WOEHTUMUKAIM UeloBeKa
10 YHVIKaJIBHBIM, IIPVCYIIVM TOJIBKO €My OMOJIOrMYecKyrM IHpU3HaKaM.
Ha ceropmsmmmii meHb OmoMeTpudYecKye CHUCTEMBI JOCTyIIa SIBJISIOTCS
caMBbIMI HaJleXXHBIMU. BaXHBIM pakTOpOM yBesnueHMs oMy pPHOCTU
OuoMeTprIecKOv 3aIlUTHI SIBJISeTCS IIPOCTOTa MX SKCIUIyaTallvv, II03TO-
My OHW CTaHOBSATCS JJOCTYITHBIMM /15 [JOMAIIIHVX IT0JIb30BaTeJIevL.

35%-
30%. D "PyKM"
25% B "Nanbubl"
20%. D llnuuoll
0O"Masza"
15%
10% B"Tonoc”
°° O"Monnuck"
%1 B [pyrue
0%-

Puc. 5.2. CratmcTuka

Omneuamxu nasvyeb

VpenTnidpmikanms dejioBeKa IIO OTIIEYaTKaM IIIbLIeB — CaMBbIN
PpacIIpoCTpaHeHHBIVI CIIOCO0, VICITOIB3YIOMINTICS OVIOMeTPIIeCcKMIL CIC-
TeMaMM 3aIIUTBl MH@OopMar. CeromHs CylIecTByeT TPW TeXHOJIOTUM
CHSITVISL OTIIeYaTKOB IasiblieB. [lepBast 13 HUX — 9TO MCIOJIb30BAHME OII-
TUYECKMX CKaHepoB. [TpUHIINAIT IeVICTBMS STUX YCTPOVICTB IIPaKTINIeCKN
VIIEHTVYEH IIPVHIIUIIAM PaboThl OOBIYHBIX CKaHEpOB. [J1aBHOE J10CTOVIH-
CTBO OIITMYECKMX CKAaHEepOB — 9TO X HellleBnsHa. K HemocTtaTkaMm ciienyer
OTHECTM TO, UTO 3TO BecbMa KallpM3HBEIe IIPMOOpPEH], TpeOyromme IoCTo-
sgHHOro yxopa. ITeuib, rpsasp M apanvHbl MOTYT OTKa3aTh B JIOITyCKe JIe-
raJlbHOMY IIOJIb30BATeJII0, KpPOME€ TOrO, OTII€YaTOK, IIOJIyYeHHBIN
C IIOMOIIIBIO OITIUYIECKOTO CKaHepa, OUYeHb CVIIBHO 3aBUCUT OT COCTOSIHVIS
koxn. JKupHas wiv, Ha000poT, cyxasi 1 yX TeM OoJiee IIOTPeCcKaBIIasICs
KOXXa MOXeT IIOCIY>KUTh IIPUYMHOV  PasMBITOCTV  WM300pakeHVs
VI HeBO3MOXKHOCTV VIE€HTMPUKALIVIV JINTIHOCTIA

Bropast TeXHOJIOrMS OCHOBaHA Ha VCIIOJIB30BAHUM HE OITUYECKMX,
a 71eKTpuuecknx cKaHepos. CyTh ee 3aKiIodaercs B cyiemyrorieM. I1oms-
30BaTesIb NPUKIIA/IbIBAET Iaslell K CIelVaIbHON IUIACTVHe, KOTopasi Co-
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CTOUT M3 KpeMHMEeBOV MOMJIOXKM, cofepxkamert 90 Thicsu KOHIeHcaTop-
HBIX IDIacTMH c maroMm cuuthiBaHusa 500 THA. ITpm sTOoM moiydaercs
cBoeoOpasHbIV KoHIeHcaTop. OnHa IUIACTMHA — 3TO IOBEPXHOCTh CEHCO-
pa, BTOpas - Hajiel] 4ejloBeKa. A IIOCKOJIbKY IHOTeHIIMasl JIeKTPUIecKoro
IIOJIs. BHYTPW KOHJIEHCATOpa 3aBVWCUT OT PacCTOSHVIL MEXy IUTacTVHa-
MM, TO KapTa 3TOTO IIOJI HOBTOpseT MAaIlVUIAPHBIN PVUCYHOK IIasblia.
DjleKTpudecKoe II0JIe M3MepsieTcs, a IoJIydeHHble JaHHBIe IIpeodpasy-
IOTCSL B BOCBMMOWTOBOE pacTpoBoe m3obpakeHme. K gocromHcTBaM 3TOM
TeXHOJIOTWI MOXXHO OTHECTM OYeHBb BBICOKYIO TOYHOCTBH IIOJIyYaeMOIo
oTrevaTKa Ilajblia, He 3aBUCAIIYIO OT COCTOSHMS KOXM II0JIb30BaTesId.
CucreMa mpekpacHO cpaboTaeT Jake B TOM CJIydae, eIV Iajlell JesioBe-
Ka mcravkad. KpoMe Toro, caMo yCTporicTBO mMeeT MajIeHbKIe pa3Mephl,
YTO IIO3BOJISIeT VWICIIOJIB30BaTh ero BO MHOIMX MecTrax. Ho ecTtpb
y 2JIeKTPUYECKOTO CKaHepa W HeIOCTaTKN. Bo-TiepBbIX, m3roToBiIeHVIE
ceHcopa, copepKatero 90 ThICSY KOHIEHCATOPHBIX IUIACTMH JOCTATOYHO
moporoe. Bo-BTOpbIX, KpeMHMEBBIVI KPUCTaIUI, JIeXKalllil B OCHOBe CKaHe-
pa, TpebyeT repmervaHoi 00O0JIOUKM. A 3TO HaKIagblBaeT HOIIOJIHVI-
TeJIbHBIe OTpaHMYEeHVsI Ha yCIOBMS IIPVMEHEeHS CUCTeMEB], B YaCTHOCTH
Ha BHEIIHIO cpeqy, HaMdue BUOpalmy M ygapoB. B-TpeTbmx, oTkas
OT PabOoTHI TPV HAIMYNY CYJIPHOT'O 3JIeKTPOMAarHUTHOTO M3JTyYeHVIs.

Tperpss TexHONMOIMA MAOeHTM(WKALNMI UejIOBeKa IO OTIIeYaTKaM
mastelieB - TactileSense, paspaborannast kommanmenn Who Vision
Systems. B aTmx ckaHepax WCIIONIb3yeTcsl CIIeLMaIbHBIV TOJIVIMEePHBIN
MaTepuas, UyBCTBUTEIBHBIN K Pa3HOCTV 3JIeKTPUYECKOrO IO MEXIY
rpebHsIMI U BIIagyiHaMI KOXI. To ecTh dpakTmdecKn IPMHLONII paboThL
ycrporicts TactileSense Takovi ke, Kak My 3JIeKTPUYECKMX CKaHEPOB, HO
y HUX eCThb psf, IIpemMyIecTs. IlepBoe - cTOMMOCTB IIPOM3BOICTBA II0-
JIMMEPHOI0 CeHcopa B COTHM pa3 MeHbIIle, UeM IleHa KpeMHIeBOro.
Bropoe - oTCcyTCTBME XPYIIKOVI OCHOBBI ODecrieurBaeT BBICOKYIO IIpOY-
HOCTB KaK IIOBEPXHOCTM CKaHepa, TaK M BCeTO yCTpOVCcTBa. TpeTbe — M-
HUATIOpHEBIEe pasMepbl ceHcopa. DaKTydecKn 11 TOITyYeHMs oTIevaTkKa
Hy>XHa TOJIPKO IUIACTVMHKA IUIOIIAIbIO, PaBHOW IUIOMIAAM IOAYIIeUKN
nasteiia, v TommyHon Becero 0,075 mm. K aToMy HyXHO mo6aBuTh He-
OoJIBIIyIO 37TEKTPOHHYIO Ha4YMHKY. llomyumBImmrics ceHCOp HaACTOJIBKO
MaJl, 9YTO ero MOXHO Oe3 KaKoro-jmobo yiiepba BCTPOUTh IIPaKTUUIeCKN
B JII000€ KOMITBIOTEpHOE yCTPOVICTBO.

T'aa3za
Y uestoBeyeckoro Ij1asa ecTb JABe YHUKaJIbHBIE U1 KaXIOro 4Yesio-
BeKa XapaKTePUCTMKM. DTO ceTdaTKa M pamy’kHas obosodka. llepsyro
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IUIS TIOCTPOEeHMsl OMOMeTpUYecKMX cucTeM obecriedeHVs MHGOpMaII-
OHHOVI 5e30ITaCHOCTM VICTIONIB3YIOT yKe JIaBHO. B aTmx cmcTemax ckaHep
orpenesisieT b0 PUCYHOK KPOBEHOCHBIX COCYZOB IVIA3HOTO [IHA, JINOO
OTpa’Kalollyie ¥ IIOIIONIAIOIIVE XapaKTePUCTUKI caMort ceTdaTkn. Obe
3TV TE€XHOJIOTMI CYMTAIOTCS CaMbIMI HafleXXHBIMU Cpefy OviomeTpirde-
ckmx. CeTuaTKy HEBO3MOXKHO TIOJIfiesIaTh, ee Heylb3sl ccpoTorpacdmposarh
VIV CHSTh OTKYy/[a-HuUOyZb, Kak OTIeuaTOK Iasielia. ITpaBma, HemocTaT-
KOB Yy CMCTeM, PabOTaOIIMX C CETYATKON Ilas3a, Ooslee WeM JOCTaTOYHO.
Bo-mrepBrIX, 3TO BBICOKasi CTOMMOCTE CKAaHEePOB ¥ X OosbITiie TabapuThL.
Bo-BTOpBIX, [10JIT0€ BpeMsl aHa/In3a II0JIy4eHHOTrO 1300pakeHMs (He Me-
Hee OJTHOVI MUHYTEI). B-TpeTbux, — HeIIpuATHas I YejloBeKa IIpOollefTy-
pa ckaHVpoBaHMA. [1e7I0 B TOM, UTO II0JIb30BaTelIb JOJDKEH BO BpeMs 3TO-
ro Ipoliecca CMOTPETh B OIIpelelleHHYIO TouKy. [Ipudem ckaHMpoBaHMe
OCYIIIECTBJISIETCS C TIOMOIIBIO MH(MPaKpacHOTO JIyda, 13-3a Yero YeyioBeK
VICIIBITBIBAeT OoJIe3HeHHbIe omyienusd. Vl, HakoHel, B-4eTBepTHIX, -
3Ha4uTEJIbHOE YXYIIIIEeHVEe KadeCTBa CHVMKa IIPV HEKOTOPbBIX 3abos1eBa-
HUSAX, HaIlpyUMep IIpM KarapakTe. A 3TO 3HAYUT, 4YTO JIIOAU
C YXYZIIIIeHHBIM 3peHVeM He CMOTYT BOCITOJTb30BaThCS 3TOVI TeXHOJIOTVIETA.

Henocratku moeHTMUKAIIMM YeloBeKa IO ceTdaTKe Ila3a Ipu-
BeJIV K TOMY, YTO 3Ta TEXHOJIOT VIS IUIOXO ITOAXOMINT LIS VICIIOIb30BAHIS B
cricTeMax 3ammuThl MHMopManmm. ITosToMy Hamborbllee pacrpocTpaHe-
HMe OHa IIOJIydWila B CHUCTE€MaX OOCTyIla Ha CeKpeTHble Hay4HbIe
VI BOEHHbIE OOBEKTBI.

[To-gpyromy oOCTOSIT Aena C CHCTeMaMWV, VICIIONb3YIOIIMMU IS
VIeHTUdMKaIN pamy>kKHyI0 000JI0YKY IIasa. it mx paboThl HYXKHBI
TOJIBKO CITeIlnaJIbHOe IIporpaMMHOe obecriedeHne v Kamepa. IlpumHrimm
paboTel TakMx cmcTeM o4yeHB IpocT. Kamepa cHVMMaeTr JMIIO desloBeKa.
ITporpaMmMa w3 IIOJIy4e€HHOTO W300pakKeHWsSI BbIOEIISeT PamgyXHYIO
000J10uKy. 3aTeM IIO OIpeleJIeHHOMY aJIrOPUTMY CTPOUTCS IMPOBOTL
KOJI, TI0 KOTOPOMY ¥ OCYIIeCTBIIIeTCs VaeHTUdVKanys. [JaHHbIT MeToz,
VIMeeT psifl IpeVMyIecTs. Bo-1iepBrIx, Hebosbias 1meHa. Bo-BTophIX, oc-
7a0JIeHHOe 3peHMe He NPeNSTCTBYeT CKaHMPOBAHWMIO VI KOAVPOBAHWIO
VMAEHTUPUITMPYIOIINX TTapaMeTpoB. B-TpeTpnx, kamepa He JIOCTaBIIIe€T
HIKaKOTO JTMCKOMOPTa IT0Tb30BaTeIIsIM.

JIuyo

Ha cerogHAIHMII [eHb CyIIeCTBYeT IIBe OMOMeTpidecKie TeXHO-
JIOTMV, VICHIOJIB3YIOIIMe I UaeHTUdMKaIMM dejlopeKa ero ymiio. Ilep-
Bas IIPENCTaBIIeT CIelVaJbHOe IPOorpaMMHOe obeclieueHme, KOTOpoe
Hojry4aeT m3o0pakeHme c BeO-kaMeprl m oOpabaTbiBaeT ero. Ha mmiie
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BBIIIEJISIIOTCS OT/IeIbHBIe OOBEKTHI (OpOBY, I1a3a, HOC, TyOBbI), I KaKIo-
TO M3 KOTOPBIX BBIYVCIISIIOTCS ITapaMeTphl, IIOJIHOCTBIO €r0 OIIpeNIeIsiio-
mve. IIpu 3TOM MHOTME COBpEMEHHBbIE CHUCTEMBI CTPOSIT TPEXMEPHBIN
obpa3 mmira 4esioBeKa. DTO HYXKHO IS TOTO, Y4TOOBI MIeHTMMKaII
OKasaJlaCh BO3MOXXHOVI, HaIlpMMep, IIpV HaKJIOHe TOJIOBBI M IIOBOPOTE
1071, HeOOIBIIMIM  YITIOM. JOCTOMHCTBO Y IIOMOOHBIX CMCTEM OIHO — 3TO
neHa. Benp s paboTsl HYKHBI TOJIBKO CHEVaJIbHOE IIPOrpaMMHOe
obecrreyeHne 11 BeO-KaMepa, KOTOpasl yXe CTaJla IIPUBBIYHBIM aTpUOyTOM
MHOIMX KOMIIbIOTepoB. HemocraTkoB wieHTHMdMKALIMM dYeloBeKa II0
dopme ymria ropasgo Gospire. CambIvi TJIIaBHBIVI MUHYC — HMU3Kas TOY-
HOCTb. UeJstoBeK BO BpeMs MIeHTU UKAIMY MOXeT He TaK IIOBEPHYTb
TOJIOBY, VIV €T0 JINIIO MOXKET VIMETb He TO BhIpaKeHVe, KOTOpOe XpaHWUT-
¢ BOase pmamHbIX. Kpome TOro, cmcrema, CKOpee BCEro, OTKaKeT
B JOCTYyIle JKEHIIVHe, KOTOpas HaKpacwliach He TaK, KaK OOBIYHO, Ha-
npvMep M3MeHVB popMy Oposeri. MOXXHO ellle BCIIOMHUTD 11 OJIM3HEIIOB,
dopma j1rIIa KOTOPEIX ITPpaKTUUeCK! MIeHTUYHa.

Bropast TexHOIOIMS, OCHOBaHHAs Ha WIEHTUUKALVN YeloBeKa
IO eT0 JIVILY, VICIIOJNIb3yeT TepMOorpaMMy. [1eio B TOM, 4TO apTepun JeIo-
BeKa, KOTOPBIX Ha JIMIle JOBOJIBHO MHOIO, BBIOEILIIOT Terwlo. IlosroMmy,
cororpacdmpoBaB HOIB30BATENS C IIOMOIIBIO CIENVaIbHO WMHPpa-
KpacHOVI KaMephbl, CCTEMA IIOJIyYaeT «KapTy» PacIIOJIOKEHMs apTepurs,
KOTOpasi ¥ Has3blBaeTCsd TEPMOTPaMMOM. Y  KaXJOro  dYeJIoBeKa
OHa pa3yuHa. [laXke y OHOSVIIIEBBIX OJIV3HEIIOB apTepuM pPacIIoiIoXe-
HBI HO-pa3HOMy. A HOBTOMy HaJe>XHOCTb 2TOTO MeTOoda JOCTAaTOYHO BbI-
coka. K coxxaseHvio, OH IIoSBWIICS HeAABHO ¥ IIOKa He ITOJTy 4wl O0JIbIIIo-
T'O pacIpoCTpaHEeHMS.

Jladons

Tak Xe Kak W B HpelbliylleM cjlydae CyLIeCcTBYIOT JBa criocoba
voeHTUdUKaIMM 4YesloBeKa IO JIaJOHW. B IlepBoM mCIIONB3yeTcs ee
dopma. OcHOBOVI CHCTEMBI SBJIIETCS CIelyaabHoe yCTporicTso. OHO co-
CTOUT M3 KaMepPbl ¥ HeCKOJIBKMX IIOACBeYMBalox AuonoB. [aBHas 3a-
Jlava 3TOT0 yCTPOVICTBA — IIOCTPOUTHh TPeXMEPHBIVI 00pa3 JIafgoHM, KOTO-
p]:IT?I IIOTOM CpaBHMBAETCA C STAJIOHHBIMY JaHHBIMU. Ha,[[e)KHOCTI) 9TOTO
criocoba VIOeHTUVKAIIUY JOBOJIBHO BeJIMKa. BoT Tompko mpmbop, cka-
HVIPYIOIIVI JIAZIOHB, — JOBOJIBHO XPYIIKOE YCTPOVICTBO. A IIO3TOMY YCIJIO-
BVISL €T'0 VICIIOJIB30BAHMS OTPAHMIEHBL.

Bropas OroMeTpndecKasi TEXHOJIOTVS, VICIIONIb3YIOIIas JIafOHb de-
JIOBEKa, VICIIOJIb3YyeT IS aeHTndMKaIMy TepMorpamMmy. B obiem, atot
crtoco®  TOTHOCTBIO  WAEHTWYEeH  ONpedeIeHMIO  II0JIb30BaTelIs
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II0 TeEpMOIrpaMMe JIiniia, TaK YTO €ro IMOCTOVMHCTBaA M HEOOCTAaTKM TOYHO
TaKue JXe.

Junamuueckue xapaxmepucmuxu

JyHaMIgecKe mapaMeTphl - 3TO ITOBeJleHYeCcKVe XapaKTepuCTH-
KV, TO €CTh Te, KOTOPBIe IIOCTPOeHBI Ha 0COOEHHOCTSIX, XapaKTePHBIX IS
MIOICO3HATEIbHBIX [IBVDKEHWUI B IIpoOLlecce BOCIIPOM3BENEHMs KaKOro-
0o fevicTBusL. B GrioMeTprdecKmx crcTeMax Jalie BCero MCIIONIb3YIOTCS
rOJIOC, IIOUePK ¥ KJIaBMATYPHBIV IIOYEpPK.

['JTaBHBIMM JOCTOMHCTBAMVI CVCTEM, VIeHTVU(VIINPYIOLINX JIOIeN
TI0 TOJIOCY, SIBJISIOTCS HU3Kasl IleHa ¥ YH0OCTBO KakK IUIS II0JIb30BaTesIert,
TaK VI aJIMMHUCTPATOpoB. I 3TOro HeoOXOmMMO CHelabHOe
IIpOrpaMMHOe obecrieueHme VI MUKpPOOH, IIONKITIOYEeHHBIN
K KommbioTepy. K HemocraTkaM OMOMeTpMYECKMX CHCTEM, WICIIOJIBb3YIO-
VX TOJIOC, B IIEPBYIO O4eperb CIleflyeT OTHECTV JIOBOJIbHO HU3KYIO Ha-
HEeXHOCTb. [1eJ10 B TOM, UTO, VICIIOJIB3YSl COBpEMEHHBIE BHICOKOKAUeCTBEH-
HBIe YCTPOVICTBA, MOXKHO 3aIlVICaTh ¥ BOCIIPOM3BECTU TOJIOC UeJIoBeKa
VI HeT HMKAKOV TapaHTWUM, YTO CUCTeMa pacIio3HaeT Iopzerniky. Kpome
TOro, IIPOCTyJa MOXeT HEeMHOIO W3MeHWUTh T0JIOC IIOJIb30BaTellsd,
B pesyJIbTaTe 4ero eMy OyJIeT OTKa3aHO B [JOCTYIIE.

JIvianast opmack IS MIeHTUWKAIMY YeloBeKa VICIIONb3YeTCs
y>Xke MHOro BeKoB. IlepBble KOMIIBIOTEpHBIE CHCTEMEL, VCIIOJIB3YyIOIIe
3TOT IIapaMeTp, IPOCTO CpaBHMBaJIM IIOJIyYeHHYIO KapTHMHKY
¢ atastoHoM. Ho, K coxarienmio, 3ToT crioco6 mieHTrdMKaIm o4eHb He-
HajexeH. [Ipm >kelaHWM 3JI0yMBIIUIEHHMK MOXXET HaTpPeHVPOBaThCS
VI JIETKO TIOJIfiesIaTh HpaKTUYecKy Jolyio mommmck. ITosTomy coBpemen-
HBIe CHCTEMBI He IIPOCTO CPaBHMBAIOT JBe KapTWHKM, HO VI VI3MEPSIOT
AVHaAMVYecKye XapaKTepPUCTVKY HalvicaHus (BpeMsl HaHeCeHVs ITOIIV-
C¥, AVHAMMKy HakKVMa Ha IIOBEPXHOCTb M T. IL.). EcTecTBeHHO, 4TO ISt
3TOTO HYXXHO CIelyajbHOe obopyrosaHme. B OompmmmHcTBe ciTydaes
KOMITBIOTEP [IOYKOMIUIEKTOBBIBAETCSI CEHCOPHOV TIOBEPXHOCTBIO, ITOXO-
XKeVl Ha rpadwvdeckmit IuraHieT. Ho Bce GosbIiyio v OOJIBIIVIO IIOIY-
JISIPHOCTH 3aBOEBBIBAIOT CIIEI[MAJIbHBIE «PYYKI», CIIOCOOHBIE VM3MEpSTh
CTelleHb HakMMa BO BpeMsl «IIMCbMa» ¥ IIpoYe ITapaMeTphl. [1aBHOe 11X
HOCTOVIHCTBO Ilepef] CEHCOPHBIMV IIOBEPXHOCTSMI - MMHVIMYM 3aHW-
MaeMOIro MeCTa, YTO CYIIeCTBEHHO paclIipsieT o01IacTb IIpUMeHeHWs
OVIOMeTPUUIeCKIX CYICTEM 3TOTO Kilacca.

Hawbosee pacmipocTpaHeHHBIV CII0co0 MOeHTM(UKALINN YeJIoBeKa
II0 IMHAMWYeCKVM XapaKTepUCTHKaM - KIaBMATyPHBIV ITouepk. [lero
B TOM, YTO KaK/IBIVI UeJIOBeK I10-CBoeMy HaOupaeT TeKCT Ha KilaBUaType.
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IMosToMy Mo ompeseIeHHBIM XapaKTepUCTUKaM MOXHO UAeHTUPULIPO-
BaThb II0JIB30BaTENIS C JJOBOJIBHO BBICOKOV TOYHOCTBIO. I ITIOCHI ITOOOHBIX
CCTEM OYeBVIHEBI. BO-HepBbIX, He HY’>XKHO HMKaKoe HOIIOJIHUTEJIbHOEe
obopynosaHue. Bo-BTOPBIX, MAeHTMVKALIM OYeHDb YA00Ha JIJIS II0JIb30-
BaTeJIs: OH BBOAUT OOBIYHBIN IIapoJib, a Ha CaMOM Jiejle CUcTeMa TOYHO
OIIpenesIgeT, VIMeeT JI IIpaBO CULMIINI 3a KOMIIBIOTEPOM Ha JOCTYII
K uHpopMarnn. [11aBHBIT HeOCTATOK MCIIONIb30BaHMS KJIaBMATypPHOIO
rnoyepka I MaeHTUUKaLUN JIMYHOCTU — BpeMeHHOe M3MeHeHVe 3TO-
o caMoOro IroYepkKa y IOJIb30BaTesIeNt IO, BIIVISHIEM CTPeCCOBBIX CUTYya-
nuii. YTo, B cBOIO oueperlb, MOXKET IIPUBECT! K OTKas3y B JIOCTyIle YesIoBe-
Ky, MIMEIOIlIeMY Ha 3TO IIpaBo.

HeobxomyMo oTMeTWTh, UTO CUTyallMs Ha pbIHKe OmoMeTrpude-
CKMX CVICTEM M3MEHSETCS O9eHb OBICTPO. [TOCTOSIHHO ITOSIBIISIOTCS HOBBIE,
Oosiee HafleXXHEBIe, a 3a49acTyIO 1 OoJIee JIeIeBble TEXHOIOT M.

CopepuieHcTBOBaHVE KOHTPOJILHO-IIPOIYCKHOV CHUCTeMbl B Ha-
CTOgIIlee BpeMs BeIeTCs TakKXe B HallpaBJIeHWMM COBEPIIeHCTBOBAHWIS
KOHCTPYKLIM IIPOITyCKa-yaOCTOBEPEHISL JIMYHOCTY Iy TeM 3aIViCi KOHo-
BBIX 3HAYEHWII ITapPOJIeTL.

Pusnyeckas nperpaja 3aljUTHOro KOHTypa, pasMeljaemas 110 Ile-
PVIMETPY OXpaHSeMOVI 30HbI, CHaO)XaeTcsl OXPaHHOV CUTHaJIM3alIVe.

B macrosmiee BpeMs1 psif, HIpeqIpUsTUi BBIITYCKaeT 3JIEKTPOHHbIE
CUCTEMBI I 3alllUTBI TOCYTAapCTBEHHBIX M YaCTHBIX 00BEeKTOB OT Ipo-
HUKHOBEHNS B HUX IIOCTOPOHHMX Jnil. ['apaHTUpoBaTh 3P PeKTUBHOCTD
CUCTEMBI OXPaHHOV CUTHAIM3ALMMU MOXKHO TOJIBKO B TOM CiIy4ae, eciIn
obecrieueHbl HaJIE)KHOCTb BCEX €€ COCTAaBHBIX JIEMEHTOB U MX COIJIACo-
BaHHOe PyHKIMOHMpoBaHKe. [Tpn 3ToM MMeIoT 3HaUeHVe TUII TaT4nKa,
CII0CcO0 OTIOBeIleHMs WJIM KOHTPOJIA, IIOMEeXOYCTOMYMBOCTB, a TaKXKe
peakuys Ha curHasi TpeBorv. MecTHast 3ByKOBasl VIV CBETOBasi CUTHAJIVI-
3a1Vis MOXKeT OKa3aThCsl HeHOCTaTOYHOVI, II0O3TOMY MeCTHBIe YCTPOVICTBA
OXpaHBI 11eJIeco00pa3HO MOOK/IIOUNTD K CIeIMaIN3MpPOBaHHBIM CPeCT-
BaM IIEHTPaJIM30BaHHOTI'O YIIpaBJI€HV, KOTOPbIE ITPV IIOJIy4YeHMNM CUTHa-
JIa TPeBOI'M BBICHUIAIOT CHIELVA/IbHYIO TPYIITY OXPaHbL

CrreuTh 3a cOCTOSTHVMEM AATUMKOB MOXET aBTOMaTHU4YecKas CUCTe-
Ma, pacIiojIOK€HHasl B LIEeHTpe YIIpaBJI€HVI, VIV COTPYOHVK OXpaHBbI,
KOTOPBIVI HAXOIUTCSA Ha OOBEKTe U TPV CBETOBOM WJIM 3BYKOBOM CUTHaJIe
HpVHMMaeT COOTBETCTBYIOIIe Mephl. B IlepBoM ciTydae MecTHBIe OXpaH-
HBIe YCTPOVICTBA IOAKITIOYAIOTCS K IIeHTPY depe3 TesledpOHHBIE JIVIHUW, a
CrlelaIN3poBaHHOe I POBOe YCTPOVICTBO OCYIIECTBIIsAeT Iepuonu-
YeCKMVI OIPOC COCTOSIHMS HaTYMKOB, aBTOMaTW4ecKy HaOwmpas Homep
MPVeMOOTBEeTUMKa, PACIIOJIOKeHHOIo Ha oxpaHsieMoM obbekre. IIpu mo-
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CTYIUIEHMM B LIEHTP CUTHAaJIa TPEBOIV aBTOMATIYeCKas CiCTeMa BKIIIOYa-
€T CUTHaJI OIIOBEILeHVIS.

JlaT4mKy CUTHAJIOB YCTaHABJIMBAIOTCS HA PasIMYHOIO pola orpa-
JKIIEHWSIX, BHY TPV ITOMEIIeHNV, HeIIOCPeICTBEHHO Ha cevidpax U T. II.

Ilpu paspaboTke KOMIUIEKCHOV CHCTEMBI OXPaHBI KOHKPETHOIO
00BeKTa yYMTBHIBAIOT €ro CIeHM(VKY: BHYTPEHHIOI IUIAHVPOBKY 3Ma-
HVSI, OKOH, BXOIHOVI IBEpW, pasMellleHre Hanbosiee Ba’KHBIX TeXHMUe-
CKVIX CPEJICTB.

Bce 3m11 (pakTOPBI BIAMSIOT Ha BHIOOP THIIA JATIMKOB, MX PaCIIOIo-
JKeHVie 1 OIIPeNeIIsioT PsifL APYIMX OCOOEHHOCTEeN JaHHOW cucTeMbl. 1o
HNPUHIINILY JeVICTBMS CYICTEMBI TPEBOXKHOV CUTHAJIM3ALMM MOXHO KIac-
CcnUIPOBaTh CIEMYIOIIIM 00pa3oM:

e  TpaauIIMOHHBbIE (OOBIYHBIE), OCHOBAHHBIE Ha WCIIOJIb30BAHUM Iie-
eVl CUTHAIM3ALMY M VHAVKALMK B KOMIUIEKCe C Pa3JIMYHBIMMU KOHTaK-
TaMM (HaTIuKaMu);

®  YJIBTPa3BYKOBBIE;

IpepbIBaHVIA Ty da;
TeJIEBU3VMOHHBIE,
PaaVoIIOKAIIMOHHBIE;
MVIKPOBOHHOBBIG;
Hpoune.

5.3. KoHTponb AocTyna K annapartype

B neJrsiax KOHTpOHH HOCTyHa K BHyTPEHHEMy MOHTa)I(y, JIVIHVISAM
CBSI3U VI TEXHOJIOTMYECKVIM OpraHaM VIIpaBJIeHMs VICIIOJIb3YeTCs allapa-
Typa KOHTPOJIA BCKPBITHE allllapaTypbl. DTO O3HAYaeT, YTO BHyTPeHHU
MOHTaX annapaTypbl M TeXHOJIOrMmyecKue OpraHbI 1%8 HyHBTBI ynpaBne-
HVISI 3aKPBITHI KPBIIIIKaM, JBepLaMy VI KOXKyXaMmyl, Ha KOTOpbIe ycCTa-
HOBJIEHBI JTaTYMKI. HaTqV[KVI Cpa6aTBIBaIOT HpT/I BCKpEITT/IVI annapaTypr
" BbIOAIOT BHEKTpVI‘{ECKVIe CUTHAaJIbI, KOTOpI:vIe II0 L eIraM C6opa HOCTyHa-
IOT Ha [JeHTPaJIM30BaHHOE YCTPOVICTBO KOHTPOJIS. YCTaHOBKA TaKOW CHC-
TeMBI IMeEeT CMBICII IIpU HamboJsIee IIOJTHOM IepPeKPBITUI BCeX TEXHOIIO-
ITMYecKVX IIOAXOAOB K alllapaType, BKIIOUas CpefcTBa 3arpy3Kul IIpo-
rpaMMHOro obecrieueHms, nyspTsl ypasiieans ACOV u BHeltHMe Ka-
OeJIbHBIE COeIVHWTEII.

B mpearsHOM CiTyvae ISt CCTEM C IOBBIIIEHHBIMY TPeOOoBaHVISIMNI
K 3¢ddeKTMBHOCTM 3ammmThl MHAPOPMAIMM I1e/Ieco00pasHO 3aKpbIBaTh
KPBIIIIKaMM TI0Z], MeXaHWYeCKUI 3aMOK C HaTYMKOM TUIM CTaBUTh IO
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KOHTPOJIb BKJIIOUEHVEe TakXKe INTAaTHBLIX CPeACTB BXOHa B CUCTEMY — Tep-
MWHAJIOB TI0JIb30BaTEJIeN.

KoHTposb BCKpHITHSA allllapaTypbl HeOOXOOMM He TOJIBKO B VHTe-
pecax 3ammTel MTHPOPMAaIIUM OT HeCAaHKIIMOHWPOBAHHOIO JOCTYIIa, HO 1
IS COOJTFOIEHIS] TEXHOJIOTYECKOW IMCIIUIUIHBL.

C mosmyii 3ammTel MHPOPMANMM OT HECAHKIMOHMPOBAHHOTO
JOCTyIIa KOHTPOJIb BCKPBITUS aIlllapaTypbl 3allyillaeT OT CJIeIYIOIIVX
TIEeVICTBUL:

® V3MeHeHWs M paspylIeHus IIPUHIMIINAJILHON CXeMBI BBIUVIC/IV-
TeJILHOVI CVICTEMBI U allllapaTyphl;

*  IIOOKJIIOYEHVI IIOCTOPOHHErO YCTPOVICTBA;

*  U3MeHeHW:s aJlropuTMa PabOTHI BEIYMCIIUTEILHOV CYCTEMBI ITyTeM
VICIIOJIb30BaHVIS TEXHOJIOTMYECKVIX ITIyJIBTOB V1 OpTraHOB yIIpaBJIeHVs,

®  3arpysKu BPeOOHOCHBIX IIPOrpaMM B CHCTEMY;

®  VCIIOJIL30BaHVIA TEPMMHAIOB IIOCTOPOHHVIMM JIUIIAMU U T. 1.

OcHoBHasl 3aja4a CMCTeM KOHTPOJISL BCKPBITVSL allllapaTypel — ITe-
PeKpbITVE Ha IIePUOf, SKCIUTyaTalyi BCeX HEIITaTHBIX M TeXHOJIOTMYe-
CKVIX IIOIXOHOB K amapatype. Ecrvu mocienHme norpeOyroTcs B Iporiec-
ce BKCHJ'[yaTaLU/H/I CHCTEMBI, BbIBOIVIMAasA Ha pEMOHT I Hpoq)maKTMKy
amraparypa Iepez, HadaJoM paboT OTK/IIOYaeTcs OT pabodero KOHTypa
obMmena mHMoOpMaIen:, oayIeXallel 3amyTe, M BBOOAUTCS B pabounit
KOHTYP HOf, HaOJIIo/IeHVIeM ¥ KOHTPOJIEM JIVLI, OTBETCTBEHHBIX 3a Oe30-
TacHOCTb MHQOPMAIIVIL

JlocTyI K IITaTHBIM BXOIAM B CHCTEMY — TepMMUHaJIaM KOHTPOJIU-
pyeTCH C IIOMOIIIBIO KOHTpOHH BbIJa4uyM MeXaHWM4YeCKMX KJIIOUem I10JIb30-
BaTeJISM, a JJOCTYII K MH(OPMAIIUM — C IIOMOIIBIO CYCTEMBI OIIO3HAHVIS U
pasrpaHMueHMs JOCTYIla, BKJIIOUAIOIIEl IIpUMeHeHMe KOHOB IIaposiev,
COOTBETCTBYIOIIMEe (PYHKIVIOHAIBHEIE 3aa4yl IIPOrpaMMHOTO obecIiede-
HVISL VI CIIEIIMaIbHOTO TepMIHaIIa CITy>KOBI Oe30IacHOCTM MHMOPMAaIIVIIL.

YKa3zaHHBIVI TepMMHaJI M YCTPOVICTBO KOHTPOJIA BCKPBITHS allla-
paTypsl BXOOST B cocTaB pabodero Mecra CiIyXOBI Oe30ITacHOCTV WH-
dpopmarmm, ¢ KOTOpPOro OCYIIECTBIISIOTCS [IEeHTPaIM30BaHHbIVI KOHTPOJIb
HOOCTyIla K allaparype M MHQOpMaIMK ¥ yIIpapjieHle ee 3alUToN Ha
ITAaHHOV BBIUVICIIUTEIILHOM CUCTEME.
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5.4. PasrpaHnuyeHune M KOHTPOJ1b AOCTYNa K MHopMauum

PasrpanuueHme 1ocTymia B BBIYMCIIUTEIIBHON CUCTEME 3aKJIIOYaET-
cs B pasgerieHny MHpOpMaluy, IMPKYIUPYIOIIer B Hell, Ha JacTu U
opraHM3allMy JOCTyIla K HeVl HOJDKHOCTHEBIX JIVIIL B COOTBETCTBUM C WIX
pyHKIMOHAJIBHBIMYM 00S3aHHOCTSIMY VI ITOJTHOMOYMSIMIL.

3azmaua pasrpaHMYeHMs IOOCTyIa - COKpallleHlMe KOJIdecTBa
IOOJDKHOCTHBIX JIVII, He MMEeOMMX K HeVl OTHOIIEeHVS PV BBIIIOJITHEeHUN
cBomx PyHKIUIA, T. e. 3alliuTa MHQOpPMAaIM OT HapyILIUTeIs Cpelu 10-
MyIIEHHOro K Hevi [IepcoHaIa.

ITpu sToM pereHMe MHMOPMAaIVIMT MOXXeT IIPOM3BOAUTECS IO CTe-
IIeHM Ba’KHOCTV, CEKPETHOCTH, 10 (PYHKIMOHAIPHOMY Ha3Ha4YeHVIO, II0
TOKyMeHTaM M T. II.

ITpurnMas Bo BHMMaHMe, UTO JOCTYII OCYIIECTBIISIETCS C pa3iInd-
HBIX TeXHUYEeCKMX CpPeACTB, HauMHaTh pasrpaHMUeHlMe MOXHO IIyTeM
pasrpaHMYeHMs IOCTyTIa K TEXHUYECKVM CPeIICTBaM, pPasMeCcTMB X B OT-
HeIbHBIX ITOMeIeHsIX. Bce moAroToBUTEIbHBIE (DYHKIIVV TEXHITIECKOTO
o0cITy XMBaHVS allllapaTypbl, ee peMOHTa, IIPOWIAKTUKY, Ilepe3arpys-
KV IIPOTPaMMHOTO 0DecrieueHs 1 T. [i. JOJDKHBI OBITh TEXHUYECKM U Op-
raHM3alMOHHO OT/AeJIeHbI OT OCHOBHBIX 3aIat CHCTEMBI.

ACOV 11 opraam3aims ee 00CIyXXVBaHMS IOJDKHBI BKJIIOYATh CITe-
Iytorye TpeboBaHMS:

e Texumdeckoe obaryxmsanme ACOVI B mporiecce 3KCIDTyaTarun
HOJDKHO BBIIIOJIHSATBCS. OTHEIBHBIM IIepcOHaIOM 0e3 mocTyma K MHGOP-
Maly, ITOoJIeXKaltevt 3allyTe;

e 1U3MeHeHWs B IIPOrPaMMHOM oOOecIiedueHMW IOJDKHBI IIPOM3BO-
IOWUTBCS CIIeNVaIbHO BBIIEJIEHHBIM IS 3TOV LIV IIPOBEPEHHBIM CIIe-
LVaJIVICTOM;

e (JyskOuM obecriedeHMsi Oe30macHOCTVI MHMOpPMaUWI AODKHBI
BBIIIOJIHATBCS CIEIVaIbHBIM TI0/Ipas/iesleHVeM;

e oOpraHm3anusA OOCTyIla IOJIb30BaTeslell K 0a3aM JaHHBIX JIOJDKHa
obecrreunBaTh BO3MOXXHOCTB pasrpaHMUeHNs JOCTyIa K MHMopMaImn, ¢
IIOCTATOYHOW CTEIEHBIO HeTalM3alliyl M B COOTBETCTBUN C 3aJaHHBIMV
YPOBHSIMM IIOJIHOMOYNI I10JIb30BaTesIeV;

e perucrpamysi ¥ AOKyMEHTMPOBaHVE TEXHOJIOTMYIECKOV M OIlepa-
TVMBHOVI MH(OPMaIVI TOJDKHBI OBITH pasiesIeHbl.

Pasrpanuuenmne mocryna nosbszosaTesienn ACOV moxeT ocylimecTs-
JISTBCS 1O CJIEMYIOIIVIM IIapaMeTpaM:

e 10 BUIY, XapaKTepy, Ha3HaYeHWIO, CTEIIeHN Ba’KHOCTU U CEKpeT-

HOCTV MHMOpMaIm;
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e 10 criocobaM ee 00pabOTKM (CUMTATH, 3aIMICAaTh, BHECTU M3MEHe-
HVI$, BBIIIOJIHVITh KOMaH/LY);

e IO YCJIOBHOMY HOMEpPY TepMMHAIA;

e 110 BpeMeHM 00paboTKM U1 Ip.

[TpunIMIIIaIbHAS BO3MOXHOCTL pasrpaHNYeHMs 110 IlapaMeTpam
nopkHa ObITh oOecriedeHa mmpoektoM ACOV. A KOHKpeTHOe pasrpaHm-
uenme rpu skcruryatamyy ACOV ycranasimBaeTcss IoTpeOuTesieM
BBOJIUTCS B CUCTeMy ero IofpasjesieHyeM, OTBeudarollyM 3a Oesorac-
HOCTBb MH(OPpMaIIVNL.

ITpu mpoexTmposanmy 06a30BOTO BBHIYMCIIUTEIBHOIO KOMILIEKCa
11 nocrpoennss ACOVI mpomssopasTest:

e pa3paboTKka OIepalViOHHOV CHCTeMbI C BO3MOXKHOCTBIO peaIi3a-
UMV pasrpaHUYeHNs JOCTyIla K MHMOpMaLyy, XpaHsIIencs B IIaMAT;

e uBoJIAIMs O0JIacTeV JOCTyIIa;

®  pazperieHue Oasbl JaHHBIX HA TPYIIILL;

*  Ipoleypbl KOHTPOJIA IlepeuncIeHHbIX PyHKIUIL.

B xauecTBe MIeHTMMKATOPOB JIMUHOCTU IS peayusalluy pas-
rpaHMYeHNs IMPOKO PaclpocTpaHeHO IIpuMeHeHe KOJoB Iaposent. B
ITOMOIIIb TI0JIB30BATEII0 B CHCTEMax C IIOBBIIEeHHBIMM TpeboBaHMSAMM
OosiplIe 3HA9EeHMS KOMOB IapoJIelt 3aIliChIBAIOTCS Ha CIlelaIbHble HO-
CUTeNM — 3IeKTPOHHBIe KIOYM WIM KapTouku. Takke MOIYT IIpuMe-
HATLCA OMOMeTpuvIecKyie TeXHOJIOTY, PacCCMOTpeHHbIe paHee.

5.5. NMpenocraBneHue npMBuieruii Ha AocTyn

IIpenocTapiieHne IpUBUIIETUY Ha JOCTYII K MHAOPMaLUM 3aK/IIo-
4JaeTcsi B TOM, UYTO M3 YMcIIa JOMyIIeHHBIX K Hell JJOJDKHOCTHBIX JINIL BBI-
feriseTcs TPYIIa, KOTOPOVI IIPeflOCTaB/IsieTcst JOCTYTI TOJIIBKO TPV OITHO-
BpeMeHHOM ITpeIbsBIIEHMV II0JTHOMOYMIL BCEX WIEHOB I'PYIIIIbL.

3amadya MeTora - 3aTPyAHUTh IIpeIHaMepeHHBIVI IlepexBaT VH-
dopmarm HapymmTeseM. IIpymMepoMm Takoro IocTyma MOXeT OBITh
ceridp ¢ HeCKOJIIBKMMM KJII0YaMM, 3aMOK KOTOPOT'O OTKPBIBAeTCs TOJIBKO
npy Hajmamy Beex Kiodert. AHastornmuHo B ACOV Moxet ObITh IIpery-
CMOTPeH MeXaHW3M pasjiesleHNs IPUBIIeTiI IIPY TOCTyIIe K 0C000 Bax-
HBIM JaHHBIM C IIOMOIIIBIO KOIIOB ITapOJIeTL.

[aHHBIVI METOI YCJIOXKHSIET IIPOoLeAypy HAOCTyHa K MHPOpMaLuy,
HO oOJ1afaeT BBICOKOV 3 PeKTMBHOCTRIO 3ammuThl. Ha ero mpuHImmax
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MO>KHO OPTaHM30BaTh JOCTYII K JJAHHBIM C CAHKIIVIV BBIIIIECTOSIIIETO JINIIA
IO 3aIIpocy wiu Oe3 Hero.

IMpw Hayumm gedunTa B CPeACTBAX, a TAKKE B IEJISIX IIOCTOSH-
HOTO KOHTPOJISL JIOCTYIa K IIeHHOV MH(OPMAaIIM CO CTOPOHBI aIMVH-
crpaumm norpebures ACY B HEKOTOPBIX CJIydasiX BO3MOXEH BapMaHT
VICIIOJIB30BaHVS IIpaBa Ha JOCTYII K MHAOPMAIIUM HIVDKECTOSIIIETO PYKO-
BOZMTEJIS TOJIBKO IIPVI HAJTMYMM €ro MaeHTudUKaTopa M MaeHTudMKa-
TOpa ero 3aMecTUTeIIS VWIN IIPelCTaBUTeIIs CIIyXXObl Oe30IIacHOCTM WH-
dopmartim. ITpu sToMm mH@OpPMaIIa BeIHaeTca Ha OVICIDIEN TOIBKO Py-
KOBOIWTEIIS, a Ha AVCIUIEV ITOJYMHEHHOIO — TOJIBKO MHGOpMAaIMs O
dpaxTe ee BBI30Ba.

5.6. UnpeHTU(dMKaLnAa U yCTaHOBJ/IEHUE
NoANIMHHOCTM 06bekTa (cybbekTa)

Obsexm udenmugpuxayuu u ycmanoBaenie nodAunHocmu

Moenmugpuxayus - 3T0 HpUCBOEHMEe KaKOMy-JIMOO OOBeKTy wwin
cyOBbeKTy yHMKaIbHOTO oOpasa, IMeHM VI YucIa.

YcraHOBIIeHMEe TIOWIMHHOCTY (AymeHmugukayus) 3aKilodaeTcs B
HIpOBEPKe, SBIIAETCS JIM IIPOBEPSIEMBIVI OOBEKT (CyOBEKT) B caMOM Jierie
TeM, 3a Koro ce0s BuImaeT.

Koneunas 11e1p mmeHTMVKAIINN 1 YCTaHOBJIEHNS IIOIMHHOCTI
o0beKkTa B BBIUMCIVTEIIEHOVI CVICTEMe - IIOITYCK ero K MHMOpMaImm or-
PpaHMYeHHOTO I0JIB30BAH B CIIy4ae II0JIOKWUTEIBHOIO MCXOoda IIpoBep-
KV VIV OTKa3 B [IOIIyCKe B CJIydae OTPUIIAaTeIbHOIO MCXO/a IIPOBEPKIL.

OOmbexkraMm MIeHTUMUKAIIMY W YCTaHOBJIEHMS IIOJIMHHOCTU B
ACOW moryT OBITB:

®  YeJIoBeK (oIepaTop, II0JIb30BaTel b, JOJDKHOCTHOE JINIIO);
TeXHMUIeCKoe CPeCTBO (TepMuHar, auciuienr, 2BM, ACOI);
TOKYMEeHTHI (pacIiedaTKM, JIUCTUHIV U IP.);
HOCUTeM MHPOpMaIym (CbeMHbIe IVCKM);
MHPOpManys Ha MOHUTOPE, AVICIUIee, Ta0Io M T. 1.

YcTaHoBIeHME TTOIIMHHOCTY O0BhEKTa MOXKET IIPOV3BOIAUTECS Ue-
JIOBEKOM, allllapaTHBIM YCTPOVICTBOM, IIPOIPaMMOVI, BBIYVICIIUTEILHOV
CUCTEMOWM U T. II.

B BBIYMCIIMTENBHBIX CHICTEMaX IIPYMeHeHVe YKa3aHHBIX METOIOB B
LIeJISIX 3alMThI MHMOpManyy Ipu ee oOMeHe IIperioyiaraeT KOHMIeH-
OVaIIbHOCTE 00OPa3oB U VIMeH OOBEKTOB.
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ITpu obmene nrdoOpMaryert Mexay desioBekoM 1 DBM (a pu yma-
JIEHHBIX CBSI3X 00SI3aTeJIbHO) BBIUMCIIUTEIIBHBIMI CYICTEMAMIL B CETU PeKO-
MeHJIyeTcs IIPeIyCcMOTPeTh B3aVIMHYIO IPOBEPKY ITOIMHHOCTY II0JIHOMO-
unit 0ObeKTa WM CyObeKTa. B yKa3aHHBIX I1eJIs1X HeOOXOIMMO, YTOOBI KaXK-
IOBIVE 113 OOBEKTOB (CYOBEKTOB) XpaHIUI B CBOEVI IIaMATH, HEIOCTYIIHON I
ITOCTOPOHHVIX, CIIICOK 00pa3oB (MMeH) OObeKTOB (CyOBEKTOB), C KOTOPBIMM
HPpOVI3BOAVTCS 0OMeH MHMOpMaIyert, TIofIeXalllev 3alyrTe.

Udenmugpuxayua u ycmanobaenue nooAUHHOCIU AUYHOCIUL

B moBcemHeBHOV XWM3HM MIOEHTMPUKATOPOM JIMYHOCTH SBJISTETCS
€ro BHeITHUIT Buyl; ¢purypa, ¢popma TOJI0BBI, YepTHI JINIIa, XapaKTep, ero
HPUBBIUKY, IIOBeeHVe ¥ HPyrve CBOVICTBEHHBIE TaHHOMY YeJIOBEKY
HNPU3HAKY, KOTOPBIE CO3JaloT oOpas JaHHOIO YesoBeKa W KOTOphIe CO3-
HaTeJIbHO IV TI0JICO3HATeIbHO MBI IIproOpeTaeM B IIporiecce oOIIeHMs
C HVUIM VI XpaHVIM B CBO€VT TIaMSITIL.

B KadecTBe OMOMeTpMUYECKMX IIPW3HAKOB, KOTOpBIE MOIYT OBITH
VICTIOJIB30BaHbI PV WAEHTUMVKAIVM CyObeKTa JOCTyIla, MOXHO BbIIe-
JIVTD CIIETyTOIINe:

e  OTIEuYaTKV IaJIbIIEB;
reoMeTrpudeckast popma pyk;
y30p pamy>KHOVI OOO0JIOUKI M CeTYaTKM ITIas;
pacIIoyIoKeHve KPOBEHOCHBIX COCYZIOB;
3aI1ax Teja;
TepMIT9ecKrie IIapaMeTphl Tela;
dopMa 1 pasMepsl JIIla;
0COOEHHOCTY ToJI0ca;
OroMexaHMYeCKVIe XapaKTepUCTUKY TI09epKa;
OroMexaHMYecKye XapaKTePVCTVIKU «KJIaBUaTypPHOTO II0YepKa».

OcCHOBHBIMI TIapaMeTpaMy, II0 KOTOPBIM MOXHO CpPaBHUTH 3d-
(PeKTMBHOCTh ¥ HaAEXHOCTh peayM3allMyi TOrO WM WMHOTO CIIocoba
vIeHTUdMKanym cyOpeKTa JoCTyIla Ha OCHOBE OMIOMETpVUYecKMX Xapak-
TEPUCTVIK JIVYHOCTH, SBJISIOTCS CTaHAAPTHBIE CTATUCTIYECKVIE TTI0Ka3aTe-
7 ommOOK ITepBOro M BToporo popa. OmmbKa IepBOro poma ycTaHaB-
JIVIBaeT BePOATHOCTh OTKa3a B AOCTYIIe JleTaJIbHOMY I10JIb30BaTesII0 aBTo-
MaTM3MPOBAaHHOV CHCTEMBI, OIIMOKa BTOPOrO pola — BEPOATHOCTb He-
CAHKIIVIOHVPOBAHHOTO IIpeIOCTaBIeHNs OCTyIla. B coBpeMeHHBIX Cmc-
TeMaX pasrpaHVYeHNMs AOCTyIIa, OCHOBAaHHBIX Ha IIpVIMeHeHmV OroMeT-
PVUECKIX TTapaMeTpPOB, BEPOSTHOCTD OIIMOKM IIEPBOTO POJia COCTaBIISET
o1 10-° o 103, a BeposiTHOCTB OIIMOKIL BTOPOro poa ot 6,6 x 10-¢ go 10-2.
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VI3BecTHO, UTO OTII€YATKM MasIbIleB U OuUepTaHWs JIaJOHU PYKW,
TeMOp rosioca, JIM4HAas IOMNIINCH M OPYTrVe JIeMEHThI JIMYHOCTM HOCST
VIHOVBUIYJIbHBIVI XapaKTep ¥ COXPAHSIOTCS Ha IIPOTSDKeHMN BCeVl XKI3-
HM 4ejIoBeKa. B HacTosIIee BpeMs B 3TOM HaIlpaBJIeHWUN BedyTCs IOVCKN
TeXHIUYIECKMX PeIeHUII VI CLIeJIaHbl OlIpelielIeHHble YCIIeXy, HO OHM I10Ka
HOCAT peKIaMHBIVI XapaKTep W He IOJIy4WIN IIVPOKOTO PacIipoCTpaHe-
Hus. B paspaboTaHHBIX I 3TOV IeJIM CUCTeMax HaOJIromaroTcsi ocTa-
TOYHO YacThble CJIydau OTKasa B CAHKIIMOHMPOBAHHOM [IOCTYIIE U OTKPBI-
TVVI JOCTYIIa CIIydalfHOMYy ITosib3oBaTermo. He pacrornarast mompoGHBIMM
oTyeTaMI O MPOJIeIaHHOV paboTe, MOXKHO BCe JKe yKas3aThk Ha IIpezosa-
raeMple IIPWUYMHBL 9TUX Heymad. OHM KPOIOTCS B HENOOLIEHKe 3afadil.
HQHO B TOM, YTO JIS1 BBITIOJIHEHVI ITPOLENYPbl YCTaHOBJICHMS ITOAJIVIH-
HOCTV HeoOXOIMMO COBIIajieHve o0pasa, CHMMAaeMOro C JIMIHOCTY IT0JIb-
30BaTesIs, ¢ 00pa3’oM, XPaHSIIVMCS B IIaMSITV BBIUMCIIATEIIEHOV CYICTEMBI,
a I OTKasa B IOCTYIle CUCTeMa JIOJDKHA 00JIaiaTh CIIOCOOHOCTHIO OTIIV-
4aTh IOXOXWe oOpasbl. 37ech CyIIeCTBYIOT [IBe 3aJadli, KOTOpble HeoO-
XOIVIMO PeINTh OIHOBPeMeHHO. [JIsI BBIIIOIIHeHNS IIepBOVi 3a/1a4un (J10-
IycKa) He TpebyeTcs Oospiroro oobeMa mH@OpManum ob obpase (cka-
JKeM Jlake, YTO 4YeM MeHbIlle, TeM JIyd4llle), a /I BBIIIOJIHEHNMs BTOPOW
(oTkasa) - MH@OpMaIMO 00 00pase HEOOXOIVIMO YBEIMYNTh Ha MaKCH-
MaJIBHO BO3MOXHYIO BEJIVTIVIHY.

TToxa BO3MOXHOCTU TEXHVIKU OrpaHM4YeHbl 11 00BbeMBI IaMSITU CVIC-
TeM pacIlO3HaBaHWs XpaHWIV OrpaHNYeHHBII 00beM MHMOpMaI 0o
oOpase, mpeobramam cay4dan IOOIycKa JIMIA, He IIPeIyCMOTPEHHOIO
CUCTEMOVL.

C pasBuUTMEM TeXHMKN W yBendeHneM o0beMa MH@opMarym oo
oOpase ¢ 11eJ1bI0 Hanbosiee TOYHOV IIPOBEPKM JIMIHOCTY VI HanOOJIbIIIEro
KOJIVIYECTBa ee IapaMeTPOB YBEJIMUMBAETCS BEPOSTHOCTD WX M3MEHEeHU
BO BpeMeHW V1 HeCcOBIIaJIeHs C IlapaMeTpaMu obpasa, XpaHVMOIO CHCTe-
MOV IIPOBEpPKM, PacTyT oOBeMbl IIaMsTH, YCJIOXKHSETCS alaparypa
yBeJI4IVBaeTCs BEPOATHOCTh OTKa3a B HOCTYIIE JIMITy, MMeIOIIeMy Ha 3TO
Hpaso.

OTnpaBHOV TOYKOV IIPW pa3paboTKe CHUCTEM paclio3HaBaHWS 00-
pasoB OBUIO ecTeCTBEHHOe CTpeMIeHVie IIOBBICUTh TOYHOCTE BOCIIPO3Be-
HeHMs obpasa C 11eJIbI0 0TOOpaTh aBTOMATUYeCKN M3 MHOXeCTBa II0TeH-
LIMaJIBHBIX 00Pa30B €IMHCTBEHHBIV, XPaHSIINIICS B IIaMsITV cuicTeMbl. Ho
HIPYU 3TOM, IIO-BUIVMOMY, He IIPUHMMAaIACh BO BHUMAaHVIE BeJIUMHA 3TO-
ro MHOXXeCTBa, a OHa IpuOiKaeTcs K OecKOHeUHOCTV (HaceseHWIo,
JKUBILIEMY, >KMBYILeMy ¥ popuBileMycs B Oynymem Ha 3ewrte). Kakosa
IOJDKHA OBITh TOYHOCTB BOCIIpOM3BeneHms oOpasa? Kakosa momkHa OBITH
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pasHMIIa MeXy 00pa3oM paspelieHHO K AOCTYILy JIMIHOCTY 1 oOpa3oM
ITIOTEeHIMaJIbHOT'O HapyH_IT/ITe.HSI? Kakosa BEPOATHOCTD IIOsABJIEHVA HAPYy-
HIMTeNIs, 00pas KOTOporo npubiIkaeTcs K 00pasy, XpaHUMOMY B IIaMsi-
TU BBIYMCIIUTEIbHON crcTeMbl? Ha 3T Borpockr otBetos Het. Citeiosa-
TeJIbHO, PaboTHI IT0 crcTeMaM paclio3HaBaHMs 00pa30B B 11eJIsIX MINPOKO-
To IIpVIMEHEHWMS IS 3aIlVThL VIHCl)OpMaI_H/IVI B BBIYMCJINTEJIbHBIX CUCTe-
Max HellejlecooOpasHbL. He crremyer Taxoke 3abbIBaTh O TOM, UTO CTpeM-
JleHVe YejyIoBeKa KOIMPOBaTh IPUPOY He Bcerja IPUMHOCKIIO TTOJIOXM-
TEJIbHBIVI Pe3yJIbTar.

Kpome Toro, cmcreMsl wgeHTUMUKAIMM ¥ YCTaHOBJIEHWs IIOA-
JIVMHHOCTY JIMYHOCTY, OCHOBaHHbIE Ha aHTPOIIOMETPUYEeCKMX M Pu3Mo-
JIOTMYeCKVIX TAaHHBIX YeJloBeKa, He OTBeYaloT caMOMy BaKHOMY Tpebosa-
HUIO: KOHMMAEHIMAIPHOCTY, TaK KaK 3alVCaHHbIe Ha (pU3MIecKure Ho-
CUTEIN JaHHBIe XPaHATCS ITOCTOSTHHO U (DaKTUYEeCKN SBIIAIOTCS KITFOUOM
K mHQpOpManyy, TOfjieXalrer 3alluTe, a IOCTOSHHBIV KII0Y B KOHIIE
KOHIIOB CTaHOBUTCS TOCTYITHBIM.

TurmraaEIM TPYIMEpPOM TIPOCTOV M PACIPOCTPaHEHHOV CHCTEMBI
ayTeHTUVKAINY SBJISIETCS CHCTeMa «KITF0Y-3aMOK», B KOTOPOVI Biiazle-
JIel] KJIo4ya SBJILeTCI OOBEeKTOM ycTaHOBJIeHMsl nogyinaHocT. Ho xmou
MOYXHO TIOTepSATh, IIOXUTUTD WIN CHSTh C HETO KOIMIO, TaK KaK MAeHTH-
dukarop jmuHOCTM PUsMYecKn oT Hee oTAesieH. CrcTeMa «KJIF0U-3aMOK»
VIMeET JIOKaJIbHOe IIpVIMEHEHMeE. O,E[HaKO B COYE€TaHMN C IPYIMIMN CUCTe-
MaMM ayTeHTHVKAIMU M B YCIIOBMAX IIOHVDKEHHBIX TpeboBaHWII OHa
IIPUIMEHSIeTCs 10 CVX ITop. B armekTpomMexaHTgecKoM 3aMKe BMeCTO KiTFoda
MOXET IIPVMEHATHCA KOA.

OpauM 13 paclpocTpaHeHHBIX METONOB ayTeHTMVKAIIUI SBIIs-
IOTCS TIPVICBOEHMeE JIMIly WIM JPYyroMy OOBeKTy YHWMKaJIbHOTO VMeHU
Wi 9nciia — I1apojIid M XpaHeHVe €ro sHaueHl: B BBIYVCIIUTEIIBHOW CUC-
TeMe. ITput BXofie B BBEIUMCIIUTEIIBHYIO CHCTEMY I10JIb30BaTesIb BBOIAWUT Ue-
pe3 TepMMHAaJI CBOVI KOJL IIapoJIs, BHIUVC/INTEIbHAS C/ICTeMa CpaBHMBAeT
€To 3Ha4eHVe CO 3Ha4YeHVeM, XPaHAIIVMCS B CBOEV ITaMATH, U IIPVL COB-
HajZieHny KOJIOB OTKpPBIBaeT HAOCTYII K pa3pelleHHOV (PyHKIVOHaIBHON
3a/1ade, a TPV HECOBIIA/IEHVV — OTKa3bIBaeT B HeM.

Hawnborsiee BbICOKMTI ypOoBeHb 0€30IacHOCTM BXOAa B CUCTEMY HOC-
TUTaeTcs pasle/leHreM Kofa Iapojlsi Ha [IBe YacTi: OIHY, 3allOMMHae-
MYIO TI0JIb30BaTesieM VI BBOJAVIMYIO BPYYHYIO, ¥ BTOPYIO, pa3MelaeMylo
Ha CITeIajbHOM HOCHTesle — KapTOukKe, yCTaHaB/IMBaeMOVi ITOJIb30BaTe-
JleM Ha CIlelViaJIbHOe CUMTHIBaIOIIlee YCTPOVICTBO, CBs3aHHOe C TepMMHa-
soM. B aTOoM cjTydae mpueHTHMVIKATOP CBs3aH C JIMYHOCTBIO II0JIb30BaTesIs,
pasMep TIaposisi MOXeT OBITh JIETKO 3allOMMHAeMBIM W TPV XVIIeHWN
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KapTOUKM y II0JIb30BaTesIst OyZeT BpeMs )1 3aMeHbI Kofla ITapoJIs U IOo-
JTy4eHVIsI HOBOVI KapTOUKIA

Ha crygan sammThl 3aI10MyHAEMOVE 9acTy IIapoJIs OT IIOJTyYeHsT
ee HapylIuUTelleM IyTeM (U3NUeCKOro IPUHYXOeHMs II0JIb30BaTesIsd,
BO3MOJKHO, OyZIeT IT0JIe3HO B BBIUMCIIUTEIILHON CHCTeMe IIpeflyCMOTpeTh
MeXaHW3M TPEeBOXXHOVI CUTHAIM3alyy, OCHOBAHHBEIV Ha MPUMeEHEeHWUN
JIOXKHOTO Haposis. JIoXKHBIVI MaposIb 3allOMUHAeTCs I10JIb30BaTesleM OJHO-
BpPeMeHHO C JIeVICTBUTEIbHBIM ¥ COODOIaeTcsi IPeCTyIIHMKY B BBIIIEYTIO-
MSTHYTOVI CUTYy L.

Opnako, y4YMTBEIBas OITACHOCTb, KOTOPOV IIOfBepraercss >XWU3Hb
TI0JIb30BaTesIsl, HeOOXOIVIMO B BBIUVIC/IUTEIIHHON CHICTeMe OJJHOBPEeMeHHO
CO CKPBITOVI CHUTHAJIM3aLVel IIPeyCMOTPeTh MeXaHM3M 0053aTeJIbHOTO
BBITIOJIHEHMs TpeOOBaHMII IIPeCcTYIIHMKa, BOCIIO/Ib30BaBIIIEroCcsl CpesCT-
BaMU ay TeHTU VKA 3aKOHHOTI'O I0JIb30BaTe]Is.

Kpome ykasaHHBIX METOHOB Hapojieyl B BBIYMCIIUTEIBHBIX CHCTe-
Max B KadecTBe CpeCTB ayTeHTMUKalUuyM IIPUMEeHSIOT MeTombl «3a-
IIPOC-OTBET» VU «PYKOIIOXKATHSI».

B metope «3ampoc-oTBeT» HAOOP OTBETOB Ha «1» CTAHAAPTHBIX U
«1» OPMEHTUPOBAHHBIX Ha II0JIB30BaTelIs BOIIPOCOB XpaHUTca B DBM n
yIpasjisieTcsl oIlepalvoHHOV cucTemort. Korga mosesoBaTesib [ieslaeT
MOMBITKY BKIIIOUMTHCS B PpaboTy, onepalMOHHAas CuUcTeMa CIydaliHbIM
oOpa3soM BBIOMpaeT M 3afjaeT eMy HEKOTOPBIE (WJIV BCe) M3 3TUX BOIPO-
cos. [TpaBIbHEIE OTBETEI OJIB30BaTeNIs Ha yKa3aHHBIe BOIIPOCH OTKPBI-
BalOT JOCTYII K CVCTEMe.

s VICKITIOUeHVsE HEeKOTOPBIX HeJOCTAaTKOB OIVICAHHBIX BBIIIE Me-
TOIOB OIlepallMiOHHasl CUCTeMa MOXeT IOTpeboBaTh, UYTOOBI ITOJIB30Ba-
TeJIb J0Ka3asl CBOIO MOMJIMHHOCTDL C IIOMOIIBIO KOPPEeKTHOM 00paboTKu
@JITOPUTMOB. DTy YacTh Ha3bIBaIOT IIPOIETyPOM B PeXVMe «PYyKOIIoXa-
TUsI», OHa MOXKET OBITh BBIIIOJIHEHA KaK MeXIy AByMsi DBM, Tak u MeXxy
nosb3oBaTesieM 1 DBM.

Metoppb! «3ampoc-oTBeT» M «PYKOIOXaTVs» B HEKOTOPBIX CIIydasix
obecrieunBarOT OOJIBIIYIO CTelleHb 0e30I1acHOCTY, HO BMeCTe C TeM SBJIs-
10TCs OoJlee CJIOKHBIMM ¥ TpeOyIOmy MM JTOTIOJTHUTEIbHBIX 3aTpaT Bpe-
menM. Kak 1 00bIYHO, 3/7ech HY)XHO HAWTV KOMIIPOMMCC MeXIy Tpebye-
MOVI CTeIleHbIO 0e30IIaCHOCTV ¥ IIPOCTOTOV VICIIOJIb30BaHus. [Tpu crrox-
HOM VICTIOJIb30BaHWMM II0JIb30BaTeslb Oy[eT WMCKaTh IIyTH YIIPOIeHVs
MpoLeAypPhl 1 B UTOTe HaleT MX, HO 3a CYeT CHYDKeHMs 3 HeKTUBHOCTI
CpezCcTBa 3aIUTEL
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Udenmupuxkayua u ycmanobaenue noOAUHHOCHU MEXHUHECKUX
cpedcmb

Cirenyrormer CTYIIEHBIO IIPV OpraHM3alli CUCTEMBI 3alllUThl VH-
dopMarVv B BEIYMCIIUTEIIBHOVL CVICTEMe MOTYT OBITh MAeHTUdMKALIV 1
yCTaHOBJIeHVe IIOJIMHHOCTY TePMIMHAIA, C KOTOPOIO BXOLOWUT B CHCTEMY
II0JIb30BaTesIb. JJaHHAs Hpolenypa TakKe MOXeT OCYIIEeCTBIISTBCS C II0-
MoIIpIo Iapostert. [Taposb MOXHO WCIIO/IB30BaTh He TOJIBKO IS ayTeH-
TUUKaIMY TI0JIb30BaTeIId U TepMIHaIa II0 OTHOIIEHNIO K CrCcTeMe, HO
¥ 11 0OpaTHOTO yCTaHOBJIeHMs HommMHHOCTY DBM mo oTHomeHMo K
IIOJIb30BaTeNII0. DTO BaXXHO, HAIIPVIMep, B BBIUMCINTEIIBHBIX CETSIX, KOorma
CBS3b OCYIIECTBIISIETCSI C TePPUTOPMAaIBHO yOaleHHBIMU OOBeKTamu. B
3TOM CJIy4ae IIPUMEHSIOTCS OIHOPA30Bble IIapoJIi Wi OoJlee CIIOXKHBIE
crcTeMbl M@ poBaHMs MHPOPMaIIVL.

Udenmugpuxayus u ycmanobaenue nodsunnocmu 00Kymenmos

B BBMUMCIMTENLHBIX CHCTeMaX B KadecTBe JOKYMEHTOB, SIBJISIO-
IIVIXCS ITPOAYKTOM MHQOPMAIIMOHHOV CHCTEMBI I COIePIKallX CeKpeT-
HyI0 MHQOPpMAIIIIO, MOTYT OBITh pacIiedaTKN C pa3/IMIHbIX IeYaTaoX
YCTPOVICTB.

3meck HeoOXOOMMO IOMIMHHOCTh OOKyMEHTa paccMaTpuBaTh C
JBYX TTO3VLTVVA:

e T1IOJlydeHMsI HOKyMeHTa, CpOpMMPOBAaHHOIO HeoCpedCTBeHHO
JAaHHOVI BBIUVICIIMTE/TbHOVI CMCTEMOVI V1 Ha armaparype ee JOKyMeHTUPO-
BaHWSI;

e TOJIy4eHWs TOTOBOIO JAOKyMeHTa C yaleHHBIX OOBEKTOB BBIUVIC-
ymresbHOM cet vt ACOUL.

B mepBoM ¢JIyuae IOIIMHHOCTB TOKYMeHTa TapaHTMPYeTCS BBIUVIC-
JIATEITHHOVI CMCTEMOV, VIMEIOIIIeNt CpefcTBa 3arTel mHMopMarm ot HCT,
a Taroke (PU3MYeCcKIIMI XapaKTepUCTVKAMI ITeYaTalolIiX YCTPOVICTB, IIPW-
CYIIVIMV TOJIBKO JAHHOMY YCTpOVCTBY. OIHAKO B OTBETCTBEHHBIX CITydasix
3TOro MOKeT OKa3aThbCsl HemoCTaTouHO. I IprmeHeHe Kpyrrorpadirdeckoro
npeoOpasoBaHvs MHGPOpMaVV B 3TOM ClIydae sB/IieTcad 3PeKTVBHBIM
cpencreoM. VHdopMarys, 3aKpbITasg KOIOM IIapoyIsl, M3BECTHBIM TOJIBKO
IepefarolieMy ee JIVITY VI IIOJIyJaTelTio, He BhI3bIBaeT COMHEHVI B ee IIOf-
JHHOCTU. Ecii xop, maporist, MpyMeHsieMbIVl B JaHHOM CJIyJae, VCIIOJb3Y-
€TCsI TOJIBKO TIEPEIAIOIIVIM JIALIOM V1 BBOIIATCS VIM JIVTYIHO.

Kpvrrorpadraeckoe mpeoOpasoBarve MHQOpMAIVV IS VAEHTH-
dyiKaIym M yCcTaHOBJIEHVIS IIOMIMHHOCTYI JOKYMEHTa BO BTOPOM CIIydae,
KOI7Ia JIOKYMEHT TPaHCIIOPTUPOBAICS II0 HEOXPAHSIEMOVI TEPPUTOPUN C
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TEPPUTOPUAIIGHO yIaJIEHHOTO OOBeKTa VIV IIPOAOIDKUTEIIEHOE BpeMs Ha-
XOOWICS Ha XpaHeHWN, Takxke sBisteTcst Havibosee 3peKTVBHBIM CpercT-
oM. OfHAKO PV OTCYTCTBUW HEOOXOMVIMOTO VIS 3TOV lielm obopymoBa-
HVSI HEBBICOKME TpeboBaHMs K 3aIyre MHAOPMAIMM VHOIMA TI03BOJIIOT
VICIIOJIb30BaTh OOJIee IIPOCThIe CperCTBa VIeHTU(VIKALIAI 1 YCTAHOBJIEHVIS
HIOJTVMHHOCTYI IOKyMEeHTOB: OlledaThlBaHVe 1 IUIOMOVpOBaHVe HOCUTeIeN
IIOKYMEHTOB C oDecItedeHmeM 11X oxXpaHbL [1py 3TOM K HOCUTEITIO [JOJDKHBI
HPWIATaThCs COIIPOBONTEIIBHBIE IOKYMEHTBI C IOIIIVICSIMYL OTBETCTBEHHBIX
IOJDKHOCTHBIX JIVLI, 3aB€PEHHBIMV COOTBETCTBYIOIIIVIMY II€YaTIMIA

IIpn HeaBTOMaTM3MpPOBAaHHOM OOMeHe WMHOpPMAIVEN ITOIVH-
HOCTb JJOKyMEeHTa yIOCTOBEepPseTCs JIMYHOV IIONIMCHIO YelloBeKa, aBTopa
(aBTOpOB) mOKyMeHTa. IIpoBepka MOMIMHHOCTY JOKyMeHTa B 3TOM CIIy-
4Jae OOBIYHO 3aKITIOYAETCS B BU3YaIbHOV IIPOBEepKe COBIIameHs 1300pa-
JKeHWS IIOIIMCK Ha JOKyMeHTe C oOpaslioM MOmIMHHMKA. I[Ipu sToM
IIOIIINCH PacIiojlaraeTcsl Ha OHOM JIVICTe BMeCTe C TeKCTOM VUIV 9acCThIO
TeKCTa AOKyMeHTa, IIOATBepXKAasi TeM caMbIM IOMJIMHHOCTb TeKcTa. B
0COOBIX CIIyYasiX PV KPYIMUHAJIVCTIYECKOVT SKCIIEPTM3€e IIPOBEPSIIOTCS 1
Opyrvie IITapaMeTpsl IOMIMHHOCTY JOKYMEHTa.

IIpu aBTOMATM3MPOBAHHON Ilepefade IOKYMEHTOB IO KaHalaM
CBSI311, PaCIIOJIOKEHHBIM Ha HEKOHTPOJIVIPYEMOVI TEPPUTOPUN, MEHSIOTCS
yCIIOBYIA Ilepefadnl JOKyMeHTa. B 9Tux yc/IoBusiX Jaxe eciIi CIOeIaTh all-
HapaTypy, BOCHPVMHVMMAOLIYIO U Hepedalollylo M300paKeHye TOOIVICH
aBTOpa JOKYMEHTa, ero IIoJIydareslb IOJIYYUT He IOJIMHHUK, a BCEro
JIVIIIH KOIIVIIO IIOATIVICH, KOTOpas B IIpoIiecce Iepefady MOXeT OBITb II0/-
BeprHyTa IOBTOPHOMY KOIVIPOBAHMIO VIS MCIIOJIB30BAHVIS IPU Ilepera-
4e JIO)KHOTO JoKyMeHTa. [TosToMy IIpu mieperiade TOKyMEHTOB IO KaHa-
JIaM CBSI3U B BBIYMCIINTEIIBHOVI CETH VCIIONIb3YeTCsl KpUITorpadideckoe
npeobpasoBaHVe MHAOPMALINIL.

O06s1acTh MCIIOIB30BaHMS I POBOV TIOAIINCY YPE3BBIYAIHO IIIVI-
poKa: OT IpoBeHeHMS (PUHAHCOBBIX M OAaHKOBCKMX OIlepalUil OO KOH-
TPOJIS 3a BBIIOJIHEHVEM MeXIyHapOIHBIX IOTOBOPOB ¥ OXpPaHBI aBTOP-
cKkmx 1pas. [Ipy 3TOM OTMedaeTcs, 9TO y4acTHMUKYM OOMeHa JOKYMeHTaMM
HY>KIIQIOTCS B 3alllUTe OT CJIEAYIOIIVIX IIpefHaMepeHHbIX HeCaHKIVOHVI-
POBaHHBIX JIEVICTBUIL:

e OTKa3a OTIPaBUTENISI OT IIepeJaHHOro COODIIeHs;

o  ampcuduKanmy (IIOAAEIIKN) IOTydaTesleM IIOJIyUeHHOIO COO00-
LIEHWS;

e  V3MeHeHW: [ojIyJaTesieM II0JIyYeHHOIO COOOIIe S,

®  MacKMpOBKMV OTIpaBUTeJIS IIOJI Apyroro aboHeHTa.
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ObGecrreyeHuie 3ammTh KaXXIIOV CTOPOHBI, YYacTBYIOIEN B OOMeHe,
OCYIIEeCTBJIAeTCS C IOMOIIbIO BBeIleHMs CIIelaJIbHBbIX IIPOTOKOJIOB. [1jIs
BepVICbT/IKaLU/H/I coobIeH st IIPOTOKOJI JOJDKEH cOolepKaTh CIIeAyroliye
00s13aTesIbHbIE TIOJIOKEH IS

e OTIpaBWUTeIb BHOCUT B IlepefaBaeMoe COOOINeHe CBOO OuUdpo-
BYIO TIOJIVCH, HPEACTABIIAIOIIYIO cobon JOTIOJIHUTEJIBHY IO V[Hd)opMa-
LIVIIO, 3aBUCSIIYIO OT IlepefaBaeMbIX TaHHBIX, VIMEHM IIOJIy4aTesIs co00-
IIIeHVs I HEKOTOPOW 3aKPBITON MHMOpMaImi, KOTOpom obIafgaeT TOIb-
KO OTIIpaBUTEJIb,

e TIOJTydaTesIb COOOINEHMS IOJDKEH MMETh BO3MOXKHOCTB YHOCTOBE-
PUTBCS, YTO HOJIyUeHHas B COCTaBe COOOIeHNs IIOOIVICh eCTh PaBVIIb-
Has IIOAITCH OTITPAaBUTEIIS;

® IIOJIydeHWe IPaBWIbHOV ITOOIIVICY OTIIPABUTEISI BO3MOXKHO TOJIb-
KO IIPM WCIIOIb30BaHWMM 3aKpBITOV MHQOpPMAIMM, KOTOpPOM obramaeT
TOJIBKO OTIIPaBUTEIIb;

® JUId VICKIIFOYEHVSI BO3MOXXHOCTV IIOBTOPHOI'O WCIIOJIb30BAHMS yC-
TapeBIINX COOOIIeHNIT BeprdVKaLIV TOJDKHA 3aBVICETh OT BpEMEHTA.

IMopmmice coobmieHms mpencTasiIsieT cobov crrocod mmdpoBaHIst
COODIIeHMsT ¢ TIOMOIIBI0 KpuITorpadmdeckoro mpeobpaszoBaHms. 3a-
KpbIBaeMBIM 3JIEMEHTOM B IIpeoOpa3oBaHMM sIBJLIETCS Kof, Knoda. Ecim
KITIOY ITOIIIVCY IIPVHAJIEXNT KOHEYHOMY MHOXECTBY KIIOUeri, eCJI 9TO
MHOXXECTBO JIOCTATOYHO BEJIMKO, a KJIFOY IIOJIIVCY OIIpeeJIeH METOHO0M
CJIy4aiiHOTO BBIOOpPaA, TO IIOJIHASI IIpOBEpKa KIIIOYer ITOAIMCY IS Iap
COODIIIeHe-TI0JTyYaTelIb ¢ BBIYMCIIATEIIBHOV TOYKI 3PEHMS SKBUBAJIEHT-
Ha TIOUCKY KIfoda. ITpaKTudecKy HOOIVCH SBJISIeTCs HaposieM, 3aBUCH-
IIVIM OT OTIpaBUTesIs, IoJIydaTesls VI COfep KaHWs IepeIaBaeMoro Co-
oOmmenvs. 1 mpenynpexneHns IOBTOPHOIO VCIIOIb30BaHNS IIOMIIVICH
IOOJDKHA MEHATBCS OT cooOIeHms K coobmenmo. Ilomydarens coobe-
HIsI, HECMOTPS Ha HECIIOCOOHOCTh COCTABUTD IIPABWIBHYIO IOMINCH OT-
HpaBUTesIs, TeM He MeHee JNOJDKEH VIMETh BO3MOXKHOCTH YIIOCTOBEPWUTH
1151 ceDsl ee MPaBWILHOCTD VIV HEIIPaBWIBHOCTb.

Udenmugpuxayua u yemanoB.aenue nodaunnocmu uHgopmayuu Ha
cpedcmBax ee 0moOpaxKeHuA u neuamu

B BRMUMCIUTEIBHBIX CHCTEMax C IIEHTPAIM30BAHHOV 00paboTKOM
MHGOPMAIN ¥ OTHOCHUTEIBHO HEBBICOKVMMM TPeOOBaHWMSAMM K 3alllTe
yCTaHOBJIeHVe ee TIOJIMHHOCTY Ha TeXHWYECKMX CPeJICTBaX OTOOpaxke-
HVS U IeYaTyl TapaHTUpyeTcs HalMIMeM CUCTeMBI 3allnThl MHMOpMa-
LMY JTaHHOVI BBIYMCIIUTEIBHOV crcTeMbl. OIHAKO C YCJIOKHEHVEM BbI-
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YVCIIUTEIIBHBIX CUCTEM IIO0 IIPWYMHAM, YKa3aHHBIM BBIIe, BEPOSTHOCTD
BO3HMKHOBEHVSI HeCAHKIIVIOHVPOBAHHOTO JIOCTYTIa K MH(OPMAIN U ee
MoadVIKaIUI CyIIeCTBeHHO yBeravBaeTcs. [TosTroMy B Gortee oTBeTCT-
BEHHBIX CJIydasiX OT/IeJIbHBIe COOOIeHns v O10Ku MHGOPMAaIIUN I10/1-
BepraioTcsl CIelVaIbHOW 3allluTe, KOTOpas 3aKIiodaeTcs B CO3JaHWN
CPeICTB TIOBBIINIEHMS IOCTOBEPHOCTM WHOpMaumy Kpuirorpadude-
CKOTO ITpeoOpa3oBaHMs. YCTaHOBJIEHVE IIOJIMHHOCTY ITOJTy4YeHHOV VH-
dopmanvm, BkTIOUasi oToOpakeHne Ha TabyIo ¥ TepMUHaJIaX, 3aK/II0Ya-
€Tcsl B KOHTpPOJIe IIOJIOXKWUTEIBHBIX pe3ysIbTaToB olecIieueHns JOCTOBep-
HOCTV MHMOPMaLMV M Pe3yJIbTaToB AeMmdpPoBaHs IOJIyYeHHON VH-
dopmarvv o oToOpakeHms ee Ha 3kpaHe. ITommmHHOCTE MHMOPMaIVIN
Ha CpeficTBax ee OTOOpakKeHWsI TeCHO CBsi3aHa C IOJJTMHHOCTBHIO JIOKY-
MeHTOB. [103TOMy BCe IIOJIOXKEHMs, IIpVBeIeHHbIe B IIPEIbIIyIIeM IIOfI-
pasrierte, CipaBelUIVIBEL U ISl o0ecTiedeHNs TIOIJIMHHOCTY ee OToOpaske-
Hys. JJocToBepHOCT MHMOPMaIVVI Ha CpeficTBax OTOOpaKeHs U Tieda-
TU B CJIydae IIpVMeHeHWs YKa3aHHBIX CPeCTB 3alllMTHl 3aBUCUT OT Ha-
HEeXHOCTY (PYHKIIMIOHMPOBAHWS CPEJICTB, TOCTaBIIIONIVIX MH(OPpMaIio
Ha TI0JTe OTOOpakeHsI ITI0C/Ie OKOHYaHVs IIPOTIely P IIPOBEPKN ee JT0CTO-
BepHOCTH. YeM Oimpke K oo oroOpakeHMs (OyMaKHOMY HOCWUTEIIIO)
3Ta Hpolenypa IpubIVDKaeTcs, TeM OCTOBepHee OTOOpakaeMasl WH-
dopmarys.

5.7. 3awmta nHcopmaumnm oT yTeukm 3a cyet no6o4yHOro
3N1eKTPOMarHUTHOro U3Jly4yeHus u HaBoAoK

IHomenyuarvnoie yepo3swt

Pabora cpencTs BBIUMCINTENIBHOV TEXHUKM COIIPOBOXKIAETCS 3JI€K-
TPOMArHWUTHBIMV M3JTyYeHVSIMI VI HaBOOKAMM Ha COeNVHWTeIbHbIE IIpO-
BOJIHBIE JIVHNY, LEIV «IIUTaHVs», «3eMJIs1», BOSHUKAIOIIVMMW BCIIENCTBYE
9JIeKTPOMArHUTHBIX BO3LEVICTBIIL B OJIVDKHEV 30He M3JTy4YeHNs], B KOTOPYIO
MOTYT IIOHaJaTh TaKXKe ITPOBOA BCIIOMOIAaTeIbHOVI M ITOCTOPOHHEN ariia-
paTypeL. DIIeKTpOMarHUTHEIE M3Iy9eHs, TaKe eC/IV OHV OTBEYAIOT JOIIyC-
TVIMBIM TEXHIYECK/M HOpMaM, He SIBJISIFOTCS Oe30ITaCHBIMM C TOUKW 3PeHV
yTeuky MHGOpMAaIyV 1 HECAHKIIVIOHVPOBAHHOTO JOCTYTIA K HeVL

B HeKoTOpBIX CiIydasix MHQopMauyo, oOpabaTeBaeMyIO CpencT-
Bamy ACOVI, MOXXHO BOCCTaHOBUTB ITyTEM aHa/IM3a 3JIeKTPOMarHUTHBIX
V3JIyYeHMIT ¥ HaBOAOK. I 5TOro HeoOXOOVIMBL MX IIPWUeM W IeKOIVUpOo-
BaHMe. VccrremoBaHMs IOKa3aIll, 9YTO BOCCTAaHOBJIEHME MHAOPpMAII OT
HekoTopbix cpercts ACOV BO3MOXKHO € TIOMOIIIBIO OOIIEIOCTYIIHBIX Pa-
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AMO3JIEKTPOHHEBIX CpefcTB. MOHMUTOP MOXKET OKa3aThCs CaMbIM CJIaObIM
3BEHOM, KOTOpOe CBelleT Ha HeT Bce Mepbl 0e30I1acHOCTV, IIPUHSATEIE BO
Bcex ocTaibHBIX YacTsax ACOIL

ITpumenenne B ACOVI MMITYJILCHBIX CUTHAJIOB IIPAMOYTOJIEHOV
pOopMBI 11 BBICOKOYACTOTHOV KOMMYTAIIUV IIPVBOAMT K TOMY, UTO B CII€K-
Tpe M3Iy4eHnI OyAyT KOMIIOHEHTHI ¢ YacToTamu BIDIOTh 1o CBY. Xota
SHEepPreTNYecKuUll CIIEKTP CUTHaJIOB yOBIBaeT C POCTOM YacTOTHI, HO 3-
(PeKTMBHOCTD M3JTyUeHsI TPV 3TOM YBEIIMIMBaETCS, ¥ YPOBEHDb U3JIyde-
HUII MOXET OCTaBaTbCs IOCTOSAHHBIM JI0 YacTOT HECKOJIbKMX IMrarepi.
Pe3zonaHCBI 13-3a IIapa3sUTHBIX CBA3eVl MOTYT BBEI3bIBaTh yCWIEHWe W3JIy-
4JeHMs CUTHaAJIOB Ha HEKOTOPBIX YacTOTaxX CHeKTpa.

Memodu: u cpedcmbBa 3aujumer ungpopmayuy om NOOOUHO20 €K~
MpoMazHUMHO20 U3AyueHuA u HaBoooxK ungopmayuu
B 11er1s1x 3aImmTEI ceKpeTHOV MHGOPMaIUY OT YTeUKM 3a CYeT I10-
0OYHOro 3JIEKTPOMArHUTHOIO M3JIyUeHNs Y HaBOIOK IIPOV3BOIMUTCS W3-
MepeHVie YPOBHS OITaCHBIX CUTHAJIOB. 3aMephI IIPOM3BOJIAT B HECKOJIBKIIX
TOYKaX Ha Pa3HBIX PacCTOSHMSAX OT VICTOYHWKA C IIOMOIIBIO CITeI[yiasib-
HOVI amlmapaTypsl. Ecm ypoBeHb curHajia Ha IpaHNMIIe yCTaHOBJIEHHOV
30HBI ITPEBBICIII IOy CTHMBIe 3HaYeHs, IIPVMEHSIOT 3alllUTHbIe MePHL.
3ammTHEIE MEPBl MOTYT HOCUTB Pa3/IMUHBI XapaKTep B 3aBUCU-
MOCTV OT CJIOXKHOCTW, CTOMMOCTV ¥ BpeMeHU WX peajn3ariuyl, KOTOpble
OTIpeTIeIISAIOTCS TPV CO3AaHMY KOHKPETHOV BBIYVCITUTEIBHOV CHCTEMBL.
Takumy Mepamy MOTYT OBbIT:
e  yCOBepIIIeHCTBOBaHMNe allllapaTyPhl C LeJIbI0 YMEeHbIIIeHS YPOBHS
CUTHAJIOB;
e  yCTaHOBKA CIIELIMIBHBIX (PVUTBTPOB;
e IIpUMeHeHVe Ir'eHepaTopPOB IITyMa;
®  VICIIONTB30BaHVE CHeNVaIbHBIX 3KPaHOB;
e JIpyTVie MephL

B uncite aTmx Mep OoJIblivie HafeX/Ibl BO3JIATalOTCS Ha IIpUMeEHe-

HUe B JIMHUSIX M KaHa/IaX CBSI3V BOJIOKOHHO-OIITMYECKMX Kabesieri, KoTo-
pble 00IamaroT CIeAyIOIIVIMYL IIPEeVIMYIIeCTBaMIA:

®  OTCYTCTBMEM 3JIeKTPOMarHUTHOI'O M3/IyYeHVs BO BHEIIHIO Cpely;
YCTOVIUMBOCTBIO K BHELTHVIM 2JIeKTPOMarHUTHBIM M3JTy YeHVAM;
OOJIBIITON IIOMEXO3AIINUIIIEHHOCTHIO;
CKPBITHOCTBIO IIepefay;
MaJIbIMU TabapuTaMm (YTO IIO3BOJISIET IIPOKJIaIbIBaTh VX C CYIIle-
CTBYIOIITVMU JIMHUAMM);

®  YCTOMUMBOCTBIO K BO3[IEVICTBISIM arpecCBHOVI Cpelbl.
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C TOYKM 3peHys 3aIUThl MHGOPMAIIV BOJIOKOHHO-OIITIYeCKI e Ka-
Oert VIMEFOT ellle OfTHO IPeVIMYIIIECTBO: TIOJIKTIOUeHie K HYM C TIeIBIO ITe-
pexBaTa Ilepe/iaBaeMbIX TaHHBIX IIPEICTaBIIsieT cOOOVI 3HAUMTEIIBHO Oosiee
CJIOXKHYIO 3a7iady, YeM IOJIKII0YeHVe K OOBIMHOMY IIPOBOJTY WV Kabesmo ¢
TIOMOIITBIO VIHITYKTVBHBIX JTATYMKOB ¥ TIPSIMOTO TIofKnodeHyst. OmHaKo 3a-
MeHa OJTHOTO KaOeJIs IpyTVM CBsi3aHa C BBeJEHVIEM 3JIEKTPOOIITITIECKIIX 11
OIITVIKO-3JIEKTPIYECKIIX ITpeoOpasoBaTesiert, Ha KOTOPBIE U IIepeKIIalIbiBaeT-
s TIpobrieMa obecrieueHvst Oe3ortacHOCTYM MH(OpMarym.

5.8. MeTtoabl 1 cpeacTBa 3aWmTbl MHDOPMaLumn
OT C/ly4yaiiHbIX BO3AEAUCTBUMN

B nersax sammter dyaxuonvposanms ACOV oT cIydarHbIX BO3-
TIeVICTBUTI TIPUMEHSIOTCS CpefiCTBa MOBBIIIeHNsI HafleXXHOCTH arrapary-
PBI ¥ IPOrpaMMHOTO o0ecITeueH s, a I 3alllUThl MHPOpPMAaIIIM — Cpel-
CTBa IIOBBIIIEHWS ee JIOCTOBepPHOCTH. [y mpenoTBpallieHns aBapuimHoNn
CT/ITyaHT/H/I IIPMMEHSIOTCA CrieniaJIbHbIE MEPBbI.

ITpobGrrema HaImeXHOCTVI aBTOMATM3VIPOBAHHBIX CHICTEM pellaeTcs
TpeMsi IIyTAMM:

¢  IIOBBIIIEHNMEM HaOEeXXHOCTU JeTasIevl 1 Y3I/I0B;

e IIOCTpPOeHVeM Ha/leXHBIX CUICTEM M3 MeHee HaJleXXHBIX 3JIEMEHTOB
3a Cc4eT CTPYKTYPHOU WM3OBITOYHOCTHM (ZyOsIMpoBaHMe, yTpOeHWe 3jle-
MEHTOB, YCTPOVICTB, ITOJICVICTEM U T. IL.);

e IIpMMeHeHVeM (PYHKIVMOHAJIBHOTO KOHTPOJIS C IMArHOCTUKOV OT-
Kasa, yBeJIMYMBAIOIIET0 HaLeXXHOCTD q)yHKLU/IOHMpOBaHV[ﬂ CUCTEMBI.

3agavamMu PyHKIIMOHAIBHOrO KOHTpPOss (PK) crcTeMsl SBIISIOTCA:
CBOeBpeMeHHOe OOHapy»XeHwe cOoeB, HeMCIIPAaBHOCTEV! U IIPOrPaMMHBIX
omMOOK, MCKIIIOYeHVe VX BIIVSHVS Ha JaJIbHEeVIINI ITpoliecc 00paboTKm
vHdopMaIMM U yKa3aHWe MecTa OTKasaBIIero jleMeHTa, 0j0ka mpo-
IPaMMBI € LIeJIBIO TIOCTIENYIOIIETro OBICTPOrO BOCCTAHOBIIEHVIS CYICTEMBL
CymecTsytoniyie MeTOIBI (PYHKIIMOHAIBHOIO KOHTPOJIS BBIYVICIIV-
TEeJIBHBIX CUCTEM MOTYT OBITh pasiesleHbl Ha IIPOrpaMMHBIV, aIlllapart-
HBIVI I KOMOVHMPOBaHHBIVI (COUeTaHVe IIPOrPaMMHOTO C allllapaTHBIM).
CpaBauTenpHasl XapakTepucTuka Meropo DK yumrteBaeT cite-
mytoryie paKTOPBL:
®  HaJIEKHOCTb OOHAPYKEHWS;
®  BO3MOXXHOCTb VCITpaBJIeHNsI OIIMOOK 1ociie cboeB Oe3 BMeIIaTesIb-
CTBa OIlepaTopa;
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e  BpeMs, 3aTpaurBaeMoe Ha yCTpaHeHMe CIIy4YariHbIX OLINOO0K;

e  KOJINYECTBO JOIIOIHNTEILHOIO 000pyIOBaHNS,

e  CrI0cOOBI IpMMeHeHMs ([TapaJUIesIbHO WIN C IIpepbiBaHmeM o0Opa-
boTkm MHMOpManI);

e  BJIMSIHME KOHTPOJIS Ha OBICTPOJIEVICTBYIE BBIYVICIINTEIIBHOV CHCTeE-
MBI VIV ee IIPOM3BOAMTEIEHOCT;

*  yKasaHWe MeCTa HeWCIIPaBHOCTYM C HEOOXOIVMOVI TOUHOCTBIO.

ITporpaMMHBIVT KOHTPOJIb IEJTATCS Ha IIPOrPaMMHO-JIOTMYECKIVA,
QJITOPUTMUYECKVVI VI TECTOBBIVI.

Hawborree pactipocTpaseHHast (opMa HpoepaMMHO-102UHecK020
KOHMpOAA - 5TO ABOVIHOVI CYET CO CpaBHEHVIEM ITOJIyYeHHBIX Pe3yIIbTaTOB.

Aszopummuneckuil KOHMpOAs 3aKIIOYaeTcd B TOM, YTO 3a/1adya,
pellleHHas 110 KaKOMy-IIM0O aJIfTOpUTMY, IIpOBepsieTcs IIOBTOPHO IIO CO-
KpallleHHOMY aJITOPUTMY € AOCTaTOYHOV CTEIIeHbIO TOYHOCTVL.

ITporpaMMHO-IOTMYeCKMTI KOHTPOJIb ITO3BOJISIET HAJeXXHO OOHa-
py’kuBaTh cOOM, U IIJI €T0 OCYIIeCTBIIeHM: He TpeOyeTcs JOIOTHUTEITb-
Horo obopyxosaHus, OpgHako IIput HeM Oojlee WeM BABOe CHVDKAETCS
npomssonurernbHocTs ACOV, He OOHapYyXMBAIOTCS CHUCTEMaTIYECKE
cOov1, HeIb34 yKas3aTbh MeCTO OTKasa 1 TeM Oostee c6os1, TpebyeTcs IOIIoII-
HUTeJIbHAsl €eMKOCTh IIaMSITH IS [IPOrpaMMbl BelumciieHuit. [lpm asro-
pUTMMYecKOM KoHTposie rpomssoauTerbHocte ACOVL BhIe, B OCTasIb-
HOM OH O0JIafiaeT TeMu Xe HeIoCTaTKaMU ¥, KpoMe TOTO, MeeT OrpaHM-
4UeHHOe IIpVMeHeHIe, TaK KaK He Bcera yaaeTcs HaTV IS OCHOBHOTO
JITOpUTMa COKpAIIleHHBIV, KOTOPBIVI ObUI OBl 3HAUMTEIILHO KOpoue Oc-
HOBHOTO.

TecmoBelit KOHMpPOAL TIPVIMEHSETCSL IS MPOBEPKM PpaboTocrio-
COOHOCTM KOMIUIEKCA CPENCTB aBTOMATM3aLMM PV IIOMOINV WCIIBITa-
TeJIBHBIX ITIPOrPaMM.

TecTOBBIVI KOHTPOJIb B OTJIMYME OT IIPOTrPAMMHO-JIOIMYECKOrO
IIpOBepsieT He IpollecCc IepepaboTkm mMHPOpManmy, a IpebbIBaHMe
ACOW wm ee wactu B paboTocrrocobHOM coctostHMM. Kpome Toro, Tec-
TOBBIVI KOHTPOJIb He Bcerna oOHapyXmBaeT cOOM M BO BpeMs IIPOBEPKU
He MOXXeT pelllaTh 3a/1aun 110 paboyer IIporpaMMe.

B HacrosIIee BpeMs IIMPOKOe NpVMeHeHVe HaXOOAT METOIbI all-
[1apaTHOI'0 CXeMHOT'O KOHTPOJISI I KOMOVMHMPOBAaHHBIVT METO/I.

AmrmapaTHBIT KOHTPOJIb B OTIMYME OT IPOrPAMMHOIO MOXeT
obecrieunBaTh yKazaHMe O HaMumy cOOSl WIM HEWCIIPaBHOCTY HEIIO-
CPEIICTBEHHO B MOMEHT €ro BO3HMKHOBEHMs. ATIIapaTHBII KOHTPOJIb B
ACOW pemmtes Ha KOHTPOIIb II0 MOIYJIIO; KOHTPOJIb IV Ay OJIMpOBaHUI

175



OcHobo. ungopmayuonnas besonacrocms

o0OopymoBaHMs ¥ KOHTPOJIb IIPV TPOVIPOBaHM 000PYA0BaHs C VCIIONb-
30BaHMEeM MaXOPUTapPHBIX 2JIeMEHTOB.

KoHTpoJ1b 110 MOAYJII0 OCHOBBIBAeTCS Ha CJIeAyIOIIMX IIPUHITHIIAX.
V3 Teopum umicesI M3BECTHO, UTO IiejIoe IIOJIOKUTESIbHOe YMCIIO MOXKHO
HpeCTaBUTh B BUJIe CPaBHEHMSI:

A =r1,(mod M) (1)

(cumTaercs: A cpaBHMMO C OCTaTKOM ; MOmyJisi M), KOTopoe ycTaHaBjIu-
BaeT Cjleflyroliee COOTHOIIeHVe MeXTy umciiaMm A, 7, i M:

A=Ml+r,

e A, M, 1, v, - 1eJible ymciia;
A - moboe KOHTpoIMpyeMoe N-paspsmHoe UIcyIo;
M - MonyiIb, WV AeJTUTeIIb;
1 - yacTHOE;
7, — OCTaTOK OT JieTieHVs A Ha MOMyITb M (KOHTPOJIBHBIVI KOIT umciIa A).

Ilp pmanHOM MeTOfe KOHTPOJIS KaXJOMY KOHTPOJIMPYEMOMY
WIeHy IpWaeTcs ellle 1 JOIIOJIHWUTEJIbHBIX paspsAoB, B KOTOPEIe 3allu-
CbIBaeTCsi KOHTPOJIBHBIV KOJ, T. €. OCTaTOK r,. Ecyii 3ammcars Bce unciia B
Bufe cpaBHeHws (1), TO IOC/Ie 3TOTO MX MOXKHO OyAeT CKJIafblBaTh, IIepe-
MHOXXaTb, a Pe3yJIbTaThl 3allVIChIBATh B BUAle ITOIO0HBIX CPaBHEHWIIL:

P

A = irai (modM), (2)
i=1 i=1

P P

[1A; =IIr, (modM). (3)

i=1 i=1

Berpaxenns (2) n (3) o3Ha4aroT, YTO CyMMa (IIPOM3BEEHE) UMCeT
CpaBHIIMa C CyMMOV (IIpOV3BeIeHVIeM) OCTAaTKOB 3TVIX UVICeTT ITO MOy TIo M.

TexHuueckas peatmsaiisg KOHTPOJIL IO MOOYJIIO 3aK/IIOUaeTcs B
paspaboTKe cHenMaJIbHBIX CXeM, KOTOpble B TeXHWYeCKOV JIMTepaType
HOJTyIVUIV Ha3BaHMe «CBEPTOK». DPPeKTUBHOCTh KOHTPOJISA IIOBHIIIIAeT-
csi ¢ yBermmdeHneM Monyisi. OOHako ¢ ysenmdeHneM M HemrporopLyo-
HaJIbHO BO3pacTaeT KOJIMYECTBO [IOIOJIHUTEIbHOro 00opymoBaHMs 1 yc-
JIOXKHSIOTCSL cxeMbl KOHTposst. I1Inpokoe pacmpocTpaHeHue B BBIYVICIIV-
TEJIBHBIX CXeMaX II0JTy 4T KOHTPOJIb IT0 MOIYJIO 2.

HyOGimposanne 060pyaoBaHMs II03BOJIsIET IIyTeM CpaBHEHWs BBI-
XOIHBIX CUTH&IOB OOHApYXWTh OTKa3 amrapaTypel. Beicoxas sdpdex-
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TUBHOCTB TaKOT'O KOHTPOJISi OCHOBBIBAETCSI Ha TOM, UTO BEPOSTHOCTH Ofl-
HOBPEMEeHHOIO OTKasa JBYX OJIMHAKOBBLIX 3JIeMEeHTOB Mcue3alollle Masla.
HepocraTkoM 3TOro Merona sIBJIsieTCsl He BCerda VIMEIOIIasics BO3MOXK-
HOCTb OITpeZle/INTh, KaKOVI 3 KaHaJIOB SBJISIeTCs VICIIPAaBHBIM, U II03TOMY,
uTOOBI IIpoIlecc PyHKIVOHMPOBaHV OCTaBasICs VICITPaBHBIM, ITPVIXOINT-
Cs1 OMHOBPEMEHHO B KaXXIOM 13 KaHaJIOB IIPVIMEHSATh METOABI KOHTPOJIS,
HaIpyMep KOHTPOJIb 10 MOZLYJIIO.

Tpouposanmue obopymoBaHNs C 37IleMEHTaMM «TOJIOCOBaHMS» II0-
3BOJISIET HAPS/y C yBeIdeHreM BepOsATHOCTY De30TKa3HOV paboThl yBe-
JIVYUTh W TOCTOBEPHOCTh (PYHKIVOHMPOBaHVS IIPV IIOMOIIV MaXKOpU-
TapHBIX 3JIeMeHTOB. [laHHBIVI MeTof, TpeOyeT, pasyMeeTcs], YBeJMIeHvs
00BpeMOB 000pyIOBaHL.

B HacTosIIee BpeMs CyIIeCTByeT MHOIO pa3sHOOOpa3HBIX MeTO-
0B KOHTPOJIs, MUMEIOIIMX B 3aBUCHMOCTV OT KOHKPeTHBIX TpeOoBaHMII
U yCJIOBUV PasIMYHYIO CTelleHb IIpuMeHsiemMocT. HekoTopsie 13 aTmx
MeTOJIOB SIBJISIOTCS CHeIVaJIM3MPOBAaHHBIMI Il OIpellesIeHHbIX TU-
IIOB YCTPOVICTB M CUCTeM. pyrume - NPUCIIOCOOIIeHBI M1 MPOBePKMU
ompefiesIeHHBIX BUIOB OIlepaluil Y IPUMEHSIOTCS B Pas3/IMUHbBIX THUIAX
YCTPOVICTB.

ITockorbKy pe3ysIbTaT BO3[IEVICTBYS Ha MHAOPMAIVIO 3aBUCUT OT
KOJIVYeCTBa OIIMOOK B JaHHBIVI MOMEHT BpeMeHM, pacCMOTPVUM BepOsIT-
HOCTb ITOSIBJICHVISI 3TVIX COOBITIVL.

Beon, xpanenne n obpaborka mHdopmarmn B ACOW ocyrecTts-
JISFOTCS TP IIOMOIIY KOJOB UMCeI M CJIOB IO OITpefle/IeHHOMY aJIfOPUT-
My. [TosiBiieHVe cO0€B IIPUBOAUT K TOMY, UTO B KOIle MOXXeT BOSHVUKHYTb
OIMHOYHAas WIM TpynImosas ommbKa (IByXKpaTHas, TpexKpaTHas W T.
7.). OmmbKa MOXeT CUMTaThCs OMHOYHOV, eCJIV OHa BO3HMKIIA B OJJHOM
paspsIie Kofla 4mciia Wiu cJIoBa.

CunTas ommbOKM B KaXIOM pa3psie Kofda He3aBVCUMBIMY, MOXXHO
OIIpesieNINTh BePOATHOCTh IIOABJIEHMsI OMIMOKM i-11 KpaTHOCTU IIPU W3-
BECTHOVI BEpOSTHOCTM MCKa)KeHMs OIHOIO paspsima OBOVWYHOIO Kopma. B
3TOM CJIy4ae OIMOKM B KakKAOM W3 paspsioB IIOAYMHSIOTCS OMHOMM-
aJIbHOMY pacIipefle/IeHVIO BepOosiTHOCTell. BepoATHOCTh IosiBIIeHMsI Off-
HOKPaTHOVI OIIMOKM B N-PaspsiTHOM JIBOMYHOM KOJIe MOXeT OBITh OIrpe-
HeJieHa U3 BhIpakeHVIs

P, =ng(l-g)"".

I7le q - BEpOSITHOCTB ITOSIBJIEHNIS OIIMOKY B OT/IEIIBHOM paspsjie B TedeHue
OJTHOVI OIIepaLuL.
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BeposTHOCTP I10sIBIIEHVISI ABYXKPAaTHOVI OIIVIOKIA:

P, = —n(nz_ D21 g2,

BeposiTHOCTB ITOSIBIIEHVS OIIMOOK i-71 KPaTHOCTM:
— gl n-1
P =Cg'(1-g)"".

OpHako oIleHKa 3Ha4YeHMs Pi aHa/mMTHYecKmM ITyTeM cCBsi3aHa C
TPYAHOCTSIMV, KOTOPbIe 3aBUCAT OT IPWYWH, BhI3bIBaromux coom. Iomy-
4YeHMe CTaTMCTMYECKOro Marepmajia o cOOosx KaXIOro paspspia Takxke
ABJIsieTCs ITpo0JIeMHBIM BorrpocoM. ITosromy Pi mMoxeT OvITh TI0ITydeHO
110 OoJtee ymobHO popmyTte

np,te,
Pi = Te - nl""pton ’

rae ton — IJIMTEIIBHOCTD OHOV OIlepallu;
K, - VIHTEHCUBHOCTH OTKa30B obopymoBaHMs, YUacTBYIOIIEro B Iepeade

" XpaHeHUNM KaXI0To paspsinaa IBOMYHOI'O KoAa.

C yBesmmueHMeM KpaTHOCTV OIIMOKM BEPOSITHOCTDL ee IIOsIBJIeHMs
yMeHbIIIaeTcsl. BeposSTHOCTb IOSBJIeHMSI OMIMOKM ¢ KpaTHOCTBIO i = 4
npeHeOpexxnMo Masta. [1j1g oneHKM 3¢ eKTMBHOCTH alllapaTHOIO KOH-
TpOJI HeOOXOOVIMO 3HATh BEPOSITHOCTh OOHapy KeHM:s (IIPOIIyCKa) OIIV-
0OK passIMIHOV KpaTHOCTY IIPV BEIOpaHHOM MeTofle KOHTPOJIS. B cBs3m ¢
3TVUM 00IIIas BepOsITHOCTB IPOIIyCKa OIIOKN

n
Pnp = ZPiPM.np.i
n=1

rie P; - BeposITHOCTB ITOSIBJIEHVIS OIIMOKM i-71 KpaTHOCTVL;
P,,.up.i - BEPOSTHOCTD ITPOITyCKa OIMMOKM i-71 KpaTHOCTY IIPY BEIOpaHHOM
MeTO/le alrapaTHOro0 KOHTPOJIA.

CrrocobHocTh cperncts PK obecrieunTs CBOEBpeMEHHO (0 Havasia
rocslenylomiert o0paboTKy) oOHapykeHMe ¥ OJIOKMPOBKY OIIMOOK 3a-
HaHHOV KPaTHOCTMU OIpefiesisieT yPOBeHb HOCTOBEPHOCTV KOHTPOJIS 00-
pabotkm nHpopMarinn. CylnecTBeHHYIO posb it KadectBa PK mrpaer
IUIOTHOCTD PaCIIpeesIeHNs ero CpefcTB OOHapy XeHMs OIIMOOK II0 BCent
«IUIOIIAIV» KOHTPOJIMPYEMOVI BBIUMCIINTEIILHOV CUICTEMBI, T. €. IIOJIHOTa
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ee oxBaTa PYHKIMOHAIBHBIM KOHTpOJIeM. B cBsA3M ¢ 3TUM IIpu co3maHmUM
BBIYMCIIUTEIIBHBIX CUCTEM VCHOJIB3YIOTCS Cilefyolye IIoKas3aTen Kaye-
ctBa OK:

1) Bpemsi oOHapy>keHMs W JIOKaIM3alMy OTKa30B allapaTypbl C
TOYHOCTHIO 10 CHeMHOI'0 3JIeMeHTa:

m
Etoﬁui
_ i=1
T06H - s
m

IJIe 1M1 — 9UCIIO SKCIIePVIMEHTOB;
1 - HOMep 3KCIepuMeHTa;
io6ni — BpeMsl OOHapy>keHMs OTKa3a B i-M 3KCIlepuMeHTe;

2) 1ONIHOTa KOHTPOJIA (PYHKIVIOHVMPOBAHWS BBIYMCINTEIBHON
CVICTeMBI:

K=7"_K

n s
o

roe }\‘k — CyMMapHas MHTEHCMBHOCTD ITOSIBJIEHVSI OTKA30B COCTaBHBIX Yac-
TeV, OXBaUYeHHBIX KOHTpOJIEM;

}\40 — CyMMapHas MHTEHCMBHOCTb OTKa30B BCeX COCTaBHBIX YyacTen BbIUMC-

JINTEeJTbHOV CUCTEMBI;

3) mOCTOBEPHOCTb KOHTPOJIS:

K. = Moou
hi ’
n,,
rhe Nogy - OOIee YMCIO OTKa30B, OOHAPYXXEHHBIX [TaHHOW CUCTEMOV
PYHKIIMOHATIBHOTO KOHTPOJIS;
Ny - 00lee uncso oTkasos mposenervss OK mpu ycioBmm MOsIBIIEHVISE
VIV VICKYCCTBEHHOTO BBEJIEHVISI OTKA30B B KaXX[IOM OIIBITE.

OpHyM 13 OCHOBHBIX YCIIOBUM 3(peKTUBHOro (PYHKIIMOHMPOBa-
HVSI aBTOMAaTU3VPOBAHHOV CHICTeMBI sBJIsieTcsi oOecriedeHne TpebyeMoro
ypoBHs gocrosepHOcTM MHPOopManym. I[Tox gocrosepHocThIO MHMOPMa-
v B ACOVI NOHMMAIOT HEKOTOPYIO (DYHKIIVIO BEPOSTHOCTVI OIIVIOKW,
T. €. COOBITMS, 3aK/IIOYAOIIeTocsi B TOM, YTO peaslbHas MHMOpMaIys B
crucTeMe O HEKOTOPOM IlapaMeTpe He COBIIa/iaeT B IIpefiesiax 3ajaHHON
TOYHOCTY C ICTMHHBIM 3Ha4eHMeM.
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HeoOxomymasi TOCTOBEPHOCTD TOCTUTAeTCS VICIIOJIb30BaHMeM pas-
JIMYHBIX METOIOB, pealn3alysl KOTOPBIX TpeOyeT BBeOEHMS B CUCTEMBI
00paboTKI JaHHBIX MHAOPMAIIMIOHHOV, BPeMEHHOV WIV CTPYKTYPHOM
M30BITOYHOCTH. J]OCTOBEpHOCTE TPV 00paboTKe [TaHHBIX [IOCTUIaeTCs
IyTeM KOHTPOJIS U BBISIBJIIEHVIS OIIMOOK B VICXOIHBIX W BBIBOIVIMBIX JaH-
HBIX, VX JIOKaJIM3alyVL ¥ MCIIpaB/IeHVs. Y CIIOBYe IIOBBIIIeHVST TOCTOBEp-
HOCTM - CHVDKeHVe JI0JIV OIIMOOK /10 AOIyCTMMOro ypoBHs. B KoHKpeT-
HbIX ACOV TpeOyemasi JOCTOBEPHOCTh yCTaHaB/IVIBAETCS C yYeTOM He-
JKeJIaTeJIbHBIX TOCIIeCTBII, K KOTOPBIM MOXXeT IIPVBECTVI BO3HMKIIIAsS
ommbKa, 11 Tex 3aTpaT, KOTOpble HeOOXOIVIMBI [IJIsI ee IpeIoTBpaIleH s

Mertons! xoHTpOI TIpM 00paboTtke MHPopMarmt 8 ACOW xitac-
CUPUIMIPYIOT IO Pa3INMIHbIM ITapaMeTpaM:

—  IIO KOJIMYECTBY OIl€pariyivi, OXBaTbIBAEMbIX KOHTPOJIEM, — €IMHIIHBIV
(ormHa omepariy), TPYIIIOBOV (TPYIIa ITOCTIeNOBaTeIbHBIX OIIePaIIViL), KOM-
IDIEKCHBIV (KOHTPOIIMpYeTcs, HallpyMep, Iipoliecc cOopa JaHHEBIX);

— IIO YacTOTe KOHTPOJISL — HeNPEePBIBHBIV, IVKIMIECKNUV, IIePON-
YeCKW, pa3soOBBbI, Bbx6opqu1>H71, 10 OTKJIOHEHWSIM;

— II0 BpeMeHU KOHTPOJISL — IO BBIIIOJIHEHVS OCHOBHBIX OIlE€paryivi,
OIHOBPEMEHHO C HVUMV, B IIPOMEXYTKax MeXXIy OCHOBHBIMM OIleparys-
MM, TIOCTIe HIIX;

— 10 BUAy OOOpYyHOBaHMS KOHTPOJII — BCTPOEHHBIVI, KOHTPOJIb C
ITOMOIIIBIO TOTIOITHUTEIIBHBIX TEXHUUIECKVIX CPeICTB, Oe3arapaTHbIN;

— IIO YPOBHIO aBTOMATU3ALIVIN — «PYYHOV», aBTOMaTU3MPOBAaHHBIN,
aBTOMAaTWYECKWUIAL.

— Pasmmuaror cucTeMHBIE, IpOrpaMMHBIE ¥ allllapaTHbIE MEeTOEI
KOHTPOJISL JOCTOBEPHOCTMAL.

CuicTeMHBIE METOJIBI BKITIOYAIOT:
OIITMIMM3AIIVIIO CTPYKTYPBI 00paboTKL;
rofiyiepyKaHyie XapaKTepyiCTV K 000pY/IOBaHVIs! B 3a/TaHHBIX ITperieriax;
IIOBBIITIEHE KYJIbTYPBI 00palboTKIL;
o0ydeHne v CTUMYJIMpOBaHVe 00CTy KMBaIOIIIero IiepcoHarla;

e CO3/laHVe ONTMMAIHOTO YMCjIa KONWI ¥ (VUIM) TIPeIbICTOPIV
ITpOrpaMM VICXOTHBIX U TeKYIIVIX JaHHBIX;

e oOnpesiesieHVe ONTVMAaJIBHOV BEJIMUVMHBI ITaKeTOB JJaHHBIX VI CKOPO-
CTV TIepBUYHOV 00pabOTKW, ITPOIIeTy P JOCTYIIa K MacCHBaM JIaHHBIX I JIp.

ITporpaMMHBIe METOXBI TIOBBIIIEHVS JOCTOBEPHOCTM WHEPOpMa-
LIVVI COCTOST B TOM, UTO PV COCTaBJIEHMM IIpoLeAyp 00pabOTKM JaHHBIX
B HUX IIpelyCMaTpVBarOT JOIIOJIHUTEJIbHBIE OIlepanyy, MMeolye MaTe-
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MaTWUYeCKYIO VIV JIOTVYECKYIO CBSA3b C aJITOPUTMOM 0OPabOTKY JTaHHBIX.
CpaBHeHMe pe3yJIbTaTOB TVX JOIOITHUTEIBHBIX OIepalinii C pe3ysIbTa-
Tamy 0OpabOTKY TaHHBIX ITO3BOJIIET YCTAHOBUTH C OIIpeleIeHHOV Bepo-
SATHOCTBIO HaJIM4uyMe WIM OTCyTcTBue ommbok. Ha ocHoBaHmmM 3TOTrO
CpaBHeHWs, KaK IIPaBWIIO, IIOSIBIIIETCS BO3MOXKHOCTB VICIIPaBUTh OOHa-
PY’KE€HHYIO OIIIOKY.

AnmapaTHble MeTOBI KOHTPOJIL M OOHapy>KeHMs OIIMOOK MOTYT
BBIIIOJIHSTD IIPAKTIUECKN Te >Ke (PYHKIMY, YTO U IpOorpaMMHbIe. Allia-
paTHBIMV MeToIaMy OOHapy KMBaOT OMMOKY ObICTpee 11 OJIVDKe K MeCTy
VIX BOSHVMKHOBEHV, a TaKKe OIIVOKM, HeIOCTYIIHbIE IS IIPOTrPaMMHBIX
MEeTOJIOB.

Bce nepeunciieHHBIE MeTOIBI KOHTPOJISI 00pabOTKY JaHHBIX Oasn-
PYIOTCSL Ha WCIIOJIB30BaHWMM OIpereieHHON m30bTouHoCcT. [Ipm aTom
pasIM9IaoT MeTOJIbI KOHTPOJIS CO CTPYKTYPHOV, BpeMeHHO ¥ MHOP-
MAaIMIOHHOV M30BITOYHOCTBIO.

CrpykrypHas 130bITOYHOCTE TpebyeT BBemeHus B cocras ACOU
JOTIOTHVUTEIIBHBIX 3JIeMEHTOB (pe3epBrpoBaHVe MH(POPMaIIIOHHBIX Mac-
CVIBOB VI IIPOTPaMMHBIX MOJTYJIEV, peav3aliyisl OHVIX U TeX e PyHKIII
pa3IMYHBIMM IIpOrpaMMaMV, CXEMHBIVI KOHTPOJIb B TEXHIYIECKUX Cpel-
crBax ACOM n T.11.).

Bpemennasi m30BITOYHOCTH CBs3aHa C BO3MOXKHOCTBIO HEOIHO-
KPaTHOT'O IIOBTOPEHWs OIIpee/leHHOro KOHTPOJIMPYeMOro 3Tama oOpa-
6oTkm maHHBIX. OOBIYHO 3Tanl OOPabOTKM ITOBTOPSIOT HEOTHOKPATHO W
pe3ysbTaTel 00pabOTKV CpaBHMBAIOT MeXIy cobort. B cirydae oOHapyske-
HVISL OIIVOKYM IIPOM3BOMISAT VCIIPaBJIeH VIS VI IIOBTOPHYIO 00paboTKy.

VHdopmalonHas M30bBITOYHOCTE MOXKET OBITH €CTeCTBEHHOW W
ncKkyccteeHHOM. EcTecTBeHHas MHpOpMaIMoHHas M30BITOYHOCTE OTpa-
JKaeT 0OBEKTVMBHO CYIIIeCTBYIOIINE CBSA3M MeXHAy 3JIeMeHTaMu o0pabor-
KV, HaJInuyie KOTOPBIX IIO3BOJISIET CYAUTH O JOCTOBEPHOCTV MHQOpMa-
1. VickyccTBeHHast MHGOPMaIIMOHHAs M30BITOYHOCTD XapaKTepu3yeT-
Cs1 BBeIIeHVeM JIOIOIHUTEIbHBIX MH(POPMALIVIOHHBIX pa3psaoB B LMdpo-
BOM IIpeficTaBIieHny oOpabaThIBaeMBbIX HaHHBIX ¥ JIOTIOJIHUTEIIBHBIX
oIreparw B IIpolielype nx o0paboTKM, MEOITX MaTeMaTIIecKyo VIV
JIOTMYECKYIO CB3b C aJITOPUTMOM 00paboTKm maHHBIX. Ha ocHoBammm
aHaJIM3a Pe3yJIbTaTOB JIOIIOJIHWUTEIILHBIX Ollepalliil ¥ IIpolemyp obpa-
OOTKV JaHHBIX, a TAaKXKe JIOTIOJTHUTEITFHBIX MH(OPMAIIVIOHHBIX Pa3psi/IoB
BBISIBJISIETCSl HaJIMYVIe VIV OTCYTCTBUE OIMMOOK OIpeJie/IeHHOro THuIIa, a
TaKke BO3MOXKHOCTY VX VICITPaBJICHMISL.

B 3aBucmMocT oT Xapakrepa MHQOpMaIy, 0cOOEHHOCTET ajro-
PUTMOB CVCTeMBI, a TakXke OT 3ajad, CTOAIIMX IIepefl ee ajpecaTaMmiy,
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MOJKHO OIIpeIeINTh CJIEAYIOIVe 3aBUCHIMOCTI COfep kaHms MHPOopMa-
LIVIVI OT OIIMOOK IIpM ee TIeperadve:

e CMBICTIOBOVI 00BeM WHQOpMaUMy B COOOIIEHUN YMEHbIIAeTCs
HPOIIOPLVIOHAJIBHO YMCITY MCKaKEHHBIX PaspsioB B KOIOBOV KOMOWHa-
IV TAaHHOT'O COODIIeH s

®  VICKaXKeHVE OJTHOTO VIV HECKOJIBKMX Pa3psIioB IIPUBOAUT IIOUTH K
IIOJTHOVI TIOTepe OCTaJIBHOV YacTy MHQOPMAIINM, COOeprKallerics B CMbI-
CJIOBOM OTpe3Ke MHQOPMAII B COOOIIEHM.

[TpoaHaymMsmpyeM CIIOCOOHOCTb CpecTB (PYHKI[MOHAIIBHOIO KOH-
TPOJIS VI TIOBBIIIIEHWS JIOCTOBEPHOCTY MHMOPMaIMM K 3alluTe OT CIIy-
YayHBIX pa3pyLIeHvI, MOOVIPUKALINY M YTeUKY MHAOPpMaIL.

VI3BecTHO, 9TO OTKas3bl, COOV B aIlllapaType M OMIMOKM B IIPOrpaMM-
HOM oDecIiedeHVV MOTYT IIPVBECTV K HapyIIeHMo (PYHKIIVOHMPOBAHVS
BBIUVIC/TTEITBHOVI CVICTEMBI, K PaspyIIeHMIO ¥ M3MeHeHMIO MHMopMarmm
Ha JIOKHYIO. AH&/IW3 IPUHATOIO B COBPEMEHHBIX aBTOMATM3MPOBAHHEBIX
CUCTeMax TIpercTaBiIeHysl MHGPOPMaIy B IVIPOBOM BuJle ITOKA3bIBaeT,
YTO Ha ofyH OanT mpvixommTcs omHa Oyksa, 1vdppa vt cviMBort. OIHO cI1o-
BO MOJXKET 3aHVIMaTh B pyccKoM s3bike oT 1 mo 20 6yxs. Kaxmort 6ykse, 1mid-
e VI CIMBOJTy IIPVICBOEHBI [IBOVYHBIE KOfIbL. Tabimita KoIoB cocTaBIeHa Tak,
YTO TIpoTIalaHyie VIV TIOsIBIIeHVIe OfHOM 1 B paspsyiax IMPMBONT K M3MeHe-
HVIO OTHOVI OYKBEI (CMIMBOJIa, I pBl) Ha Apyryo. IIpm 3ToM MOXHO yT-
BEp>K[IaTh, UTO B 3TOM CJIydae VIMeeT MeCTO OIHOKpaTHasl OIIVOKa, KOTopast
OTHOCWTEJIHHO JIETKO OOHApPY KMBaeTcsl IIPOCTBIMY CPeJICTBAMV aIlIapaTHO-
ro KOHTPOJI (HarpvMep, KOHTPOJIeM II0 MOAYJIo 2). B cirydae e mosisie-
HVS OBYXKpPaTHOV OLIVOKM B OaviTe M3MEHWUTBCS MOI'YT ABa paspsama. Kon-
TPOJIb IO MOLYJIXO 2 5TOrO He OOHApPY’KMBAET, UTO yXKe MOXET IIPUBECTH K
He3aMeTHOMY M3MeHEeHVIIO OIHOV OYKBBI Ha APYIyo. B pyccKoM si3bIKe cy-
IIeCTBYIOT CJIOBA, KOTOPbIe MEHSIOT CBOVI CMBICII Ha IPYTOVI IIPY 3aMeHe Ofl-
HoVt OyKBBI IpyTovt. DTO U ecTh MomdmKarys rHdopMarym. ITpu Tpex-
KpaTHOVI OIIVOKe BepPOSTHOCTb 3TOTO COOBITVS, €CTeCTBEHHO, YBeTIIVBaeT-
cs. TIpaBaa, BepOSTHOCTD IOSIBJIEHWS TPEXKPATHOV OIIVIOKI MeHbIIle II0
CpaBHEHMIO C IBYXKPATHOV, HO 3TO CJIaOBIVI apI'yMeHT, TaK KaK ee BeJIdiHa
IIpy1 OOJIBIIIOM KOJIVIYECTBe allllapaTHBIX CPELCTB, VIHTEHCHMBHOCTY 1 HAKOII-
JIEHUV VX OTKa30B MOXXeT ObITh BechbMa OIIyTVMOV Ha OOJIBIIIOM OTpe3Ke
BpeMeHV pabOThI BBIYVCIUTEITHOV CYICTEMBI.

Ecim paccMmarpwmBath mckaxeHme MHPoOpMarum (0e3 ee Moaydm-
Kaouy) KaK paspylreHre MHGOpMaLWY, YCIOBEM €r0 BO3HMKHOBEHVIS
MOXKET CUMTAThCS OIHOKpaTHas OIMOKa, HECMOTPS Ha TO, YTO IpoIIazia-
HVe OfHOVI OyKBBI He BCeria BeleT K II0Tepe MH(OpMAaIInIL.
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[J11 BO3HMKHOBEHMS CIIy4YaviHOVI yTeuku MHQOpManuy IIpu ee
00paboTKe B BBIYVMCIVITEIIBHOV CCTEMe HEOOXOIMMO, YTOOBI B pe3yJIbTa-
Te CJIy4daliHbIX BO3HEVICTBUV ObUI IlepellyTaH afapec IoIydaresls VWi B
HPpaBWIBHBIN alpec ObUla BBeIeHa Apyras MHPOpMaIMs, [IT HEro He
IpeHa3HaUYeHHas. B IepBoM cilydae, HalpuMep, 3aMeHWIACh OfIHA W3
Oyks gpyrov (MommdmKalins), BO BTOPOM - afgpecalns sdeeK IaMsTi
O3Y, 13 KoToporo cumTeBajIach MH(POPMAIIMS 4O ee Ilepefadn I1ojIyJa-
Terro (ToXke MOaMUKaIIs).

Takum oOpasoM, MOXHO IIojlaraTh, YTO B HallleM CJIydae yTeuka
vHQOpPMaNM - 3TO YacTHBIV CJIydan ee Mopvdukanym. CiremoBaTesib-
HO, CpencTBa (PYHKIVOHIBPHOIO KOHTPOJIS B IIPUHIIMIIE 3alVIIAIOT
MHMOPMaIVIO OT CIIyYalHBIX pas3pyLIeHNniI, MOOU(PVKAIINA M YTeUKIA.
PaccMmatpuBasi BepOSITHOCTD TIOSIBJIIEHWS STVIX COOBITUVI HPU OTCYTCTBUN
PYHKIIMOHAJIBHOTO KOHTPOJISL, 3aMeTVM, YTO U paspylleHus! MHQOP-
Manyy (KaKOVI-TO ee 9acTM) JOCTATOUYHO OHOKPATHO OIIVIOKY, IJISL MO-
OudVKaIMM M yTeuKy HeOOXOAVIMBI HOIOJIHWUTeIbHbIe yCIoBus. s
HAaCTYIUIEHMSI COOBITMSI, BBIPXAIOLIErocs B CJIyYayHOV pacliedaTKe VIIn
oToOpaxkeHVM MHMOPMAIIMM Ha CpeAcTBax, He IIpeqHa3HAUEeHHBIX IS
S5TOV eIy, HeoOXOaMMO, 4TOOBI M3 IIOTOKA OIMMOOK MOSIBIIIACH TaKas,
PV KOTOPOW KaKas-IM0o KOMaHIIa M3MeHWIach Ha KOMaHIy «IledaTb»
WIN «OTOOpakeHMe», VI TI0 CAaHKIIVMOHVPOBAaHHOV KOMaH/Ie MHQOpMaIs
ObUIa OBI B3s5iTa He II0 TOMY afpecy M3 IaMATHU VI ObUla HallpaBjleHa He
Ha TO TEXHWYECKOe CPEICTBO CHUCTEMBI. BO3MOXHBI U JIpyTVie CUTYallVNL.
15 HacTyIieHus COOBITISA, BRIpaXKaloIIerocs: B MoandmKalm nMHpop-
Manmy, HeoOXoamMo, 4YToOBI M3 IIOTOKAa ONIIMOOK IIOSBWIIACh TakKas
ommbKa WM TpylIa omMOOoK, Oyarogaps KOTOPBIM IeVICTBUTEIbHAS
vHQOpManysa M3MeHWIach OBl Ha JIOXKHYIO, Oblla ObI He OOHapy>keHa U
ITOJIBEpIyIach OBl JaibHerIIer 00paboTke.

BeposiTHOCTD YKa3aHHBIX COOBITUVI 3aBUCUT OT MHOIMX (PaKTOPOB,
HO, aHAIM3MPYS NPVBEIeHHble OTHOCUTEIIbHBIE YCIOBUS MX HACTyIUIe-
HVIs1, MOXXHO [JaTh MM HEKOTOPYIO CpaBHUTEJIPHYIO OLIeHKY. BeposiTHOCTB
paspyieHNs MHQPOPMAIIMM OT CJIyYalHbBIX BO3IEVICTBUN OOJIBIIIE, UeM ee
MommdMKaIY, a BepOSTHOCTb MomudmKaimm nHdopMaimy OoJiblie
BEPOSTHOCTV ee yTeUKl. DTa OlleHKa HeoOXOmyMa IS BEIPaOOTKM IIOA-
xorma K (PYHKIMOHAJIBPHOMY KOHTPOJIIO C ITO3VIIMI 3aIluTsl MHAOpMa-
LMW, KOTOPBIVI BBIPAXAETCS B IPEIbsBIIEHUN K CpelncTBaM (PyHKLMO-
HaJIbHOT'O KOHTPOJIS JOTIOITHUTEIIBHBIX TPeOOBaHNI, BBIIIOJIHEHVE KOTO-
PBIX MOXeT IOTpebOBaTh [IOIIOJIHUTEIBHBIX CPeICTB. [lOIoHITeTbHbIe
TpeOOBaHMS 3aK/IIOUAIOTCS B peaiM3alyyl YMeHBIIIEHUSI BEpPOSITHOCTM
MomVpVIKaUIL M YTEUKM MHQPOPMALIMY CYIIeCTBYIOMIMMIU CpelCTBaMu
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MOBBIIIeHNMs] HaJleXXHOCTV ¥ JOCTOBepHOCTU MHpopManym. [ BbIIoI-
HeHVSI 3TOV 3ajadMl B HACTOsIIee BpeMs IIPUMEHSIOTCS CIlelaIbHbIe
CHICTeMOTeXHWYecKe pelleHs:

e W3O OOJIacTeVt JOCTyTIa K MHpOpMarmy;

e crenuasbHasl OpraHw3allus PaboThI ¢ JaHHBIMM, XPaHSIIVIMIICS B
MaMATV BBEIUMCIITEILHON CUCTEMBL.

Vzorsmmst obrtactent mocTyra K MHAOPMay BBIYMCINTEIBHON
CUCTEMBI OCYIIECTBIISIETCS TakXe B LEeJIsIX HOIEepPXXKM pasrpaHMYeHVIst
CaHKLUVIOHMPOBAaHHOIO IOCTYIIA.

B meisx WMcKIOYeHMs HeCaHKIIMOHMPOBAHHOTO OoOMeHa MeXOy
II0JIb30BATEJISIMYL PEKOMEH/IYEeTCsl PV IIPOEKTUPOBAHUM CBOAUTH K M-
HVYMYMY 4MCIO OOMIMX IS HUX IapaMeTPOB WM XapaKTePUCTMK MeXa-
Hu3Ma 3amuTel. HecMoTpsl Ha TO, 9TO (PYHKLIMM OIIepallViIOHHOV CHCTe-
MBI M CUCTEMBI paspelIeHus JOCTyIla IIepeKphIBAlOTCs, CUCTeMa paspe-
IIEeHMST JOCTyIa JOJ/DKHA KOHCTPYMPOBAThCSA KaK M30JIMPOBaHHBIV ITPO-
IpaMMHBIVI MOIYJIb, T. €. 3allliTa JI0JDKHA OBITH OTHOesleHa OT (PYHKIN
yIpaBJieHVsl TaHHBIMU. BbIlojiHeHMe 3TOro NpuHLOMIIA O3BOJISET IIpo-
rpaMMUpPOBaTh CHICTEMY paspelleHNns: JOCTyla KakK aBTOHOMHBIV IaKeT
HporpaMM C IIOCJIeAyIOoIIer He3aBUCHUMOV OT/IaKo ¥ IpoBepKol. [laH-
HBIVI TTaKeT ITPOTrpaMM JOJDKEeH pasMellaThCs B 3alIUILeHHOM II0jIe I1a-
MSATY, YTOOBI 00eCIIeUnTh CUCTEMHYIO JIOKaIM3alVIO IIONBITOK IPOHMK-
HOBeHMs V3BHe. BcsAkas IOIIBITKa ITPOHVMKHOBEHMS CO CTOPOHBI, B TOM
4yicile ONepalioHHOV CUCTeMBl, JOJDKHA aBTOMaTU4decKn PUKCUpPOBaTh-
Csl, IOKYMEHTUPOBATHCS M OTBEPraThCs, €CJIV BhI30OB He IIPEIyCMOTPEH.

EcrecTBeHHO, UTO peaym3amys 000COOJIEHHOIO MeXaHV3Ma 3alllITh
roTpeOyeT yBedaeHIst 00beMOoB ITporpamm. [Ipy 3ToM MOXeT BO3HMKHYTh
OyOrmipoBaHye YIPaB/IIIONIIX ¥ BCIIOMOTaTeIbHBIX IIPOrpaMM, a Takke
HeOOXOAVIMOCTB B Pa3pabOTKe CaMOCTOSITEITEHBIX BBI3bIBAEMBIX (PYHKIINIL.

Undopmaiins, comeprKaiiasicss B BBIUMCIUTEIILHOV CUCTEMe, MO-
JXeT OBITh IToZesieHa MeX/Iy II0JIb30BaTesIsIMI, UTO TpeOyeT pa3MelleHs
ee B HellepeceKaloIIyxcs o01acTsiX, OTBeIeHHBIX I ee XpaHeHVs. B Ka-
XKIIOW M3 3TMX 00JIacTeVl XpaHWTCS COBOKYIHOCTH MH(OPMAaIIIOHHBIX
00BbeKTOB, MOMIeXalIX B PaBHOW CTeIleHM 3amuTe. B mporiecce 3Kc-
IDIyaTal CUCTeMBl HeOOXOOMMO oDecIlednTh HaJeXXHoe pasrpaHude-
Hue JocTyna K mHdopMauwy. [ 3Tou Iier IIOMMMO OpraHM3alui
JOCTYyIIa C IIOMOIIBIO CMCTEMBI IIAPOJIEVI B CMICTEMY PV ITPOEKTVIPOBAHWIN
3aKJIafIbIBAIOTCS [JOIIOJIHUTEIIbHbIE Mephl IO M30JIAIMY 00JIacTert JOCTY-
I1a, HapyIlleHre KOTOPBIX II0 IIPUYIHEe OTKa30B M IPOTrpaMMHBIX OIIMOOK
He IIPMBOIWIO OBI K HECAHKIIMOHVMPOBAHHOMY JOCTYITy K MHAOPMaIIVIL.

184



Memoodst u cpedcmBa 3auyums: KOMNLIOMEPHOTL UHGPOPMAYUL

B cirydae Haymums B cucTeMe OOIIEro IIojIs IaMsATi, KOTOpoe He-
00XOIMMO ISl pellleHVs ITOCTaBIeHHBIX 3a7la4, CXeMbl 3allUThl JOITyC-
KaroT oOMeH MHoOpMaIyern MexXny IoIb3oBaTelsiMi. Torga IpuMeHs-
IOTCS CITMICKOBBIE VI MaHJaTHBIE CXeMBI 3aIUThL. CIIVICKOBBIE CXEMBI — T€, B
KOTOPBIX CHCTEMa OXPaHBI CHabXKaeTcs CIVMCKOM BCeX JIWII, VMEIOIMX
HpaBo JOCTyIIa K MHQOpMaIyy (Il IIOJIydeHNs IIpaBa JOCTYIIA JOCTa-
TOYHO IIPEIBbABUTH CBOW WMIeHTUdMKATOp). MaHIaTHBIE CXEMEBI — Te, B
KOTOPBIX CHCT€Ma OXPaHbl peaJIn3yeT TOJIBKO OIIVIH BUJL MaHIIATa, a IIOJIb-
30BaTeslb HOJDKEH VMeTh HabOp MaHIATOB IS HOCTyIa K KaXIOMY W3
HeOOXOIVIMBIX eMy OOBEKTOB.

B crmickoBovt cxeMe Ipm KakKIoOM oOpalleHwmy IIPOCMOTP CIVICKa
IIOBTOPSIETCS, T. €. JOCTYII COLPSDKEH C IIPOLENypOV acCOIMaTHBHOTO
IOMCKa. B MaHJaTHBIX CXeMax IT0JIb30BaTelIb CaM PelllaeT, KaKovi O0BEeKT
eMy HYXXeH, VI BbIOMpaeT HeOOXOAVIMBIVI MaHIAT WIM HEKOTOPOe MX KO-
JI9ECTBO U3 TeX, K KOTOPBIM OH [IOIIYIIIeH.

AHan3 M3JI0)KEHHOTO II03BOJISIeT OTMETUTH CJIeyIolye ocoDeH-
HocTu Tpeboauuit K cperncrsaM @K v ITOBBINIEHMIO TOCTOBEPHOCTHU C
TIO3MITNTA 3arTel MHopMarym ot HC/I:

e ompefeseHHasd LiejleHalpaBeHHOCTh MeponpuaTuit o @K u mo-
BBILIIEHWIO JIOCTOBEPHOCTH, BBIPaXXEHHAS B YBS3Ke TEXHWUUYECKOTO IIpen-
cTaBJIeHMs MHAOPMAaIVIN C ee CMBICJIIOM U COIepKaHeM;

e  OIIperielIeHVIE 3aBUCHMOCTI Oe30macHOCTM MHAOPpMamm OT KpaT-
HOCTY OIIMOOK ITpU ee oOpaboTKe.

HanGospiryio omacHOCTb COCTaBIISIFOT MHOTOKpaTHBIE OIMOKW,
HNPUBOMAIIE K MOOVIPVKAIIMY caMOV MHQOPMAaIIMM 1 KOMaH/, OCyIIle-
CTBIIAONINX ee 00paboTky. IIpu aTOM ypoBeH® Oe30omacHOCTH MHPOPMa-
LV HaXOAWTCSA B IPSIMOV 3aBUCUMOCTM OT KOJIMYECTBA OIHOBPEMEHHO
BO3HMKAIOIMMX OIIMooK. CriocoOHOCTE cpencTB (PYHKIIMOHAIIBHOTO KOH-
TPONIA K MX OOHApyXeHWMIO ¥ OIperesieT ypoBeHb 0e30I1acHOCTV WH-
dopmarm. TTocKoIbKy BEpOSITHOCTD IIOSIBJIEHMSI UETBIPEXKPATHOV
OIMOKM OTHOCUTENIGHO Majla, TO BEPOSATHOCTb OOHapyXeHWUS IBYX- U
TpexXKpaTHBIX OIIMOOK 11 OymeT Mepow Oe3omacHOCTVM MHMOpMammi OT
0TKas30B armaparypsl. Ci1oxHee 3Ta mpobiieMa ¢ IIpOrpaMMHBIMIL OIIVO-
KaMM, 3aJIOKEHHBIMM eIlle Ha JTalle IIPOeKTMPOBAaHMS IIPOrPaMMHOIO
obecrreueHmsI.

Amnayms npuseneHHbIX cpencTs PK v noBbIeHs JOCTOBEPHOCTI
vHQOpPManN, a TakKe CIIeINaTbHBIX TEXHIYECKX PeIIeHnT TT0Ka3bIBa-
€T, UTO C yBeJIMdeHveM KoyIdecTBa 0aiToB B CJI0BE BEPOATHOCTDb €r0 MO-
m/[cpr/maum/[ OT CJIy4YaViHbIX BO3EVICTBUV YMEHbIIIAeTCsl, TaK KaK yBeJIn-
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4MBaeTCs KOMOBOE PacCTOSHVE II0 OTHOIIEHWMIO K APYIvM CJIoBaM, KO-
MaHzIaM, COOOITIeHMAM. B 3ToM cMBbIciIe HaMMeHee YCTOMTYMBBEI KOPOTKVE
cj10Ba 1 0cobeHHO 1M phl. [IprBeneHHBIN MeTO, 3alliThL OT Iepeape-
cauuy MaMsATv OJHOMY a[pecy IPUCBavBaeT IOMOJIHUTEIbHYIO CIIeIu-
QIBHYIO IPOLIeNypPYy ¥ KOI, YTO, €CTeCTBEHHO, YMEHbIIIaeT BePOSTHOCTD
CITy9arHOro hopMMUPOBaHMS TaKOV IIPOIIey PEI ¥ OOpaIlleHu I IO 3TOMY
agpecy Opyrux npouenyp u komanp. IlosTomy B Lie/IsIX IIOBBIIIEHVIS
Oe3oracHOCTM MHQOpPMAIINMM, a CJIeHOBaTeIbHO, ¥ HaIeXXHOCTV BBIUMC-
JIVTEJIbHOV CUCTEMBI CJIeAyeT IIepeCMOTPeTh MEeTOIbI KOAVPOBAHVISL CUM-
BOJIOB, KOMaHJ] U aflpecoB (BKJIIOYasi afpeca YCTPOVICTB M IPOIIeCcCOB) Ha
IpeaMeT YBeJIMYeHNSI KOJOBOIO PAaCCTOSHMS MeXAy HUMU U yMeHbIIle-
HIST BEPOSTHOCTY IIpeBpallie s OFHOV KOMaH/IbL WIN ajpeca B gpyrue,
HpeAycMOTpeHHbIe B TAaHHOV CHCTeMe IS IPYIMX Iiejierl. DTO IO3BOJIUT
He pa3pabaTbIBaTh HEKOTOPEIe CJIOKHEBIE CIIelabHbIe IIpOorpaMMBl. KO-
TOpbIe He YCTPaHSIOT IPWYMHBL M yCJIOBVIS IOSIBJIEHVSI CJIyYamHBIX CO-
ObITMIL, a JIMITh OOHAPYXXMBAIOT WX, 1A VI TO He BCerTa VI B HeIIOIXOsIIee
BpeMs, T. e. KOTa COOBITME yyKe IIPOM3O0IUIO ¥ OCHOBHAS 3a/iada II0 ero
HpenyHIpeXIeHIIO He BhIIOIHeHa.

5.9. MeToabl 3awWmTbl MHOpMaLUKN
OT aBapUMHbIX CUTyaLUH

3ammra MHQOPMaLMM OT aBAPWUIHBIX CUTyaluil 3aKjIoYaeTcs B
CO3HAHWUM CPeNCTB IIPeOyIIPeXOeHVIsI, KOHTPOJISL M OpraHM3allMOHHBIX
Mep 1o uckmouerio HC/ Ha KoMIUIeKce CpeficTB aBTOMaTU3aIui B yC-
JIOBUSIX OTKA30B €ro (PYHKIMOHMPOBaHMS, OTKA30B CUCTEMBI 3alll/ThI
MHPOpPpMAIIY, CUCTeM XI3HeoOecIleueHNs JIIofIell Ha 0ObeKTe pa3Mellle-
HVSL VI TPV BOSHVIKHOBEHWV CTVIXVUVIHBIX OeICTBUIL.

ITpakTyKa mOKasbIBaeT, UTO XOTs aBapviiHas CUTyalys — cOOBITVe
penKoe (BepOSITHOCTb ee ITOABJIeHVISI 3aBVCUT OT MHOIMX IIPVYMH, B TOM
uycile He 3aBUCSIIMX OT 4YejloBeKa, ¥ 3TV IIPUYMHBL MOTYT OBITH B3aIMO-
CBS3aHEI), 3all[Ta OT Hee HeOOXO/yIMa, TaK Kak II0CJIefICTBIISL B pe3yjIbTaTe
ee BO3JIEeVICTBMH, KaK ITPaBIIo, MOTYT OKa3aThCsl BeChbMa TsDKeJIbIMM, a II0-
Tepy - Oe3BO3BpaTHBIMM. 3aTpaThl Ha 3aIIUTy OT aBapWMHBIX CUTYallni
MOTYT OBITH OTHOCUTEJILHO MasIbl, a 3(pPeKT B CJIydae aBapvvi — OOJIBIIVIM.

Orkas dysxumonposanmss ACOVI MoxeT 110BjIeYb 3a cOOOM OT-
Kas3 CMCTeMBI 3allThl MH(POPMAIINM, MOXKeT OTKPBIThCS JOCTYII K ee HO-
CUTEJISIM, UTO MOYKET IPVBECTU K IIpelHaMepeHHOMY paspyIIeHuo, XV-
IIEeHNIO TWIM IIogMeHe HocuTess. HecaHKIIMOHMPOBAHHBIV OCTYII K
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BHyTpPeHHeMYy MOHTaXy alrapaTypbl MOXeT IPUBECTH K ITOIKITIOUeHIO
IOCTOPOHHEV almapaTyphl, PaspyLIeHVIO VIV M3MeHeHWIO IPVHLIIIN-
AJIBHOV 9JIEKTPUYECKOV CXEMBI.

Orkas crcTembl Xn3HeoOecriedeHst MOXKeT IIPVBECTY K BBIBOY 13
CTpOosi OOCITY XMBAIOIIETO ¥ KOHTPOJIMpYomero nepcoHana. CTuxmiiHbIe
GencTBust: MIOXaP, HABOAHEeHVe, 3eMJIeTpsiCeHNe, Yaapbl MOJIHUM W T. [I. —
MOTYT TakKXe IIPMBeCTU K YKa3aHHBIM BbIIIIe IIOC/IeACTBUAM. ABapUiHas
CUTyaIusi MOXeT ObITh co3fjaHa IpelHaMepeHHO HapylumTesreM. B mo-
cJIeqHeM cJIydae IIPVIMEHSIOTCS OpraHM3alyIOHHBIe MEPOIIPVITIA.

Ha ciyuan otkasa dyukimonmuposanms ACOVI noacuicTreMa KOH-
TPOJIsi BCKPBITHSL almapaTypbl CHaOXaeTcsi aBTOHOMHBIM VICTOYHMKOM
rtany. s uckimodeHns 6e3B03BpaTHON OTepy MHMOPMAI HOCK-
Teym MHGPOPMALWY AyOIIMPYIOTCS M XPaHSTCSA B OTHEIIPHOM YIAIEHHOM
u OesoracHOM MecTe. JIjIsi 3aIMTBl OT yTedkyM MHMOpPMAIys AOJDKHA
XPaHUTLCA B 3aKPBITOM KpunTorpadudeckum criocobom supe. B memsix
CBOEBpEMEHHOI'0 IPVHSTWS Mep IO 3allliTe CUCTeMBI XIM3HeoOecrieue-
HWS yCTaHaBJIVBAIOTCSL COOTBETCTBYIOMIVIE NaTUMKM, CUTHAIIBI C KOTOPBIX
MOCTYTAIOT Ha IIeHTPaIM30BaHHbIe CUCTeMbI KOHTPOJISL VI CUTHAIV3aLIVINL.

Hambortee vacToit v TUITMYHOV €CTeCTBEHHOV YI'PO30VI SIBJISIeTCs
noxap. OH MOXeT BO3HMKHYTB IIO BHe OOCITy>KMBaIOIIIero IepcoHasa,
IIpM OTKa3e arrapaTypel, a TakXKe B pe3yJIbTaTe CTUXUIHOTO OefCTBs.

5.10. OpraHM3ayMoOHHblIe MeponpuUaTUs
no 3awmrte nHgpopmauum

OprasmnsanyoHHble MEPOIIPUATHS IO 3aIluTe WHQOpMAIUM B
ACOW 3akmodaroTcsa B pa3paboTKe U peaIM3ariiy agMUHVICTPATVBHBIX
" OpraHM3alliIOHHO-TEXHMYECKIVIX Mep ITPpU IIOATOTOBKE 11 3KCHHyaTaHVIVI
CVICTEMBL.

OpraamsanyoHHble Mephbl, 110 MHEHVIO 3apyOeXXHBIX CIelyaIv-
CTOB, HECMOTPSI Ha IIOCTOSTHHOE COBEPIIIEHCTBOBAHVE TEXHUYECKMX MEP,
COCTaBJISIOT 3HAaUNUTENIbHYIO 4acTbh (50%) cucteMsl 3armTsl. OHM MCITIONTb-
3yIO0TCA TOTHa, KOIMa BBIUMCIIUTEIbHAS CUICTeEMa He MOXXeT HeIIOCpeCT-
BeHHO KOHTPOJIMPOBaTh MCIIOIb30BaHMe MHGopMalmu. Kpome Toro, B
HEKOTOPBIX OTBETCTBEHHBIX CJIyYasiX B IIeJISIX ITOBBIIIeHNS 3 eKTUBHO-
CTW 3aIlUTHI II0JIE3HO VHOT/A TeXHWYecKye Mephl pomyompoBaTh Op-
TraHM3alIlMOHHBIMMN.

OprasmnsanyoHHble MepBl 110 3allluTe CUCTEM B IIpollecce UX
(PYHKIIMOHMPOBAHMS ¥ HOATOTOBKM OXBATBHIBAIOT PEIIeHV VI IIPOIery-
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PBl, IpUHMMaeMble PyKOBOICTBOM OpraHM3allii — ITOTpeduTesIs cucTe-
MBI XOTSI HEKOTOPBIE 113 HX MOTYT OIIpeleIsiThCS BHEITHMMI (paKTopa-
MU, HaIlpyMep 3aKOHaMU VIV IIPaBUTeIbCTBeHHBIMY ITOCTaHOBJICHUAM,
BOJIBIIVHCTBO IIpO0JIeM pelllaeTcs BHYTPY OpraHM3aluy B KOHKPETHBIX
YCIIOBUSIX.

B GosnpmmHCcTBe MCCIIeqoBaHWI, IIOCBAIIEHHBIX IIpo0IeMaM 3a-
HIUTH MHPOPMAIIUK, VI B CYIIECTBYIOIINX 3apyOeXXHBIX Iy OIMKaImsaxX
OCHOBHOe BHVMAaHUe YIeIsIIOCh JIN0O0 IIpaBOBOMY acIleKTy ¥ CBs3aH-
HBIM C HVYM COIIMaJIbHBIM ¥ 3aKOHOAATeIbHBIM IIpobiieMaM, 1100 Tex-
HUYeCcKNUM IIpyieMaM pelleHs cIelndiecKmnx npobiem sammTel. [To
CpaBHEHWIO C HMMM OpraHM3alIOHHBIM BOIIpOCaM HeIOCTaBaso TOW
YeTKOW IOCTAaHOBKM, KOTOpas IPNUCYIIa TeXHWYIeCKUM IIpobsiemMaM, U
TOVI SMOIIVMIOHAJILHOVI OKpacKv, KOTOpasi CBOVICTBEHHA ITPaBOBBIM BO-
Ipocam.

CocTaBHOV YacThIO JIIOOOTrO IUIaHAa MEPONPWSATUI AO/DKHO OBITH
4JeTKoe yKasaHMe IiejleV, pacIiperiesieHie OTBeTCTBEHHOCTH ¥ IlepedeHb
OpraHM3allMOHHBIX Mep 3ammuThl. KoHKpeTHOe pacriperesieHe OTBETCT-
BEHHOCTYM ¥ PYHKIVI IO peayin3alliy 3alUThl OT OpraHM3alluy K opra-
HU3allUY MOXeT M3MeHAThCsI, HO TIIaTeIbHOe IUIaHMpOBaHMe U TOYHOe
pacIiperesieHVie OTBETCTBEHHOCTM SIBJISIOTCSI HEOOXOIVIMBIMY yCIIOBVSIMI
co3maHms 3P PEKTUBHON XKM3HECTIOCOOHO CHICTEMBI 3aIIMTHL.

OpranmsaroHHbIe Mepbl 110 3a1uTe Hopmalm B ACOV normk-
HBI OXBaThIBaTh 3Tallbl ITPOEKTMPOBAHNIS, Pa3spabOTK, M3TOTOBJIEHNIs, VIC-
MBITAHW, TIOATOTOBKY K SKCIUTyaTaLVVI V1 SKCIDIyaTalVVi CUCTEMBL.

B cooTBercTBUM € TpebOBaHNSAMI TEXHIYECKOTO 3alaHVs B Opra-
HU3alMy IPOeKTUPOBIIVKe HapsAy C TeXHUYeCKMMU CpeAcTBaMI pas-
pabaTsIBalOTCA I BHEAPSIOTCS OpraHM3aIIOHHbIE MEpPOIIPUATHS II0 3a-
IIMTe MHPOpMaluM Ha 3Tarle co3gaHus cucTeMbl. Ilox aTaroM cosmanms
IIOHVIMAIOTCS IIPOEKTVIpOBaHIe, pa3paboTKa, VM3TOTOBJIEHVE M VICIIBITa-
HMe cucteMbl. [Tpu 3ToM cjlemyeT ommMyaTh MepOIPWSTHS IIO 3alllyTe
nHdOpMaIM, ITPOBOAVMBIE OpraHM3aIMeN-IIPOeKTUPOBIINKOM, pa3pa-
OOTUMKOM U M3TOTOBUTEJIEM B IIpOIlecce CO3MIAHWS CUCTEMBI VI pacCum-
TaHHBIE Ha 3aIUTy OT yTeukKy MHQOPMaM B TaHHOV OpTaHM3aIli, 1
MepOIIPVISITHS, 3aKjlablBaeMble B IIPOEKT M pa3pabaTbiBaeMyIo JOKyMeH-
TalWIo Ha CHCTeMy, KOTOpble KacaloTcsl NPVHIIMIIOB OpraHmM3alyi 3amlii-
TBI B CAaMOVI CVICTEME U 3 KOTOPBIX BBITEKAIOT OpraHM3allIOHHbIE MEpOo-
OpUATYSA, peKOMeHIyeMble B 3KCIDTyaTalIOHHOV JOKYMEeHTaIlUV Opra-
HM3aIMer-pa3paboTInKoM, Ha IIepyofT BBOA ¥ 3KCIUIyaTaIlui CYICTEMBL.
BoImostHeHMe 3TIX peKOMEHAAINT eCTh OIpefie/leHHas FapaHTHs 3ally-
T MHPOpMamy B ACOIL
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K opranmsaioHHBIM MepOIpUATIAM II0 3alliuTe MHAOpMalum B
IIpoLiecce CO3MaHMs CCTEMbI OTHOCSITCA:

e opraHM3auws paspaboTKV, BHEAPEHVIS U VICII0Ib30BAHVI CPELCTB;

® yIpaBJjieHMe [OCTYIIOM IIepCOHAIa Ha TEePPUTOPUIO, B 3[MaHUS U
IOMEIIIEeHVIsI;

e  BBeJleHVe Ha HeOOXOIVMMBIX ydacTKax ITpoBefieHs paboT ¢ pexm-
MOM CEKPETHOCT;

e paspaboTKa HOJDKHOCTHBIX VHCTPYKIWI IO OOECIIEUeHIIO PeXi-
Ma CEKPETHOCTM B COOTBETCTBUU C AEVICTBYIOIIVMW B CTpaHe MHCTPYK-
LVSIMVL U TIOJIOXKEHVISIMIA;

e IIpu HeoOXOAVMOCTM BbIIeIeHVe OTHeTbHBIX ITOMEIIeHU C OX-
paHHOVI CMTHaJIM3allMeVi 1 ITPOITYy CKHOVI CVICTEMOV];

®  pasrpaHMUeHVie 33J1aY I10 VCIIOJTHUTEIISIM U BBITYCKY JOKYMEHTAII;

e IIpucBoeHMe Ipuda ceKpeTHOCTM MaTepuasaM, TOKyMeHTaIluW,
arrapaType U XpaHeHue MX I10J] OXPAaHOV B OTIEJIbHBIX ITOMEIEHUSIX C
YYEeTOM VI KOHTPOJIEM JOCTYIIa MCIIOITHUTEIE;

¢  IIOCTOSIHHBIVI KOHTPOJIb 3a COOJIIOIEHVEM VCIIOJTHUTEIIIMU PeXXi-
Ma ¥ COOTBETCTBYIOLIMX MHCTPYKIINVI;

® yCTaHOBJIEHVIE W pacIIpeaesieHe OTBETCTBEHHBIX JIVII 3a YTEUKY
VEHPOPMALIVAL.

OpranmsanyoHHble MepONIpUATHs, 3aKilajiblBaeMble B MHCTPYK-
VIO TI0 3KCIUIyaTallMy Ha CUCTeMy M peKOMeHJyeMble OpraHM3aluy-
HIOTpeOUTeITI0, JOJDKHBL OBITH IIPeyCMOTPEHBI Ha IIePVObI ITIOATOTOBKI
VI 3KCILIyaTaLii CHUCTEMBI.

YKkazaHHBIe MepoIpuATHS KaK MeTOH, 3allluThl MHopMammmn
IpeJIIIosaraoT CHUCTeMy OPTaHM3alVIOHHBIX Mep, JOIOJIHSIONINX M 00b-
eIVIHAIOIINX TIepeulciIeHHble BhIIlle TeXHU4ecKre Mepbl B eMHYIO CIC-
TeMy Oe3oItacHOCTY MH(OPMAaIINIL.

5.11. OpraHu3saumnsa nH(pOpMaLMOHHON
6e30MacHOCTU KOMMNaHUU

ITpu opranmsanyy MHQPOPMAIIVIOHHOV 0e30I1acCHOCTY KOMITaHUM
IIPUHMIMAeTCs IToJUTHKa Oe3oracHocT. Ha ocHOBe ITpMHSTOV ITOTTMTYKY
MHQOPMAaIOHHOY 0e30IacHOCTV KOMIIaHWMV OIpeNesIaioTCs Hambosiee
OIIacHBIE YIPO3BlL, IIYTU VX pealn3allii M CIIOCOOBI HeMTpaIn3allii Xa-
pakTepHble ISl KOHKPETHOV aBTOMaTM3MPOBAHHON CUCTEMbI 00paboTKM
vEopMarym (ACOI).
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Tabauya 5.1

Yrpo3sl crcTeMe 371eKTPOHHOTO JOKYMEHTO000pOTa (IIp¥ aBTOMaTU3MPOBaHHOV 00paboTKe)

B OO0bexT aTakm Cy0BbeKT aTaku (Me-
Yrposa ATaka pemst fpose/e- (MecToIIO/IO>KEHVE | CTOIIOJIOXKEHVIe aTa- Ko yr-
HVSI aTaKy po3sI
aTaKyeMoro) KYIOIIIETo)
Mopnduxa- |Vsmenenue [IO | Bre nporecca JTrobas craHIsa Ora xe cranuyusg JIBC |11
VS JJIeK- dyHkmonmposa- |JIBC JTro6as cranmms JIBC
TPOHHBIX HVISI CUCTEMBI - Cepsep (uepes
IIOKYMEHTOB LOGIN SCRIPT)
eny) INourossiit cepep | ITouToBbIVI cepBep
JTrobas cramims JIBC
Cepsep C ymobovi cranrym JIBC
HemnpaswibHsin | B mporiecce pyHK- | JIrobas craHmys Ora xe craauug JIBC | 112
BBOI, D], LVIOHMPOBAHMS JIBC JTroGas crarmms JIBC
CUCTEMBI -> Cepsep (uepe3
LOGIN SCRIPT)
Brempenme mipo- | B mporiecce pyHK- | JIrobas craHmys Ora xe cranung JIBC | VI3
rpaMMHOVI 3a- LVIOHVIPOBaHVIA JIBC JTrobas cramims JIBC
KJTaIIKu CHICTEeMBI - Cepsep (uepes
LOGIN SCRIPT)
INourossiit cepep | [TouToBbivi cepep
JTrobGag cranmnms JIBC
Cepsep JTrobas cranums JIBC
ITepexsaT 5[] B miportecce pynk- | Cepsep JTrobas cramumg JIBC (114
IIVIOHUPOBaHMS
CUICTEMBI
B mportecce mepe- | CeTh mepemaum ITpomexyTtounsie y3sl | V15
JTaum JAHHBIX JaHHBIX
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B OOBeKT aTakM CyGbeKT aTakm (Me- K
Yrposa Araka PEeMI IIPOBEIE™ |\ ecromonoxkenue | cTomosnoxeHme ara- onyr-
HMsI aTaKu po3sI
aTaKyeMoro) KYIOIIIET0)
Mopem IIpomMeXXyTOUHBIe y3/IbI
Beom necy- | Mismenenue IO | Bue nporecca JTroGast cTranTmys Ora xe cranys JIBC | V1
LIeCTBYIOIIIe- dynximonmposa- |JIBC JTro6ast crammms JIBC
ro D] HWST CYICTEMBI -> Cepsep (uepes
LOGIN SCRIPT)
ITouTosbiit cepsep | ITodTOBBIN cepBep
Cepsep JTrob6as cranrmms JIBC
JTrobGag cranmms JIBC
Buenpenne npo- | B nporecce dpynk- |JIobast cranmms Ora xe cranung JIBC | VI3
rpaMMHOV 3a- LVIOHVIPOBaHVIA JIBC JTrobas cramims JIBC
KJTaIIKu CHICTEeMBI -> Cepsep (uepes
LOGIN SCRIPT)
ITourossiit cepsep | IlouToBhIN cepBep
Cepsep JTro6as cranmmms JIBC
JTrobast crarmyst JIBC
«Pyuroni BBom» | B iportecce pynK- | Cepep JTrobast crammus JIBC | 116
[IVIOHVPOBaH M ITourossiit cepsep | IlodTOBBIN CepBep
CHICTEMBL JTrobGas cranmms JIBC
JIBC JTro6ag cranmmu JIBC
B miporiecce mepe- | CeTb nepenaun ITpomesxyTounsle y3iel | V17
Zaun JaHHBIX JaHHBIX
Mopem ITpomMexyTOoUuHBIe y3IIbI
Hapymenue | Vsmenenue I1O
KoHbWIeH- | Buempenwe mpo-
IMATbHOCT rpaMn};Hoﬁ 3a}) AHaJIOTMYHO IpeAblAyIeMy CIyJaro
24 KIIQJIKU
ITpocmotp c3k- | B mporecce dpynk- | JIfobast cranms JTrobast crarmus JIBC | 118
paHa IIVIOHVIPOBAHWS JIBC

191



OcHoBb! unpopmayuonnas 6e30nacHocy

B OO0bexT aTaku Cy0BbeKT aTaku (Me-
Vrposa ATtaka PEMA LIPOBEAE™ |\ ecromomnoxkenme | cTomonoxenme ata- Kop yr-
HMs aTaKu po3sI
aTaKyeMoro) KYIOIIIETO)
CUCTEMBI ITourosslit ceppep | ITouToBBINI cepBep
ITepexsat 2], B nmponecce dpynk- |JIBC JTrob6as crammms JIBC (114
LMOHVPOBaHMs
CHICTEMBI
B mponiecce nepe- | Cets nepepaun ITpomexyTtounsle y3ibr | VI5
TTa9vt JaHHBIX TaHHBIX
Mopgem
Hecankuyonun- | BHe mportecca Cepsep JTrob6as crammms JIBC - (119
poBaHHOe Ko- | PYHKITMOHMpPOBa-
poBaHIe HSI CYICTEMBI
Orkas or Msmenenne [10 | B nportecce pyHK- | JIrobas craHmys JTrobas cranumsa JIBC | VI3
dakra mosy- LVIOHVPOBaHMA JIBC
ueHwus D], CVICTEMBI ITouroselit cepsep | ITouToBBINI cepBep
B niporiecce nepe- | Buemmmsisg opranu- | BHemmHss opranmsa-
Jaun JaHHBIX 3amys st
Oras ot a- AHaJIOTMYHO TIpeIp] eMy CJIydaro
TopcTBa D, PEABULYTHEMY CTyH
Hy6imposa- | Vsmenenne I10
e 71 BHereHer PO | Ananoruano HOpeAbIyIIeMy CIIydaro
TpaMMHOV 3a-
KITagKM
«[ToBTOp B ceTn» | B/BHe mporiecca Cepsep JTrobGast crammmg cetm | 1112
¢pyrxumonuposa- | JIBC JIroGast cranmst cetnt
HIA CICTEMBL CeTb nnepeaum ITpomexyTOUHBIE y3ITbI
JaHHBIX
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B OO0BeKT aTakM Cy06beKT aTakm (Me- K
Yrposza Artaka PEMA TIPOBEAC™ | (1 ocTomonoxenme | cromomoxenne ara- O yI=
HWA aTaKu po3bI
aTaKyeMoro) KYIOIIIET0)
Mopem
IToteps wom | IlepexsaT D/1 B mmponiecce pynx- | Cepsep JTrobast cranmus cetm | V14
YHUYTOXe- LMOHVPOBaHMs JIBC JTrob6as craHIms cetn
Hyte O] CUICTEMBIL CeTtb nnepeaum ITpomexxyTouHbIe y3/IbI
JTaHHBIX
Mopgem
Hecanxkimonm- Bue mporiecca Cepsep JTrobGag craumnmg JIBC | V19
poBaHHOe KOoIi- | PyHKIMOHMpPOBa-
poBaHMe HIS CVICTEMBI
Vsmenenue 10 | AHaJIOrMuHO OpefblayIIeMy CiIydaro
Brenpenme mpo-
rpaMMH. 3aKJIajl-
KU
HCO x APM |HC/] B/BHe mporiecca JTroGas craHIs Dra xe cranumsa JIBC | 113
CUICTEMBI dyHnximonmposa- | JIBC JTro6as cranmms JIBC
9JIeKTPOHHO- HVS CUCTEMBI > Cepsep (uepe3
TO JOKyMeH- LOGIN SCRIPT)
TooBopora ITouroselit cepsep | ITouToBBINI cepBep
JTrobast crantms JIBC
Cepsep JTro6as cranrmms JIBC
JTroGas craHIsA 13 BHemIHE ceTm
JIBC (Internet)
HCJI x xana- | HCI x xaHarmy B mportecce dpynk- |JIBC JTrobast craumms cetm | V14
JIy Tlepeayun IVIOHVIPOBAHWIS
IaHHBIM CHICTEMBI
B niporiecce mepe- | CeTpb nepemaun ITpomexyrounsii ysen | 115
JIaum JAHHBIX JAHHBIX
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O0BeKT aTaku

Cy0BbeKT aTaku (Me-

Bpemst mpoBene- Kon yr-
Vrposa ATtaka (MecToIIO/I0JKEHVIE | CTOIIOJIOXKEHVIe aTa-
HMs aTaKu po3sI
aTaKyeMoro) KYIOIIIETO)
Mopgem
Hamanenne |Ataka m3 BHem- | B/Bue mporecca Cepsep 118
VI3 BHEIITHEV | HeVl CeTu dyHKMoHMpOoBa- | CTaHIMs ceTn
ceTu HMSI CUCTeMBI Momem
MapurpyTtusarop
Hapymrenme | Vismenenwe I1O, |B/Bmxe mportecca Ha Bcex Texnomno- | Ha Bcex Texnonorvue- | 1117
paborocrio- | M3MeHeHMe KOH- | PYHKIMOHMPOBA- | IMYECKMX y9acTKax |CKMX ydacTKax
cobHOCTHI durypatnm an- | HuS CUCTEMBI
Ipollecca IapaTHBIX
dyHKIIMO- CpeIICTB, BHeIpe-
HUpOBaHMs | HUe IIporpaMM-
CHICTEMBI HBIX 3aKJIaJI0K
Hecankimo- |Hecanknmonn- | B/Bre nporiecca MapmpytusaTtopst |JTrobas crammms cetn | 1118
HUpPOBaHHOE |pOBaHHOEe KOH- dyHKIMOHMpPOBa- Hepefauy JaHHbBIX
KoHpUTypu- |purypmposaHue |HWUSI CVICTEMEI
poBaHue MapUIpyTU3aTO-
MapuIpyTu- | poB
3aTOpOB
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Tabsma 5.2

MepsI 3aIIMTHI OT peasIn3aliy yIpo3

Kon MepsI 3a1IMTHI
pz;,l OpraansanyoHHbIe dusnueckue Texumnueckme
"1 1. Wacrpyknns o BHece- | 1. Pasrpanmuenwue 1. 3amper 3arpy3ku APM c rubkmx mar-
HWIO M3MeHeHWI B KOHPU- IOCTYyTIa B TIOMEITIeHNsT | HUTHBIX AVICKOB
rypauun [10 2. @usnueckas 3a- 2. 3amuTa UCHOJHSAEMBIX (PajIoB OT 13-
2. VIHCTpyKUMM HOJIb30Ba- | ILIWTa IIOMEIIeHUI MeHeHMs
TeJIAM 3. 3amkHyTas cpefa paspelleHHbIX 1)1
3. 3apmaHVe OTBETCTBEHHO- 3alITycKa IIpoTpaMM ISt KasKIoTO IT0JIh30Ba-
CTU 3a HapyllleHVe yCTaHOB- TeJIs CUICTeMBI
JIEHHBIX IIPaBWJI 4. Tlepuopydaecknit KOHTPOJIb 11€JIOCTHO-
4.  VIHCTpPYyKIIVS TI0 M3Me- CTVI VICTIOJTHAEMEBIX (DATiIOB 11 HaCTpOeK
HEHWIO TIOJTHOMOYWTVI TTOJTh- IIPOTPaMMHBIX CPEJICTB
30Baresen 5.  Wcmmonws3oBanme DLITT
6. Perucrtpariuisi coOObITHI
"3 1. Uucrpykums no Baece- | 1. Pasrpannuenwne 1. 3ampert 3arpys3ku APM c rubxux mMar-
HWIO M3MeHeHW B KOHPU- IOCTyTIa B TIOMEITIeHNsI | HUTHBIX AVICKOB
rypauym [10 2. @usnueckas 3a- 2. 3amuTa MCHOJIHSAEMBIX Y CUCTEMHBIX
2. VHCTpyKUMM HOJIb30Ba- | IIWUTa IIOMEIIeHU darmsios OT M3MeHeHMs
TeJIsIM 3. 3amKHyTas cpefia paspelleHHbIX I
3. 3apaHue OTBeTCTBEHHO- 3aIrycKa OporpaMM It KaXXI0Io I0JIb30Ba-
CTY 3a HapyIIIeH!e yCTaHOB- TeJIS CUCTEMBI
JIEHHBIX ITpaBWII 4. Tlepuopyyeckuit KOHTPOJIb 11€JI0CTHO-
CTVI CVICTEMBI
5. Permcrparnms coObITHI
6. VlcnompsoBaHwMe CpencTs OOHapYXKeHWs
HaItafieHum
5 1. Jlorosop c BHelIHelt 1. 3apamxammnon- | 1. IIpeobpasosaHme mHDOpMaLIIN
opraHmsaiumn HOMOYMV OpraHmsa- 2. Vicnonb3osanue DLIT1
N 3. KoHTposb BpeMeHM
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Kog, Meps1 3a1UTHI
pzl);»l OpraansanyoHHbIe Dusmaeckne Texanueckne
V6 1. VHcTpyKiu- 1o M3Me- 1. Vzonsaums samm- 1. Orpannuenne gocryna kK PC, cepsepy 1
HeHWIO [IOJITHOMOYMT IOJIb- | IIJaeMOV CHICTeMBI OT T.IL
30BaTeslen IOpPyTUX CUCTeM Opra- 2. Paspemenne 1ocTymna K cepBepy TOJIb-
2.  VIHCTpyKuMM HOJIb30Ba- | HU3ALUMU KO C 3aIUITeHHBIX pabo4MX CTaHIIN
TeJIsIM 3. OrpanHundeHne 10CTyIa K cepBepy I10
3. 3agaHue OTBeTCTBEHHO- HOMepY CeTeBOVI KapThl
CTY 3a HapyIIIeH!e yCTaHOB- 4. 3ampeT oTHOBPeMeHHOTO JOCTyTa K
JIEHHBIX TTPaBVIT cepBepy TIOJTb30BaTesIeVt C OMTHAKOBBIM
VIMeHeM
5. Perucrparms coObITmiI
6. Vicrionmb3oBaHMe CpercTB OOHaPYKeHs
HanageHuUn
"8 1. Wacrpykomm none3oBa- | 1. Pasrpanmuenue 1. XpanwuTesb 3KpaHa
TeJISIM moctyna B noMemienust | 2. OrpanmdeHwue pgocryna K PC
2. 3amaHme OTBETCTBEHHO- | 2.  3armra IoMelre- 3. Pasrpanmnuenne gocryna k PC
CTV 3a HapyIIleHe yCTaHOB- | HU
JIEHHBIX TTPaBWIT
"9 1. Uacrpykuvm nonbsosa- | 1. Pasrpannuenmne 1. OrpanHunyeHnue JOCTyIa K cepsepy 10
TeIAM IOCTYyTIa B TIOMEITIeHNsT | HOMepy CeTeBOVI KapTEI
2. 3apaHue oTBeTCTBeHHO- | 2. ®Dusnueckasd 3a- 2. Paspemenue mocryna K cepsepy TOJIb-
CTV 3a HapyIIIeHe yCTaHOB- | IITMTa ITOMeITeHMT KO C 3aIUITIeHHBIX paboumX CTaHIINT
JIEHHBIX IIPaBVIT 3. 3ampeT oHOBPEeMeHHOTO JIOCTYIIa K
cepBepy MoJIb30BaTeIeV C OIMHAKOBHIM
VIMeHeM
4. TIIpeobpasoBaHme MHMOPMALIINI
5. 3ammura KOHCOJIV cepBepa
6. Permcrparmst coObITII
7.  Vicmomp3oBaHMe CPeiCTB O0OHAPYKeHS
HanageHun
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Kop, MepsblI 3a1IUThI
pzl;,l OpraansanyoHHbIe dusmaeckne Texanueckne
11 | 1. Viacrpykoum nonssoBa- | 1. Vzormys samm- 1. Orpanunuenue gocryna kK PC
TeJIsAM IIae@MOVI CYICTE€MBL OT 2. Pasrpannuenne gocryna k PC
2. 3apgaHue OTBeTCTBEHHO- | APYIMX CUCTeM Oopra- 3. Permcrparnms coObITmiI
CTY 3a HapyIlleHue yCTaHOB- | HuU3alumn 4. Vicnosb3oBaHMe CPerCTB OOHAPY KeHVs
JIEHHBIX TTPaBUJI HarageHun
M12 | 1. Viacrpykoum nonbsoBa- | 1. Vzorcamys samm- 1. Ksurtuposanme
TeJIsIM II[a€MOVI CYICTeMBI OT 2. DLII
2. 3apaHUe OTBETCTBEHHO- | APYIVX CCTeM Opra- 3. KoHTpomib BpeMeHN!
CTY 3a HapyIlleHue yCTaHOB- | HuU3aluu 4.  Perucrparysi coObITII
JIEHHBIX TTPaBWIT
3. Bemenne apxusos DI1/1
n ],
m113 1. Wucrpykium nones3oBa- | 1. Pasrpanuuenwve 1. Orpannuenne nocryna k PC, cepsepy

TeJIsIM
2.  3amaHume OTBETCTBEHHO-
CTY 3a HapyIIIeHMe yCTaHOB-
JIEHHBIX TIPaBUJI

3. VHcTpyKIns 1o vc-
nosnb3oBaHmio C31 or HCJT
4. OrpanunueHue JIrofen,
VIMEIOIIIVIX ITPaBoO KOHUTY-
pVpOBaTh MapIIPyTU3aTOPhI

IOCTYyIIa B IIOMeIIleHs
2. ®dusuueckas 3a-
IIMTa IIOMeIleHMIT

3.  Visosrstms 3arm-
IIIae€MOVI CUCTEMBI OT
IOpyTUX CUCTeM Opra-
HU3aIUU

2. PasrpannueHme gocTyIa Hojb3oBaTe-
sient k PC, cepsepy

3. Perucrpartiys cobbITHI

4. XpaHuTesb 5KpaHa

5. VIsmeHeHMe cTaHIAPTHOIO MMEHN afl-
MMHICTPATOpPa CUCTEMBI 3aIl[UThI

6. Pasperrierue paboTBI B CETV TOITBKO
OJTHOTO aJIMMHMCTPATOPa CUCTEMBI 3aIlIUTHI
WIV al]MMHICTpaTOpa ceTu

7. BiiamesielieM Bcex VICIIONIHSIEMBIX (paTIoB B
CUCTeMe, a TakKe KPUTHUEeCKIX HacTpoeK [0JI-
KeH OBITh a[IMUHVICTPATOP CUCTEMBI 3aITUTHI
8.  Vcrionmp3oBaHMe cpercTB OOHAPYKeHs
HanageHun

9. Vcnonb3oBaHMe MeXXCETeBbIX 9KPaHOB
Vicrionp30BaHMe aHTVBUPYCHBIX ITPOrPaMM
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Kog, Meps1 3a1UTHI
pzl);»l OpraansanyoHHbIe Dusmaeckne Texanueckne
10. Vicrnosib30BaHMe BceX BCTPOEHHBIX B
MapUIPyTU3aTOPhI CPEACTB 3allUThI
114 1. Uucrpykmum nomp3oBa- | 1. 3arrmra Kaberrb- Her
TeJIsIM HOV CHCTEeMBI
2.  3amaHue OTBETCTBEHHO-
CTU 3a HapylIlleHue yCTaHOB-
JIEHHBIX IIpaBWI
M15 | 1. 3apamkamu nosHomouny OPTAHMBALIVN
V16 | 1. Viuacrpykuuu nonesosa- | 1. Pasrpanudenue 1. Orpanunuenue gocryna K apxvsy DI
TeJIsIM JocTyna B noMerdenust | 2. PesepBHoe konompoBaHMe
2. 3apgaHne orBeTCTBeHHO- | 2. Pu3udeckas 3a- 3. Vcnonb3oBaHMe aHTUBUPYCHBIX IIPO-
CTV 3a HapyIIIeH!e yCTaHOB- | IITMTa ITOMeITeHT rpaMMm
JICHHBIX ITpaBUJI
ni7 Bce meprr Bce mMepsr Bce meprr
M18 | 1. VIHcTpyKnus 110 mc- 1. OrpanHynyenye 4mciia UCIOJIb3YeMbIX
TTorTk30BaHMIo VIHTepHeT MOZIEMOB
2. Jorosop C BHeIIHe 2. ®usiaeckas vsorsmyt PC oot mocryna B
opraHusalent rrobaeHbIe ceTvi o APM cucremsr OIT v O
3. UucTpyxumm noib3oBa- 3. Orpannuenue gocryna k PC, mMero-
TeJIsIM IVIM MOJI€MBbI
4. 3amaHye OTBETCTBEHHO- 4. Perucrparimst coObITHMII
CTV 3a HapyllleHVe yCTaHOB- 5. Vcnornb3oBaHMe CpencTB OOHAPYXeHMs
JIEHHBIX IIPaBWJI HanaaeHun
6. Vcniosib30BaHMe MeXXCeTeBbIX SKPaHOB
7. Vicnornp3oBaHMe BCeX BCTPOEHHBIX B
MapLIPYTU3aTOPhI CPEACTB 3allUTHL
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5.12. Bbi6op cpeacTB MH(popMaLMOHHOK 6€30NacHOCTH

B Hacrosiee Bpems Oe3 IIpMMeHEHVS CPELCTB Y METOJIOB 3allMThI
vH@OpManM He 00XOAMTCS HI OIHA OTPACiIb SKOHOMITIECKOVT AesITelTb-
HocTy 4estopeKa. COBpeMeHHBIVI OTeUeCTBEHHBIN V1 3apyOeXXHBINT PEIHOK
HpeficTaB/IsieT OOJIbIIIOe KOJIMYECTBO BCEBO3MOXKHBIX ITPOTPAMMHBIX U
aIrapaTHBIX CPeJCTB, HallpaBIeHHBIX Ha 3armmry mHdopmanym. Du-
HaHCOBBIE 3aTpaThl Ha IprobpeTeHVe 11 copepykaHMe JaHHBIX CPeCTB
KOJIeOIIIOTCS B OOJIBIINX IIpenertax. I[1o3ToMy aKTyaIbHBIM CTajI BOIIPOC
00 onTMMasbHOM BBIOOpPe CpefcTBa 3aIUTHl MHAOPMAIVM, IIPU 3TOM,
9TOOBI OHO YIOBJIETBOPSUIO KaK BO3PaCTAIOIIVIM TpebOBaHMAM K 3allliTe
vHdOpPMaIN, TaK U MMeJIo IpreM/IeMYIO 1IeHy.

OueBnIHO, UTO OXWaeMas ITOJIHas CTOVMMOCTB 3aIlUTHl MHQOP-
MalyVL CJIaTaeTcs: C OHOV CTOPOHEL, M3 OXIMIAaeMbIX ITIOTephb OT peaIn3a-
LWV 37IOYMBIIDIEHHVKOM YIpo3 MHQOPMAIIUK ¥, C IPyToVl CTOPOHEI, 3a-
TpaT Ha IIpMoOpeTeHMe M cofepKaHue CPenCTB 3aluThl. ['paduk 3aBu-
CVIMOCTVI OXWJIaeMOVI IIOJTHOVI CTOMMOCTHM 3aIlMThI MH(POPpMaIuy OT 3a-
Tpar Ha ee IIprobpeTeHNMe, comep>kaHvie VI CTOVIMOCTH yiepOa OT peasi-
3amMM yrpos3 nHdopMauum rokasaH Ha puc. 5.3.

OsknaaeMasn moJIHAR

CTOHMOCTE /]
N /
N /
s N /
g AN /
g N /
= N /
] /
n N . ’
e N ’
g ~ ’
/
8 lemo;"n- _ ,{ C'l’lulnwt‘"l'!-
3AMHTHI - s ymepba
- ]
" S~
- i Copt =~ ~
Ypoeens 3amumennoctn (0-10 6ann08)

Puc. 5.3. Tpadpmk 3aBMCHMMOCTM 0>KMIa€MOVI IIOJTHOV CTOMMOCTY 3aIIMThI
MHOpMAIMM OT 3aTpaT Ha ee MIpHOOpeTeHNe, comepIKaHuMe M CTOMMOCTH
yiep6a oT peasM3anuy yrpo3 MH@opManmm
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OcHobut urgpopmayuonnas besonacHocmo

CoBepIrleHHO O4YeBMIHO, YTO OITMMAJIBHBIM peIleHreM IIpo0iie-
MBI 3aIuUTsl MHMOpManyy 6su10 OBl BbIIEIeHMe cpercTB B pasMepe Copt,
IIOCKOJIBKY MIMEHHO TPV 3TOM oDecriedmBaeTcss MMHMMM3AINSA OOIIert
CTOVIMOCTM 3allUThI MTHPOPMALIVNL.

Permtenne Borpoca OIIEHKM OXMAAeMbIX ITOTePb NPV HapyIIeHWN
3aIIMIIeHHOCTV MHQOpMaIM IPUHIVINAIEHO MOXET OBITh IOIyYeHO
JIVIIB TOTHA, KOTIa pedb MAeT O 3alluTe MHPOPMaLM, KOTOPYIO KaK-TO
MOXXHO OIIeHUTb, B OCHOBHOM, ITPOMBIIIUIEHHOV, KOMMEPUYECKO U VM
MTOmOOHOV, XOTSI M 3[eCh BCTPEUYaloTCs BecbMa Cepbe3Hble TPYIHOCTML.
Yro KacaeTcs OLeHKM yIepOa IIpM HapyIIeHWM CPeACTB 3alllUThl MH-
dopmarnm, comepkariei ToCyIapCTBEHHYIO, BOEHHYIO ¥ VM ITOIOOHYIO
TayiHy, TO 3[eCh 0 HACTOSIIEro BpeMeHN CTPOIue IIOAXOOBI K ee MOJIy-
YeHWIO He HallJIeHblL.

g ompemerneHMsT 3aTpaT Ha IIpMoOpeTeHMe ¥ cCOpep)KaHMe
cpencTB, obecrieuMBaIOIIVX TpeOyeMbIVI ypOBEHb 3aIIMIIEHHOCTV WH-
dopmarnm, HeoOXOOMMO, PacCMOTPEB IIpenrioyaraeMble YIPO3bl WH-
dopmariim, BEIOpaTh Te, KOTOPbIE AEeVICTBUTEIEHO MOTYT MIMeTh MeCTO B
KOHKpeTHOM ciry4dae. HeoOxommMo orpenemmTh ypoBeHBb yiepba OT
peanm3ayv KaXKIov U3 3TUX YIPo3.

VITak, NpearIosioXyM, 9TO M3BECTHO N BUOOB YIpo3 MHMOpMaIm

VL OXMJIaeMBbIVl ypoBeHb yiepba r; (j=1,n) oT peanmsanmm Kaxjion us
HVX B Te4YeHMe OIIpelleJIEeHHOrO cpoka (cpoka IuraHmposaHus). Kpome
TOrO, VIMeeTcsd IlepedeHb 13 M yCTpOVICTB, OTHOCUTEIILHO KOTOPBIX W3-
BeCTHBI 3aTpaThl Ha cojepxXaHue ycrpovictBa G ,(i=1,m) B TeueHmue

IaHHOIO CpPOKa, KOTOphble MOTYT BK/IIOYATh IIEHY YCTPOVICTBA, OIUIATY
Tpyda oOCITy>XMBaIOIIero epcoHasa, pacxoy] Ha TexHudeckoe obecrieye-
HUE " ap., M KpOMe TOTrO M3BEeCTEH YPOBEHb HEMTpaIn3ali YCTPOVICT-

BOM K10V n3 yrpos [ (i=1,m; j=1Ln).
Obo3HaumM 3a Aj COOBITHME, TPV KOTOPOM YCTPOVICTBO i HEUTPaIIN-

3yeT yrposy j, ¥ IIyCThb U3BeCTHHI BeposaTHOocT P(Aj) = pij /U1d Bcex BO3-
MOXKHBIX £ U §.

CrrenosatesibHO, UTOOBI paccumTaTh HanbosIee palyioHaIbHEIE 3aTpa-
TBI Ha 3aIIUTY MHPOPMAIM, HeoOX0IMO MMHVMM3MPOBATE (DYHKIVIO

m n
FOO =Y xie + D n[l- POGA + Yo Ao+t YAy, (1)
i=1 i=1

200
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r7e X; - OyseBnsl mepemenHsble (0 - yCTPOVICTBO pellleHo He WCIIOIb30BaTh U
1 - npuHATO peleHVe 00 VICIIOIB30BAaHUN YCTPOVICTBA), Y; - JIM0OO I0CTOBEpPHOE

COOBITME (eC/IM YCTPOVICTBO OYZeT VCIIONIB30BaHO), JIMOO HEBO3MOXHOe (YCTPOVi-
CTBO WCITOJIb30BaHO He Oypet). Ilepsast cymMma siisieTcs 3aTpaTaMy Ha 3alllTy
nHpOpMaUy, BTOpas - IIOTepsSMM OT peayM3allui yTPO3 IPU TOCTUTHYTOM
YPOBHE 3aIlUTEL

CobbrTmst AJ- He3aBUCUMBI. VI3BeCTHO, YTO BEepPOATHOCTb CYMMBbI

He3aBVCUMBIX CJTydarHbIX coObTiit Xy, X, ,.., X, paBHa

PX; +X, + X5 +..+ X, ) =P(X;)+ P(X,) A -P(Xy)) +
+P(X;3)(1 - P(X)))(1-P(Xy)) + ... 2
-+ P(X,)1-P(X;))(1-P(X;))..{1- P(X,)).

C yuerom (2) popmyita (1) mpumeT Bu:

F(x) = inci + er{l —[(x,P(A};) + x,P(A;)(1 - x,P(A ;) +
i1 ]

+X3P(A3)0 - xP(A )1 - x,P(Ay))) + ..
+ X P(A ) ) =X, P(A )0 - X, P(A)) oo (1= X P(A L))

Ecrm MysvMMmsrposats pyHKOio F(x) oTHocHTenbHO IepeMeH-

HBIX X, TO MOXHO BBISIBUTB, KaKye 13 yCTPOVICTB CJIeyeT MCIIOJIb30BaTh,

4TOOBI OOIIVE pacxobl Ha 3allUTy MHGPOPMAIMN ¥ CaMO 3HaudeHUe 3a-
Tpar (B YaCTHOCTM, 3aTpaT Ha oOecIteueHre 0e30IIacHOCTV ¥ IIOTepb OT
peayM3auym yrpo3s) 06U MYMHMMAaITBHBL

B pacueTsr MOXXHO BBECTHM TaKOVI IlapaMeTp, Kak Bpems. Torga pac-

XOI Ha coep’KaHUe YCTpOT?ICTBa CI MOJKHO ITp€ICTaBUTb B BUe JIBYX

COCTaBJIAIONINX: LIeHa YCTPOVICTBa (ecii TpebyeTcst ero IprobpeTeHe) 1
3aTpaThl Ha OOCIyXMBaHMe. 3aTpaThl Ha OOCITyXXMBaHMe BBIUVMCIISIOTCS
KaK ITpom3BeeHie BpeMeHV Ha 3aTpaThl B eIVHIIy BpeMeHn. Bermanmy
7 MOXKHO ITPe[ICTaBUTh KaK ITpOu3BejeHre TpeX BeJIMYVH: BpeMeH IUla-
HMPOBaHMsI, YacTOThl peayiM3alyyl yIrposbl M (PUHAHCOBOTO yiepba oT
peanmsaly OgHOV YIPO3bIL.

Ha ocHoBe BbIIlIecKazsaHHOTO CJIe/IyeT, YTO Il SKOHOMWYECKM BbI-
TOOHOro IIproOpeTeHMs Habopa CpeAcTB 3aIlUThl MHAOPMaI KOMIIb-
IOTePHBIX CYICTEM HEOOXOIVIMO PeINTh Psifl 3a1ad:
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1. PaccMoTpeB IIpefiiosiaraeMsle yrposel MHQOpMaIny, BEIOpaTh
Te, KOTOPbIe IeVICTBUTEIIEHO MOTYT VIMETh MeCTO B KOHKPETHOM CJTydae, 1
OIIpeneNTh YPOBEHD yilepOa OT pean3aliii KaXkgoul U3 3TUX yIPo3.

2. [Ii1a onpenernieHnnsi ypoBHA yiiepba OT peanm3ariuy KaXkaou 13
yTPpO3 3KOHOMMYECKOV MHMOpMAaIMM HeoOXOIMMO MMeTh J0CTaTOuHOe
KOJITYECTBO CTATUCTUYIECKMX AAaHHBIX O IIPOSIBJIEHVISIX 3TUX YIPO3 M UX
nocstenctysix. ITo Poccvm Takasi cTaTmcTVKa IIpaKTUYeCKy OTCYTCTBYET,
OIHaKO HEKOTOpble OaHKOBCKMe CTPYKTYypHI ee cobmparor. B CILIA xe,
cbopy 1 obpaboTke 3TMX DaHHBIX yaersieTcs Oosbloe BHUMaHMe. B pe-
3yJIbTaTe 3TOTO MOJIy4eHO DOJIbIIoe KOJIMYeCTBO TaHHBIX II0 Py yIpos,
KOTOPBIe MOTYT OBITH IIOJIOXKEHBI B OCHOBY JAHHBIX pacdeToB.

3. Pemrenue Bommpoca OLIeHKM OXWJIaeMbIX II0Tepb, NP Hapyllle-
HVW 3alIVIIeHHOCTN MHQOopMalny, IPpMHONIVAIIBHO MOXeT OBITh IIO-
JIy9eHO JIVIIIb TOTTIa, KOTJa pedb MIeT O 3aluTe MH(POpMaluM, KOTOPYIO
KaK-TO MOKHO OIIeHWUTb, B OCHOBHOM 3KOHOMIYECKOVI, IIPOMBIIIIEHHOT,
KOMMEPYECKOM U MM IT0I00HOTVI.

4. HeoOxonvMo OLIeHUTh HaZleXXHOCTh 3JIEMEHTOB CVICTEMBI 3allly-
Thl. Ho Ha TeKymmit MOMeHT HeT OOIIeIIpMHSITON MeTOOVKHM OILIeHKN 3a-
HIVIIEHHOCTY KOMIIBIOTEPHBIX CUCTeM, KaK ¥ HeT ODIIeTeopeTidecKoro
HozIxofla K pelleHNo 3Tol npobsieMel. ITosToMy mosiBiisgeTcs BOIIPOC O
pa3paboTke MeTOomVIKM, O1aromaps KOTOPOVI MOXKHO C JOCTAaTOYHOV TOY-
HOCTBIO OIIeHVTh HaleXKHOCTh KaK OTIeIbHBIX 3JIEMEHTOB 3allWThl, TaK 1
CHICTEMBI 3aIlIWTHI B II€JIOM.

5. 13. UHdpopmMaLMOHHOE CTpaxoBaHHue

Cospanne cvcTeMbl MHAPOPMALIMOHHOV O€30I1aCHOCTM KOMIIaHWIN
Ha OCHOBe ITPOIPaMMHBIX M TeXHUYECKVX CPeICTB S3KOHOMWYECKW Helle-
necoobpasHo. B 3Tov cBA3M aKTyabHOCTH IIPMOOpeTaeT MCIIOIb30BaHye
MeXaHM3Ma CTPaxOBaHWsL.

AKXTVIBHOE pasBuUTHe pbIHKA WHMOPMAIMOHHOIO CTPaxOBaHVII
HOJDKHO obecrieunTsh pacrpesieieHye IIOCIeICTBUI OT HACTYIUIeHMs VH-
popMaLIMOHHBIX PVICKOB Cpelyl MaKCVMaJIBHO OOJIBIIIOrO KOJIYecTBa KOM-
HaHWUVL. Y4WUTbIBas TO, YTO pasMep yOBITKOB OT HaCTYIUIeHVII MH(OpMaII-
OHHBIX PWMCKOB MOXKET OKa3aThCsl BeChbMa CyIIECTBEHHBIM W B OTHE/IbHBIX
CIIy4asix Jake CTaTh MPUYMHOV OAaHKPOTCTBa, KOTOPOe B JajIbHEVIIIEM MO-
JKeT TIPVBECTH K TIaJIeHVIo (PVHAHCOBBIX ITOKa3aTeslel] IIeJIoro psifda KoMIla-
HUV, MHMOPMAIMOHHOe CTpaxoBaHVe B JJAHHOM CJIydae MOXeT BBICTYIINTh
B Ka4yecTBe MHCTPYMeHTa, OAIep>KMBAIOIIero CTaOVIbHOCTD PhIHKA.
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OcranoByMcsi Ooslee TIOAPOOHO Ha BOIIpOCe O TOM, KaK IpVIMeHe-
Hyie MH(OPMaIIVIOHHOTO CTPaxXOBaHMsl MOXeT IIOBBICUTH 3(PeKTBHOCTD
paborer ACOW xommanvm. [IpeAmnonoxmM, 4To KOMITAHWS PV HOP-

_ e
MasIbHOTI paboTe mmeer noxor |,”, Ipu 5TOM ¢ BEpOSITHOCTBIO p MOXHO

CKa3aTb, YTO ITOTePpV KOMIIaHUNM B CJIydae HaHeCEeHW Bpeaa XpaHVIMOVI y
Hee T/IHCpOpMaL[VH/I COCTaBAT

L =1¢-1¢

e
roe |0 — A0XOI KOMIIaHUI B cjIy4Yae HaHeCeHId ymep6a ee I/IHCpOpMa—

LIMOHHOW CUCTEME.

YO6BITKM KOMITAaHMV MOTYT OBITH CIIeyIOITIe:

HpsMBle YOBITKM OT MH(MOPMAIIVIOHHBIX PVICKOB;

yOBITKM, CBsI3aHHBIE C BOCCTaHOBJIeHVIEM VMH(POPMaII;

yOBITKY, CBSI3aHHBIE C IIepepbIBaMV B IIPOV3BOJICTBE;

yOBITKM, CBsI3aHHEIE C IIOTepevt KIIVEHTOB;

yOBITKM, CBSI3aHHBIE C OTBETCTBEHHOCTHIO ITepey], TPEThUMM JIUIIAMAL.

3ammura, OpefocTasiszeMas 110 TIOJIVCY CTpaxoBaHMs MHMOpMaIiy-
OHHBIX PVICKOB, MOXET, II0 JXeJIaHMIO KIIVEHTa, PacIIpOCTPaHATBCA OOHY
M3 I'PYIIII, a TaK)XXe Ha BCe I'PYIIIIbI.

Ob6osHaurM depes s pasMep CTPaxoBOrO BO3MeIleHsl, KoTopoe Oy-
JeT BhIIUIaY€HO CTPaxOBOVI KOMIIAHWEV B CJTy4yae HACTYIUIEHVISI CTPaxoBOTO
CIy4Yast, IIpy 3TOM CTOMMOCTh CTPaxXOBOVI 3allVITHI COCTABIIIET I HOJUIAPOB
3a 1 moswtap HOKpeITHEL. B cilydae HacTyIUIEHNS CTPaxoBoro cirydas (KOTo-
poe MOXeT IIPOM30MTH C BePOSTHOCTBIO p) TIOJIe3HOCTh CTPaXOBaHMs VH-
cpopMaLMOHHbe PpVCcKOB 6y/:LeT COOTBETCTBOBATH TOXOY KOMITAaHUM B CITy-
4Jae OTCYTCTBVISI YOBITKOB, CBSI3aHHBIX C IPMYMHEHVEM yIiepba XpaHMOo
MHpOPMAIIMH, 33 BHIUETOM PacXofoB Ha IMOKYIIKY IT0JIMCa, IUIIOC pasMep
BO3MEIEHVIsI, ITOJIYY€HHOIO I10 YCIOBVISIM CTPpaxXOBaHVA:

U(Ii’ —ys+s).

ITpy Ge3yOBRITOYHOM IIPOXOXIEHWM II0JINca (BEepOSATHOCTh 3TOTO
cocrapsiszeT 1-p) mosesHOCTb OyAeT ompedesisiTbCs Ha OCHOBe H0XOfa
KOMIIaHWN IIPVI OTCYTCTBUM YOBITKOB MIMHYC PacXOibl, CBSI3aHHBIE C OII-
JIaTOVI CTPaxXOBOVI IIPEMUIA:

ules - ys).
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TakvmM 0OpasoM, IIpu IIOKYIIKe IT0JIVCA CTPAaxOBaHVs YOaeTcsl MaK-
CHMW3MPOBaTh OXMaeMyIo II0JIe3HOCTh [yl 000MX cjlydaeB — Kak IIpu
HaCTYIUIEHMV CTPaxXOBOIo CiIydvasi, Tak U IIpy 0e3yObITOuHOM IIpOoXoXKie-
HWY TIOJTNCA:

s* = arg max EU = pU(Ii’ —Lf—ys+ s)+ (1- p)U(Ii’ - ys)

Kommaanst MoxeT BbIOpaTh OOVH W3 TpexX IIyTeV 3allUThl OT WH-
¢dpOopMaIIOHHBIX PUCKOB!
®  pasBUTHME KJIIACCYECKMX CPECTB 3aIMThI MHAOpMaIm;
e  CO37aHMe CHeIMATIbHBIX Pe3epBOB (CAaMOCTpaxoBaHIe);
e CTpaxoBaHUE.

Kak camocTpaxoBaHIe, Tak U CTpaxOBaHVe BBIIOJIHIIOT (PYHKIINIO
10 MVMHMMM3AIMM IIOCIeNCTBUI HaCTYIUIeHWs yinepba, CBA3aHHOTO C
npu4rHeHMeM Bpena mH@opMaryy. OCHOBHas pasHWMIIA MEXIy HUMMI
COCTOUT B TOM, UTO B CJTy4ae CTpaxoBaHU yIepd OyAeT pacpenesaThes
Me>XXITy ILIeJIOV TPYIIION CTpaxoBaTesiel, a B CJIydae CO3aHMs CIelyalb-
HBIX pe3epBOB (CaMOCTpaxoBaHVe) Bo3MellleHre OyeT IIPOVICXOAUTb Iie-
JIMKOM ™3 COOCTBEHHBIX CpefCTB. BiioxxeHme e AeHer B KiIacCiIecKyie
cpencTBa 3aIlIUTHl MHAOPMaIUI — IIONBITKA YMEHBIINTH He pasMep, a
BEPOSITHOCTb HACTYIUIEHVIS yOBITKOB.

CrpaxoBaHue MHGOPMaIIMOHHBIX PMCKOB B Halllell CTpaHe ocyIlle-
cTBisieTcs psaoM KoMmaHum. CilemyeT oTMETUTh TOT (PaKT, UTO CTpaxo-
BaHMe MHMOPMAIMOHHEIX PUCKOB II0Ka eIrle BO MHOTOM CIIYXKWUT He IIJIA
obecriegeHysi 3alIUTEL OT MH(POPMALVIOHHBIX PVUCKOB, a AJIS MOMUYePKU-
BaHM: MMuKa CTpaxoBaTeris.

PaccMoTpuM MeTOOMKY CTpaxoBaHVS MHAOPMAIMOHHBIX PUCKOB
Maroccrpaxa. K pacdeTHBIM IIOKa3aTeIIsIM OTHOCSTCS:

g - OXmgaeMoe KOJINYIeCTBO TIOTOBOPOB CTPaxOBaHIS;

Sc - cpemHsis cTpaxoBas CyMMa IT0 OITHOMY JOTOBOPY CTPaXOBaHVIS;

56 - cpenHsA CyMMa CTPaxOBOTO BO3MEIIEHNS TI0 OJHOMY JOTOBO-
PY CTpaxoBaHUs;

P - BeposITHOCTP HACTYIUIEHVISI CTPAaxOBOI'O COOBITHS 10 BULY WH-
dopMaIIMoHHOTO prcKa (ITVIX BUIOB IIPEeAyCMOTPEHO 6).

Crpaxosoit Tapud (Ic) ompemnernsiercss Kak cymMa:
Tc=NC + RN +Ng,

rae NC - oCHOBHasI YaCTh HETTO-CTaBKA;
RN - puckoBas HanbaBKa;
Ng - Harpyska.
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B ocHoBe pacdera TapudHBIX CTaBOK JISKUT IIOKas3aTeslb yObITOU-
HocTH (BeymmumHa BeIUIAT Ha 100 py6. cTpaxoBoit cyMMEL), a caM pacdeT
TapnHBIX CTaBOK IIpOV3BeNeH Ha OCHOBAHWN IIpeIiojlaraeMbIX o0be-
MOB CTPaxOBBIX OIlepaluL.

Tabauya 5.3
ITokasarenn
B pucka Sc S6 P q
A 30000000 10000000 0,008 100
B 30000000 15000000 0,006 100
C 30000000 20000000 0,003 100
D 30000000 20000000 0,001 100
E 30000000 25000000 0,002 100
F 30000000 15000000 0,005 100

A - yTpara, YHUYTOXEHVE VIV IHOBPeXIeHMe 3acTpaxXOBaHHBIX
VMH(POPMAIIMIOHHBIX aKTVBOB BCJIELICTBYE HellpeHaMepeHHBIX OIIMOOK B
IIPOEKTVPOBaHMY, Pa3paboTKe, CO3MaHMM, MHCTAUIALNY, KOHMUIYPUpPO-
BaHM, 00CITyXMBaHMUM WIV SKCIDTyaTalyy MH(POPMAIIVIOHHBIX CHCTEM;

B - yTpara, yHUYTOXeHWMe WIM IIOBPeXIeHVe 3acTPaxOBaHHBIX
MHQOPMAIIOHHBIX aKTVBOB BCJIEICTBYE KOMIIBIOTEPHEIX aTakK, COBep-
IIIEHHBIX IIPOTUB CTpaxoBaTeJisi;

C - yrpata, yHUUTOXeHVe VUM IIOBpeXXIeHVe 3aCTpaxOBaHHbIX VIH-
popMaITOHHBIX aKTVBOB B pe3yJIbTaTe AeVICTBII KOMIIBIOTEPHBIX BUPYCOB;

D - HerrpaBoMepHOe cIvcaHyie (PVHAHCOBBIX aKTMBOB B 3JIeKTPOHHOV
dopme co cueToB cTpaxoBaTesisi B pe3ysibTaTe BBOJIA MOIIIEHHWYECKIIX 2J1eK-
TPOHHBIX KOMaHI, B MH(OPMAIMOHHYIO CVCTEMY CTpaxoBaTesis W B pe-
3yJIbTaTe HeCaHKIMOHMPOBAHHOV MOAMMUKAIIM KOMITBIOTEPHOTO KOJia
cTpaxoBatessl, Wwin rnepegaun aIbcrUIIMpOBaHHOIO 3JIeKTPOHHOTO I10-
PydeHus, SIKOOBI MICXOMISIIETO OT VIMEHVI CTpaxoBaTels, B OaHK VIV AeTo3V-
Tapuil CTpaxoBaTesls, CTaBIIVX CJIEICTBMEM HECAHKIMOHMPOBAHHOIO TOC-
TyHa K MHOPMaLVIOHHOVI CHCTeMe CTpaxoBaTeJIsi CO CTOPOHBI TPeThbVX JIVAL,
He MMEIOIINX Ha 3TO COOTBETCTBYFOIIVIX ITOJTHOMOYATA;

E - yrTpara, yHUUYTOXeHWe WIM IIOBPeXIeHVe 3acTpaxOBaHHBIX
VHQOPMAaIMIOHHBIX aKTUBOB WIV (PMHAHCOBBIX aKTMBOB B 3JIeKTPOHHOV
dopme B pesysbTaTe YMBIIUIEHHBIX IPOTMBOIIPABHBEIX IEVICTBUIL CO-
TPYOHUKA CTPaxoBaTesIsl, COBEPIIIEHHBIX CAaMOCTOSITeIILHO WIV B CrOBOpe
TUIs W3BJledeHNsl He3aKOHHOV JIMYHOV (PMHAHCOBOVI BBITOMIBI VWIM HaHe-
CeHIsI CTpaxoBaTeJIio yiepoa;

F - yO®ITKM OT BpeMeHHOTro HpeKpalleHysl HpeqpVHIMaTeIIbCKOM
HesATeIIbHOCTH BOIeACTBYIe HACTYIUICHVIsI COOBITHAL
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Kak msBectHO, ocHOBHas uacTh HeTTo-cTaBKu (NC) cooTBeTCTByeT
CpeHVM BBIILIaTaM CTPaxOBIINKa, 3aBVUCSIINM OT BEPOSTHOCTY HaCTYII-
JIEHVs CTPaxoBOTO CIIydasi, CpefdHell CTPaxOBOW CYMMBI ¥ CpelIHero Bo3-
MeIIeHNsI M PacCUUThIBAeTCs 110 popMyJie

_ S, xPxg
== )

NC

c

Hertro-cTaBKa (cebecTOMMOCTD CTPaxoBOW YCIIyIM) IpefHa3HavYeHa
IUISL CO3MAHMS CTPaxoBoro oHma, obecreunBaroiero sKBUBaIeHTHOCTD
B3aVIMOOTHOIIIEHNII MeX]y CTPaxOBIIVMKOM U CTpaxoBaTejleM, a TakKxe
(pVMHAHCOBYIO YCTOMHYMBOCTD CTPAXOBOV KOMIIAHU.

ITpvHIIVIT 9KBUBAIEHTHOCTY COCTOUT B CJIEAYIOIIEeM: CTpaxoBaTeslb
HOJDKeH 3aIUIaTUTh CTPaxOBIIUKY CTOJIBKO, CKOJIBKO B CpefIHeM Ha Hero
OXXMaeTcs IIPOM3BECTY BBIIUIAT, HO, IIPMHVMAsI Ha ceOs PUCK CcTpaxoBa-
TeJIsl, CTPaXOBIIMK KpoMe CpeIHVX OXKMIaeMBbIX IIOTeph MOJDKeH B3VIMaTh
HEKOTOPYIO IDIATy «3a PVUCK» — HEKOTOPBIM 00pa3oM KOMIIEHCHPYIOIIYIO
BO3MOXXHOCTB (PITYKTYalVVI BBIIUIAT.

HpyrnM pacueTHBIM IIOKa3aTeJleM SBJIIeTCSI PUCKOBas HagOaBKa.
Ona BBOOWTCS IJI TOTO, YTOOBI YU€CTh BEpOSTHBIE OTKJIOHEHNS KOJIde-
CTBa CTPaxOBBIX CJIydyaeB OTHOCUTEIIBHO WX CpefgHero 3HadeHus. Bos-
MOJKHBI [IBa BapMaHTa pacdeTa pYCKOBOVI HamOaBKIL:

® 17151 KaXIIOTO PUCKa (CTPaxoBOro cOOBITHS) OTEIIBHO;

® 110 HECKOJIBKVIM BUJaM PUCKOB (II0 BCEMY WJTM YacTV CTPaxOBOTO
noprderns).

s pacdera puckosort Hagbasky (RN), yauTHIBaroIIen BeposiT-
HOCTB IIPEBBIIIEHNS] CYMMBI BBIIUIAT IO IEePCIEKTVBHOMY HOpTdeIio
HaJl ee CpeIHMMM 3HaueHMAMMY, VIHTOCcTpax MCIOJIb3yeT MePBhIN CII0-
cob. B ycroBmsix mocieyromert akTMBU3alyy MPaKTUKIM CTPaxXOoBaHMs
MHGOPMAIIVIOHHBIX PVICKOB, TIOBBIIIIEHNS €T0 IIPVUBIeKaTeIIbHOCT 11
CTpaxoBartesierl, OCOOEHHO IIpU CTPaxXOBaHWN OTHEIbHBIX BUHAOB U
HpOSIBJIEHNVI PUCKOB, OUYEBUIIHO, UTO PUCKOBasi HajgbaBKa MOXET pac-
CUUTBHIBATBCS 110 BCEMY CTPaxOBOMY IIOJIIO, YTO IT0O3BOJIUT YMEHBIINUTD
ee pasmep.

Mertonukon VIHroccrpaxa ImpemycMOTpeH pacdeT ellle IBYX ITOKa-
3aTesien:

®  COBOKYIIHOV HEeTTO-CTaBKM (SN);
e Opyrro-craBku (BC).

YuureiBas npuHATEIEe 00O3HadeHs, opMyia pacdeTa COBOKYII-

HOVI HETTO-CTaBKV ITPVHMMAET TaKOV BU/I:
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SN =NC + RN.

®opmysia mig pacueta 6pyTro-ctaBku (BC), TpanMIMOHHO BKITIO-
JaroIell COBOKYITHYIO HeTTo-cTaBKy (SN) m Harpysky (Ng), ompemnereH-
Hy1o VHTOCCcTpaxoMm Ha yposHe 30%, mpencTasiisieT coOOvI OTHOIIEHE:

SN
BC=_>N
(1-Ng)

PesyrnpTaTel pacueTa TapudHBIX CTaBOK CBUIETEIbCTBYIOT O TOM,
uTO Hauboslee pealbHBIMM (CJIefOBaTeIbHO, ¢ Ooslee BBICOKMMM Tapud-
HBIMM CTaBKaMl) y CTpaxoBaTeJleVl CUMTaloTcs MH(OpMalVIOHHbIe puC-
KV, BOSHVIKIIVIE BCJIEACTBVE HAaIIpaBJIeHHBIX IPOTUB HEro KOMIIbIOTep-
HBIX aTaK, YMBIIUIEHHBIX ITPOTMBOIIPABHBIX AEVICTBUV COTPYHIHVIKOB
cTpaxoBareJisi, a Takke YOBITKOB OT BpPeMeHHOTO IIpeKpallleHus ITpef-
INPVHMMATEIbCKOV JeATeJIbHOCTA.

Tabauya 5.4
PacyeTHble BeJIMUMHBI
B pucka BC NC RN SN
A 1,06 0,27 0,47 0,74
B 1,29 0,30 0,60 0,90
C 1,10 0,20 0,57 0,77
D 0,56 0,07 0,33 0,40
E 1,09 0,17 0,59 0,76
F 1,14 0,25 0,55 0,80

OcymrecTBuB pacdeT pe3ysIbTHPYIOLIEV TaprpHOV CTaBKM II0 CTpa-
XOBaHMIO MH(OPMAIIMOHHBIX cricTeM, VHroccTpax ompenemw TapudHYIO
cTaBKy B pasMepe 1,04 (py6.) co 100 py6. cTpaxoBovt cyMMBL 1 3adpVIKCHUPO-
BaJI [IMaIla30H CYIIIECTBEHHOIO KojleOaHVISI CTaBKM CTPaxXOBOVI IIPEMWV IIO
KOHKPETHOMY JIOTOBOPY CTpaxOBaHVEL 3a CUeT IPVIMeHEHVsI TIOBBIIIATOIIVIX
(ot 1,0 mo 5,0) n momvoxarommx (ot 0,2 mo 1,0) ko3 draieHTOB.

BBuly mpakTMYecKM IMOJIHOTO OTCYTCTBVSL OIIbITa pabOTBI C MH-
popMaIIMOHHBIMY PVCKAMM, CTpaxoBble KOMITaHWMN 3a9acTyIO yCTaHaB-
JIMBAIOT TapudBbl, KOTOPBIE B IEVICTBUTEIIEHOCTY He OTPaKaloT PeaIbHYIO
BEPOSTHOCTh HACTYIUIEHVS CTPaXOBOTO CiIydas, CBSI3aHHOTO C HaHeCeH-
em ymepba mHpopMmarnym. CrpaxoBaHme MHMOPMAIVIOHHBIX PUICKOB
OCYILEeCTBIIIETCS B KauecTBe JOIIOJIHUTEIIBHOTO OOHyca K OCHOBHOMY IIO-
JINCY CTpaxoBaHMS, ITOKPBIBAIOIIETO, HAIIPVIMEpP, PWCKM HPUYVHEHUS
yepba 1MyIIIecTBy KOMITaHVIV.
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Me>1</1y T€éM CTOUT 3aME€TWUTb, UYTO, YUUTBIBAsL TEMIIbI Pa3sBUTIS VIH-

Tepeca CTpaxOBaHMSL T/IHqDOpMaLIVIOHHBIX PUCKOB 3a py6e>1<0M, MO>XHO
YBEPEHHO CKa3aTb, 9TO 1 B Haruemn CTpaHe OTHOIIEHNE K JaHHOMY BULY
CTpaxXoBaHVIA 6y;1eT MEHATBCA, M B JOCTATOYHO CKOPOM BpEeMEHI KOM-
IDIEKCHasA CrcTeMa VIHCPOpMaHVIOHHOVI 0e30I1acHOCTVI KOMITAaHWM GYJIGT
OEeVICTBUTEIbHO KOMIUIEKCHOM U 6y,ELeT B OOIIOJIHEHME KO BCEeM OCTaJIb-
HBIM BKJIIOYATh eIlie M SDKOHOMMYeCKMe MeTO/IbI 3alllIThI VIH(I)OpMaL[VH/I, B
YaCTHOCTVI ME€XaHV3M CTpaxXOBaHVIA.

11.

12.

13.

14.

15.
16.
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Bonpochbl

Metoppr obecrredennst MHPOpMaIroHHo OesonacHocTi Poccmii-
ckov1 Depepariym.

ITpaBoBble MeTOOBI OOecriedeHNst MHAOPMALVIOHHON Oe30I1acHOCTI
Poccurickon Depepanmit.

OpraHm3auoHHO-TeXHYeCKe MeToHbl obecriedeHns: MHMOpMa-
IMOHHOM be3onacHocTr Poccuiickon ®Depeparnu.

DKOHOMMYeCKVe MeTodpl olecriedeHMs] MHEPOPMAIMOHHOM 0e30-
nacHocty Poccurickot Pepepariyt.

OcHoBHBIe Mepbl IO o0ecITeueHMI0 MH(POPMAIIMOHHON Oe30I1acHo-
ctv Poccuiickon @eneparinm B cdepe SKOHOMUKMN.

Hamnbosree BakHble OOBEKTHI obecrieueHVIs] MH(OPMAIMOHHOV Oe30-
macHocTV Poccmrickort demeparym B 0071acTV HAYKV 1 TEXHVIKIL
OrpaHideHme DocTyIla Kak MeToz, obecriedeHns MHAPOPMAaIVIOHHON
Oe3oracHOCTM.

buroMeTpudecKyie METOIBI ay TeHTVI(PMKALIVIV YeJIoBeKa.

CraTncTKa IpyMeHeHVs O1IoMeTpIIecKyIX TeXHOJIOT VL
OrnedaTkn masnblieB KakK OvoMeTpudecKasl XapaKTepPUCTMKa VIeH-
TUdMKaIMM geIoBeKa.

['71a3a xKak OvomeTpmdecKkas XapaKTepUCTVKa VMOeHTUUKAINN de-
JIOBEKa.

JInmo kak OmoMeTpudecKasi XxapaKTepucTVKa MAeHTU UKAINN de-
JIOBEKa.

JlagoHP Kak OwmoMeTpwdecKas XapaKTepUCTMKa WIEeHTUVKAIN
JeJIoBeKa.

[vHaMI4IecKre XapaKTepUCTMKI KaK OvoMeTpirdecKasl XapaKTepu-
CTMKa MAeHTU KAV YeJIoBeKa.

Kraccndikanmst cricteM TpeBOXKHOV CUTHAIVI3AIINL.

KorTporns gocryna k ammapaTrype Kak MeTor, obecrredeHnst MHPOP-
MaIVIOHHOVI 5e30I1acHOCTI.



Memoodst u cpedcmBa 3auyums: KOMNLIOMEPHOTL UHGPOPMAYUL

17. PasrpanudeHue ¥ KOHTPOJIb JIOCTyIla K MHQOpPMAaIMM KaK MeTof
obecrieueHst MHPOPMAITMOHHOVI O€30ITaCHOCTA.

18. IlpenmocrasieHve IIPMBWIIETVI Ha AOCTYII KaK MeTOf oOecrieueHms
MHPOPMaIVIOHHOV 0e30I1aCHOCTIL.

19. VipeHTMdWKaIME 11 ycTaHOB/IEHVIE IIOIUIMHHOCTI 00beKTa (CyObeKTa).

20. OObexTEl wWHeHTUUKAOWI W YCTAHOBJIEHWS IIOIVMHHOCTV B
ACOIL

21. VpenTndWKaIM ¥ yCTaHOBJIEHVIE ITOMIVHHOCTY JINIHOCTL.

22. Vpentndukanmss M ycTaHOBJIeHVE IIOIMHHOCTU TeXHUIECKMX
CPerCTB.

23. VipenTnduKaMs ¥ ycTaHOBJIeHVe IIOIIMHHOCTY JOKYMEeHTOB.

24. VipenTndmuKaumsa v ycTaHOBIIEHVIE ITOIMHHOCTY MH(MOPpMany Ha
CpercTBax ee OTOOpaKeHVIS 1 TIeYaTiL.

25. 3ammra HpOPMAIIUM OT YTEUYKM 3a CUeT II0OOYHOro 37IeKTpoMar-
HUTHOTO M3JIyY€eHVs ¥ HaBOIOK.

26. Merompl 1 cpelcTBa 3aluThl MHGPOPMAIUM OT HOOOYHOTO 3JIEK-
TPOMAarHWTHOTO M3JIy9YeHNs U HaBOLOK VMH(MOPMAaIINAL.

27. Meromsl M CpeAcTBa 3aIlIUTHL MHAOPMAIUY OT CITyYartHbIX BO3IEVi-
CTBUIVL

28. Metomsl 3amMTH MTHAOPMAIIMV OT aBaPUHBIX CUTYalIINA.

29. OpraHu3alMOHHbBIe MEPOIIPUATYS II0 3aIiTe MH(POPMAITIA

30. Opranmsarmsg MHPOPMAaIVIOHHOV 6e30I1acHOCTY KOMITaHA

31. Beibop cpencTs nHPOPMAIIMOHHON MHMOPMAaIIVL.

32. VIHdopmalmoHHOe cTpaxoBaHMe.

TecTbl

1. MemoO 3auguinvt ungpopmayuy ozpanuyerie 00Cyna 3aKA04aemcs:

1. B KOHTpOJIE IOCTyIIa K BHYTPEHHEMY MOHTaXY, JIMHVSM CBS3U
TEXHOJIOTMYECKVIM OpraHaM yIIpaBJIeHVs;

2. B cosmaHMM (PM3MIECKOV 3aMKHYTOV IIperpampl C OpraHu3aliient
HOCTYIIa JIVLI, CBA3aHHBIX C 00beKTOM (PYHKIVIOHAIBHBIMI O0SI3aHHOCTSIMYL

3. B paspesnieHvy MH(MOPMALMY Ha YacTy M OpraHM3almMy JOCTyIla K
HeVl JOJDKHOCTHBIX JIUI] B COOTBETCTBUM C MX (PYHKIVOHAIBHBIMY O0si-
3aHHOCTSIMU VI TIOJITHOMOUVISIMIL;

4. B TOM, YTO W3 UMC/Ia AOIYIIEHHBIX K HeVl JOJDKHOCTHBIX JIVI BBI-
HesIsieTcsl TPpyIia, KOTOPOUL IPeIOCTaBIISIeTCs OCTYII TOJIBKO PV OTHO-
BpeMEeHHOM ITpebsIBIIEHMI II0JTHOMOYNIL BCeX WIEHOB IPYIIIIbL;

5. B IpoBepKe, SABIISETCS IV IIPOBEPSIEMBIVI OOBEKT (CYOBEKT) TeM, 3a
KOro ce0si BbIIaer.
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2. Memod 3auumsl uHGOpMAayUY KOHMPOAL 00CIyna K annapamype
3aKaouaemcs:

1. B KOHTpOJIe IOCTyHa K BHYTPeHHEMY MOHTaXY, JIMHUAM CBSI3U U
TeXHOJIOTYeCK/M OpraHaM yIIpaB/IeHVs;

2. B cosmaHMM (U3MIeCKOV 3aMKHYTOW Iperpampl C OpraHu3alivent
HOCTYIIa JIVII, CBA3aHHBIX C 00beKTOM (PYHKIVIOHJIBHBIMY O0SI3aHHOCTSIMIA;

3. B paspgesieHuy MHMOPMALUM Ha YacTy M OpraHM3aluy JOCTyIla K
HeVl JOJDKHOCTHBIX JINI] B COOTBETCTBUM C MX (PYHKIVOHAIBHBIMY O0s-
3aHHOCTSIMV V1 TTIOJTHOMOYVIAMIA;

4. B TOM, UTO W3 YMC/Ia JOIYIIEHHBIX K HEV JOIDKHOCTHBIX JIVII BbI-
HesisgeTcs TPYIIIa, KOTOPOVI IIPeoCTaB/IsieTCsl AOCTYII TOJIIBKO IIPVI OITHO-
BpeMeHHOM ITpeJTbsIB/IeHMI TIOJTHOMOYMIL BCeX WIEHOB IPYIIIbL;

5. B IpoBepKe, SBJISETCH JIVI IIPOBEPsieMbINI OOBEKT (CyOBEKT) TeM, 3a
KOro ce0si BEIIaeT.

3. Memoo 3awumsl ungpopmayuu pasepanuierue u KOHMpPoAL 00Cmy-
na K uHgopMayUU 3aKAI0UAENCA:

1. B KOHTpOJIe AOCTyIa K BHyTpPeHHEMY MOHTaXy, JIMHUSAM CBSI3U U
TEXHOJIOTMYECKVIM OpraHaM yIIpaBJIeHVs;

2. B co3maHMM (PU3MIECKOVI 3aMKHYTOV IIperpajbl C OpraHusaliieit
HOCTYIIa JIVLI, CBA3aHHBIX C 00beKTOM (PYHKIVIOHIBHBIMI O0SI3aHHOCTSIMVL

3. B paspgesieHuu MHGOPMAIMY Ha YacTU ¥ OpraHWU3alMK JOCTYIIA K
HeVl JOJDKHOCTHBIX JIUI] B COOTBETCTBUM C MX (PYHKIVOHAIBHBIMY O0s-
3aHHOCTSIMU U TIOJIHOMOUVSIMIL;

4. B TOM, YTO M3 YMC/Ia AOIYIIEHHBIX K HEVl JOJDKHOCTHBIX JIVIL] BBI-
HersgeTcs TPYIIIa, KOTOPOVI IIPeNOCTABIISIeTCS. JOCTYII TOIIBKO IIPVI OIHO-
BPEeMEeHHOM ITPe/TbsIBIIEHNN IIOJTHOMOYNT BCEX WIEHOB I'PYIIIIEL,

5. B IpoBepKe, SBJISIETCA JIV IIPOBepsAeMbIll OOBEKT (CyOBeKT) TeM, 3a
KOro ce0s BuIIaeT.

4. Memod 3awumsl uHgopmayuu npedocmabaenue npubuiezuii Ha
docmyn 3aKA104aemcs:

1. B KOHTpOJIe [JOCTyHa K BHyTpeHHeMY MOHTaXy, JIMHWUSM CBSI3U U
TeXHOJIOIVYeCKVIM OpraHaM YIIpaBJIeHVIs;

2. B cosmaHMM (U3MIECKOV 3aMKHYTOW Iperpampl C OpraHu3alivent
JOCTYTIa JIVLL, CBSI3aHHBIX C 00BeKTOM (PYHKIMOHATEHBIMY 00S3aHHOCTSIMIA;

3. B pasgmeneHVy MHAGOPMAIMY Ha YacTU ¥ OpraHM3aluy JOCTyIIa K
HeVl JOJDKHOCTHBIX JIUI] B COOTBETCTBUM C MX (PYHKIVIOHaIBHBIMM 00si-
3aHHOCTSIMV V1 ITOJTHOMOYVISIMAL;
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4. B TOM, YTO M3 YNCJIA JIOIYIIEHHBIX K HEVl JO/DKHOCTHBIX JIVII] BBI-
AerisieTcs TPyIia, KOTOPOV IIPeIOCTaBIIeTCsl JOCTYIT TOJIBKO TPV OJTHO-
BPEeMEeHHOM ITPeIbsIBIIEHNN IIOJITHOMOYNV BCEX WIEHOB I'PYIIIIBL

5. B IpoBepKe, SBIISETCS IV IIPOBEPSIEMBIVI OOBEKT (CYOBEKT) TeM, 3a
KOTO ce0s1 BBI/IaeT.

5. Memoo s3awumol ungpopmayuu udenmuguxayua u ycmanobrenue
NOOAUHHOCIU 3AKAI0UACNCA:

1. B KOHTpOJIe AOCTyIa K BHyTpPeHHEeMY MOHTaXy, JIMHUSAM CBSI3U U
TEXHOJIOTMYeCKVIM OpraHaM yIIpaBJIeHVIs;

2. B co3gaHUM (PU3MYECKOVI 3aMKHYTOV IIperpajbl C OpraHu3allen
IOOCTyIa JIVII, CBA3aHHBIX C O0BEKTOM (DPYHKIIMOHAIBHBIMM OOS3aHHO-
CTAMU;

3. B pasnesieHVV MHQOPMaIMY Ha 9acTV ¥ OpraHu3aliui JOCTyIa K
HeVl JOJDKHOCTHBIX JINI] B COOTBETCTBUM C MX (PYHKIVOHAIBHBIMY 00s-
3aHHOCTSIMI V1 ITOJTHOMOYVISIML;

4. B TOM, YTO W3 YMC/Ia AOIYIIEHHBIX K HeVl OJDKHOCTHBIX JIVI BBI-
HeJIsieTcs TPYIIIa, KOTOPOVI IIPeNOCTABIISIeTCS. JOCTYII TOIBKO IIPVI OIIHO-
BpeMeHHOM ITpeI'bsIB/IEHMI TIOJTHOMOYMIL BCeX WIEHOB IPYIIIIbL;

5. B IpoBepKe, SBIISETCS IV IIPOBEPSIEMBIVI OOBEKT (CYOBEKT) TeM, 3a
KOro ce0si BbIIaer.
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KpunTtorpaduueckne metoabl
nHcdpopMaunMoHHOU 6e30NacHOCTH

U3yumnB TeMy 6, CTYAEGHT AO/DKEH:

3HaThb:

e BUABI HIPPOB;

e B ueM 3aKIodaeTcsl IIMdpoBaHWe M KOAMpOBaHME WH-
dopmary;

® IIOPsSIIOK IPVIMEHEHWS 3JIEKTPOHHOV ITOAICHL.

AKL€EHTUMPOBATb BHUMAHME Ha MOHATUAX:

e mmdp, Knoy, mudposaHre MHPOpPMaINM, KOOAUPOBa-
Hue wH@OpMaIuy, creraHorpadus, 3rmeKTpoHHas nydpo-
Basi [IOMTIVICE.

Codeprcanue memot (Oudaxmuueckue eOUHUYbL U UX XApAKIepU-
cmuKa):

Kraccudukanysa xpunrorpadmaeckyx MeTooB. XapaKTepucTUKN
cymiectsyromyx mmdpos. Konuposanmue. Creranorpadus. DrIeKTpoH-
Has 111 poBast IIOAIIVC.

Ieau u 3a0auu usyuenua memor: Ilorydyenue sHaHMI B 0OIaCcTA
KpUHITorpadudeckx METOAO0B 3alINThI MH(POPpMAaIINL.

ITopsadox usyuenus memot
Pacnpedesenue 6r00xxema Bpemenu no meme:
—  KOJIMYeCTBO YacoB OTBeeHHBIX Ha MpaKTHUYecKye 3aHATI, 13 HX
B KOMIIBIOTEpHOV ayauropum - 4/4;
—  KOJIMYeCTBO YacoB, OTBEIEHHBIX Ha CAMOCTOSATEIIbHYIO pabory, — 16.
Buovt camocmosimenvroi pabomut crmydenniob:
- wmsy4yeHmMe yuebHoro tocobusa «MudopmanmonHas OGesorac-
HOCTb»>;
— IIOATOTOBKa K y4dacTuio B popyMe 110 Teme «Kpumnrorpadndaeckme
MeTO[IbI MH(POPMAaIVIOHHOV 0e30I1aCHOCTI»;
—  W3y4eHVe JJOIIOJTHUTEILHO JIMTepaTyPhl;
—  BBINOJIHEHMe TeCTOBBIX 3a/IaHMI IO TeMe.
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Memooduueckue ykasanus no usyuenuro Bonpoco memot
Ipu usyuenuu yuebHvix Bonpocob:
e 1ByUNTh TeMy 6 10 ydeOHOMy Tocobmio «/IHdopManmoHHas
0e30macHOCTbY;
e IpuHATH y4acTue B popyme 1o Teme «Kpunrorpadpndaeckme me-
TOIBI MHQOPMAIIOHHOVI 0€30I1aCHOCTI»;
®  V3YYNTH JOIIOJIHUTEIIbHbIE MaTePyasIbL.

Ipu usyuenuu memovr Heob6x00uMo:

*  yumams AumMepamypy:

1. VudopmanmonHas besomacHocTh: Yu. Ilocodme. - M.: MDCH,
2007.

2. Tepacumenxko B.A., Mammok A.A. OcHOBBI 3alIUTBI MHMOPMAIINY,
- M.: TIT1IO «M3Bectusi», 1997. I'm1. 1,2.

3. Mempaukos B.J. 3ammra mHMOpMAaIM B KOMIIBIOTEPHBIX CUCTe-
Max. - M.: ®uraHCcbI 1 cTaTucTka, 1997. - Pasm. 1.

4. Mwocnasckast H.I'., Tosrcronn A.VI. VIHTpaceTn: moctym B Internet,
samura. - M.: OO0 «fOHUTN-OAHA», 2000., I's. 1.

5. Ilpockypun B.I'., Kpytos C.B. IIporpamMmmHo-anmapaTHble CpecT-
Ba obecrtedeHns1 MHMOPMAIIMOHHOV Oe30MacHOCTH. 3aInTa B ollepary-
OHHBIX crcTeMax. — M.: Pagmo v cBs3b, 2000.

6. benxvm I1IO. Ilporpammeo-anmapaTHbIe CpecTBa OOecIIevueHs
MHPOPMAIIOHHON 0e30acHOCTH. 3allnTa IIporpaMM W JaHHBIX. - M.:
Pammo v cBsa3p, 1999.

e nocemums  caumui: www.compulentaru, www.isecurity.ru,
www.oxpaha.ru, www.cyberterrorism report.ru.

Bonpocut memut

6.1. Kmaccudnkamyss MeTOHOB KPUITOTpaddecKoro 3aKpbITiA
vHdOopMaIN.

6.2. lllndposaHme.

6.3. Konuposanue.

6.4. Crerasorpaduis.

6.5. DiexTpoHHas 1M PoBasi MOMAINC.
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6.1. Knaccudmkauma meronos kpuntorpacgpuueckoro
3aKkpbiTusa nHcopMmauum

Kpumrorpadudeckiie MeTompl sBIISIOTCS Hambortee 3dpdpexTis-
HBIMW CpefCcTBaMM 3allUThl MH(POPMALMUN B aBTOMATMU3UPOBAHHBIX CIC-
TeMax obpaborkm mEpopmamym (ACOWM). A mpu nepemade mHpOpPMa-
Oun I10 JITHVAM CB53V1 OHU ABJISIOTCA €AVHCTBEHHBIM pea/IbHbIM CPeCT-
BOM IIPeOTBPaIleHNsT HeCAaHKIVIOHMPOBAHHOI'O JJOCTYIIA.

Bomrpocamu xpumnrorpadndeckoro 3aKpbuITvsi MHGOPMAIIUM 3aHVI-
MaeTcs HayKa Kpunmoaoeusa (KpUIITOC — TavHbIV, JIOroc - Hayka). Kpu-
TOJIOTVSI VIMEET JIBa OCHOBHBIX HalIpaBJIEHWS — Kpunmoepaguio v kpun-
moanaaus. Llen aTvIx HampaBIeHn I IPOTUBOIOIOXHBL. Kpunrorpadisa
3aHVMAEeTCs ITOCTPOEHVEM U MICCIIENOBAHMEM MaTeMaTUYeCK/X METOOB
npeobpasoBaHms MHAOPMaLNY, a KPUITTOAHAIN3 — VICCIIENOBaHVIEM BO3-
MOXXHOCTM pactmdpoBKy MHPOpMalim 0e3 KIoda. TepMUH «KPUIITO-
rpacdus» MPOMCXOAUT OT [BYX IpeduecKux CJIOB: KPUIITOC - TaVlHBIM,
rpodpertH - mmcaTh. Takum 00pa3oM, 3TO TalHOIMCE, CUCTeMa Imdpo-
BaHMS COODIIIEHISI C IIeJIbIO ClIeJIaTh €r0 HeIIOHSTHBIM ISl HeIIOCBSIIeH-
HBIX JIVII.

Mmetorcs npe Gorplive rpyrmisl MM PoB: M@ PhI IIepecTaHOBKN
¥ @ pel 3aMeHBbL.

IIndp nepectaHOBKM M3MEHSET TOJIBKO IIOPSIOK CIIEIOBAHMS
CVIMBOJIOB VICXOITHOTO COOOIIIeHMs. DTO TaKMe mmdpel, IpeoOpa3oBaHs
KOTOPBIX IIPUBOISAT K VI3MEHEHVIIO TOJIBKO CJIENOBAHMS CVIMBOJIOB OTKPBI-
TOTO (MCXOTHOTO) COOOITIEH L.

IIndp 3ameHBI MEHSET KaXXIbIVI CMBOJI Ha ZIPyTOVI, He VM3MeHss
HOPSIIOK VX CJIeHOBaHMs. DTO Takue I psl, IpeoOpasoBaHms KOTOPBIX
HPUBOLAT K 3aMeHe KaKIIOTO CMMBOJIa OTKPBITOrO COOOIIIeHS Ha ApyTie
CVIMBOJIBI, TIpMYeM HOPSHOK CIIEIOBaHMS CUMBOJIOB 3aKPBITOTO cOOODIIIe-
HWMS COBIIafjaeT C IOPSIKOM CJIOBAHMSI COOTBETCTBYIOIIVIX CHMBOJIOB
OTKPBITOTO COODIIEeH IS,

Cmoiikocms mMemoda - 3T0 TOT MVHMMaJIBHBIVL 00beM 3ammdpo-
BAHHOI'O TEKCTa, CTATUCTUYECKMM aHAIM30M KOTOPOIO MOXXHO BCKPBITBH
VICXOOHBIN TeKCT. TakmM o0pa3oM, CTOVMKOCTh ImMdpa ompenernser Ho-
Iy CTUMBIVI 00beM MHQOpMaIINK, 3aidpoBbIBaeMbIVI IIPV MCIIOIB30Ba-
HWV OJHOTO KJTI0Ya.

Tpydoemkocms Memoda OIIpeneIsieTCs UMCIIOM 3JIeMeHTapPHBIX
oneparyii, HeOOXOHAMMBIX IS I POBaHMS OHOTO CUMBOJIA VICXOIHO-
T'O TEKCTa.
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OcHobut urgpopmayuonnas besonacHocmo

Puc. 6.1. lIndposanme mHPOpMaIIN

OcnoBnvie mpeboBanusa Kk Kpunmozpauueckomy 3aKpulimuio uH-
Gopmayuu:

1. CII0XHOCTB M CTOMIKOCTb KPUIITOIpadmdecKoro 3aKpBITHS JaH-
HBIX [TOJDKHBI BEIOMPATHCS B 3aBUICHMOCTIL OT 0O0beMa VI CTeIIeHN CeKpeT-
HOCTM JTaHHBIX.

2. Haﬂe)KHOCTB 3aKpPbITVIA TOJDKHA OBITE TaKOI7[, YTOOBI CEeKpPETHOCTb
He HapymanaCb Aa’ke B TOM cjIydae, Korga 3HOYMBIH.UI€HHVIKY CTaHOBUT-
Cs1 MI3BECTeH MeTOI I POBaHMSL.

3. Merton 3aKpeITH, HAOOP WCIIOIB3yeMBIX KIFOUeN I MeXaHM3M VX
pacrperneneHs He TOJDKHBI OBITh CITUIIIKOM CIIOXKHBIMIAL

4. BeImosiHeHMe IIpoLeNyp IIPSIMOIO M 0OpaTHOro IpeoOpasoBaHMiA
IOJDKHO OBITE (POpMasIbHBIM. DTW IIPOLIEAYPHI HE JO/DKHBI 3aBUCETH OT
IUTVHBI COOOIIIEHMTA.

5. OmmbOxwm, BO3HMKaOIIVE B IIpollecce IIpeobpa3oBaHysl, He TOIDK-
HBI paCIIPOCTPAHATBCS 110 CHICTEME.

6. Bxocmmas mporlemypaMu 3aIiuTHl M3OBITOYHOCTH IOJDKHA OBITH
MVHVIMaJIBHOTI.

Kpunrorpapuueckune
MeTo/bl
Iudposanue KonupoBaunue Creranorpadus Cxarue
IMoncranos- IlepecranoBka T'ammupoBanue Amnanutuyeckue Komo0unu-
Ka (3aMeHa) npeoOpa3oBaHus pOBaHHbBIE

Puc. 6.2. Kimaccudmkanms: MeTogoB KpUNTOrpadmuaeckoro 3akpeITus nHdopmarmn
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6.2. LindposaHue

B xpumrtorpadnaeckort TepMIHOIOIMY MCXOAHOe IIOCIaHNe VMe-
HyeTcs OTKPBITBIM TeKcToM (plaintext v cleartext). V3smenenue mcxoz-
HOT'O TeKCTa TaK, YTOOBI CKPBITh OT IIPOYNMX €ro Cofiep)KaHve, Ha3bIBaoT
wugpobanuem (encryption). 3ammdppoBaHHOe cOOOIIEHME HA3BIBAIOT
wugppomexcmom (ciphertext). Iportecc, mpm KoTopoMm m3 mMdpoTeKcTa
M3BJIeKaeTCsl OTKPBITHIV TeKCT, HasbIBaloT dewuppobxoi (clecryption). B
nporecce mpPOBKI U OelMPPOBKM MCHoIb3yeTcs katou (key). Asro-
putM mmdposaHMs obecrieurBaeT HEBO3MOXKHOCTh Al poBaHs 3a-
I pOBAHHOIO TeKCTa 0e3 3HaHMS KIoJa.

OTKpPBITBINI TEKCT OOBIYHO WMMeeT IIPOW3BOJIbHYIO minHY. Ecim
TeKCT OOJIBIION U He MOXeT ObITh 00paboTaH mmdpaTopoM (KOMITBIOTE-
POM) IIeJIMKOM, TO OH pa3dmBaeTrcs Ha OJIOKM (PUIKCMPOBAHHON UIMHEL, a
KaKIbIVI OJ10K I pyeTcs OTOeIbHO, He3aBUCUMO OT €ro IIOJIOKEeHVIS. BO
BXOIHOW II0CTIe[IOBaTe/IbHOCTN. TaKve KpUIITOCHCTeMBI Ha3bIBaIOTCS CVIC-
TeMaMM OJIOUHOTO MM POBaHL.

KpwrrrocuicreMs! pasmersiioTcest Ha:

®  CUMMETPUYHBIE;
®  acMMMeTpWUHBIE (C OTKPBITHIM KITIOYUOM).

B cMMeTpUYHBIX KpUIITOCKCTEMAaX, KaK I MM(poBaHMs, TaK 1
I mermidpoBaHs, VICIOIb3YeTCs OAVH M TOT JKe KITIOU.

B crcTeMax ¢ OTKPBITBIM KJIFOYOM MCITOJIB3YIOTCS [IBa KIII0Ya — OT-
KPBITBIVI U 3aKPBITHIV, KOTOPble MaTeMaTUIecK! (aJITOPUTMITIECKM) CBsI-
3aHBI ApYT ¢ ApyroM. VudopMamys mmdpyeTcs ¢ HOMOIIBI0 OTKPBITOTO
KIIIOYa, KOTOPBIVI IOCTYIIEH BCEM JKeJIaloIuM, a pacIidpOBbIBAETCA
JIUIIB C TIOMOIIBIO 3aKPBITOrO KJTI04a, KOTOPBIV M3BECTEH TOJIBKO IIOJIY-
yaTesIro cOODIeHM.

Kpurnrrorpacdmsa kpoMe KpUIITOCHCTEM (CMMMETPUYHEBIX, C OTKPBI-
TBIM KJTIOYOM) M3y4aeT ellle VI CUCTEMBI YIIpaBJIeHVIS KITFOYaMIA.

CucreMsl yIipasjieHMs KIIOYaMU — 9TO MH(OPMaIIOHHEIE CHCTe-
MBI, IIeJIbI0 KOTOPBIX SIBJISIETCSI COCTaBJIEHME M pacliperieieHne KIIIoYert
MEX]TY IT0JIb30BaTe 1M MHAOPMAIIVIOHHOV CYICTEMBI.

Pa3pabotka xTr049eBovt, ITapoIbHON MHAOPMAIUN SBIISETCS TUIIO-
BOW 3ajiauert aJMUHUCTpaTopa Oe3omacHocT cucreMbl. Kirou Moxxer
OBITh CreHepMpPOBaH KaK MaccyB HY)KHOIO pa3Mepa CTaTUCTUYeCKV He3a-
BUCVIMBIX VI paBHOBEPOSTHO pacIipelle/leHHbIX Ha IBOVYHOM MHOXECTBe
{O, 1} anemenToOB.
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ITapoym Taxke HeoOXomMMO MeHSTh. [lapon IoIDKeH reHepUpo-
BaThb VI pa3aBaTh I10JIb30BATEIISIM CUCTEMHBIN aMVHICTpaTOp 110 Oe3o-
ITaCHOCTM, VICXOJISl I3 OCHOBHOTO IIPVHIINIIA: 0OecIieyeHns: paBHOM Bepo-
SITHOCTV TIOSIBJIEHNS K@XXIIOTO 13 CMIMBOJIOB ajIhaBUTa B IIapoJIe.

Bce coBpeMeHHBIe KPUIITOCUCTEMBI IIOCTPOEHBI IO HPUHUUNY
Kupxeoggpa: cexperrHocTh 3ammdpoBaHHBIX COOOIIEHUIT OITPeNesIsieTcs
CEKPEeTHOCTBIO KITI0Ya.

DTO O3HAYAeT, UTO [aKe eC/IM aJIrTOpUTM ImmdposaHmsa Oyaer m3-
BeCTeH KPUIITOAHAJINTVIKY, TO OH He CMOXeT pacmmdpoBaTh 3aKpBITOe
cooOIIIeHIe, eCTIM He pacIIojlaraeT COOTBETCTBYIOIIVIM KITFOUOM.

Bce wmacciaeckme mmdpsl COOTBETCTBYIOT 3TOMY NPWHIIAILY W
CIIPOEKTMPOBaHbI TaKMM 00pa3oM, UTOOEI He ObUIO ITyTU BCKPBITH MX 0O-
stee 3¢pPEKTUBHBIM CIIOCOOOM, YeM IIOJIHBIV ITepebop 1m0 BceMy KiTioue-
BOMY IIPOCTPAHCTBY, TO €CTh Iepebop Bcex BO3MOXKHBIX 3HaUeHMV KITIO-
4a. SIcHO, 9TO CTOVIKOCTH TaKMX IIMQPOB OIIpenersieTcss pa3sMepoM VIC-
II0JIB3YEMOTrO B HMX KITIOYa.

B poccurickmx mmdpax MCIob3yeTcs: 256-0MTOBBIN KITFOY, a 00b-
eM KIII0YeBOro IIPOCTpaHCTBa cocTapiideT 226, Hu Ha omHOM peajlbHO
CYILECTBYIOIIEM TUIV BO3MOXKHOM B HeJlaJIEKOM OyJyIneM KOMIIBIOTEpe
HeJIb34 1T0I00paTh KITI0Y (II0JIHBIM IIepe0opoM) 3a BpeMsi, MeHblIlee MHO-
ITIX COTEH JIeT.

CuMMempuqute Kpunimocucimemul
CVIMMeTpV[‘IHBIe KPUIITOCUCTEMBI  IIOAPA3NEIIIOTCL  Ha - CJIe-

AyloIyie mpeoOpa3oBaHMs: MTOJCTAHOBKA, ITlepecTaHOBKa, FaMMVPOBaHVie
v 6710uHEIe mmdpHI (puc. 6.3).

CumMMeTpuIHbBIe
KPUOTOCUCTEMBI
IIOACTAaHOB- Iepecra- raMMImpo- aHaJIIUTUYeCKVe
Ka HOBKa BaHwIe npeobpasosa-
HWA

Puc. 6.3. Knaccugmxanuys cMMMeTpUYHBIX KPUIITOCHCTEM
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IITndpoBaHMe MeTONOM 3aMeHBI (IIOICTAHOBK)

Hawbosee pocTont Meton mmdposans. CrMBOJIBI MM PyeMOoro
TeKCTa 3aMeHSIOTCS APYIVIMY CYIMBOJIaMM, B3SITBIMU U3 OITHOTO ajidaBuTa
(omHOanIdaBUTHAS 3aMeHA) WM HECKOIBKMX ajihaBUTOB (MHOTOAI(da-
BUTHAa ITOJICTAaHOBKaA).

OonoaagpaBumnan nodcmanobra

IpocTeriiast TOICTAHOBKA — IIpsMast 3aMeHa CYIMBOJIOB IIVIPpyeMOoro
coo0ITIeHVIs APYTVMY OyKBaMIL TOTO e CaMOTO VIV APYTOro ajicaBuTa.

CTOMKOCTE MeTOHa IIPOCTOV 3aMeHBbl HU3Kas. 3arndpoBaHHBIN
TEKCT VIMEET Te XK€ CaMble CTaTUCTUYECKEe XapaKTePUCTUKM, YTO U VC-
XOIHBIVI, II03TOMY, 3Hasl CTaHJapPTHBIE YacTOTHI IIOSIBJIEHNS CVIMBOJIOB B
TOM sI3bIKe, Ha KOTOPOM HaIIMCaHO COOOIIeHNe, U ITOI0Mpasi 110 4acToTaMm
TIOSBIIEHVISI CYIMBOJIBI B 3alIVIPPOBAHHOM COODIIIEHNM, MOXXHO BOCCTaHO-
BUTb TaOmily 3aMeHEL 1t 3Toro TpebyeTcs JIMIIb AOCTATOYHO IUIVH-
HBIVT 3aIM(POBAHHBIV TEKCT, IS TOTO, YTOOBI IIOJIy4YNTh JOCTOBEPHEIE
OLIEHKM YacTOT IIOSIBJIEHVISI CMMBOJIOB. I103TOMy IHpOCTYIO 3aMeHy Wc-
MIOJIB3YIOT JIMIIb B TOM CJIydae, Korda mmdpyeMoe cooOleHne mocTa-
TOYHO KOPOTKO.

CromkocTts MeTopa pasHa 20-30, TpyI0eMKOCTb OIpefiesisieTcsl o-
VICKOM CMMBOJIa B TaOJvie 3aMeHBI. IS CHVDKeHMS TPYHAOeMKOCTY IIpM
mmdpoBaHUM TaOyMIla 3aMeHBI COPTUPYETCS 10 MMUMPYEMBIM CHIMBO-
JaM, a i paciumdposku popMupyeTcs Tabimia germmdpoBaHms, Ko-
TOpas IOJIydaeTcs 13 TabJIMIIbI 3aMeHBl COPTMPOBKOVL TI0 3aMeHSIOIINM
CMMBOJIaM.

Mmuozoasgpabumnan odnokonmypnasa obvikHoBennaa noodcma-
HOBKa

JIsS 3aMeHBI CUMBOJIOB WCIIOJIB3YIOTCSL HECKOJIBKO asIpaBITOB,
pudYeM CMeHa ajIpaBUTOB IIPOBOAVTCS IIOCTIENOBATEIIBHO W LIVKIIYe-
CKVL: IIEPBBIVI CYIMBOJI 3aMEHSIEeTCsI Ha COOTBETCTBYIOIINV CUMBOJI IIEPBOTO
arrdpaBUTa, BTOPOVI — BTOPOTo ajidpaBuTa 1 T.JI. II0Ka He OyayT mcuepIaHel
Bce asidpaBuThl. ITocsie 3TOTO TACTIONB30BaHMe a/IPaBIUTOB IIOBTOPSIETCSL.

PaccmoTpumM mmmdppoBaHMe C IIOMOIIBIO Tadimibl BroxuuHepa -
KBaJ[paTHOVI MaTPUIIEI ¢ N? 3JleMeHTaMI, I/e N - YMCJI0 CUMBOJIOB VIC-
oJIb3yeMoro ajidasura. B mepBovi cTpoke MaTpWIIbI COOEPKIUTCS VICXOA-
HBIVI a71paBUT, KaXkIas CIeyolas CTpoKa II0JIyYaeTcs M3 IIpedblIyIert
LVKJTVYeCKUM CABVUTOM BJIEBO Ha OIVIH CVIMBOJL
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Ta6sma BrokmHepa st pycckoro ajidasura:

ABBTOEX3UMKIMHOIIPCTY®XLYIIIIbBI DD
BBIAEX3UMKIMHOIIPCTY® XYM bbIbDIOS A
BIOEX3UMKIMHOIIPCTY®XIYIIIIbBIBDIOSAB
TOEX3UMKIMHOIIPCTY®XIIYIIIIbbIBDIOSIABB
OEX3UMKIMHOIIPCTY® XYM IIbBIbDIOSABBT
EX3UMKIMHOIIPCTY®XUIYIIUIbBIBOIOSIABBT ]
K3UMKIMHOTIPCTY®XIIYIIIIbBIBDIOSIABBTOE
3UMKIMHOTIPCTY® XYM bBIbDIOSIABBIIE X
UMKIMHOTIPCTY® XYM b bDIOSIABBTIE X3
MKIMHOTIPCTY® XYM b bDIOSIABBIIEX3U
KIMHOIIPCTY® XYM NIbbIbD2IOSABBIAEX3UM
JIMHOTIPCTY® XYM b bDIOIABBIIEX3UMK
MHOTIPCTY®XLIYIIIIbBIbDIOIABBTOEX3MUMKII
HOTIPCTY®XLYIIIIbBIBDIOSIABBIOEX3UMKIIM
OTMPCTY®XUYIIIbBIBDIOIABBTOAEX3UMKIIMH
MPCTY®XUIYIIIbBIbIIOIABBIIEX3UMKIMHO
PCTY®XUYIMIIbbBIBIIOSIABBTAEX3UMKIMHOTII
CTYOXUYIIIbBIBDIOTABBTIEX3UMKIMHOTIIP
TY®XUYIMIIbBIbIIOIABBIAEX3UMKIMHOTIIPC
VOXIYIIIbBIbDIOSIABBIAEX3UMKIMHOIIPCT
OXUYIM M b bIIOIABBIIEX3UMKIMHOTIIPCTY
XUYIIIIbBIBOIOIABBTAEX3UMKIMHOIIPCTY @
HUYIIOIbBIbDIOSIABBIAEX3UMKIMHOIIPCTY ® X
YOI bbIBIIOIABBTAEX3UMKIMHOTIIPCTY ® X1I
BB BDIOTABBTOEX3UMKIMHOIIPCTY ®XII4
IIbBIBOIOSIABBTAEX3UMKIMHOIIPCTY ® X1 YIII
bBIBDIOSABBIAEX3UMKIMHOIIPCTY ® X 1Y III]
BIBDIOSABBTIEX3UMKIMHOIIPCTY ®XIIYIIIb
BPOIOSABBTAEX3UMKIMHOIIPCTY @ X LIY I b bl
DIOSABBTIOEX3UMKIMHOIIPCTY®XLIYIIIIbbB D
IOSABBTOEX3UMKIMHOIIPCTY®XIYIIIIbBlBD
SABBTOEX3UMKIMHOIIPCTY®XILIYOIIIbbIDD IO

1 mmdposaHya HeOOXOAVIMO 3a7aTh KIIIOY — CJIOBO C HEIIOBTO-
pstormucs cuMBosiamyt. Tabrmiry 3aMeHBI IIOJTydaloT cilefyiommmM o0-
pasom: cTpoky «CHUMBOJIBI HIPPYEeMOro TeKCTa» POPMUPYIOT 13 IIePBOVA
CTPOKM MaTpuIlel BrokmHepa, a cTpoku u3 paserna «3aMeHsoIe CUM-
BOJIBI» OOPa3yIOTCA M3 CTPOK MaTpuIbl BioKiHepa, epBble CYIMBOJIBL KO-
TOPBIX COBIAIAIOT C CYMBOJIAMV KJIFOUEBOI'O CJIOBA.
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IMpu mmdposanvm 1 genmidpoBaHUy HeT HeOOXOOMMOCTH JIep-
JKaThb B ITaMSTV BCIO MaTPULYy BroKimHepa, IIOCKOJIBKY VICIIOJIB3YSI CBOVICT-
Ba IMKITMYIECKOTO COBUTa, MOXKHO JIETKO BBIUMCIIUTE JIFOOYIO CTPOKY MaT-
PULIBI IIO ee HOMEPY ¥ IIePBOVI CTPOKE.

CrovKkocTh MeTOIa paBHa CTOVKOCTY MeTOJIa IIO[ICTAHOBKM, YMHO-
JKEHHOVI Ha KOJIMYECTBO VICIIONB3yeMBIX IpuU MM poBaHuUN aipaBUTOB,
T.e. Ha JUIHY K1odeporo ciosa: 20X L, rhe L - mynHa xiItoueBoro cjiosa.

C /b0 IIOBBIIIEHNMS CTOVIKOCTM IIM(POBaHWMS IIpellararoTcs
CJTedyIoliie YCOBepIeHCTBOBaHvIs TaOviiel BroxuHepa:

1. Bo Bcex (xpoMe IIepBOVI) CTpOKax TabJIMIIBI OYKBBI PacIIoiIararoTcs
B IIPOVI3BOJIBHOM TIOPSIIIKeE.

2. B kauecTBe KIIIOYA VICIIONIB3YIOTCS CIIydariHble ITOC/I€IOBATEIBHO-
CTM 4Ymcell, KOTOPBlE 3afal0oT HOMepa WCIOJIb3yeMbIX CTPOK MaTpPWIIbL
BroxvHepa s mmdpoBaHmsL.

MmnozoargpaBumnan odnoxonmypnas monogonuueckas noocma-
HoBKa

B MOHOOHVYECKOVT ITOACTAaHOBKe KOJIMUECTBO M COCTaB aidpaBu-
TOB BBIOMPAIOTCS TaKUM 00pa3oM, YTOOBI YaCTOTHI IIOSIBJIEHNS BCEX CVIM-
BOJIOB B 3alM(POBAaHHOM TeKcTe ObUIM OOWMHAKOBEIMU. [Ipm TakoMm mo-
JIOXKEHWUV 3aTPyIHSEeTCS KPUITTOAHAIN3 3aI(POBAaHHOIO TEKCTa C II0-
MOIIIBIO €r0 CTATUCTIUYeCKO 00paboTKy. BrlpaBHMBaHME 4YaCTOT IIOSIB-
JIEHMS CVIMBOJIOB JOCTUIAETCS 3a CUeT TOTO, YTO YIS YacTO BCTpedaro-
IIIVIXCSI CIMBOJIOB MICXOTHOT'O TEKCTa IIPeyCMaTprBaeTcs OosIbliree Yrciio
3aMeHSIIOIIVIX CVIMBOJIOB, YeM IS PEIKO BCTPEYarOIVIXCsL.

ITpvmep TabmmITEl MOHOPOHIIIECKOTI 3aMEHBI:

ABBTAEX3UMKIMHOIIPCTY®XIIYIIIIbBIbDIOS_
OH(ULIUTERAOBI~@STISIKACIIMBQIITXIOBP}\ _#
*HYIID+ER=JIVY[Bb)O&{MBQIITXIOBP}\_<
JTH(IIU]ER%ABI~@G/SI33«IIMBQIITXIOBP}\ _W
OHYVIMIDKERAOIIMYS+bXAC{MBQIITXIODbP}\ _V

IIIndpposanme MpoBoAUTCA TakK Ke, KaK ¥ IpW IIPOCTON IOCTa-
HOBKe, C TOV JINIIIb pas3sHULIEN, YTO II0c/Ie MV(POoBaHV KakKIOro CMBO-
Jla COOTBETCTBYIOIINIL eMy CTOJI0el aipaBUTOB IIMKIMYeCKI CABUTAaeTCs
BBEpX Ha OfHy mosuinio. TakumM obpa3oM, cTOJIOIE! ajipaBUTOB KakK OBl
00pa3yIoT He3aBUCHMBIe APYT OT OpyTa Kojblla, IIOBOpadvBaeMble BBEpPX
Ha OfIVH 3HaK KaK[IbIVl pa3 mocjie Mg poBaHMs COOTBETCTBYIOIIETo 3Ha-
Ka VICXOIHOTO TEKCTA.
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MmuozoasgpaBumnan muozokonmypnas noocmanobxa

MHOTrOKOHTY pHasI ITOZCTaHOBKA 3aK/II0YaeTCs B TOM, 9TO I -
POBaHVIS VICIIOJIB3YIOTCS HEeCKOJIBKO HabOpOB (KOHTYPOB) ajipaBUTOB, VIC-
TIOJTb3yeMBIX IIVIKJIVYEeCKH, IIprdeM KavKIbIil KOHTYP B 00IIeM ciIydae vMe-
€T CBOVI VHVBVIYJIbHBIVI IIEPVIOL, IIPVIMEHEHVIS. YacTHbIM CJIyvYaeM MHO-
TOKOHTYPHOV IIOJIVMaIaBUTHOV IIOICTAHOBKM SBJISeTCS 3aMeHa 1o Tao-
e BrokmHepa, ey myist i poBaHsT VICIIONB3YeTCsl HeCKOJIBKO KIIIO-
4ert, KaXKIBIV 13 KOTOPBIX VIMEET CBOVI ITePIOJ], IIPVIMEHEHIS.

CTovIKOCTB ITPOCTOVI MHOTOasIpaBMUTHOV IIOJICTAHOBKY OLleHVBaeT-
cs1 BeyauHOM 20X n, rae n - YMcIIo pasIndHEIX ajIdaBUTOB, MCIIOIb3Ye-
MBIX IS 3aMeHBI. YCIIOKHeHVe MHOT0aJI(paBUTHOV ITOJICTAHOBKI CyIIle-
CTBEHHO IIOBBIIIIAET ee CTOMKOCTh. MoHodOHIYecKas IOACTaHOBKa MO-
KeT OBITh BeCbMa CTOVIKOW (M Hake TeopeTUdecKV HepacKpblBaeMor),
OIHAKO CTPOro MOHOMOHWMYECKYIO ITOZCTaHOBKY peay30BaTh Ha IIpakK-
TVIKe TPYZHO, a JIFoOble OTKIIOHEHNS OT MOHOMOHWYHOCTY CHIDKAIOT pe-
aJIbHYIO CTOVIKOCTD Imdpa.

IIndposaHIte MeTOIOM IepecTaHOBKM

ITpu mmdpposaHny HepecTaHOBKOV CMMBOJIBI IIMEPPYeMOro TeK-
CTa IIepecTaBIISIOTCS TI0 OIpeieJIeHHBIM IIpaBwIaM BHYTpYM I pyeMo-
ro GJI0Ka 3TOro TeKcTa.

IIpocmas nepecmanobra

Bribupaetcst pasmep Onoka mmdpoBaHMs B N CTOJIONOB ¥ M CTPOK
¥ KJIfo4eBas I10C/IeloBaTeIbHOCTh, KOTopasi (popMmpyeTcs M3 HaTypaslb-
HOTIO psia umcesl 1,2,...n CJTy4aviHOV IIEpeCTaHOBKOTVA.

IIndpposaHme MPOBOANTCS B CIEAYIOIIEM IIOPSIKe:

1. IwndppyeMbIt TeKCT 3amvChIBaeTCs ITOCIeN0BaTeIbHBIMM CTPOKa-
MU 1071, UMCiIaMV KJTFOUeBOVI TI0CIIefloBaTeIbHOCTY, 00pasysi 010K 1mmid-
poBaHMSA pasMepOM N X M.

2. 3ammdpoBaHHBINI TEKCT BBINMCHIBAETCS KOJIOHKaMM B IIOpsIKe
BO3pacTaHVsI HOMepOB KOJIOHOK, 3a/jaBaeMbIX KIIIOUeBOVI IocyIeioBaTe Ib-
HOCTBIO.

3. 3anosiHsgeTcs HOBBIVI OJIOK M T.II.

Harmpumep, 3ammdpyem Tekcr

I'PY3UTE_AITEJIbCMHBI_BOYKAX
Or1okoM pasmepoM 8 X 3 n Kitouom 5-8-1-3-7-4-6-2.
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Tabrmmira mpocTovi mepecTaHOBKYM OyIeT VIMeThb B

Kitrou
5 8 1 3 7 4 6
P \Y 3 " T E _
A I1 E JI b C "
bl b (@] 9 K A X

3ammidposaHHOe COOOITIEHNE:
YEb_HX3JIOECJ/II'ABIEMAVBYPTT_
PacmmmdpoBarie BBITIONHSETCS B CIIEIYIOIIEM ITOPSIIKe:

1. U3 3ammdpoBaHHOTO TeKCTa BBIAENSETCS OJIOK CVIMBOJIOB pa3Me-
poM nXm.

2. Drot 670K pa3OmBaeTcs Ha N IPYIII II0 M CUMBOJIOB.

3. CwMBOJIBI 3alVICBIBAIOTCSI B Te CTOJIOIIBI TAOJIMIIEI IIepeCTaHOBKY,
HOMepa KOTOPBIX COBIIAJAIOT C HOMepaMy rpymil B Oiioke. Pacmmdpo-
BaHHBIVI TEKCT YMTAETCS IT0 CTPOKaM TaOJINIIBI ITepeCTaHOBKIA

4. BeImersieTcst HOBBIV OJIOK CMIMBOJIOB W T.II.

IlepecmanoBka, ycaoxnennaa no mabauye

ITpn ycnoxHeHMM IIepecTaHOBKM II0 TaOJMIIaM IS TIOBBIIIEHVIS
cTomKoCTY mmdpa B TabIMIly IIlepecTaHOBKYM BBOISTCS HEMCIIOIb3yeMble
KIeTKn Tabmrel. KoirdecTBo 1 pacriosio)keHvie HEVICIIONb3YeMBIX 3Ie-
MEHTOB SIBJISIeTCS JOIOJIHMUTEIbHBIM KITFOUOM I POBaHMS.

ITpn mmdpoBarMM TeKCcTa B HEVICIIOIb3yeMbIe 2JIEMEHTHI He 3aHO-
CSITCS CMMBOJIBI TeKCTa ¥ B 3alMPOBaHHBIV TeKCT U3 HMX He 3aIlliChIBa-
IOTCSI HMKaKlMe CUMMBOJIBI — OHM IIPOCTO HporycKaroTcs. [Tpu pacmmid-
POBKe CMIMBOJIBI 3aIIMPPOBAHHOTO TEeKCTa TaKXXe He 3aHOCATCS B HeWC-
I0JIb3yeMbI€ 3JIeMEeHTBHL.

151 masTbHeIIero ypemdeHms: KpUIITOCTOMKOCTY vippa MOXKXHO
B IIpollecce MMQPOBaHMS MEHSITh KII0YM, pa3Mepbl TaOIMIIbl ITepecTa-
HOBKM, KOJIMYECTBO W PAaCIOJIOKEeHVe HEeWCIIONIb3yeMbIX 3JIEMEHTOB II0
HEKOTOPOMY aJITOPUTMY, IIPUYeM 3TOT aJIFOPUTM CTaHOBUTCS [JOIIOJIHV-
TeJIbHBIM KJIIOUOM Indpa.
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IlepecinanoBica, ycaoxKHeHHAA NO MAPUIPYIMAM

BbICOKyIO CTOVIKOCTB IIM(POBaHNS MOXKHO 00eCIIeUnTh yCIIOKHe-
HVeM IIepecTaHOBOK II0 MapIIpyTaM TwIla TaMWIbTOHOBCKMX. I[Tpu sToM
U 3aIMCK CMMBOJIOB IIMQPYeMOro TeKCTa WCIIOJIb3YIOTCS BepIIHEL
HEKOTOPOI'o IMIlepKy0a, a 3HaKM 3aIIdPOBAaHHOIO TEKCTa CUUTHIBAIOTCS
o MapmipyTaM ['aMIIpTOHa, HpwWYeM WCIOIB3YIOTCS HECKOJIBKO pas-
JMYHBIX MapmipyTos. [1g mpuMepa paccMOTpuM IImdpoBaHMe II0
MapurpyTtaM I'amrureToHa Ipu n=3.

CTpyKTypa TpexMepHOro rurepKyoa:

F

[}

: a
Howmepa sepmmn xyOa ompenessiioT HOCiIe0BaTeJIbHOCTb €ro 3a-
ITOJIHEHWS CYIMBOJIaMV IIpPyeMOro TeKcTa IIpu popMupoBaHmy O710Ka.

B ofmiem crrydae n-MepHBIV TMIIepKyO mMMeeT n? BepIIMH. MapIIpyTel
T'ammipTOHA IMEIOT BU/I:

3 e G 3 &
1 jg— =2 1 i
3t 3 —ed

T e 2 Tl 2
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ITocrienoBaTeIbHOCTE IIEPECTAHOBOK CHMMBOJIOB B IMpyeMOM
Or10Ke ISt TIepBOI CXeMBI 5-6-2-1-3-4-8-7, a mst BrOpom 5-1-3-4-2-6-8-7.
AHaJIOTVTYHO MOJKHO IIOJIYYMTh IOCIIEOBATEIIBHOCTD IIEPECTAHOBOK JIJIS
ApyIrux MapuIpyTos: 5-7-3-1-2-6-8-4, 5-6-8-7-3-1-2-4, 5-1-2-4-3-7-8-6 v T.11.

PasmepHOCTD TMIEpKyOa, KOJIMYECTBO, BWJ, BBEIOMpaeMBIX Map-
IpyTOB ['aMIVIPTOHA COCTABIIAIOT CEKPETHBIN KITFOY METO/IA.

CTOVIKOCTh IIPOCTOVI IIEPECTAHOBKM OIHO3HAYHO OIPEeNerIseTcs
pasMepaMy WCIIONIb3yeMOV MaTpUIIbI HepecTaHOBKN. Hampumep, mpu
VICIIOJIB30BaHMM MaTpuiibl 16 X 16 4nciio BOSMOXKXHBIX IIepeCcTaHOBOK 10C-
Turaer 1.4E26. Takoe 4mciIo BapmaHTOB HEBO3MOXHO Ilepebparh [1axe
vcnonb3oBaHeM DBM. CTOVMKOCTh YCIIOXKHEHHBIX IepecTaHOBOK ellle
Bbre. OmHAKO ClefyeT MMeTh B BUJLY, UYTO IIpU MM PpOBaHMUM IIepecTa-
HOBKOVI ITOJIHOCTBIO COXPAHSIOTCS BEPOSITHOCTHBIE XapaKTEPUCTUKU C-
XOJTHOTO TeKCTa, YTO 0bJIerdaeT KpUIITOaHAIIN3.

IIndposaHMe MeTOIOM raMMVpPOBaHVS

CyTp MeTOma COCTOWUT B TOM, YTO CHMBOJIBL I PYyeMOro TeKcTa
IIoCsIeToBaTeIbHO CKJIAIBIBAIOTCS C CYIMBOJIAMV HEKOTOPOVI CIIeIVaTbHO
IIOCIIeIOBATEIbHOCTY, Ha3bIBaeMOV raMMoit. VIHOIIa Takovi MeTOxL IIperl-
CTaBJIAIOT KaK HaJIOKeHVe raMMBI Ha VICXOIHBIV TeKCT, II03TOMY OH IIO-
JIy9wI Ha3BaHVe «TaMMVIPOBaHVe».

IMTocrienoBaTesIbHOCTE TaMMBI YAOOHO (POPMMPOBATH C ITOMOIIBIO
HJaT4vKa IceBgocTydanHbx uvces (I1CH).

CroVKocTh raMMMpOBaHMS OIHO3HAYHO oOIpenessercs IJINHON
nepuona rammel. ITpu mcnonezosanum coppemeHHbIX 11CH peaspHBIM
CTaHOBUTCS VICIIOJIb30BaHMe OeCKOHEeYHOV raMMBI, UTO IIPMBOIUT K Oec-
KOHEYHOVI TeOPETIIECKOVI CTOVIKOCTY 3aIi(PpPOBAHHOTO TEKCTa.

IIndposaHMe ¢ IIOMOIIBIO AHATIMTUIECKNX IIPeoOpa3oBaHM

JocTaTouHO HameXHOe 3aKpeITie MHQOPMAIMM MOXeT obecrre-
YUTH WCIIOJIb30BaHMeE IIpW IMQPPOBAHUM HEKOTOPBIX aHAIUTUYECKIX
npeobpasoBaHuyi. HarrpuMep, MOXHO VICIIONIB30BaTh METOABI aJIreOpEl
MaTpUII - B YaCTHOCTV YMHOXX€eHVIe MaTPWUIIEI Ha BEKTOP.

B xavecTBe KJIFOYA 3aj1aeTcs KBaJpaTHas Marpuiia | |a| | pasmepa
nXn. VMcxogHbI TeKCT pa3dmBaeTcs Ha OJIOKM IIMHOV h crMBosIioB. Ka-
KO OJIOK paccMaTpmBaeTcsl KaK N-MepHBIV BEKTOP. A TIpoliecc M-
poBaHmMs OJI0Ka 3aK/IIOYaeTcs B IIOJIy4YeHWUV HOBOIO N-MEPHOIO BEKTOpa
(3ammdpoBaHHOTO 0JI0Ka) KaK pe3ysibTaTa YMHOXEHWS MaTpuUIIbl | |a| |
Ha VICXOHBIVI BEKTOP.

PacrmmdpoBaHme TeKCTa IPOMUCXOMUT € IIOMOIIBIO TAKOTO Xe IIpe-
obpasoBaHMs, TOJILKO C IIOMOIIIBIO MaTpuIlbl, oopaTHOM | |a| |. OueBu-
HO, UTO KJTFOUeBasi MaTpuIia | |a| | moypKHa OBITE HEBBIPOXIEHHOTL.
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KomOuHMpOoBaHHBIE MeTOIBI IIM(PPOBAHMS

HocraTouno 3¢ eKTUBHBIM CpefCcTBOM TIIOBBIIIIEHMS CTOVKOCTH
M poBaHMs SBJIIETCS KOMOVHIMPOBAHHOE VICIIOJIb30BaHVE HECKOJIBKIX
PasIMIHBIX CrI0co00B MM PoBaHMS, T.e. IIOCIENOBaTeIbHOe I PoBa-
HVIe VICXOITHOTO TeKCTa C IIOMOIIBIO ABYX WM OoJIee MEeTOIOB.

CrovkocTh KOMOVHMPOBAaHHOTO MMMPOBaHNS He HVDKE IIPOU3Be-
I€HVISI CTOVKOCTEVI MICTIOB3YEeMBIX CIIOCO0OB.

Kpunmocucmemu C OMKpPuIMbIM KAIOUOM (acuzwuempuuubte)

Cr1abbM MecTOM KpUITTOTpaddIecKMX CUCTEM, TPV X IIpaKTide-
CKOVI peajTM3aIyiy, SBJIIeTCs IIpo0diIeMa pacrpeneteHus Krodernt. s To-
ro 4ytoObl OBUI BO3MOXeEH OOMeH KOHMMAeHIIMaIbHOV MHpOpMaIIen
MeXTy IByMs CyObeKTaMy MHAOPMAIIVIOHHOVI CUCTEMBI, KJIIOY JJOJDKEH
OBITH CreHepUpOBaH OMHWMM W3 HIUIX, a 3aTeM, B KOHPUIEeHINAIBEHOM IT0-
PsifiKe, leperaH JApyroMy. B obmem cirydae it repernayn Koya OISITh
JXe TpeOyeTcs MCIIOIIb30BaHMe KPVIITOCYICTEMBI.

151 perreHms 3Tovt IpoOsIeMbl Ha OCHOBE pe3yJIbTaTOB, IIOJTydeH-
HBIX KJTACCMYeCKOVI I COBPEMEHHOV MaTeMaTMKOW, ObUIM IIpelIO’KeHbI
CUCTEMBI C OTKPBITBIM KJTFOYOM.

CyTp MX COCTOUT B TOM, UTO KaXKIOBIM afpecaToM MHMOPMaIVIOH-
HOVI CVICTeMBI TeHepUPYIOTCA ABa KITIOYa, CBA3aHHBIe MeXIy cODOVI IO OIl-
penenernHoMy 1paBwiy. OOVH KITI0Y OOBSBIIIETCS OTKPBITBIM, a APYTOV
3aKpBITBIM. OTKPBITHIVI KITIOY ITyOJIMKYeTCs M JOCTYTIeH JIF000MY, KTO JKe-
JlaeT TOCJIaTh coolireHme agpecaTy. CeKpeTHBIVI KITIOY COXpaHSeTCs B
TaviHe.

VcxomHbI TeKCT MM pyeTcs OTKPBITBIM KITIOUOM ¥ IleperaeTcs
ampecary. 3anmipoBaHHBIN TEKCT He MOXKeT OBITh pacImdpoBaH TeM Xe
OTKPBITBIM KitouoM. [lemmdposanme cooOIieHe BO3MOXHO TOJIBKO C
VICIIOJIb30BaHMEM 3aKPhITOro KJIfoua, KOTOPBIV M3BeCTeH TOJIBKO ajpecarty
(pmc. 6.4).

AcviMMeTpHUUHBIe KpUITTOrpadprdecKie CUCTEMBI VICIIOIB3YIOT TaK
HasblBaeMble HeoOpaTvMble TWIVI OIHOCTOPOHHME (YHKIIMW, KOTOpbIe
o01amaroT CIIeAyIONTM CBOVICTBOM: IIPY 3aJaHHOM 3Ha4eHWV X OTHOCH-
TEJIBHO ITPOCTO BBIYMCIIUTD 3HaUeHwe f(x), omHako ecyit y=f(x), To HeT Ipo-
CTOTO ITyTH [JIs1 BBIYVCIIEHVsI 3HaUeHs X.

AnropuT™el HMPOBAHNA C OTKPBITHIM KITIOUOM ITOIYUVIIN V-
POKOe pacIipocTpaHeHVie B COBPeMeHHBIX MHMOPMAIMIOHHBIX CVICTEMAaX.
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Otnpasuresb

Cucrema ¢
OTKPBITBIM
KITI0YeM

M POBaHHBIN

OTKPBITBIV
KITIOY

3aKPBITHIN
KITIOY

Cucrema ¢
OTKPBITBIM
KIII0YeM

M POBaHHBIN )
VICXOIHBIVI TEKCT

ITosrygaresn

Puc. 6.4. Kpunirocucrema ¢ OTKpPBITBIM KJII0UOM

AJITOpUTMBI KPUITTOCUCTEM C OTKPBITBIM KJIIOUOM MOXKHO VCIIOJIb-
30BaTh Kak:
®  CaMOCTOsSITeJIbHBIE CPefCTBa 3allUThI IlepeaBaeMbIX VI XPaHMMBIX
OAHHBIX.
e  CpefCcTBa I paclpeneleHNs KIIIoderl.
e  CperncTBa ayTeHTUVMKAIA IT0JIb30BaTEIIEN.

AJITOpUTMBI KPUIITOCUCTEM C OTKPBITBIM KITIOYOM OoJjlee TpyHoeM-
KV, 9eM TpaayIIMOHHbIe KPUIITOCVCTEMBI, II03TOMY WCIIO/Ib30BaHMe VIX B
KadecTBe CaMOCTOSITEIbHBIX CPeCTB 3alllUThl HepalMoHaIbHO. 11losToMy
Ha IpaKTHKe paliOHAJIbHO C IIOMOIIBIO KPUITTOCUCTEM C OTKPBITBIM KITIO-
UOM pacIpelersiTh K04y, 00beM KOTOPBIX KaK MHMOpMaIuy He3HadM-
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TeJIeH. A IIOTOM C IIOMOIIIBIO OOBIYHBIX AJITOPUTMOB OCYIIIECTBIIATE OOMEH
OopImMy MHAOPMAIIMOHHBIMY ITOTOKaAMA.

HecmoTpst Ha J10BOJIIBHO OOJIBIIIOE YMCIIO Pas/IMYHbBIX KPUIITOCUCTEM
C OTKPBITBIM KJIFOUOM, HamOoJlee TIOMYJIIpHa — KpurrocucreMa RSA, pas-
paboranHas B 1977 1. M moMyuYMBIIas HasBaHVE B YeCTh ee CO3IaTesIert:
Pusecra, [llammpa u1 Dvimenrpmana.

Pusect, lllamMup 1 DvifesibMaH BOCIIOJIB30BAJIVICH TeM (PaKTOM, UTO
HaxoXXeHVe OOJIBIIX IIPOCTBIX UNCesT B BBIUVMCIIATEIIBHOM OTHOIIIEHWUN
OCYIIIeCTBIIAETCS JIETKO, HO pa3jIoXKeHVe Ha MHOXUTEIV IpOV3BedeHIs
IOBYX TaKMX 4YMCesl IIpaKTIeCcKy HeBBIIOJIHMMO. [JokasaHo (Teopema Pa-
OvHa), 4To packpeITie mmdpa RSA skBMBaJIEHTHO TaKOMY Pas3IOKeHVIO.
ITosToMy s 00OV IIVHEI KITIOYa MOXKHO IaTh HVDKHIOIO OIIEHKY dvciIa
onepanyy It PacKpbITHs MMdpa, a C yIeTOM IIPOM3BOAUTEIIBHOCTI CO-
BpPEMEHHBIX KOMITBIOTEPOB OLIEHUTE Y HEOOXOAMMOe Ha 3TO BPeMs.

Ilycte n=pXxgq, THe p " q - pasIVdIHbIe IIPOCTHIe UNCTIa, a e 1 d
YIOBJIETBOPSIOT YPaBHEHWIO

eXd(mod (p-1) X (g-1))=1.

Ecrt p vt q - mocTaTouHO OOJIBIIIVIE IIPOCTBIE UVIC/IA, TO PasIoXeHe
1 IIPAKTUYECKM He OCYIIECTBUMO. DTO U 3aJI0KEHO B OCHOBY CUICTEMBI
mmdpoBanmsa RSA.

{e,n} - 0Opa3yeT OTKPHITHIVI KITIOY, a {d,n} - 3aKpBITBI (VUIVI HA000-

poT).

OTKpPBITBIVI KITIOY ITyOJIMKYEeTCS M JIOCTYIIEH KaXXIIOMY, KTO JKeJlaeT
IIOC/IaTh BiIafleIblly KITI04a cooDIeHe, KOTOpoe 3ammdpoBeIBaeTcs yKa-
3aHHBIM ajropurMoM. [locie mmdposaHMs, cOOOIIEHE HEBO3MOXKHO
PacKpBITh C IOMOIIIBIO OTKPBITOTO KJTIOUa. Bitazeriel e 3aKpbITOro Kiroua
0e3 Tpyma MoXeT pacmmdpoBaTh IPUHATOE COOOITeH e,

IIndposanme ocyIiecTBIseTcs 10 POPMYIIE: Suugp=5¢ mod N.

Hermidposanne ocyiiecTsisteTcs 1o popmyiie: S = S4y,,4p mod N.

I'me S - MCXOIHBII TEKCT, Sumpp — MPeoOpasOBaHHBIV TEKCT, IIPU
atom S <N.

6.2.3. Xapaxmepucmuxu cywecmByromux wugpob

DES

DES (Data Encryption Standart) - 3T0 CvMMeTpWHYHBIN aJITOPUTM
1 poBaHys, T.e. OAMH KIOY VCTIONB3YeTCsd KaK IS 3aldpoBbIBaHs,
Tak ¥ I pacimdposbBaHus cooOmtennit. Paspaboran dupmont 1BM n
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yTBepkaeH npasuTesibcTBoM CLIIA B 1977 r. Kak opmiiyasIbHBIV CTaHIAPT.

DES wmmeet Os1oxm o 64 Out 1 ocHOBaH Ha 16-KpaTHOVI IlepecTa-
HOBKe JIAHHBIX, TAKXe IS 3a(pOBBIBAHNS MUCIIOIB3YET KIII0Y B 56 OWT.
CymectByet Heckobko pexrmMos DES, manipumep Electronic Code Book
(ECB) u Cipher Block Chaining (CBC).

IDEA

IDEA (International Data Algorithm) - 310 Bropas Bepcust 6:104HOTO
umdpa, paspadorartoro K. Jlevtem (Lai) 11 [1. Meccu (Massey) B koHIte 80-x
IT. DTO IIMP, COCTOSIII 13 64-OUTHBIX ITOBTOPSIOIIIXCS OJIOKOB ¢ 128-
OWTHBIM KIIOUOM ¥ BOCEMBIO ITpoxomamu (rounds). [ernmidposanue Bbl-
ITOJTHSETCS 110 TOMY >Ke IPVHINITY, 9To U mmvidposanve. CTpyKTypa mmid-
pa ObUIa paspaOoTaHa I JIETKOTO BOIUIOMIEHN KaK IIPOrpaMMHO, TaK M
armapartHo, 1 6e3ormacHocTs IDEA ocHOBBIBaeTCS Ha VICIIONTB30BAHWINL TpeX
He COBMECTMMBIX TUITOB apV(PMEeTVUEeCKMX OIleparyii Hayt, 16-OUTHeIMIL CIT0-
BaMu. Ckopocts rrporpammuoro IDEA cpasHmMa co ckopoctsio DES.

Oy w3 nprHOymos cosgams IDEA - satpynauTs anddepentm-
IBHBIN KpuITToaHaM3. Hut ofiHa jivHeHas KpunToaHaIMTIYeCKasl aTa-
Ka He 3aKOHYIWIACh YCIIEITHO, ¥ He OBUIO BBISBIIEHO alredpandecKy cila-
OBIX MecT.

RC2 1 RC4

RC2 1 RC4 - 3T0 Gi104HBIe M@ PHI ¢ KITIOYOM ITe€peMEHHOVI [UINHBI,
cosmaHHble PoroM PmeectoMm (Ron Rivest) it RSA Data Security. «RC»
pacimidposbiBaetcs Kak «Ron's Code» vmt «Rivest Cipher (mpudt)». RC2
OpicTpee yem DES u Obu1 crierfayibHO paspabotan it 3amensl DES. On
MOXeT OBITh peasI30BaH Oojlee IV MeHee 3aIuIreHHbIM, yeM DES, B
3aBVICVIMOCTV OT IIMHBI Kioda. RC2 anropuTM KoHbWOeHIaIeH 1 SBIs-
etcst cobcrBeHHOCTBI0O RSA Data Security. RC2 MoXeT mCIoi1b30BaThCs
TaMm, rae ucnosb3yercs DES.

RC2 1 RC4 ¢ wnogamm 128 OuT obecrieunBaioT TaKoV Xe yPOBEHb
6esonacHocty, Kak u IDEA wm tporaon DES. RC2 n RC4 mcrionb3yercs
IIMPOKO pa3paboTdamKaMy, YbV IIPOIYKThI SKCIIOPTVIPYIOTCS 3a IIpeerTbl
CIIIA, nockonbKy 3kcnoptuposats DES 3anperero.

RSA

RSA (aBroper: Rivest, Shamir 1 Alderman) 3To crcremMa ¢ OTKPBITBIM
wxouoM (public-key), mperHasHaYeHHasi Kak I MIMPOBaHs, TaK U AT
ayTeHTMVIKaIMM, ObUIa pa3paborana B 1977 r. OHa OcHOBaHa Ha TPYIHO-
CTV pa3/Io’KeHVIsI OUeHb OOJIBIINX IeJTBIX YVCesI Ha IIPOCThIE COMHOXKITEINL.
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RSA - odeHp MeJIeHHEBIVI aJITOPUTM. [ cpaBHEHVIs, Ha IIpOrpaM-
HoM yposHe DES 1o mensire Mepe B 100 pa3 Gwictpee RSA, a Ha armia-
patHOM B 1000 - 10000 pas, B 3aBUCHMOCTM OT BBITOJIHEHVI.

T'OCT 28147-89

I'OCT 28147-89 - st0 cranpapt, npuHaTea B 1989 r. B CoBeTckoM
Coro3e 1 yCTaHOBVBIINI JITOPUTM IIM(POBAHNMS TaHHBIX, COCTABIISAIO-
mmx rocraviHy. [lo cBUeTeIbCTBY HMPWMUACTHBIX K €r0 peaym3allsaM U
VICIIOJTE30BAHMIO JIIOfIEV], aJIrOpUTM ObUT pa3paboraH B 70-e IT. B 8-M [I1aB-
HoMm Ymupasinenvmn KI'b CCCP, torma on wmmen rpud CC (cosepIieHHO
cekpeTHO). 3areM rpud OpUT moHVKeH A0 C (ceKpeTHO), a Koraa B 89-M T.
aIropuT™M OBUI IpoBeneH depe3 I'occraHmapT 1 cTaj opUIIMaTIbHBIM TO-
CyHapcTBEeHHBIM CTaHAAPTOM, Tpud ¢ Hero ObUT CHST, OMHAKO aJITOPUTM
octaasicsi [ICTT (myrs cryskebHOro nosp3oBanys). B Hagaste 90-x r. oH cTan
ITOJIHOCTBIO OTKPBITEIM.

I'OCT mpenycmarpuBaer 3 pexyMa HmdposaHus (IIpocTas 3ame-
Ha, TaMMVIpOBaHVe, TaMMVIPOBaHVe C 0OpaTHO CBSI3bIO) 1 OOMH PeXUM
BBIPaOOTKM MMIUTOBCTaBKM. [lepBBI 113 peXXnMOoB I poBaHM: IIpeTHa-
3HaveH I M poBaHNs KII0UeBo MHPOPMayy 1 He MOXeT VCIIONb-
30BaThCs WIS MIV(POBaHVS OPYTMX HJAHHEBIX, VIS 3TOTO IIPedyCMOTPEeHbI
OBa IOpyrmx pexvma ImidposaHMS. PexyM BeIpaOOTKM MMWTOBCTaBKM
(xpumTorpaddeckot KOHTPOIBHOV KOMOMHAaIWV) IIpedHasHadueH It
VIMMUTO3AIINTEI MIMPyEMBIX JTaHHBIX, TO €CThb IS VX 3aIWUTHI OT CIydari-
HBIX VIV IIpelHaMepeHHbIX HeCaHKITVOHVPOBAHHBIX M3MEHEeHMIL.

AJITOPUTM IIOCTPOeH MO ToMy >Xe HpuHnmiy, uto n DES - ato
KJTaCCYYeCKMIT OJIOUHBIV MNP € CeKPeTHBIM KIII0YOM — OIHAKO OT/INYa-
etcs ot DES Gompiment mymHOM Kimioda, OOIBIIMM KOIMYECTBOM PayHIOB
v BoJTee IIPOCTOVI CXEMOTI TIOCTPOEHVISI CaMVIX PayHIIOB.

B cvry HamHOTO Gorbent ymasb! kmoda I'OCT ropaspo ycrovam-
Bert DESa K BCKpBITHIO IyTeM II0JIHOTO ITepebopa 10 MHOXKECTBY BO3MOXK-
HBIX 3HAUEHWI KJI0Ya.

I'OCT He 3ammaHTeHTOBaH, II03TOMY €T0 MOXeT CBOOOIHO VICIIONB30-
BaTh JII00Oe IopyIMdecKoe 11 pu3irdecKoe JIMIIO, eCyIv 3TO He IIPOTHBOpe-
UUT 3aKOHOJATEJIBCTBY CTPAHEI I7Tle HaxOmuTcs 3To 0. Co cTOpOHEI aB-
Topos I'OCTa mpereHsuit HeT 1 OBITH He MOXeT, TaK KaK IOpWINIecKye
IIpaBa Ha aJITOPUTM HI 3a KeM He 3aKpeIUIeHbL.
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6.3. KoampoBaHue

ITportecc xommpoBaHMs MHQOPMAIIMM OCYIIECTBIISETCS 3aMeHOV
CJIOB M TIPEIIOKEHNN VICXOHOM MHQOpMaImMm Kogamu. B kauecTse Ko-
IIOB MOT'YT WCIIONIB30BaThCS codeTaHms Oyks, mudp, Oyks 1 mmdp. [Tpu
KOZIVMPOBaHMM 1 OOpaTHOM IIpeoOpasoBaHMM MCIIONIB3YIOTCS CITELallb-
Hble Tabympl wim crtoBapu. Konnposanme nadopmanmm nerecoodpas-
HO IIPUMEHSITHh PV HeOOJBIIOM O0beMe KOAMPYeMOU MHQOPMAIIVNA.
Taxomt BuI KpunTorpadmdeckoro mpeodpazoBaHms IpUMEHUM, Hallpu-
Mep, B komaHAHbIX JHUAX ACY. HemocraTkamMy xonypoBaHms KOHMU-
IIeHITMaJIbHOV MHQOPMaIN SIBJISIETCSI HeOOXOIMMOCTE XpaHeHs U pac-
HPOCTPaHEeHMS KOAVPOBOYHBIX TaOJINLI, KOTOPble HEOOXOIMMO YacTo Me-
HSTb, 4TOOBI M30€XaTh PACKPBITVS KOHOB CTATMCTMYECKVIMI MeTOIaMU
00paboTKM IIepexBaveHHbIX COOOIIEHVIL.

6.4. CreraHorpadgms

B oTymame ot apyrmx MeTOHOB KpUITOTpadmaeckoro mpeodbpaso-
BaHMA MHMOPMAIUIL MeTOHBI CTeraHOrpacdui II03BOJIIIOT CKPBITh He
TOJIBKO CMBICTI XpaHSIIeVics VIV IlepeiaBaeMort MHMOpMaIuy, HO 1 caM
dpakT xpaHeHVs WIM Ilepefjadnl 3aKpeITor MH@opMamym. B xoMmboTep-
HBIX CVICTEMax MpaKTU4IecKoe MCIOIb30BaHNe CTeraHorpaduy sBiIseTcs
IIepCIIeKTVBHBIM HallpaB/IeHVeM. B ocHOBe Bcex METOIOB cTeraHorpadmm
JIEXUT MacKVpOBaHVe 3aKPbITOV MHAOpMaumy Cpeay OTKPBITBIX davi-
710B. OOpaboTka MYJITUMEIUITHBIX (pavyIoB B KOMIIBIOTEPHBIX CHCTEMAX
OTKpBIBaeT IIPAaKTMYECKN HeOTpPaHMYEHHBbIe BO3MOXKHOCTU IIEper] CcTera-
Horpadmer.

Cy1recTByeT HECKOJIBKO METOMOB CKPBITOM Ilepefadnt MHGOpMa-
. OOHUM M3 HUX SBJISIETCS METOZ, CKPBITHS C WCIIOJIb30BAaHMEM TeK-
CTOBBIX (PaTUIOB. 3a TEKCTOBBIM OTKPBITBIM (PalJIOM 3alVIChIBAETCS CKPBI-
TBIVI ABOVMYHEIV (a1, 00beM KOTOPOro MHOTO MeHBIIIe TEKCTOBOro dari-
71a. B KoHIIe TekcToBOrO (hariia roMerraercs MeTKa. [Tpn obparmerHmm k
3TOMy TeKCTOBOMY (hamily CTaHOApPTHBIMI CPeNCTBaMM OIIePallIOHHOV
CVICTEeMBI CYMTHIBaHME IIPeKpalliaeTcs II0 JOCTVDKEHMM METKV, VI CKPBITBIV
dpavt ocraercss HemocTyneH. [t IBOMYHBIX (payIoB HMKAKMX METOK B
KOHIIe daria He mpemycMoTpeHo. KoHer Takoro daruia ornpenersgercs
pu 00paboTke aTpmOYyTOB, B KOTOPBIX XpaHUTCS inHa daria B Oan-
Tax. JJocTyn K cKpbITOMy (parviily MOXKeT OBITH ITOJIy4eH, eciu ¢avl OT-
KPBITh Kak JABon4HbI. CKpBITEI darl MoXeT ObITh 3ammdposas. Ecim
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KTO-TO CJIyYartHO OOHApYXXUT CKpPBITBIVI (parul, TO 3aImdpoBaHHas WH-
dopmartis OyrieT BOCIIpUHSTA KaK cOOVI B paboTe CUCTeMEI.

I'pacdprraeckast 1 3ByKoBast MHAOPMAIMS MPEACTABIISIIOTCS B UM-
crtoBoM Buze. Tak, B rpadpmueckx oObeKTax HaMMEHBIIINT 3JIEMEHT M30-
OpakeHMsT MOXXeT KOOMpPOBaTbCA OOHWMM OavttoM. B mitapmmme paspsms
oIperle/IeHHBbIX OanTOB M300pakeHMSI B COOTBETCTBUM C aJITOPUTMOM
KpunTorpaddeckoro IpeoOpa3oBaHMS IIOMEIIAOTCS OUTBHI CKPBITOTO
darvta. Ecii npasmibHO mogoOpaThk aJlropuTM IIpeodpasoBaHms M M30-
OpaxeHne, Ha (PoHE KOTOPOTrO ITOMEITAeTCsI CKPBITBIN (paril, TO JeIoBe-
YeCKOMY IJIa3y IIPaKTUYeCKV HEBO3MOXXHO OTIMYWUTH ITOJTyYeHHOEe W30-
OpakeHne oT mMcxogHOro. OYeHb CJIOKHO BBIABUTH CKPBITYIO MHQOpPMa-
LIVIFO ¥ C IIOMOIITBIO CTIeIMaIbHBIX IIPOrpaMM.

HawryuymmM oOpa3soM DI BHEIPeHMsS CKPBITOM WHQOpMAaIm
IIOIXOISAT M300pakeHMsT MECTHOCTI: (POTOCHMMKMW CO CITyTHUKOB, CaMO-
71eToB 1 T. . C IOMOIIIBIO CPEeNICTB CTeraHorpadmyl MOI'yT MacKMpPOBaTBC
TeKCT, n300paxkeHme, peus, IMdpoBas MOIINCh, 3amdpoBaHHOE c000-
meHne. KoMiuiekcHoe mcIionb3oBaHMe creraHorpadmm v mmdpoBaHmIs
MHOTOKpPAaTHO ITOBBIIIAET CJIOKHOCTH pellleHNs 3afgauyt oOHapy>keHUS U
PpacKpBITVs KOHPMAEHIIMAIEHON MHMOPMAaIIUA.

Ornpasurens Ioayuarens

Berpansaemoe
coodIenue

Coobmenne

o peerd

= =

Berpansanune
Hasaeuenne

Crerokoureinep

Konreiinep Konreitnep

Puc. 6.5. TexHosormusi creraHorpadpmum

Coxamue

Cxartre viHpOPMAIMIT MOXET OBITh OTHECeHO K MeTOoraM KPWIITO-
rpadrrdeckoro mmpeoOpa3oBaHMs MHAOPMAIN C OIIpereSleHHbIMI OrOBOP-
Kamm. Lestpro cxxaTys sBIIsteTcs coKpartieHve oobeMa nadopmarym. B To ke
BpeMsI oKartast MH(OpMaIs He MOXeT ObITh HpOYNTaHa WIM VICIIONIb30Ba-
Ha 0e3 oOpaTHOro Ipeobpa3zoBaHya. YUnUThIBas JOCTYITHOCTb CPEICTB CKa-
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TV 11 O0PaTHOrO IIpeoOpa3oBaHs, STV METOLIbI HeJIb35l PacCMaTpyUBaTh Kak
Hazle)XHble CpezicTBa KpPUIITOrpadudeckoro IpeodpasoBaHms WMHMOpMa-
. axe ecy JiepKaTh B CEKpeTe aJITOPUTMBI, TO OHM MOI'YT OBbITh CpaB-
HUTEJILHO JIETKO PacKPBITHI CTATVICTVUECKVMM MeTofmamm obpaboTkm. Ilo-
3TOMy CXXaTble paruTel KOH(PMIEHIVAIBHON MH(POPMALII ITOABEPTaroTCsI
rocrenyrorieMy ImidppoBaHviro. 71 cokpalieHs BpeMeHy 11e7lecoo0pasHo
COBMeIIIaTh ITpoLIecc CKaTus 1 M poBaHMs MHPOPMAaLIL.

OpraHu3alnoHHbIe IIP00IeMbl KPMUIITO3AIINUTHI
PaccMmoTpeHHBle 3HAYEHMST CTOVIKOCTY IIMPPOB SIBIISIIOTCS TIOTEHIIN-
aTbHBIMI BeyImuvHamMy.. OHM MOTYT OBITH peayIM30BaHBI IIPYI CTPOTOM CO-
OrroeHVIV IIPaBI MCTIONB30BAHIS KPYITTOIPachIecKyIX CPeNCTB 3aIlUThL.
OcHoBHBIe IpaBWIa KPUITO3AIUTHL:
1. CoxpaHeHMe B TaViHe KJIIOYerl.
2. Vcxmouenne gy OmpoBaHs.
3. [locTaTo4HO YacTasi CMeHa KIIIOUerL.

ITom, ny6rmpoBaHMeM 371ech IIOHMMAETCS TIOBTOPHOE I poBaHye
OIHOI'O W TOIO K€ OTPBIBKA TeKCTa C VICIIOJIb30BAHMEM TeX Ke KIIFouer
(HammpuMep, ecyvt TIpM IIepBOM I poBaHMM IIpowmsorrert coorr). Hapy-
IIIeHVe 3TOTO IpaBWila Pe3KO CHVDKAeT Ha/IeKHOCTh IMM@POBaHMs, TakK
KaK VICXOIHBIVI TEKCT MOXXET OBbITh BOCCTAHOBJIEH C ITOMOIIBIO CTATUCTV-
4ecKOTo aHaJIV3a ABYX BapMaHTOB 3alIPPOBAHHOIO TEKCTA.

BaxHemmmmM IIpaBWIOM KPWUIITO3AIUTHI SBJISETCS JOCTaTOYHO
4yacTasl cMeHa KIodert. [TprdaeM yacToTa MOXKeT OIIpeIesIsiThCsl ICXOLS 13
IUTATETHOCTY VICTIIONIB30BaHMS KITFOUa VIV MICXOs 13 oObeMa 3ammdpo-
BaHHOIO TeKcTa. ITpu 3ToM cMeHa KITIOUert 110 BpeMeHHOMY IpaduKy siB-
JISIeTCS 3allUTHOVI MepOVI IIPOTMB BO3MOXHOIO MX XWIIEHWMS, CMeHa I10-
crte b poBaHs ONpeesIeHHOI0 00beMa TeKCTa - OT PacKpBITHs mvid-
pa CTaTUCTUYECK/MY METOHaMIA

Henp3st momyckarb, 4ToO 3JIOYMBIIUIEHHMK VIMEI BO3MOXKHOCTB
HAIIPaBUTh B CYICTEMY DSl CIIELIMAIIBHO ITIOHO0OPaHHBIX COOOIIIEHM U IO-
JIy4UTh UX B 3aldpoBaHHOM Buie. Takoro B3jioMa He MOXeT BbIep-
’KaTh HY OJIHa KpMUITocucTeMal

BaxxabMu  acriekTamMm OopraHm3anyy KpUIITO3aIllVThI SBJISIIOTCS
BBEIOOP cI1oco0a 3aKphITHs, pacIIpenesieHye KIIIo4Uer 1 JocTaBKa X B Mec-
Ta ITOJIb30BaHNA (MEXaHM3M pacIiperiesIeH sl KIIFoUer).

Br1bop crocoba 3ammThl TeCHO CBsi3aH C TPYHAOEMKOCTBIO MeTora
MM POBAHS, CTEIIEHbIO CEKPETHOCTV 3aKpbIBA€MBIX HaHHBIX, CTOVIKO-
CTBIO MeTOJIa ¥ 00beMOM IV pyeMort MHPOPMaIINA.
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OpnayM 13 TPUHIMIIOB KpUITTorpadpmy sIBjIseTcs IIpeIioioxkeHe o
HeceKpeTHOCTU MeTofa 3aKpbITvs vHdopMmar. [Ipenmonaraercss, uro He-
obxonymast HafleXXHOCTb 3aKpBITV 00ecIieunBaeTcsl TOIIBKO 3a CUeT CoXpa-
HeHMs B TaviHe Kmouen. OTciofa BbITeKaeT ITPUHIIMIIMAIbHAS BayKHOCTb
dopmmpoBaHMs KTIOYeV, pacIperie/ieHns X 1 JocTaBKa B IIyHKTHI Ha3Ha-
ueHyst. OCHOBHBIE IPaBIUIa MeXaHV3Ma paclipedesIeHVsT KITIOUelL:

1. Kimoun morpKHBI BBIOVPAThCS CIIyYaliHo.

2. BeiOpaHHBIE KITIOUM JIOJDKHBI PacIIpefessaThCs TaKuM o0pasoMm,
9TOOBI He OBUIO 3aKOHOMEPHOCTEN B M3MeHEeHMY KITIoUell OT II0JIb30BaTe-
JISL K II0JIh30BATEIIIO.

3. HorokHa OBITH ObecrieveHa TaiHa KJIFOUell Ha BCex 3Tarax (PyHK-
OVOHMPOBaHMA cucTeMbl. Kilroum JIOJDKHBI IepefaBaThcs II0 JIMHUSAM
CBsI31, TIOUTe WIV KypbepaMy B 3allliippOBaHHOM Bule C IIOMOIIBIO APY-
roro kmoda. Ha npakrike gacTo obpasyeTcs vepapxusi Kirouen mmdppo-
BaHM:, B KOTOPOV KITIOUM HVYDKHETO YPOBH: IIPY IIepechUIKe M PYIOTCS
€ IOMONIBIO KIIIOUel BepxHero ypoBHs. Kirod B BepiivHe nepapxum He
mmdpyeTcs, a 3a7aeTcs ¥ XpaHWUTCS Y JI0BePeHHOro JIMIla, pacchUlaeTcst
I1I0JIb30BaTeJIM KypbepaMu. Yem HIDKE YPOBEHb KJIIOYa, T€M 4Yallle OH
MeHSIeTCsl M pacchUIaeTcs Mo JIMHMAM cBsisu. [lomoOHas cxema mmdpo-
BaHWS KIIIOUer YacTo VICIIONB3YeTCs B CETSIX.

6.5. dnekTpoHHas umdposas NoANUChL

DnexkTpoHHass Imdposasd mopmmck (aHmI. digital signature) -
1 poBovt Koy, (IT0CIIeI0BaTeIbHOCTh CUMBOJIOB), IPVICOEIVHSIEMbIVI K
37IeKTPOHHOMY COOOIIEHVIO /IS MAEHTMMKAIIY OTIIPaBUTe IS

ITo Ha3HauUeHMIO IeKTPOHHAs OV POoBas IOAIINCH COOTBETCTBYET
OOBIYHOV TIOAIVICY Ha JOKYMeHTe, IIO[ITBEep)KIAIOIIeri opuIndecKe
ITOJIHOMOYVSI HOKYMeHTa. DJIeKTPOHHAS I poBasi IIOIIVCH IT0JTy9aeTcs
MeTOIaMM acMMMETPVYHOV KpUIITorpadwy, OCHOBaHHBIMM Ha MaTeMa-
TUdecKo (PyHKIMY, KOMOMHMPYIOIIE OTKPBITHINI TEKCT C IIOC/IeoBa-
TeJTbHOCTHIO UMCelT (KITI0UOM).

AJITOPUTM YCTPOeH TaKMM OOpa3oM, UTO IIapa «OTKPBITHIV KIIIOY
yd4acTHVMKa A - 3aKpBITHIV KJIIOU yJacTHMKa b» 1o3posigeT sammdposathb
cooOIIIeHne, a Tmapa «3aKpbITBI KITIOY A — OTKPBITHIN KTio4d b» ero me-
M poBaTs.

TexHos0rNIs1 271eKTPOHHOV  IIMPOBOV  IOIIIVICY ITIepeChIaeMOro
OOKYMeHTa HauMHaeTcs ¢ popMmpoBaHms ero gavypkecra (digest) - xo-
POTKOTI II0CIIEOBATEIIBHOCTH YVICel, BOCCTAHOBUTD VICXOIHBIN TEKCT II0
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KOTOpOVI Hemb3sl. JTro0oe M3MeHeHMe MCXOTHOrO JOKYMEHTa BBI30BET ero
HecooTseTcTBMEe Havypkecty. K mavgpkecty mobGasstercs: mHMOpMAaIs o
TOM, KTO IIOAIIMCBHIBaeT JOKYMEHT, IITaMIl BpeMeHu 1 npouee. Ilosy-
YMBIIIASICS CTPOKA fastee 3arpOBbIBAETCS CEKPETHBIM KITIOUOM TIOMIIV-
CBIBAIOIIIETO C VICIIOJIb30BAHMEM TOIO VUIM VHOrO ayiropmrMa. Ilosmyunms-
IIMVICS 3aIMPpOBaHHBI HAOOP OUT M IIpeacTaBiIsieT cOOOM IeKTPOH-
HyI0 mofmmch. K mommmcy oObIMHO IIPUKIIAAbIBAETCS OTKPBITBIN KIIIOY
nofrmcsiBarorero. Ilosmydarers memmdpyeT IOAINCH C IOMOIIBIO OT-
KpbITOro xmoda. Ecim mopmmwces HOpMalbHO el poBaiack M ee Co-
HOEepP>KMMOe COOTBETCTBYET HOKYMEHTY (HavilKeCT M Ip.), TO COOOIIeHe
CUmTaeTCA ITOATBEP KIEHHBIM.

Otnpasurenb "> OJIEKTPOHHBIN jp——" HanmkecT
JOKyMeHT JIOKyMeHTa
OTKPBHI- 3aKpHI- =
ThIT TBITL
ndposan-
HBI JavpKecT
=
Harmkect N
Cpasrerme k— JIOKyMeHTa K—m DJIeKTpOHHBI
JIOKyMeHT
IaIIKeCTOB
- K—| Pacmmdposan- < —n| DIII1
= HBIV JTAVIJIKeCT
ITpwu cosma- OTKPBI- 3aKpBI-
IeHum oan- TBIV TBIV
JIKECTOB
OLIIT BepHa  jI——> Ilonyuarens

Puc. 6.6. TexHOJIOIMSI 3JIEKTPOHHOVI I POBOVI IIOIIIVCHA

B IeJIAAX ITOBBIIICHVIA Oe3oracHOCTH VICIIOJIB3YIOT MHOT'OKpaTHOE
H.IT/IquOBaHVIe 0s10KOB T/IHqJOpMaL[VH/I Pa3HbIMV KJIIIOYaMIL.
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B Poccym, mist obecriedeHMst IIpaBOBBIX YCIOBUIL VICIIOIb30BAHVIS
37IEKTPOHHOM 1P POBOI IOAIINCH B 3JIEKTPOHHBIX [JOKYMeHTaX, IPUHST
®Penepanpabn 3akoH oT 10 suBapsa 2002 r. Ne 1-P3 «O0 371eKTpOHHOT
i pOBOVT OAIVICY». [lerIcTBIe 3aKOHa paclpOCTPaHIeTCsI Ha OTHOIIIe-
HVIS1, BOSHMKAIOIIIVIE ITPVI COBEPIIeHMY IPaKIaHCKO-ITPABOBBIX CIEJIOK 11 B
APpyIuX IIpeaycMOTpPeHHbIX 3aKOHOAaTebcTBoM Poccurickon Penepanym
CJIyvasix.

B 3akoHe npuBopATCA Cci1enyrolyie OCHOBHbIE ITOHATV:

3JIEKTPOHHBIN TIOKYMEHT — JOKYMEHT, B KOTOpOM MHOpMaIIns
HpeficTaB/IeHa B 3JIeKTPOHHO-IIMPOoBO popMe;

37IeKTPOHHAas HM¢PpoBas MOANNCH — PEKBU3UT 3JIEKTPOHHOTIO [10-
KyMeHTa, IpeaHasHaYeHHbIV IS 3allyThl JaHHOIO 3JIEKTPOHHOIO HJO-
KyMeHTa OT HOMJeIKY, TIOJIyUeHHBI B pe3ysIbTaTe KpuITorpaduaecko-
ro nipeoOpa3oBaHMs MHGPOPMALIUM C MCIIOIb30BaHNMEM 3aKPBITOTO KIII0Ya
3JIEKTPOHHOV ITM(POBOVI IIOAIVICK ¥ TIO3BOJIIOMINI VMIEHTUUIIPO-
BaTh BJIalelIblia cepTMdMKaTa KIo4a MOAINCH, a TaKKe YCTaHOBUTh OT-
CYTCTBMe VCKaXeHsI MTHPOPMAIIUM B 3JIEKTPOHHOM JIOKYMeHTe;

BJIaziesiel] cepTudMKaTa KI0Ua HOAIMCH - PU3MIecKoe JIUIIO,
Ha 1M1 KOTOPOTO yIOCTOBePSIOIIM IIEHTPOM BBbIAaH cepTuduKaT KIIo-
Ya IIOAIVCY M KOTOPO€e BJIaflee€T COOTBETCTBYIOIIMM 3aKPBIThIM KITFOUOM
37IEKTPOHHOM IVIPPOBOTI TIOATIVICY, TTO3BOJISIIOIIMM C IIOMOIIIBIO CPENICTB
3JIEKTPOHHOV 1M POBOTI IOAIINICY CO3daBaTh CBOIO 3JIeKTPOHHYIO -
POBYIO IIOOIVICH B JIEKTPOHHBIX HOKYMeHTax (IIOIIVCHIBATE IEKTPOH-
HbIe JOKYMEHTEI);

cpencTBa 371eKTPOHHOV I (PPOBOVI IOAIIVICY — AlllTapaTHbIE U (V)
HIporpaMMHBIe CPeJICTBa, 00ecIieurBarole pea3aryiEo XOTs Obl OTHOV 13
CTlefyrontx (PyHKIUI - co3daHve IeKTPOHHOV IMEPOBOV IOAIVCH B
9JIEKTPOHHOM TOKYMEHTE C VCIIOIb30BaHMEM 3aKPBITOIO KiIoYa 3JIEKTPOH-
HOM umq)posoﬂ TIOATIVICY, TIOOTBEPXKIEHME C VCIIOIb30BaHMEM OTKPBITOIO
KIoYa 3JIeKTPOHHOM m/lcppOBOﬂ IIOOIIVICY TIOMIMHHOCTM  3JIEKTPOHHO
MPOBOTI HOOIVICYL B JIEKTPOHHOM IOKYMEHTe, CO3[aHVe 3aKpPBITBIX ¥
OTKPBITBIX KITIOYEVT JTEKTPOHHBIX I(PPOBBIX TIOMTIVICETS;

cepTHdUKaT CpencTB 3IeKTPOHHOV IMQPPOBOV MOAIVCH — JI0-
KyMeHT Ha OyMa’kKHOM HOCHUTeJIe, BBIJAHHBIVI B COOTBETCTBUM C IIpaBJIa-
MM CUCTeMBI cepTUdMKaLNU 11711 IOATBEP KIIeHNs COOTBETCTBUS CPeICTB
3JIeKTPOHHOV HVIpPOBOVI IIOMIIVICY YCTAaHOBJIEHHBIM TpeOOoBaHIsAM;

3aKpBITBIVI KJIIOY 3JIEKTPOHHOV IMdPpOBO IIOOIIMCH - YHU-
KaJIbHasl ITOC/IeI0BaTe/IbHOCTE CYIMBOJIOB, VM3BECTHAsl BJIAIEJIbIy CepTu-
JpmKaTa KIIFOUa IOAINCK W TIpedHa3HadeHHas IS CO3IaHWMSA B 3JIeK-
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TPOHHBIX JOKYMEHTax 3JIEKTPOHHOM uncppOBoVI TIOAIIVICU C VICIIOJIb30Ba-
HVeM CPefICTB 3JIeKTPOHHOV I POBOVI IIOAIICH;

OTKPBITBIVI KJII0Y 37IeKTPOHHOV IIM(POBOM MOANNCH — YHUKAIIb-
Hasl IOCJIeHOBaTEIIbHOCTh CYIMBOJIOB, COOTBETCTBYIOIIASL 3aKPHITOMY KILIOUY
IEKTPOHHOV IWUMPOBON IOINCH, TOCTYIIHAsl JIFOOOMY II0JIb30BaTeIIIO
MHQOPMAIIMOHHOV CUCTEMBI ¥ NpeIHa3sHaYeHHas )T TOATBePKIeHNII C
VICTIONBb30BaHVIeM CPeZiCTB JIeKTPOHHOV HVPOBOVI MOMIVICY TIOJIVHHO-
CTV 3J7IEKTPOHHOVI IIVIPPOBOVI TIOATIVICY B 3JIEKTPOHHOM JJOKYMEHTE;

cepTidMKaT K/IH09a IMOAMIICH — JOKYMeHT Ha OyMasKHOM HOCHUTeJIe
VI IeKTPOHHBII JOKYMEHT C 3JIeKTPOHHOV IMPOBOV IIOMIIVCHIO
YIIOJTHOMOYEHHOIO JINIa YOOCTOBEPSIIOIIErO LEHTPa, KOTOPhbIe BKIIFOYAIOT
B ce0sl OTKPBITBIVI KIIOU JIEKTPOHHOV LMPPOBOV IIOAMVICY M KOTOPBIe
BBIJAIOTCS  YAOCTOBEPSIOIINM IIEHTPOM YYacTHWKY WH(OpMaIMOHHO
CUCTEMBI ISI HOOTBEPXKOEHMS IIOMIMHHOCTV 3JIEKTPOHHOV L[V[cppOBoVI
MOIIIVICY U MAeHTUMKAIIVY Bilafesiblla cepTrdmKaTa KIro4da HOITIVCH;

NoATBep KaeHue MOIIMHHOCTH 3/IeKTPOHHOV I poBOL II0A-
IMCU B 3JIEKTPOHHOM JOKYMEHTE - IIOJIOXMUTEIIbHBIVI pe3ysbTaT IIpo-
BEPKM COOTBETCTBYIOIIVIM CepTU(UIIMIPOBAHHBIM CPEICTBOM 3JIeKTPOH-
HOV IIMPOBOTI IOAIINICY C MCIIOIB30BaHNeM cepTudMKaTa Kiloda II0A-
HVICU TIPUHAIJIEXKHOCTM 3JIEKTPOHHON IV POBOV TIOAIIVCU B JIEKTPOH-
HOM [JOKyMeHTe BJIaflefIblly cepTudmKaTa KToda IIOAIVICH ¥ OTCYTCTBIU
VICKaXXeHUVI B TOANMCAaHHOM TaHHOV 3JIeKTPOHHOW IIM(POBOM MHOAIN-
ChIO 2JIEKTPOHHOM [JOKYMEHTE;

noJIb30BaTe/Ib cepTudMKaTa KII04a IIOJNINCH — prsmdeckoe Jiv-
10, VICITOJIB3YIOIIee MOJTyUYeHHbIE B YIOCTOBEPSIONIEM IIEHTPpe CBEIEHIS O
cepTmdmKaTe KIOYa IOAIIVICY I HPOBEPKM NPUHAIIIEXHOCTU 3IeK-
TPOHHOV 1T POBOTI ITOIIIVICY BJIale/Iblly cepTudMKaTa KIoua IOITIVCH;

vH(POpMaIIMOHHAsA CUCTeMa OOIIero I0JIb30BaHMA — MHQOpPMa-
LVIOHHAsI CHCTeMa, KOTopas OTKPBITa [JIS VICIIOIBb3OBaHVS BceMM (PU3U-
YEeCKUMM Y IOPUANYECKVIMI JIUIIAMU M B yCIyTaX KOTOPOV 3TUM JIviiaM
He MOXeT OBITh OTKa3aHo;

KopriopaTuBHas MHGOpManMoHHas cucreMa - MHQOpPMaIIOH-
Has CHCTeMa, y9acTHMKaMV KOTOPOVI MOXeT OBITh OrpaHWYeHHBIN KPYyT
JIVLI, OIIpene/IeHHBIVI €€ BjIaJesIblieM WIIM COIVIAllleHMEM YYaCTHUKOB
3TOV MTHOPMAIIVIOHHO CUCTEMBL.
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Bonpocbi

Kpurnrrorpadiraeckne MeToms! MHAOPMaIIMOHHON 0€30I1aCHOCTAL.
Kracendnkarst MeTo0B KpUIITorpadaeckoro 3aKpeITis MH-
dopmarim.

Yewm 3aHMMaeTCsS HayKa KPUIITOJIOT VL.

Yro Takoe KpUIITOAHAIINS.

CroViKoCcTh KpUIITOrpadpueckoro MeTofa.

TpynoeMKocTs KpUIITOrpadpMIecKoro MeToza.

OcHoBHBIe TpeOOBaHMS K KPUIITOrpaddecKoMy 3aKpBITVIO MH-
dopmarim.

I posanme.

Kiaccudnkanys xpurrocmcre.

10. CyMMeTpwYHBIe KPUIITOCHICTEMBL.

11. Kiraccudmkariys CMMMeTPUYHBIX KPUIITOCUCTEM.

12. IndposaHre METOIOM 3aMeHbI (IIOACTaHOBKIN).

13. OpmHoandasuTHas IOACTAaHOBKA.

14. MHuoroasidasuTHas OTHOKOHTYpHasl OOBIKHOBEHHAsI ITO/ICTaHOBKa.
15. MnoroasdasuTHas OJHOKOHTYpHas MOHO(OHWMYecKas ITOACTaHOBKa.
16. MHoroasidpaBuTHasE MHOTOKOHTYpHas ITOJICTaHOBKA.

17. IIndpoBaHre METOIOM IIepeCTaHOBKMA.

18. IndposaHre METOIOM raMMVPOBaHVISL.

19. IlInudposaHMe C IIOMOIIBIO AHAIUTIYECKIX IPpeoOpa3oBaHMIL
20. KomOvHMpoBaHHBEIe METObI M POBaHNS.

21. KpumrocmcreMs! ¢ OTKPBITBIM KITFOUOM (aCIMMETPUUYHBIE).

22. XapaKTepuCTUKM CYIIeCTBYIOIIVIX I(POB.

23. KoguposaHue.

24. CreraHorpadmsi.

25. OcHOBHBIe IpaBIyIa KPUIITO3AIMINTEL

26. OcHOBHEIe IpaBIJIaMVI MeXaHW3Ma paclipefieIeHvsi KITIoJerl.

27. DmexTpoHHag Iy poBas IOATINACE.

28. TexwHoIMOrMs 37IEKTPOHHON IIUMPOBOV IOIIINCIA.

29. DreKTpOHHBIV JOKYMEHT 3TO.

30. DmexTpoHHasA IMdpoBasd IIOOIINCh 3TO.

31. Bmapmerners cepTudmkaTa KJIH0O4a IOAIVCH 3TO.

32. CpencTBa 371eKTPOHHO M POBOVI TIOAIVCH 3TO.

33. Ceprtmdukar cpefcTs JIEKTPOHHON IMPPOBOT ITOIIVCHL.

34. 3aKpBITHIV KITIOY 3JIEKTPOHHOM 1P POBOVI TOATINCIA.

35. OTKPpBITHIN KITIOU 37IeKTPOHHO I POBOVI ITOMIIVCIA.

36. CepTndmxaT K/TI0Ya IOATIVCH.
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37. TlonTeep KIeHMe MOMJIVHHOCTY 3JIeKTPOHHOV 1P POBOVI ITOMIIVICH
B 2JIeKTPOHHOM JIOKYMeHTe.

38. Tlomp3oBaTerb cepTUdMKaTa KTF0Ua ITOAIVICH.

39. VMHudopmManmoHHas cucTeMa OOIIEero MoIb30BaHIS.

40. KoproparmsHas MHQpOpPMAIIMOHHAS CVICTEMA.

TecTbl

1. IHTugppoBanue memodom noocmanobru:

1. cuMBOIBEI MMPYeMOro TeKCTa IlepeMelIaloTcs IO OIpesesieH-
HBIM IIpaBWIaM BHYTpY IMppyeMoro 0JI0Ka 3TOro TeKCTa;

2. CcMBOJIBI M PYEMOro TeKCTa I10CIIefIoBaTe/IbHO CKJIaIBIBAIOTCS C
CMMBOJIaMV HEKOTOPOVI CIIeIaIbHOV TI0CTIe/IOBaTe/IbHOCTY;

3. mmdposaHMe 3aKII0UaeTCs B IIOJIy4eHM HOBOTO BeKTopa Kak pe-
3yJIbTaTa YMHOXKEHVISl MATPUILIBI Ha VICXOHBIVI BEKTOD;

4.  cyMBOJIBI IMPPYEMOro TeKCTa 3aMeHSIOTCS IPYTVIMM CYIMBOJIaMM,
B3STBIMI U3 OJHOTO MJIV HeCKOJIbKVIX ajI(paBUTOB;

5. 3aMeHa CJIOB ¥ IIpeJIOKEHWUV MCXOmHOM MHQOopMaIiny mmdpo-
BaHHBIMIA

2. IlTugppoBanue memodom nepecmanobBxu:

1. cuMBOIBI MMQPYEMOTro TeKCTa IepeMeIalTCs 10 OIIpelieIeH-
HBIM IIpaBWIaM BHY TP I pyeMoro 0610Ka 3TOro TeKCTa;

2. CcUMBOJIBI IMIPPYEMOTO TEKCTa TI0CIIe0BaTeITbHO CKIIabIBAIOTCS C
CVYIMBOJIaMV HEKOTOPOVI CIIeIaIbHOV ITOCIIeIOBaTeIbHOCTYL;

3. mmdpoBaHMe 3aKIIOYAETCS B ITOJTyYeHMM HOBOTO BEKTOpa KakK pe-
3yJIbTaTa YMHOXEHVISI MAaTPULIBL Ha MCXOIHBIVI BEKTOP;

4.  cMMBOJIBI IIMPPYEMOro TEKCTa 3aMEHSIOTCS IPYIVIMM CYIMBOJIAM,
B3SITBIMM M3 OJJHOTO VJIV HECKOJIBKVIX aJIaBUTOB;

5. 3aMeHa CJIOB M HIPeIJIOKEHMV MCXOIHOV MHMOpMarmm mmdpo-
BaHHBIMIL

3. llTugppoBanue memodom eammupoBanus:

1. cuMBOIBI MM@PYeMOro TeKCTa IIepeMeIaloTCsl 10 OIIperieIeH-
HBIM ITpaBWIaM BHYTpY i pyeMoro 010Ka 3TOTO TeKCTa;

2. cMMBOJIBL NP PYEMOro TEKCTa II0CTIeIOBATE/TIEHO CKIAIBIBAIOTCS C
CYIMBOJIaMV HEKOTOPOVI CIIeIVaIbHOV ITOCIIeI0BaTEe IbHOCT;

3. mmdposaHMe 3aKITIOYAETCs B ITOJTyYeHMY HOBOTO BEKTOpa KakK pe-
3yJibTaTa YMHOXX€HVISI MaTpVIIbl Ha VICXOIHBIN BEKTOP;,
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4.  cUMBOJIBI HIM(PPYEMOro TeKCTa 3aMeHSIOTCS APYIVIMM CYIMBOJIaMM,
B3SITBIMI M3 OJTHOTO WJIVI HECKOJIBKVIX ajlpaBITOB;

5. 3aMeHa CJI0B M MpeIIOKeHWUN VCXOIHOV MHpopMaumm mmdpo-
BaHHBIMIL

4. IlTugppoBanue memodom anarumuueckux npeodbpasoBanuii:

1. cumBOIBEI HMIMEPPYEMOro TeKCTa IIepeMeIaroTcs II0 OllperesleH-
HBIM IIpaBWIaM BHYTpM I pyeMoro 0JI0Ka 9TOro TeKCTa;

2. cMMBOJIBL MM PYEMOro TEKCTa II0CTIeIOBATE/TEHO CKIAIBIBAIOTCS C
CMMBOJIaMV HEKOTOPOVI CIIEMAJIbHOV II0C/I€I0BATEeIbHOCTVA;

3. mmdpoBaHMe 3aKIIOYAETCS B IIOJIyYeHNM HOBOTO BeKTOpa Kak pe-
SYHBTaTa yMHO)KeHT/Iﬂ MaTpuIlbl Ha T/ICXO,ILHBIVI BEKTOp;,

4. cuMBOJIBI HIMGPYEeMOTO TeKCTa 3aMeHSIOTCS APYTMM CIMBOJIaM,
B3ATBIMV VI3 OITHOTO VUIVI HECKOJIBKVIX ajIhaBUTOB;

5. 3ameHa CJI0B M TIpeIOXKEHMV MICXOMHOV MHQopManmm mmdpo-
BaHHBIMII.

5. CumBoavl wughpyemoeo mexcma nepemeniaromcs no onpeoeieHHsIM
npabusram Buympu wugppyemozo 640Ka 31020 MmekKcma, 3o Memoo:
1. ramMMmwpoBaHUH;

2. IIOOCTAHOBKI
3. KOOWpOBaHUS;
4. TlepecTaHOBKM;

5. aHayMTHYECKMX IIpeoOpa3oBaHNIL

6. CumBoabl wiugppyemoeo mexcma 3aMeHAOMEA OpYyeuMu cumboramu,
B3amuvimu 13 00H020 UAU HECKOALKUX AapaBumnob, 31mo memoo:

1. ramMMmwpoBaHU;

2. IIOOCTaHOBKII

3. KOOWpOBaHUS;

4. TepecTaHOBKW;

5.  aHaMTUYECKMX IIpeoOpa3oBaHMIL

7. CumBoast wugpyemozo mekxcma nociedobameivHo cxkaaosviba-
tomca ¢ cumBoaamu HEKOMOpoill cneyualbHoll nociedoBamesvrocmu,
3110 Memoo:
raMMVPOBaHIIS;

ITOZICTAaHOBK;

KOIVIPOBaHVIS;

IIepeCTaHOBKY;

aHaJINTUYECKNX ITpeoOpa3oBaHMIL

SN
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8. Hlugppobanue 3axsrouaemca 8 noayuenuu Hobozo Bexmopa Kax pe-
3YAbmama YMHONKeHUus Mampuysvl Ha ucxoonvlil Bexmop, 31mo memoo:
1. ramMmmwpoBaHU;
TIO/ICTAaHOBK;
KOIIVIPOBaHS;
IIepecTaHoBKI,
aHaJIUTUIECKVX ITpeoOpasoBaHmIA

Ol W N

9. Tugpp DES - 3mo:

1. cucrema, KoTopas IIpeflycMaTpuBaeT 3 pexXyuMa I poBaHMSI
(mpocTas 3aMeHa, TaMMIMPOBaHNE, FTaMMUPOBaHMe C OOPaTHO CBS3BIO) U
OIVIH PEXVIM BBIPAOOTKM MMWTOBCTABKIL

2. cucTeMa C OTKPBITBIM KJIFOUOM, ITpeHa3HaYeHHas KakK I I po-
BaHMS, TaK M U ayTeHTMUKAIMY, OCHOBaHa Ha TPYHHOCTU pasjioxe-
HVISI O4eHb OOJIBIINMX 1IEJIBIX YVICENI Ha IIPOCThIE COMHOXKMTEIIVL;

3. Osounpre mmMdpsl ¢ KIFOYOM IIepeMeHHON IJIMHBI, IMPOMYKT 3KC-
HOPTVIPYETCS 3a IIpeJIesIbl CTpaHbl;

4. mmmdp, cocrosmmt 13 64-OMTHBIX HOBTOPSIOIIVIXCS OJIOKOB ¢ 128-
OWTHBIM KITFOYOM U BOCEMBIO ITPOXOHaMI;

5.  CYIMMeTPVYHBIV aJITOPUTM IIIPPOBaHILS, MMeeT OJI0KM I10 64 6uT 11
OCHOBaH Ha 16-KpaTHOVI IlepeCcTaHOBKe JaHHBIX, IS 3alIipOBBIBAHIIL
VICIIOJIB3YET KITIOY B 56 OWIT.

10. ITugp IDEA - 2mo:

1. cmcrema, KoTopas IIpefycMaTpumBaeT 3 peXyuMa ImMdpoBaHMI
(mpocTast 3aMeHa, TaMMIMpPOBaHVIe, TaMMVIPOBaHMe C 0OpaTHOV CB3BIO) U
OIVH PEXXVM BBIPaOOTKI MMWUTOBCTaBKI;

2. cucTeMa ¢ OTKPBITBIM KITIOUOM, IpeNHa3HaueHHas KaK I I po-
BaHI, TaK M I ayTeHTUUKAIIMY, OCHOBaHa Ha TPYHAHOCTV pasjioxKe-
HVIS1 O9eHb OOJIBIINX I1eITBIX UVICeI Ha IIPOCThIe COMHOXKITEIIV;

3. OrnounHble MMMPHI C KIIIOYOM IIepeMeHHOV JINHBIL, HPOMyKT 3KC-
HOPTUPYeTCs 3a Ipefesibl CTPaHbL;

4. 1mdp, cocrosAmmmt 13 64-OUTHBIX TTOBTOPSIOIIMXCS OJI0KOB ¢ 128-
OWTHBIM KITIOYOM 1 BOCEMBIO ITPOXOHIaMIL;

5. CYMMeTpUYHEBII ayIropuT™M M poBaHLs, MMeeT 010KV 1o 64 6uT u
OCHOBaH Ha 16-KpaTHOV IlepecTaHOBKe [TaHHBIX, I 3aIlli(poBbIBaHISA
VICTIONB3YeT KITIOY B 56 OWT.
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11. IiTugpp RC2 uau RC4 - smo:

1. cmcrema, KoTopas IIpemycMaTpumBaeT 3 peXyuMa ImMdpoBaHMII
(ImpocTasi 3aMeHa, raMMIpOBaHle, TaMMUPOBaHMe ¢ 0OPaTHOVI CBSI3bIO) U
OIIVH PeXVM BBIPaOOTKM VIMITOBCTaBKL;

2. cucTeMa ¢ OTKPBITBIM KITIOUOM, IpeNHa3HaueHHas KaK I I po-
BaHI, TaK M I ayTeHTU MKMW, OCHOBaHAa Ha TPYHAHOCTU pasjioxKe-
HVIS1 O9eHb OOJIBIINX IIeJTBIX UVICeI Ha IIPOCThIe COMHOKITEIIV;

3. Ormounble MMMPHI C KIIIOYOM IlepeMeHHOV JINHBIL, HPOMyKT 3KC-
HOPTVIPYETCS 3a IIpeJIesIbl CTpaHbl;

4. mmmdp, cocTosmm n3 64-OMTHBIX IIOBTOPSIOLIIXCS OI0KOB ¢ 128-
OWTHBIM KITFOYOM I BOCEMBIO ITPOXOHaMYL;

5.  CYIMMeTpVYHBIV aJITOPUTM IIIPPOBaHISL, MMeeT OJI0KM 10 64 6uT 11
OCHOBaH Ha 16-KpaTHOV IlepecTaHOBKe [TaHHBIX, I 3aIll(poBbIBaHISA
VICTIOJIB3YeT KITIOY B 56 OWT.

12. Mugp RSA - amo:

1. cucrema, KoTopas mHpemycMaTpwBaeT 3 peXyma HMdpoBaHys
(mpocTast 3aMeHa, TaMMIMpPOBaHVIe, TaMMVIPOBaHMe C 0OpaTHOV CBA3BIO) U
OIVH PEeXVIM BBIPaOOTKI MIMUTOBCTaBKIA;

2. cucTeMa C OTKPBITBIM KJIFOUOM, ITpeHa3HaYeHHas KaK I I po-
BaHI, TaK M I ayTeHTUUKAIIMY, OCHOBaHAa Ha TPYHAHOCTU pasjioxe-
HVIsL O4eHb OOJIBIIIVIX 11€JIBIX UMCesl Ha IIPOCThIe COMHOXITEIIN;

3. Osounble mmMdpHI ¢ KIFOYOM II€peMeHHON IUIMHBL, IIPOOYKT 3KC-
MOPTUPYeTCs 3a Ipefesibl CTPaHbL;

4. mmdp, cocrosmmt n3 64-OMTHBIX HOBTOPSIOIIVIXCS OJIOKOB ¢ 128-
OUTHBIM KITIOYOM VI BOCEMBIO ITIPOXOIAMIL;

5.  CUMMETPUYHBIV aJITOPUTM I poBaHMs, MMeeT O10KM 110 64 OuT 1
OCHOBaH Ha 16-KpaTHOVI IlepeCcTaHOBKe JaHHBIX, IS 3alIidpOBBIBAHIIL
VICIIOJIb3yeT KIIIoY B 56 OuT.

13. iugp T'OCT 28147-89 - amo:

1. cucrema, KoTopas IIpeflycMaTpuBaeT 3 peXyuMa IIMdpoBaHMI
(ImpocTasi 3aMeHa, raMMIpOBaHle, TaMMIUPOBaHMe ¢ OOPaTHOVI CBSI3bIO) U
OIMH PEXVM BbIPaOOTKIM MMUTOBCTaBKIA;

2. cucTeMa ¢ OTKPBITBIM KITIOUOM, IIpefHa3HaueHHas KakK Wit mmdpo-
BaHMS, TaK ¥ JIs ayTeHTUUKALMY, OCHOBaHa Ha TPYIHOCTU pasjIoxe-
HVISL O4eHb OOJIBIIIVIX 1I€JIBIX UNCel Ha IIPOCThIe COMHOXITEIIV;

3. Omounble IMMPHI C KIIOYOM IepeMeHHOW [JIMHBL, IIPOAYKT 3KC-
MOPTUPYeTCH 3a HpefiesIbl CTPaHbL;

4. mmmdp, cocTosmm n3 64-OMTHBIX IIOBTOPSIOLIMIXCS 0JI0KOB ¢ 128-
OWTHBIM KITIOUOM VI BOCEMBIO ITPOXOaMIA;
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5.  CMMMeTpUYHBIVI aJITOPUTM IIVIPPOBaHL, MeeT OJIOKM 10 64 OUT 1
OCHOBaH Ha 16-KpaTHOVI IlepeCcTaHOBKe JaHHBIX, IS 3alIidpOBBIBAHIL
VICIIOJIb3yeT KIIIoY B 56 OuT.

14. Cucmema, komopasa npedycmampubaem 3 pexuma wugppobanus
(npocmasa 3amena, eammupobanue, eammupobanue c 0bpamuoi cba3vio) u
00uH pexcum Bvipabomxu umumoBemabxu, - 3mo wugp:

1. IDEA;

2. RSA;

3. TOCT 28147-89;
4. RC2wwm RC4;
5. DES.

15. Cucmema ¢ OmMKpuUNbIM KAIOHOM, NPEOHASHAUEHHAS KAK 04 -
pobanus, max u 044 aymenmuguxkayuu, ocHobana na mpyonocmu pas-
A0XKeHUA OUeHb DOABULUX YeAbIX Hlices HA NPOCHIble COMHOXUMeAU ~ 31O
wugp:

1. IDEA;

2. RSA;

3. TOCT 28147-89;
4. RC2wwm RC4;
5. DES.

16. Baounvie wugpvl ¢ KA104UOM nepeMeHHON OAUHGL, NPOOYKM IkKc-
nopmupyemcsa 3a npeoeavl CIpAaHsL - 30 WUpp:

1. IDEA;

2. RSA;

3. TOCT 28147-89;

4. RC2wm RC4;

5. DES.

17. ITugpp, cocmoawuii u3z 64-oumnsix nobmoparouguxca 610xo06 c 128-
OumnbIM K11040M U B0CeMbIO HPOX00AMU, — IO WUpp:

1. IDEA,;

2. RSA;

3. TOCT 28147-89;
4. RC2wwm RC4;
5. DES.
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18. Cummempuunuiil aseopumm wugppobanusa umeem 0a0xu no 64 6um u
ocrobBan na 16 kpamuoil nepecmanobxe 0annvlx, 044 3auugpobuibanua
ucnoawv3yem Karou 8 56 bum - 3mo wugp:

IDEA;

RSA;

I'OCT 28147-89;
RC2 v RC4;
DES.

SN
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JinyeH3upoBaHue u cepTudmkauma
B o6nactu 3awmTbl MHOpMaLum

NU3yumB TeMy 7, CTYAEHT AO/DKEH:

3HaTb:

¢ HOPMBI 1N Tpe60BaHV[$I pOCCVIT?ICKOI“O 3aKOHOOaTeJIbCTBa B
00JIaCTV JINIIEH3VIPOBaHNA I CepTU(VIKALILL;

¢ IIpaBWIa IIOCTPOEHV U CPYHKL[VIOHT/IPOBaHVIH CHCTEMBI
yensuposanns OATICH;

* TOpsAAOK odopMIeHMs U MOJIydeHMs JIMILIEH3UI U cep-
TI/I(]:')VIKaTOB B oOJytacTu VIH(];)OpMaHVIOHHOT?I OesomacHOCTH.

adKLUeHTUMpoBaTb BHUMAHME Ha MOHATUAX:
® JIMIIEH3Ws, cepTUdWKaT, JIeKTpOoHHas ImdposBas IOI-
HVICh, M POBaJIbHOE CPeJICTBO.

Codeprcanue memot (Oudaxmuueckue eOUHUYbL U UX XApAKINepU-
cmuKa):

HopmMer 11 TpeboBaHVIS POCCUTICKOTO 3aKOHOATEILCTBA B 00IacTI
JmIleH3VpoBaHms U ceprudmKanym. Ilpasnia mocrpoedns u QyHKIMO-
HupoBaHusl cuctemsl nuiieHsuposadusa PATICH. Tlopsimok odopmite-
HVISL VI TIOJTy9eHMs JINIIeH3U M cepTudUKaToB B 00IacTvi MHQOpMaIiy-
OHHOVI 6€30I1aCcHOCTA.

Ileau u 3a0auu usyuenus memer: IlorydeHve sHaHMT B 0oOIacTH
JMIeHsupoBaHusa U ceprudukanym. O3HaKOMJIEHUe C IIpaBulaMi II0-
cTpoeHMs 1 PYHKIIMOHMPOBAHMS CcrCcTeMbl jmileH3upoBanys PAIICH.
ITosryyenue 3HaHMI O TIOPsiAKe OPOPMIIEHNS U ITIOJTyYeHWs JINIIeH3UN U
cepTndMKaTOB B 001acTV MHPOPMAIIOHHOVI 0€30I1acCHOCTM.

Hopadox usyuenua memot

Pacnpedesenue 6r100xema Bpemenu no meme:

— KOJIMYeCTBO YacoB, OTBeIEeHHBIX Ha ITpaKTW4YecKue 3aHATHHA, W3
HVIX B KOMITBIOTEpHOV ayauTopmu — 4/4;
—  KOJIMYeCTBO YacOB, OTBEIIeHHBIX Ha CAMOCTOSTENILHYIO paboTy, - 16.
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Budw camocmosmenvtoti pabonivl cnydennob:

— wm3ydeHme yuebHoro mocobmsa «VudopmamnonHas OGesomac-
HOCTB»;

— IOATOTOBKA K y4acTuIo B popyMe 1o Teme «HopMel 11 TpeboBanIst
POCCUVICKOTO 3aKOHO/ATENILCTBA B OOJIaCT JIMIIEH3MPOBAHWS VI CePTH-
dukarmm»;

- nsydeHue IIOIIOJTHUTEJIbHOM JINTEPATypPhI,

—  BBIIIOJIHEHVIe TECTOBBIX 3aJaHNII 110 TeMe.

Memooduueckue yxasanusa no usyuenuio Bonpoco8 memot
Ipu usyuenuu yuebHvix Bonpocob:
* uByunTh Temy 7 I0 ydebHOMy mocobuio «VHdopmalmoHHas
0e3011acHOCTb»;
® IIpUHATH ydacTue B popyme 110 TeMe «Hopmel m TpeGoBaHMs poc-
CUVICKOTO 3aKOHOJIATeJIbCTBa B 00JIacTN JINIIEH3MPOBaHs 1 cepTudmKa-
v,
®  VI3YYNTH JIOTIOJIHUTEITbHBIE MaTepVIaIbl.

IIpu usyuenuu memot Heo6x00UMO:

*  UmMAML AUMEPAMYpy:
1. WVadopmamnmonnas 6e3omacHOCTh: Yu. Ilocobme. - M.: MDC],
2007.

2. Topbatos B.C. ®aTbsinoB A.A. IIpaBoBble OCHOBBHI 3aIIMTHI WH-
dopmamym. - M.: MU 1999.

3. 3axon Poccumickonn ®epepanmm ot 10.06.93 «O ceptudmkarimm
HMPOMYKIIVN W yCIIyI».

4. 3akoH «O denmepasbHBIX OpraHax IIPaBUTEIBLCTBEHHON CBSI3U U
VHpOpMAaITAM».

5. 3akon «O rocymapcTBeHHOV TallHe».

6. TIlocranosnenue IlpasuTesbcTBa oT 24.12.94 Nol1418 «O nuiieH3n-
POBaHMM OTAEIIFHBIX BUIIOB [I€ATEIIbHOCTI».

7. 3akoH «O0 mHDOpMaIMyM, MHPOPMAaTHU3allUM W 3aIuTe MHPOP-
Marmm» oT 20.02.95 Ne 24-D3.

8. Tlocranosienue ot 26.06.95 Ne 608 «O cepTudmUKaluUm CperncTs
3aIIUTHI MHOpMaIL».

e nocemums catimsl: www.sbcinfo/index.htm.
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Bonpocsk! TeMbl
1. 3akoHOIATEIICTBO B 00IIACTY JIIIEH3VIPOBAHMS 1 CEPTUIIKALINNA.
2. IlpaBwia pyHKIMOHMPOBAHWS CUCTEMBI JIMIIEH3MPOBaHL.

7.1. 3akoHoaaTenbCcTBO B 06/1aCcTHN
JIMLEH3UPOBAaHUA U cepTudMKaLmumn

Hopmer 11 TpeboBaHVISI POCCUTICKOTO 3aKOHOAATEIBCTBA B 00IacTI
JIVIIEH3MPOBaHMs U cepTUdUKaIIMY BKITIOYAOT B ce0s IoIoKeHs psifa
HOPMaTVBHEIX aKToB Poccurickor Pefepaliiit pa3aHOTO YPOBHSL.

ITepBbIM 110 BpeMeHM OTKPBITBIM IIPaBOBbIM HOPMaTUBHBIM aKTOM,
KOTOPBIVI OBbI peryImpoBal BOIIPOCEL 000pOTa CPefcTB Kpuirorpadmde-
CKOVI 3ammThl MHPOpMaImmy, seisierca npuHsaToe 28 maa 1991 e. nocma-
HoBaenue Bepxobroeo CoBema CCCP Ne 2195-1 «O 6udax desmensHocmu, Kko-
mopbimu npednpuamus 6npafe 3aHUMAMbCA MOALKO HA OCHOBAHUU CHEeUUALb-
HbIX paspewieHuil (AuyeHsutl)». DTVM TOKyMEHTOM OBUI YTBEepXKIeH Ilepe-
4eHb OTIIe/IbHBIX BUIIOB AesTeIIbHOCTHM, KOTOPBIMY NPeIIIpVATIS Ha Tep-
PUTOPMM CTpaHBI BIIpaBe 3aHVMAThCS TOIBKO IIPY HAIMYMU Y HIUX CIIe-
OVaJIbHOTO paspenieHs VyIn JINMIIEH3MTL.

19 gpebpass 1993 e. BepxoBrvim CoBemom Poccuiickoii Dedepayuu Obin
npunam saxon «O edepasvHuix opeanax npabumescmbentoll c6Asu u uH-
opmayuu» Ne 4524-1. Crartba 11 maHHOrO 3aKOHa INpenocTaswia Pere-
paJIbHOMY areHTCTBY IIpaBa IIO OIIpele/IeHMI0 IOpsaKa paspaboTkw,
IIPOWM3BOJICTBA, peaIn3allii, 3KCIUIyaTaluy MM pPOBUIBHBIX CPEeCTB,
HpefiocTaBJIeHNsl yOIyT B obs1acTy mmdpoBaHys MHQPOPMAaIN, a TakkKe
HOpsIIKA IPOBeHNeHVsT paboT IO BBISBIEHUIO JIEKTPOHHBIX YCTPOVICTB
mepexBara MH(POPMaLVW B TEXHIIECKMX CPeNCTBaX ¥ IIOMEIIeHNsX Io-
CyapCcTBeHHBIX CTPYKTyp. OnHoBpeMeHHO derepaslbHOMY areHTCTBY
3TOVI CTaTbeVl JaHO IIPaBO OCYILIECTBIIATH JIMIIEH3MPOBaHWe YKa3aHHBIX
BUZIOB JESTeIbHOCTM ¥ CepPTUMUKALIMIO COOTBETCTBYIOIIVX TOBApOB U
yoryr. IlyakToM M) Tomt xe craTey 11 mamHOTO 3akoHa PemepasbHOMY
AreHTCTBY IIPEIOCTaBJIEHO IIPpaBO OCYHIECTBIIATD JIMIIEH3VIPOBaHNE 11 CeP-
TUPUKAINIO TeJIeKOMMYHMKAIVIOHHBIX CUCTEM Y KOMIUIEKCOB BBICIIIIX
OpraHoB rocyjgapcrseHHou Biactu Poccuiickon degepanym v 3aKpBITHIX
(3aIIMIIeHHPIX) C IOMOIIBIO IMMQPOBaJIBHBIX CPENCTB, CHUCTEM W KOM-
IUIEKCOB TeJIEKOMMYHVIKAIIMIL OPraHOB TOCYAapCTBEHHOV! BJIACTHU CyOBbeK-
ToB Poccurickonn @enepaniy, derepaabHBIX OPraHOB MCIIOTHUTEILHOM
BJIaCTW, a TaKXKe OpraHM3alluil, IIPedIIpusaTiii, 0aHKOB 1 MHBIX yUpeXK-
JeHVVI, pacoyIoKeHHBIX Ha TeppuTopuy Poccuii, He3aBuCMO OT MX Be-
IOMCTBEHHOV IIPMHAIIEXXHOCTH ¥ POPM COOCTBEHHOCTIA.
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INToytHOMOYMS TI0 JINIIEH3MPOBAHWIO [IeATeJIbHOCTY B 00s1acTu 3a-
IIMTBl MHMOpPMAINN, colepKallleyl CBeJleHNs], COCTaBJIAIoNe Tocyaap-
CTBEHHYIO TaViHy, a Takke I10 CepTUdUKAIIMM CPeICTB ee 3alllUThI IIpe-
noctasiieHsl PefepalbHOMY areHTCTBY 3akoHoM Poccutickoii @edepayuu om
21.07.93 «O eocyoapcmbennoii maiine» Ne 5485-1. Crarpst 20 aTOrO 3aKoHa
oIpenenvuia TOCyJapCTBEHHBIE OpTaHbl, OTBETCTBEHHBIE 3a 3allliTy Ta-
ko mHopmarum. CraTes 27 IIpeAmychiBaeT OCYIIeCTBIISATh JIOMYCK
HNPeIpVATAY, YIpeXIeHNiI 1 OpraHM3alui K paboTaM II0 CO3IaHMIO
CPe/CTB 3aIlUThI CeKPeTHOV MHMOPMAIMI M OKa3aHMIO YCIIYT 10 3alluTe
CBeJIeHWV, COCTaBJIAIONINX IOCYyIapCTBEHHYIO TallHy, IyTeM IIOJIydYeHVs
VIMM JIMLIEH3UV Ha JIaHHYIO JesTeslbHOCTb. CTaThbs 28 ycTaHaBIMBaeT
00s3aTelIbHOCTh CepTUdUKAIINM TeXHWIECKMX CPeACTB, IIpeqHa3HavueH-
HBIX [IJI5 3aIlIAThI CEKPETHBIX CBeIleHNI, 11 OIIperesIsieT rocyJapcTBeHHbIe
OpraHbl, OTBETCTBEHHBIE 3a IIPOBeleHVe cepTudUKaIMM yKa3aHHBIX
cpenctB (PAIICH, Munmcrepcrso 06opoHsl, ['octexxomucens 1 MyHm-
cTepcTBO Oe30I1acHOCTH, IIpaBoIIpeeMHVKOM KoToporo siiisteTcss PCB).

Bo mcnostHenMe 3TMx 3aK0HOB B aBrycre 1993 r. IIpasuTenbcTBoM
Poccurickon @epepaliiy MPUHATO ClielMabHOe IIOCTaHOBJIeHNe, KOTO-
poe IOJTHOCTBIO OITpefiesIsieT HOPSAAOK CO3IaHVs U VCIIONIb30BaHMs KPUII-
Torpadrdeckux (I POBaIbHEIX) CPENCTB, IIpelHa3HauYeHHBIX IS 3a-
HIIMTBl MHMOpPMAINK, cofepXallell CBefleHNs], COCTaBIIAIoNe Tocyaap-
CTBEHHYIO TaViHy, HadlHasg OT CTaJui ITOATOTOBKM TeXHWYeCKOro 3aia-
HVsI Ha IpoOBefieHVe Hay4dHO-VCCIIeIOBaTeIbCKIX PaboT 10 cepuiHOro
MPOM3BONCTBA M YCTAHOBKM IMVPPOBAIGHON TEXHVKW B CJIOKHEIE 3a-
KPBITHIe (3alLlUIIeHHBIE) CYCTEMBI 1 KOMIUTEKCHI 00pabOTKM, XpaHeHVs 1
repenadv MHAQOPMAaIIL.

Kpome Toro, B COOTBETCTBUI C YIIOMSHYTBIMM 3aKOHAMM, a TaKxkKe
Ha ocHoBaHMM 3axona Poccutickoi @edepayuu om 10.06.93 «O cepmucpuxa-
YU npooyKyuU U ycaye»

Ne 5151-1 ®ATICHU 15 Hosabopsa 1993 e. 3aperucrpuposasio B I'occran-
mapte Poccym «Cucmemy cepmugpukayuu cpedcm8 kpunmoepagpuyeckoi sauyu-
mul ungpopmayuu» POCC.RU.0001.030001. [JaHHBIT AOKyMEHT OIpemesTl
OpraHW3alVIOHHYIO CTPYKTYPY CHCTeMbI cepTudMKaIMy IMpOoBaIbHBIX
cpercts @ATICY], a TakKe yCTaHOBIII OCHOBHBIE ITpaByUIa IIPOBEIeHIIs cep-
THUVKAIMOHHBIX WCCIEIOBAHUI ¥ VICOBITAHWI  KPVITTOTpadyaecKmx
CPeJICTB 3alUTEL MHAOPMAIIM 1 3aKPBITBIX C VX IIOMOIIIBIO CHCTEM U KOM-
IUIEKCOB 00PabOTKM, XpaHeHs V1 Ilepefayun MH(POPMaIIL.

B mauane 1994 r. ITpesunenTtom u IlpaBuTerscTBOM OBUT IPWHST
MaKeT HOPMaTMBHBIX aKTOB, OIIpeleIVBIINX IIOPSIOK MMIIOpTa M 3KC-
HopTa MM@POBaJIbHBIX CPEICTB ¥ HOPpMATMBHO-TEXHITIECKOV JOKYMeH-
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Taluy K HuM Ha Teppurtopum Poccurickont Penepanym. Bo-iepBeix - 3T0
pacnopsxenue Ipesudenma Poccuu om 11 ¢pebpara 1994 2. Ne 74-I1 «O xoH-
mpose 3a akcnopmom us Poccuiickoii @edepayuu omoesvtvix 61006 coipbs, ma-
mepuaso8, 0bopyooBarus, mMexHoA0Ull U HAYHHO-TNEXHUHECKOT UHPOPMAYUL,
Komopsle Mo2ym 0bimb NpUMeHeHb NP co30anu 600pyxenus u 60eHHON mex-
Huku». JJaHHBIM pacTIOpsDKeHMeM yTBepK[eH COOTBeTCTBYIOIINI Iiepe-
YeHb, B KOTOPOM, B YaCTHOCTV, yKa3bIBae€TCs, 4YTO allllapaTypa, Y3JIbl,
KOMIIOHEHTHI, IIporpaMMHOe obecIiedeHye ¥ TeXHOJIOTVIS IIPOM3BOACTBa,
CrlenyaabHO paspaboTaHHBIE WV MOAMMUIIMPOBaHHBIE IS VICTIONB30-
BaHMS B KpunTorpadpuyi WIVM BbIIOJHEHWS KPUIITOAHAINTIYIECKIIX
yHKIIMI, TIOJIeXaT 3KCIIOPTHOMY KOHTpOIo. Bo-BTOphIX, - nocmanob-
serue TpaBumeavcmba om 15.04.94 Ne 331 «O Bneceruu donoaHeHut u usme-
Henuil 6 nocmanobaenus IpaBumeavcmBa Poccutickotr @edepayuu om 06.11.92
Ne 854 «O auyensupobanuu u komupobanuu sxcnopma u umnopma mobapol
(pabom, ycaye) na meppumopuu Poccuiickoi @edepayuu» u om 10.12.92 Ne
959 «O nocmabxax npodykyuu u omxodo8 npousbodcmba, c6obooHas peasusa-
Yus KOmopwix sanpewjena». VI, HaKOHeIl, B-TPeTBUX — HOCMAHOBAeHUE Om
01.07.94 Ne 758 «O mepax no cobepuiercmboBanuio eocyoapcmbennozo peeyau-
poBanus sxcnopma moBapob u ycaye». 31 okmabps 1996 e. 3TOT NepeyeHb
Obu1 momonHeH nocmanobaenuem Ilpabumesvcmba N 1299, KOTOpBIM yT-
BepxaeHo Ilonoxenne «O mopsyke JIMIIEH3MpPOBaHWS 3KCIIOPTa U VM-
ropTa ToBapos (padort, yciyr) B Poccurickon Pemeparivm».
INlepeuniciieHHbIe TOKYMEHTBI YCTAaHOBWIM B TOM UVICTIe, YTO BBO3 U
BBIBO3 CPENCTB KpumTorpadmdeckoy 3ammTsel MHQopMatmm (mmdpo-
BaJIGHOVI TEXHVKM) VI HOPMAaTVBHO-TEXHNYECKOVI JOKyMeHTally K Hell B
CTpaHe MOXET OCYIIeCTBIIAThCS MCKIIIOUMTESTbHOHa OCHOBAaHMV JIMIIeH-
3 MuHMCcTepcTBa BHEITHMX 3KOHOMMUeckux cBsizert Poccuiickon Pe-
Hepanuy, BblaBaeMort Ha ocHopaHum perieHnst PAIICH o seimave jm-
neHsum. Kpome Toro, maHHbIe TOKyMEHTEI OIIpeIesIvuIv OOt OPIoK
BBIIAYV SKCIIOPTHEIX JIMIIEH3UI Ha IM@poBaIbHBIE CPeICTBa, HaIIpaB-
JIGHHBIVI Ha IpefoTBpallleHle YTeUKM CeKPEeTHBIX CBeOeHUN U TeXHOJIO-
TWVI TPV BBIBO3€ M3 CTPAaHBI CPeZICTB 3alMThl MH(OpMAaITNIA.
IIpenocrasnennsle denepabHOMY areHTCTBY 3akoHamm «O de-
HdepabHBIX OpTaHax IIPaBUTEILCTBEHHON CBsI3M M MHpopMalum» 1 «O
roCyJlapCTBEHHOVI TaviHe» IIpaBa II0 OIpeJiesIeHNIO IIOpsIKa OCyIIecTB-
JIeHVISL Y JIVILEH3MPOBaHMIO JIeATe/IbHOCTY B 00JIacTy 3aIuUThl MHMOpMa-
LMV HallUIV CBOe oTpakeHue B «[losoxeHuu o eocyoapcmbeHHom AuyeH3upo-
Banuu deameavrHocmu 6 06aacmu 3auumsl UHGOpMAYUL», KOmMopoe Ymbepxkde-
Ho 27 anpeas 1994 e. coBmecmubim peureruem Ne 10 QATICH u T'ocmexxomuc-
cuu Poccuu, pasrpanmauBimMM cepbl KOMIIETEHLIVV ABYX 3TUX BEJOMCTB
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VI ONpeNeVBIINM MeXaHV3M IIPaKTMYecKOIo JIVIIeH3VPOBaHNs, HeViCT-
BYIOIIIVVI II0 HACTOSIIIIee BpeMs.

Obs3aresibHOE TOCYyHapCTBEHHOE JIVIIEH3VIPOBaHMe AesiTeIbHOCTI
B obracTy 3ammTel MHQPOPMaIUy KpUITOrpaddecKMy MeTOIaMu, a
TaKke B OOJIaCTV BBIABJIEHWMS 3JIeKTPOHHBIX YCTPOVICTB IlepexBaTa WH-
dopmMaIy B TEXHITIECKX CPeICTBax ¥ IIOMEIIeHVISIX TOCydapCTBeHHBIX
CTPYKTYP BBemeHO nocmarobaenuem ITpabumesvcmba om 24.12.94 Ne 1418
«O auyensupoBanuu omoessHvix 6udo6 desmesvHocmu». JJaHHOe IIOCTAHOB-
JIeHVe pacIpoCTpaHsAeT MexaHW3M 0Osg3aTeIbHOrO JIMIIEH3VIPOBaHMS Ha
BCe BUIBI AeSTeJIbHOCTM B 00JIacTV KPUITOrpadWdecKoy 3aIluThl WH-
dopmarm, He3aBUCHMO OT ee XapaKTepa M CTeIleHM CeKpeTHOCTW, Ha
BCe CyOBeKTEI 3TOVI AesTeTIbHOCTY, He3aBUCHMO OT VX OpraHM3allVIOHHO-
MpaBoBOVI POPMBI, BKITIOYAast ¥ PU3MIECKVIX JINII,

HoBeiM 111aTOM B [I€JIe IIpaBOBOTO OOecIIeueHMs AesSTeIbHOCTY B
obracTy 3ammTsl MHQOpPMan sBvwiochk npuHaTHe Penepambabm Coo-
parvieM Poccun @edepansvoeo 3axona «O0 ungopmayuu, uHgopMamusayuu
u sauume ungpopmayuu» om 20.02.95 Ne 24-D3. [JaHHBII 3aKOH BIIepBbIE
oduIMasbHO BBOOWUT MOHSATHE «KOH(PVIOEHIVAIBHOV MHMOPMAaII»,
KOTOpasi paccMaTpuBaeTcs KaK JOKYMeHTUpoBaHHas MHPOpMaIyis, Joc-
Tyl K KOTOPOVI OTPaHWYMBAETCS B COOTBETCTBUN C 3aKOHOMATEILCTBOM
Poccuiickont @emeparniviv, 11 ycTaHaBIMBaeT OOIMe IIpaBOBbIe TpeboBa-
HVS K OpraHmM3alliy 3alIUThl TaKoy MHMOpMAaIMM B IIpolecce ee oOpa-
OOTKM, XpaHeHWS M OUPKY/LIINUM B TeXHWUYECKMX YCTPOWCTBaX WM WH-
popMaIMOHHBIX U TeJIeKOMMYHVKAIIMOHHBIX CHICTeMax ¥ KOMIUIEKCax 7
opraHM3alny KOHTPOJISL 3a OCYIIeCTB/IEHVEM MepOIPVISITUI IO 3alliTe
KOHWIeHITMaIbHON MHpopManym. IIpu 3ToM cileflyeT IIOgYepKHYTH,
9TO 3aKOH He pasfesieT TOCyIapCTBeHHYIO ¥ YacTHYIO MHEAOPMAIIVIO
KaK OOBEKT 3aIUTHI B TOM CJIydae, eCJIVi JOCTYII K HeVl OrpaHMIVIBA€TCS.

Kpome Toro, 3akoH olpenernsieT Ha IOCyHapCTBEeHHO-IIPaBOBOM
YPOBHE 3JIEKTPOHHYIO NU(POBYIO IOMINCh KaK CPeCTBO 3aIllUThI MH-
dopMarMy OT HecaHKUVOHMPOBAHHOTO MCKaKEHVIs, ITOIMeHBbI (MMWUTO-
3allUTHI) ¥ IIONTBEPKIeHVs MOIJIMHHOCTM OTIIpaBUTeIs M HOJTydaTelis
vHopManun (ayTeHTHdUKaMM cTOpoH). B coorBercTBUM cO cT. 5
«IopUAMYecKas cvla JOKYMeHTa, XpaHUMOro, 0OpabaTbIBaeMOro 1 Ilepe-
FlaBaeMOTO C ITOMOIIBIO aBTOMATU3VMPOBAaHHBIX MH(POPMaIIMOHHEIX W Te-
JIEKOMMYHVIKALIIOHHBIX CVICTEM, MOXKET IIOATBEP)KIATBCS 3JIeKTPOHHO
mppOBOTT IOAIMCHIO». [Ipym 3TOM «fopuaMdecKasl cwiIa 3JIeKTPOHHOV
1M POBOV IOAIVICY NPU3HAETCS PV HAJIMYMM B aBTOMaTM3MPOBaHHON
cricTeMe IIPOrPaMMHO-TEXHWYECKVX CPeNCTB, OOecCIeuMBaIonInX WMiaeH-
TUUKAIMIO TIOAINCH, ¥ COOJIOAEHMM YCTAaHOBJIEHHOIO PeXnMa WX

250



JIuyensupobanue u cepmugpuxayus 6 obaracmu sauumot uHGopmayuu

VICIIOJIb30BaHMS». [lajlee 3aKOH pacKpbIBaeT TpeOOBaHWS, IIpeTbsBIlsie-
Mble K CIeHNMaIVM3VPOBaHHBIM IIPOrPaMMHO-TEXHWYECKUM CpelcTBaM,
peayv3yIommM 3JIeKTPOHHYIO LM(MPOBYIO IIOOIVCh, VI IOPSIOKY WX VC-
IIOJIb30BaHNMA B MH(OPMAIVIOHHO-TeJIeKOMMYHVKAIIVIOHHEIX CHCTEMaX.

Taxk, cT. 19 3axoHa «O0 MHMOpManyM, MHPOPMaTHU3aALIN U 3allV-
Te wHPOpMaIMIM» YCTaHaAB/IVBAaeT OOA3aTeIbHOCTh CepTUQUKAIINM
cpenictB 00pabOTKM M 3aIIUTBl JOKYMEHTVPOBAHHOV MHMOpMAIum
OTpaHMYeHHBIM JOCTYIIOM, IIpeIHa3HauYeHHBIX I 00CIyXMBaHMS Tpa-
KIAH ¥ OpraHM3amuil, a Takke 00s3aTesIbHOCTD IIOJIyYeHNs JIVIIEH3U
IUIsL OpTaHM3alNYL, OCYIIECTBIIIONINX IPOeKTUPOBaHe ¥ IIPOM3BOACTBO
CPeICTB 3aIUThI MTHAOPMAaIIVL.

CraTps 20 ompeferiseT OCHOBHBIE IeJIM 3aIllUTHI MHQOpPMarmmi. B
COOTBETCTBUM C 3TOVI CTaThell TaKOBBIMM, B YaCTHOCTH, SIBJISIOTCS: IIpe-
HOOTBpallleHVe YTeUKM, XWUIIeHUs, YTpaThl, VCKaKeHs Y ITOIIeIIKV VH-
dopmarivy; IIpeIoTBpalieHye yrpo3 6e30IacHOCT JIMIHOCTH, 00IIIecTsa
VI TOCYyAapCTBa; MpeIoTBpallieHrie HeCAaHKIMOHVPOBAHHBIX HeVICTBUI T10
YHUYTOXEHMIO, MOAVIPVIKAIINY, MCKaXKeHWIO, KOIIMPOBaHUIO, OJIOKMpPO-
BaHMIO MHQOPMAaIIMIL 3aIyTa KOHCTUTYLIMOHHEIX IIpaB IpakIaH Ha Co-
XpaHeHVe JIMIHOVI TavHbl ¥ KOH(UAEHITNAIFHOCTI IIepCOHAJIBHBIX CBe-
IOeHUVI; COXpaHeHVe TOCyIapCTBEeHHOV TarHBEI ¥ KOH(PMIeHIVaTbHOCTI
VHPOPMALTUN.

ITyskT 3 cT. 21 BO3/IaraeT KOHTPOJIb 3a COOTIOmeHIeM TpeOOBaHIN
K 3amuTe MHQpOPMAaLMY, 3a 3KCIDIyaTalyell CIelyaIbHbIX CPeICTB 3a-
ITUTHL MHQOPMaI, a TakkKe obecriedeHne OpraHM3allMOHHBIX Mep 3a-
IIUTBL MHPOPMAIMOHHBIX CUCTEM, O0pabaThBAOMIVIX MHAOPMAITHIIO C
OrpaHIMYeHHBIM IOCTYIIOM, B HETOCYHapCTBEHHBIX CTPYKTypax Ha opra-
HBI TOCYTaPCTBEHHO BJIACTH.

Ouenp BakHa CT. 22, KOTOpasl OoIpenertseT IpaBa M OOSI3aHHOCTU
CcyOBeKTOB B 00J1acTV 3aImUThl MHMOpMaIiu. B gactHOCTY, 1. 2 11 5 00s1-
3bIBAIOT Bilaslesiblla MHMOPMAIIMOHHON CHCTeMBI o0ecriednBaTh HeoOXo-
AVIMBIVI YPOBEHb 3allUThl KOH(MWUIeHIVAIbHOV MHAOpMAaIN U OIIOBe-
IIaTh COOCTBEHHVIKOB MH(OPMAIIMOHHBIX pecypcoB O dpaKTax Hapylie-
HVSL peXVMa 3aIuThl HQopMatym. [TyHKTOM 3 pUCK, CBSI3aHHBIV C VIC-
MIOJTb30BaHMEM HecepTUUIIMPOBaHHBIX MHMOPMAIVIOHHBIX CUCTEM U
CpencTB Mx oOecriedeHNs VI 3aIINTHL, BO3JIaraeTcs Ha cOOCTBeHHMKA (B/Ia-
Herblia) CUCTEM W CpencTB. PWCK, CBS3aHHBIV C VACIIOIB30BaHWMEM WH-
dpopmarimm, TIOITy4eHHOM M3 TaKMX CUCTeM, OTHOCUTCS Ha HOTpebuTerst
vHpopmarn. ITyHKT 4 ycraHaB/IMBaeT IpaBO COOCTBEHHMKA HOKYMeH-
TOB WIM MHMOPMAIIMOHHON CHUCTeMBI OOpamiaThcsi B OpraHW3aluwy,
OCYIIEeCTBIIAIONTE CepTUMUKAIINIO CPENICTB 3aIliUThl TaKUX CUCTeM, IS
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MpOBeMIeHVs aHaIM3a JOCTAaTOYHOCTV MepP 3alllUTEL €r0 PeCcypcoB U CHC-
TeM U II0JTyYEHVIs] KOHCyJ’ILTaL[VIVI.

Cratps 23 3akoHa «O0 mHOpMaty, MHEPOPMATHU3AIIAN U 3alIM-
Te MHQOpPMAaIMI» TIOCBSAIIeHa 3allliTe IIpaB CyOBeKTOB B cpepe MHPOP-
MaIlMOHHBIX ITpolteccoB m mH@opMaTusaimm. CTaThsl ycTaHaB/IVBaeT,
YTO 3allliTa IIpaB CyOBEKTOB B HAHHOW cdepe OCYIIEeCTBIIIETCS CYHOoM,
apOUTPaXHBIM CYIOM W TPETeVICKMMI CyZaMy, KOTOpble MOTYT CO3/a-
BaThCs Ha IIOCTOSIHHOV VIV BpeMEeHHOVI OCHOBE.

IMopmmcannsmt 3 anpensa 1995 r. Vkasz [Ipesudenma Poccuiickoi
@edepayuu Ne 334 «O mepax no cobaiodenuto 3axonHocmu 6 obaacmu pas-
pabomku, npousbodcmba, peasusayuu u SKCHAYAMAYUU WUDPOBALbHLIX
cpedcmb, a makxe npedocmabaenua ycaye 8 obaacmu wugpobanua ungop-
Mayuu» 3ampelraer JI0OyI0 AesTeIbHOCTD, CBSI3aHHYIO C pa3paboTKow,
MPOM3BOACTBOM, peau3aumert ¥ 3KCIDTyaTamyer ¢ poBaIbHBIX
CpencTBs, IpemocTaBIeHneM yciayr B obsmacTtu mmidposaHms MHPOP-
Manumy, 6e3 munensuu PAIICHU. IlyHkTe 2, 3 HaHHOTO TOKYMeHTa
yCTaHaBIMBAIOT 00s3aTe/IbHOE WCIIOJIb30BaHMe VCKIIIOUUTESIbHO cep-
TUGUITMPOBAHHEIX CPEJICTB 3allUTEI MH(POPMAIUM BO BCeX Trocyjap-
CTBEHHBIX CTPYKTypaX, B TOM 4NCJIe M B TOCyJapCTBEHHBIX OaHKax
Poccurickont Penepanyy, Ha IpeAlIpusATHAX, paboTaromMX II0 rocy-
HapCTBEHHOMY 3aKa3y, a TakKe Ha IPeOIpuaTUsSX M B OpraHM3alysixX
npu X MHPOPMAIIMOHHOM B3aMMOLeNCTBIM ¢ LleHTpanpHbIM OaHKOM
Poccumt M ero CTpyKTypHBIMU IIOmpaspgesleHusMu. TakuM oOpasow,
00s13aTeJIBHOCTD CepTUdUKALINI PACIIPOCTPAHSIETCS Tellepb He TOIBKO
Ha CpejCTBa 3allUThl MHQOPMAIMUM, COfepXalleil CBefeHns, cOCTaB-
JIAIONIVie TOCYAapCTBeHHYIO TaliHy, HO M Ha CpeJICTBa 3allluThl JIF000
rocyJapCTBeHHO 3HauMMOV MHQOpMaIMM He3aBUCUMO OT Ipuda ee
cexpetHOoCcTH. Kpome Toro, Ykas dopmupyer MexaHmsM peanmsalium
IepedlCIIeHHbIX BBIIIe 3aKOHOMATeJIbHBIX aKTOB, BO3jlarasi OTBETCT-
BeHHOCTb 3a ux BeImosiHeHmMe Ha PAIICH, a Takke IIpaBOOXpaHMU-
TeJIbHbIE, TaMOXX€HHBIE V1 HAaJIOTOBbIE OPTraHbl CTPaHBbI.

B Teuenme nepsovt nonosuHbl 1995 r. IlpaBuTensctBoM Poccumit-
ckon PDefepalyyt BO MCIIOJIHeHMe 3aKoHa «O rocyapcTBEHHOV TaviHe»
npunamvt nocmanobaerue om 15 anpeas 1995 e. Ne 333 «O auyensupobanuu
OeAmeAbHOCIU NPeONpUAMULL, YUPeKOeHUTl U OpeaHusayutl no npobedeHuio
pabom, cBasannbix ¢ ucnoav3oBanuem cBedenutl, cocmabasiouux eocyoapcmben-
HYI0 MAiiny, co30aHuem cpedcmb 3auums. UHGPOPMAYUY, 4 MAKKe C ocYyujechb-
AeHueM meponpusmutl u (UAu) okasanuem ycaye no saujume 20cyoapcmbentoi
matiHe» U nocmanobaenue om 26.06.95 Ne 608 «O cepmudgpuxayuu cpedcmé
3AUUNBL UHPOPMAYULL».
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Yka3zaHHbBIe HOCTaHOBJIEHUS (POPMUPYIOT MeXaHWM3M ITOJTyUeHMs
OpennpuATUsIMA ¥ OpraHM3alVsMY, He3aBUCUMO OT MX OpraHM3allViOH-
HO-IIPaBOBOVI (DOPMBI, JIMIIEH3UV Ha IIPaBO OCYIIEeCTBIIEHNS JII000TI fAesi-
TeJIbHOCTY, CBS3aHHOM C MHGOpMaIlVer, COCTaB/IsAIoNIer TocyaapCTBeH-
HYIO TavHy, a Takke OOIINII HOPAHOK cepTUdUKaIINM CPeACTB 3aIlINThI,
NpeqHa3HauYeHHBIX AU 3allUThl CeKpeTHOV MHopManym. B gacTHOCTH,
. 2 ITomoxxeHwus:, yTBepXIeHHOro rocraHosleHreM Ne 333, ycraHaBiu-
BaeT OpTraHbl, YIIOJIHOMOYEHHbBIE Ha BefleHVe JINIIEH3OHHON AesTeJTbHO-
CTW, CBSI3aHHOVI C IIpOBelleHneM paboT co CBeIeHMAMM, COCTaBIIAIOIIIMM
rocyjapcTBeHHyIo TaviHy. TakoBbimm ssirsorcss PenepasbHasg cryxba
OesorracHOCTM Poccum m ee TeppurtopuaneHble oprasbl, PATICH, T'oc-
Texxomuccyst v City>xOa BHeIITHeV pa3BeIKN. 1eM >ke IIyHKTOM OITpefe-
JISTFOTCS TIOJTHOMOUMSI [IEPEUVCIIEHHBIX BeJOMCTB!

e  BBIAYaA JIVIIEH3UV IIO JOIYCKY HPedIpUSTUI M OpTaHM3alnii K
IpOBeEeHNIO PaboT, CBSA3aHHBIX C WCIIOJIb30BAHMEM CEKPETHBIX CBelle-
HUM1, Ha Teppuropum Poccurickont Penepalinm Bos3jiaraeTcsi Ha OpraHbl
®CB, a 3a rpanuten - CBP Poccuis;

e BBIAYa JIMIIEH3MI Ha IIpaBO CO3[aHWMS CPeACTB 3allliTHI MHQOP-
Marium Bosiaraercs Ha I'ocrexxommccrio 1 GATICH;

e BBJIaYa JIMIIEH3VMI Ha IIpaBO OCYILIECTBIEHNS MepOIpUSTUN
(VW) oKasaHMSA YCIyr B oOiacTy 3aIuTBl FOCyJapCTBEHHOVI TaviHBI
Bo3staraercst Ha @CB n ee TeppuropuanbHble opraHsl, ['ocTexxoMmccio,
DATICN n CBP.

ITocranositenue ot 15.04.95 Ne 333 ycTaHaB/IMBaeT, YTO JIMIIEH3MS
Ha IIpaBo IeATeJIBHOCTY II0 IIPOBENEHNIO paboT, CBSI3aHHBIX C VCIIOIB30-
BaHVeEM CBe[IeHNI, COCTABJIAIONINX TOCyIapCTBEHHYIO TallHy, C CO3IaH-
€M CpPeICTB 3aIlUThl MHPOPMAIIMY 1 OKa3aHMeM yCOIyT IO 3allluTe rocy-
IapCTBEHHOV TaVviHbl, MOXXET OBITh BbIIaHa IIPENIPUSTUIO VIV OpraHu-
3ammL, He3aBVICHMO OT POPMBI ero COOCTBEHHOCTH, VICKITIOUMUTEIPHO Ha
OCHOBaHWW Pe3yJIbTaTOB CIEIMaIbHON 3KCIIePTM3HL 3asBUTEN, B XOfe
KOTOpOV Oy[ieT YCTaHOBJIEHO HaIM4dMe Ha JTaHHOM IIPENIIPVSTUM BCeX
HeOOXOIVIMBIX YCIIOBUWI IS COXpaHEHWM:s IOBEPEHHBIX €My CeKpPEeTHBIX
CBEIIEHUVI, VI TOCYJapPCTBEHHOV aTTeCTallV X PYKOBOAMTEIEN, OTBETCT-
BEHHBIX 3a 3all[UTy CBeIEeHNI, COCTaBJIAIOIINX FOCyJaPCTBEHHYIO TalIHYy.

ITocranositerme ot 26 vror:s 1995 r. Ne 608 ycraHapimBaeT oOrie
IPVHIITEL OPTaHM3AIUY CUCTEM CepTMMOMKAIINI CPeNCTB 3alllThl MH-
dopmarm, comepkalieri CBefeHNs, COCTaBJIAIOLINE TOCYAapCTBEHHYIO
TavHy, BceMm BemoMcTBaMu Poccurickont Pepeparyy, HaeleHHBIMU
3aKOHOM IIPaBOM ITPOBOANTH ITOHo0OHYyIo cepTndmKarmio. Crateu [lomo-
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JKEHMS OIIPENEISIOT YYaCTHVKOB CUCTEMBI cepTUMKAIIUM CPeNCTB 3a-
ITUTHL MH(OPMAIINWY, VX IIpaBa 1 00S3aHHOCTH; CXeMBI IIPOBeIeHIs cep-
TUMUKAIIMOHHBIX MCIBITAaHWI; ITOPSOK BbIJA4M, IIPVIOCTAHOBIIEHNS W
aHHYJIMPOBAHUS CePTUMNKATOB; IOPSIOK OIUIATHI YCIYT II0 cepTudu-
KaIlny, KOHTPOJISI 3a KaUeCTBOM CepTUMUIIMPOBAaHHBIX M3EIINV, a TaKxKe
OTBETCTBEHHOCTb CTOPOH 3a BBIITOJTHEHVIE VIMV CBOVIX 00513aTe/IbCTB B CYIC-
TeMe cepTudmkanm. Kpome Toro, manasmM [TortoxxeHneM K cpencrBam
3aIIMThl MHQOPMALIUY OTHECEHBI VI CPefiCTBa KOHTPOIII 3 eKTUBHOCTHI
3amyTel MHQOPMAIINNL

IMpuaarem I'ocynapcerernnon [Jymont Pedepasvrbiti 3axon «O6 yua-
cmuy 6 MexoyHapoOHom ungopmayuonHom obmene» om 5 utona 1996 e. N 85-
@3 ompenernseT HeOOXOIVMOCTD cepTUdUKAIIUM CPENICTB MeXITyHapOLI-
HOTo MH(OPMAIIMOHHOTO OOMeHa M HeoOXOAMMOCTD JIMIIEH3UPOBAHIL
HesATeJIbHOCTY B 00J1acTM MeXIyHapOIHOro MH(OPMAIIMOHHOTO OOMeHa
pu pabote ¢ KOHPUIEHIIMAILHON MHMOpMaIyent. 3aKOH IIpeioCTaBIIs-
er @ATICHU npaBo yuacTBOBaTh B OIlpefielIeHUN IlepedHelt JOKyMeHT-
poBaHHOV MHMOpMamyy, BEIBO3 KoTOpoi 13 Poccuiickont Pemepartnm, 1
VIHOCTPAaHHBIX MH(OPMAIIMOHHBIX IIPOLYKTOB, BBO3 KOTOPEIX B Poccuii-
cxyro Denepanyiio, orpaHYeH, OIPeNesIaTh MOPIOK JINIIEH3UPOBAHMIL
HesATeJIbHOCTY B 00J1acTM MeXIyHapOIHOro MH(OPMAIIMOHHOTO OOMeHa
pu paboTe ¢ KOHPUIEHINAIBHOV MHPOPMAaIVIel, a TaKKe OIlpeneIsaTh
HOPSIOK CepTHVIKALINI CPENCTB I aTTECTOBAHVIS CUICTEM MeXXIyHapozl-
HOT0 MH@OPMAIIMOHHOTO 0OMeHa.

IlepeuncriieHHble HOpMaTMBHBIE aKThI OIIpeHeSIVUIN TTOJTHOMOYNIS
v xomrrereHio MAIICH B cdepe rmmiieH3MpOBaHMSA HAESTETHEHOCTM B
o0r1acTy 3aITEL 1 cepTUMMKAIINYL CPEACTB 3aIlIUTHL MHMOPMAaIINIL.

JTvrensuposanmio PegepaIbHEIM areHTCTBOM B COOTBETCTBUN C €T0
KOMIIETEHIIMeN IIOMJIEXKUT AesITeIbHOCTD 110 CTIEyIOIIVIM HallpaBJIeHVIIM:

e  CoO3[IaHMe CPeICTB 3alllUThl MHPOpMaLm;

e  OCyIIecCTBJIEHVe MEPOIPWATUI ¥ OKa3aHMe YCIyT IO 3alluTe To-
CyaapCTBEHHOVI TaViHbI;

®  JIeSTeNIbHOCTD, CBSI3aHHAS C V(P POBAILHBIMI CPEICTBAML;

e IpefocTaB/IeHMe YCIyT B oOacTy M poBaHs MHGOpMaLy;

e  BBIIBJIEHNME TeXHWYECKMX YCTPOVICTB CKPBITOIO CheMa MH@OpMa-
LWV, 3J1eKTPOHHEBIX 3aKJIaIHBIX YCTPOVICTB ¥ MPOTrpaMMHBIX 3aKjIa/IoK B
TeXHUYeCcKMX CpeflCTBax M IIOMeIIeHIsIX TOCyJapCTBeHHBIX CTPYKTYP;

e Co3[aHMe CYUCTeM U KOMIUIEKCOB TeJIeKOMMYHMKAIIVI OpTaHoB I'o-
cymapcTseHHoW Biact Poccnickont depepanyn;

e co3aHMe 3aKPBITHIX (3AIIMINEHHBIX) C VCIIOIb30BaHEM IIQPo-
BaJIBHBIX CPEACTB CUCTEM VI KOMIUIEKCOB TeJIeKOMMYHVIKAIINTL;
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e CO3aHMe U peayM3alvisd CPeCTB BbIABJIEHUS TeXHUUeCKUX YCT-
POVICTB CKPBITOTO CheMa MHGOpMaIuy, JIeKTPOHHBIX 3aKJIaJHBIX yCT-
POVICTB ¥ IPOrPaMMHBIX 3aKJTaIIOK.

YKazaHHBIe HaIlpaBjIeHNMs BKJIIOYAIOT OIIpeleleHHOe MHOXXECTBO
OTHEJIPHBIX BUIOB IESATEJIPHOCTY, K KOTOPBIM OTHOCSTCS: pa3paboTka,
HPOW3BOJICTBO, peaymsanys (Iporaxa), SKCIUTyaTalys, MOHTaX, ycCTa-
HOBKa (MHCT/IAINS), HATaAKa, CepTU(VUKAIIMOHHBIE VICIIBITAHWS, BBO3 B
CTpaHy, BBIBO3 13 CTPAHBI U AP.

Ceprudnkarnmm PefepabHBIM areHTCTBOM B COOTBETCTBUM C €r0
KOMITETEHIIVeVI TTOjIeXKaT:

e cpenctBa (cUCTEMBI, KOMIUIEKCHI) KPUITOTpadmMiecKol 3alyThl
vHpOpMaI;

e CpenAcCTBa BBIABIIEHMS 3aKJIaHBIX YCTPOVICTB W IIPOTPaMMHBIX 3a-
KJIaJI0K;

®  3aIMINeHHbIe TeXHNYecKe CpeacTBa 00paboTkm MHMOopManmy;

e 3aKpbITHIe (3aIMINeHHble) MHQPOPMAIMOHHbIE CUCTeMBEI U KOM-
IUIEKCHI TeJIeKOMMYHVIKAIIVITL.

B cBoeit pedreslbHOCTM IO JIMLIEH3MPOBAHWIO W cepTUdUKaIum
OATICH pyKOBOACTBYETCS TIOTIOXKeHVISIMY yKa3aHHBIX BBIIIe HOPMaTWB-
HBIX aKTOB M CTPOTO IIPUJIEP KVMBAeTCs VICIIOJIHEHWUs ITpeoCTaBIeHHbIX
eMy IpaBa Vi ITOJTHOMOYWIA

7.2. NMpaBuna (pyHKLMOHUPOBAHUSA
CUCTEMbI JIMLIEH3UPOBaHUA

PaccMoTpyM mipaBwiia TocTpoeHMs ¥ (PyHKIIMOHMPOBAHNS CHCTe-
Mbl miersuposadus @AIICH, BeITekarolliye 13 IPMBEOEHHBIX BBIIIE
HOPMaTMBHBIX aKTOB VI OCHOBaHHEBIE Ha ITpaBaX ¥ IIOJITHOMOYWSIX, ITpefoc-
TaBJIeHHBIX MV PelepaIbHOMY areHTCTBY.

1. JIuyensupoBarnue 8 obaacmu sauums. ungopmayuu abasemcs 00s3a-
TMeABHBIM.

[aHHOe HpaBWIO yCTaHaB/IVIBAET, UTO I 3aHATHS HesTelIbHO-
CTBIO B 00JIacTy 3aIImUThl MHMOPMAaIMM HeoOXOAVMO IIoJIyUeHVe IpaBa
Ha ee ocymiecTsiieHne. [IpudeM pacmipocTpansieTca 310 TpeOoBaHVE Ha
Bce Oe3 MCK/IIOUeHNs HallpaB/IeHVIs ¥ OTHeJIbHBIE BUBL HesITeIIbHOCTIA

2. Heameavhocms 8 obaacmu 3aujumsl uHgoOpMayuu usuueckux u
10pUOUHeCKUX AUY, He NPOuLeOUUX AUYeH3upoBatie, 3anpeujeHa.
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VI3 comepKaHMs DaHHOIO IIpaBwwla BBITEKAaeT, UTO CyOBeKThl, He IIo-
JIyIVMBIIVE IIPpaBO Ha OCYIIECTBIIEHVE [IeATeIbHOCTM B OOJIAcTM 3allyTh
vHGpOpMALIVM ¥ IPOJOJDKAOIIYIE e OCYIIIeCTBIIATh, HapyIllasi YCTAaHOB/IeH-
HBIVI TIOPSZIOK, 3aHMMAIOTCS TeEM CaMbIM IPOTMBOIIPABHOV [IeSTeJTBHOCTHIO.
B oTHOIIIEHVI TaKMX CyOBEKTOB MOI'YT OBITH IIPVIMEHEHBI CAHKIINY, ITPemy-
CMOTpeHHBIe AeVICTBYIOIIM [ paskIaHCK/M KOOEKCOM ¥ 3aKOHOMATeNIbCT-
BOM 00 aMVMHVCTPATUBHOV 1 YTOJIOBHOVI OTBETCTBEHHOCTL.

3. Jluyensuu GAIICHU u pewenus PAIICHU o Bvidaue auyeH3uy Ha npa-
6o ocywecmbaenus desmesvHocmu 6 00aacmu 3auUmsl UHGOPMAYUL, AULEH-
3upobanue komopoi omuocumcs k komnemenyuu Pedepasvrozo azenmcméa,
Bvidaromes, 6 ocHoBHOM, 1OPUOUMECKUM AUYAM — NPEONPUATNUAM, OPeaHUSAYU-
AM U YUPeKOeHUAM, He3a6UCUMO O UX OpeaHU3AYUOHHO-NPABoBOTL hopMbi.

[laHHOe HpaBWIoO JIVIIIb Ha MEePBBIN B3IVISA, YIIeMIIsieT MHTepeck
pvsMUecKknx JInIl, KOTOPBIM He IIPeIOCTaBJIAIOTCS IIpaBa Ha IIPOMBIII-
JIEHHY10, KOMMEePYECKYIO HesITeJIbHOCTD, CBSA3aHHYIO C MM POBaIbHBIMI
cpencTBaMy. BIIOYeHVe JAHHOIO IIOCTyJIaTa OOYCIIOBIIEHO psuoM dak-
TOpoB. Bo-TiepBEIX, pa3paboTka (IIpOM3BOACTBO, MOHTAX, HajlamKa W T.JI.)
M POBaIbHBIX CPENCTB TpedyeT ydacTisl BICOKOK/IACCHBIX CITeIMaIn-
CTOB pasHOro mnpodwia. Bo-BTopslx, TpeboBaHMSIM, IIpeIbIBIIIEMbIM
DATICH K 3agBuTemo, prsmdeckoe JIMIO yIOBIETBOPUTh He B COCTOS-
HUW. B-TpeThux, mis nposeneHns paboT B 3TOV 00JIaCTH HEOOXOHMMO
obecrieyeHyie BBITOJIHEHMS PEXVMHBIX TpeOOBaHMUII M (I O3HAKOMIIe-
HMsl, HallpyMep, ¢ HOpMaMyu TpeOoBaHMVI 1O 0e30ITacHOCTM) HasIndis
HOIIyCKa K CBeIEeHWSIM, COCTaBJIIIOLIMM TOCyJapCTBeHHYIO TanHy. JIn-
LIeH3UV BBIHAIOTCSI KOHKPETHBIM I0PUIMYECKVM JIVIIaM - HPeIIIpUSTISIM,
a He MMHICTEPCTBAM, BEIOMCTBAM WIM accolparisaM B IiesioM. Ecim
paspeliaemMasi B JIMIIEH3UW [OeATeJIbHOCTh He SBJIAeTCS I JIMIIeH3MaTa
OCHOBHOVI, TO B JIMIIEH3MM yKa3bIBaeTCsl CTPYKTYpPHOe IIofpasfiesieHue,
KOTOPOMY IIPeHOCTaBIIseTCs IIPAaBO OCYIIEeCTBIIEHVS YKa3aHHOIO B JIVI-
LIeH3UM BUJIA 1eATeJIbHOCTL.

4. JTuyensuu OAIICU u pewenus QAIICHU o vidaue auyensuu Bvi0a-
10MCs MOAbKO NpeOnpusmuam, sapeeucmpupobannviv Ha meppumopuu Poc-
cutickoi Pedepayuu.

5. Jluyensua @AIICH Bvidaemca moavko HA OCHOBAHUY pe3yasmanol cne-
YUAABHOTL SKCHepmu3sbl 3aa6umens Ha coombemcmbue mpebobanusM k npeonpu-
AMu0 Ha npabo desmesHocmu 6 004acmu 3au4UMbL UHGOPMAYUY 10 3ai61eHHOMY
Hanpabaenuto pabom U ammecmayuu pyxoBooumess NpeOnpUAMUL UAU AUY,
YNOAHOMOUEHHBIX UM 045 pyKoBo0cmBa AueH3upyemoi 0esmessHOCIbIO.

[laHHOe II0JIO)KeHVe yCTaHaB/IVBAaeT OTHY 13 OCHOBHBIX HOPM, OII-
pelesIomyX CyITHOCTHBIE VI HPOLeNypHble acIleKThl CUCTEMBI JIVIIeH-
suposarnst GATICH: mmireH3ms MOXeT OBITH BBIIAHA He KaKIOMY 3asiBU-
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TeJIIO, a TOJIBKO IIPEIIIPUSITIIO, O0JIafatoIeMy COOTBETCTBYIOIIIMMM BO3-
MOKHOCTSIMV, JOCTAaTOYHBIMM IIJIS OCYIIECTBJIEHWS 3asBJIEHHBIX BUIOB
nesitestbHOCTH. IIpoBepka BO3MOXXHOCTeV IPeAIIpUATIS OCYIIIeCTBIISeTC
B XOJl€e CITEHMaJIbHOV SKCIIEPTU3BI ITyTeM 3KCIIEPTHBIX OIIEHOK CIIeITaIv-
CTaMU CITeIaJIbHO co3aBaeMbIX Komuccnit. C JaHHBIMY TpeOOoBaHISIMU
3asIBUTEIIb MOXeT OBITh 03HaKoMITeH B JIvtiensmorHoM neHTpe DATICIL
Kpome Toro, 110 pesysipTaTaM CHeIVIaJIbHOV SKCIIEPTM3bI 3asBUTEIIS OIl-
PenerIIoTCs cocTaB M KOHKpeTHas (POpMYJIMPOBKa pa3peleHHBIX BUIOB
HesATeJIbHOCTY, a TaKXKe YCIIOBVISL MIX OCYIIeCTBIIeHWs. YToduHeHme op-
MYJIIPOBOK ISl Pa3/IYHBIX BUIOB IeATEJIBHOCTH W 3asBUTEIIEVl MOXET
OBITH IIPOBEIEHO C YYEeTOM CIIEIYIONINX PaKTOPOB:

*  YpOBHA KOH(PWIEHIVaTIBHOCTY 3alIMIIaeMoVt MHPOPMAaIIIL;

®  YPOBHS CEKPETHOCTM CBEIEHUI, VICIIOIb3yEeMBIX IIPV OCYIIIEeCTBIIe-
HUV 3agBIISIEMOTV eI TeIbHOCT;

*  TUIIA VICHIOJIb3YeMOTr0 KpUITOIpaddeckoro ajiropurMa;

e crrocoba TeXHUYIEeCKOV peasTn3aliiyt M3Ies;

*  YpOBHA KBaIndMKaIlNUM IepcoHasa;

e  HasHaYeHW V3IeVis, HaJI4us WIV OTCYTCTBUS cepTudMKaTa Ha

e  CTpaHBI - IPOM3BOAUTEIIS U3IEeIIVS;

e  KaTeropuu IOMEIEeHNII 1 TEXHUYIECKMX CPEJICTB.

6. Peuienue @AIICH o Bvidaue uyen3uu 0demcs npeOnpuamuio, no-
Oabuiemy 3asBaerue HA ec0 NOAYUeHUe, HA OCHOBAHUU pe3yabmamob mexHuve-
CKOil aKCcnepmu3bl us0eAus u(uau) cneyualsbHotl SKCnepmussl 3a86Umens.

OCHOBHBIMI 3aja4aMy TEXHWYECKOV SKCIIEPTM3bI SIBJISIOTCS YCTa-
HOBJIEHVIE COOTBETCTBVISL IIPEIbSIBIIIEMOrO M3 3asiBIITeMbIM XapaK-
TepUCTMKaM (KIaccy, TUILy IM(PPOBAIBHBIX CPENCTB) U IIPOBEpKa BO3-
MOXKHOT'O VCIIO/Ib30BaHNS B KOMMEPYecKIX M pcpencTsax alfOpUTMOB
VI CITOCOOOB VX peajin3aliyii, COCTaB/ISIONIINX TOCYJaPCTBEHHYIO TaliHy.

7. Jluyensus, 6vidannas ®AIICHU, deiicmByem Ha 6bceil meppumopuu
Poccuiickon @edepayuu, ecau uroe He 0e06opeHo 8 Hetl 0cobo.

MoryT HaJtaraTbcs cilefyromle orpaHdeHs:

e  IUIS PerVIOHAIBHBIX IIpeCTaByTes e, pabOTaIOIIVIX IO IOr0BOpaM
Ha peaIn3aliIio M PCPeAcTs, — B paMKaxX cpepbl X IeATeJIbHOCTYL;

e A PpuUpM-pa3paboTUMKOB, - pa3paboTka KPUIITOrpadmIecKmx
CPeIICTB 3alllUThI U 3allVINEeHHBIX CPEACTB U CUCTEM B MHTepecax pervo-
HaJIBHBIX TOCYIAPCTBEHHBIX VI KOMMEPUYECKMUX CTPYKTYP.

8. JTuyensuu ®PAIICU u pewenua @PAIICH o Bvi0aue auyensuu noonu-
coibaromen eenepasviuim Oupexmopom Pedepasvrozo azeHmcmba uAu AUUOM,
eeo samewyarouyum, u 3abepsromecs eepboboii neuamuvio PAIICH.
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9. [epedaua auven3uu Opyeum 0pUOUHECKUM AUYAM 3aNpeljeHd.

10. JIuyensus umeem oepanutenHvii cpox OeicmbBus, no ucmeueHuu
Komopoeo ocyuecmbasemcs nepeopopmaenue AuyeHsuu 6 nopsaoke, npedy-
CMOTpPEeHHOM 045 ee Bbi0auu.

[anHbBIe HOPMBI OIlpefiejieHbl ITocTaHoBjleHMeM IlpaBuTesbcTBa
Poccuiickon @enepauym ot 24.12.94 Ne 1418 1 Bcex cucTeM JIUIIEH3MU-
pOBaHMsL.

11. JTuyensupoBarue ocyuecmbasemcs Ha nAAMHON ocHobe.

Pasmep miaThl 3a paccMOTpeHMe 3asBjIeHNs M 3a BbIIauy JIMIIeH-
3vm puKcUpoBaH. PasMep IUiaThl 3a ClIEIMaIBHYIO 3KCIIEPTH3Y OIpere-
JIsIeTCsl OTOBOPOM Ha ee ITpOoBeJIeHe.

12. [laa noayuenus AuyeHsuu uAu pewienus o Boidaue AUyeH3uu npeo-
npusmue 0053aHo npedcmabums onpedeseHHbviil nepeyens 00KkymeHmos, cocmab
Komopwix onpedessemcs HopmamubHumu akmamu [paBumesvcmba Poccuii-
ckoii Dedepayuu u PAIICH.

ITpencrapisieMble 3asBUTENIEM TOKYMEHTBI PErMCTPUPYIOTCS B
YIIOJTHOMOYEHHOM IIofipasferienny DefepabHOrO areHTCTBa IO Mepe
VIX TIOCTYIUIeHM. 3asiBJIeHV e PerMCTPUPYeTCs TOJILKO IIPY HaJIMImy BCex
TpebyeMbIX 151 opOopMIIeHM JINIIEH3MI [TOKYMEHTOB.

13. Paccmompenue 3as64eHus U cneyuasbHas sKcnepmusa 004xHbl npobo-
Oumucs 6 cpoxu, oepanutenHble coomBemcmByouumu HOpMamuBHIMU aKMamu.

Ha Hacrosmmmy MOMEHT IIPOIOJDKUTEIBHOCTh PacCMOTPEHNIS 3a-
ABJIeHNsI ycTaHOBJIeHa cpokoM 30 CyTOK C MOMeHTa ITOCTYIUIeHWS BCex
HeoOXOAVMBIX JOKYMEHTOB (C BO3MOXKHOCTBIO YBeJIMUeHMsI 3TOr0 CpoKa B
OTHEIBHBIX CJIydasix ellle MaKcMyM Ha 60 cyTok). CriennasibHas SKcIep-
TH3a VIMeeT aHAJIOTMYHYIO ITPOIODKUTEIIbHOCTh C MOMEHTA 3aKJII0UeHVIs!
J0rOBOpa Ha ee IIpoBezieHe.

14. Omxas 3aaBumento 8 Gvioaue auyensuu 00axeH 0bimb MOMUBUPOBAH.

3asBUTeTI0 MOXKET OBITh OTKA3aHO B IIOJTyYeHVV JINIIEH3VI B CJTydasx:

® eumM B JOKYMEHTaX, IpeACTaB/IeHHbIX 3asBUTeIeM, VIMeeTcs He-
IOCTOBepHas VIV MCKakKeHHas MH(OpMaIIys;

®  OTPWIIATEIPHOIO 3aK/IIOYeHMsl II0 pe3ysibTaTaM  CIIelaIbHBIX
SKCIIepPTHU3, YCTAHOBVBIINX HECOOTBETCTBME YCJIOBUSIM, HeOOXOMVIMBIM
IUIsL OCYIIIeCTBIIeHVs 3asIBJIEHHOTO BIia JIesITeJIbHOCTY W YCIIOBVSIM Oe30-
MacHOCTH;

®  OTPUIATEILHOIO 3aK/IFOUeHNs IO pe3ysIbTaTaM aTTecTaluy PyKo-
BOIMTENIS MIPeNIpVSTVS VIV JINIIA, YIIOJITHOMOYEHHOIO VM Ha BeJleHue
JIMLIEH3MPYEeMOTI 1esTeJIbHOCT;

e  OTPUIIATEIPHOIO 3aKIIOYeHMs II0 pe3ysIbTaTaM TeXHWYeCKMX KC-
epTus.
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15. Ipu auxBudayuu npednpusmus Gol0AHHAA AUYEHIUSA MepAe 10pU-
duueckyio cuay.

B c1ydae peopraHmsaiiiy OpeflIpusTys, M3MeHEeHWs ero JIVCIIo-
KaIly VIV HavMeHOBaHWs IOPVONYECKOro JIMIA, YTPaThl JIMIIEH3UU
ocyIlecTsiIsIeTcs ee IepeodpopmieHne. IlepeodopmiieHne mieH3UM B
yKa3zaHHBIX CJIydasiX, 3a VICKJIIOYeHVeM M3MeHeHNs] HaVIMeHOBaHs I0pU-
JMYeCKOTo JIIla, OCYIIeCTBIIIeTCs B IIOPsIKe, IIPeyCMOTPEeHHOM I ee
BBIAYVL

16. Boidannas auyensus moxem 0bims npuocmaHobAeHa Uiy aHHyAUpoBana.

ITpuocTanoB/IeHNe WiV aHHYJIMPOBaHMe JIMIIEH3UM OCYIIeCTBIIs-
€TCsI B CIIydasix:

®  IpefiCTaBJIEHNS JINIIEH3/aTOM COOTBETCTBYIOIIIETO 3asIBJIeHIs;

e OOHapy>keHM:sI HEIOCTOBEPHBIX HJaHHBIX B JOKYMEHTaX, IIpecTaB-
JIEHHBIX [JIS1 TIOJTy 9eHVIS JIVIeH3VL;

®  HapyIIeHWs JIMIIeH3MaTOM yCIIOBI IeVICTBIAS JIVIIeH3;

e  HEeBHIOJIHEHW: JIVIIEH3aTOM HpearvICaHnI VIV PaciopsUKeHNU
roCyJlapCTBEHHBIX OPraHOB WIM IIPVMOCTAaHOBJIEHVS VMU [1edTeIbHOCTI
OpeInpusATUs B COOTBETCTBUM C 3aKOHOIaTeIbcTBoM Poccuiickon depie-
paums;

®  JIMKBUIAIIVV IIPENIIPUSATISL

ITpuocranossieHe OeVICTBYUS JIIIEH3UM BiledeT 3a coboit mpeKpa-
IeHVie AedTeJIbHOCTH JINIeH3MaTa 110 BUIY HdesTeJIbHOCTU (paboT, yCiIyr),
yKa3aHHOMY B JIVIIIEH3UVI, JIO YCTPaHEeHVIsI BBIIBIIEHHBIX HapyIIIeHVIL.

17. Pewsenue @AIICHU o Bvidaue auyensuu Ha 6603 (6b1603) wigppobare-
HbIX cpedcmB Bvidaemcs moAvko HA KOHKpemHylo napmuto usdeautl. Haruuue
3aKAI0UeHHbIX 002060p06 He Abasemca ocHoBanueM 045 Bbi0auu NOA0KUNEALHO-
20 peuterus 0 B03moxxHocmu 6603a(661603a) wiugppoBassibix cpedcms.

[laHHBIe HOPMBI COOTBETCTBYIOT YCTaHOBJIEHHOMY IIOPSIIKY BHEII-
He3KOHOMMYECKOVI 1esiTeJIbHOCTI. 3aKiliodaeMble JIoroBopa, Kak IIpaBy-
710, cofiepKaT CTaThIO, YUUTHIBAIONIYIO (POPC-MakKOpHBIE OOCTOSTEITLCTBA,
HpeycMaTpUBaroIie BO3SMOXKHBIV OTKa3 yIIOJIHOMOYEHHBIX TOCYHdapCT-
BEHHBIX OPraHOB B Bblade JIMIIEH3MM Ha BBO3(BBIBO3) M POBaTIBHBIX
cpencts. KoHKpeTHasi mapTvsi ToBapa OIIpererisieTcs oObeMOM, 3TaIlHo-
CTBIO VI CPOKaMMU IIOCTaBOK, OTOBOPEHHBIX KOHKPETHBIM JIOTOBOPOM.

ColOcTBeHHO JIMIIEH3VPOBaHYIEe IesITeIbHOCTI IPeAIIpUsTUIL B 00-
JIaCTY 3aIIUTEI MTH(OPMALVV BKJIFOUaeT CJIeyIomlye JeviCTBS:

e  BBIIAYY JIVIIEH3VV (peIlleHu I O Bblade JIMIIEH3W) - IIofJady, pac-
CMOTpeHMe 3asBJIeHVsI Ha JIMIeH3poBaHye, oopMIeHVe ¥ BbIady Jin-
LEeH3U (peLHeHVM O BbIJTaue JII/H_IEH3I/H7[), nepeocpopMJIeHV[e JIVILIEH3VL,

e IIpOBefeHIe CIIeIaIbHOVI SKCIIePTI3bI 3asBUTEILS;
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® IIpOBeleHMe aTTeCcTalli PYKOBOOWUTEIS MHPENIIPUATHS VUIM JINI,
YIOJTHOMOYEHHBIX VM JJIsI PYKOBOZICTBA JIMLIEH3VIPYEMOVI 1€ T IbHOCTBIO;
® IIpOBeEeHVE TEXHUYIECKOV SKCIIePTU3bI U3IIEIINVA.

[11 mIorTydeHms JIVIIeH3MI 3asiBUTelIb MpeiCTaBiIsieT 3asBjieHue C
yKaszaHueM:

e HaUMeHOBaHNS U OPraHM3alVIOHHO-IIPABOBOVI (POPMBI, I0PVIIMYe-
CKOTO ajipeca, HOMepa PacyeTHOIO C4eTa M PEKBU3UTOB COOTBETCTBYIO-
mrero OaHka;

e Bua (BUIOB) JeATeIbHOCTV ¢ (POPMYJIMPOBKOV BUOB B COOTBET-
crBum ¢ «[looxxeHVeM 0 TocyTapCcTBEHHOM JIMIIEH3MPOBAHMM B 007IacTi
3amyTel MHQOPMAIIII»;

®  CpOKa [IeVICTBIS JINIIEH3WUL.

3asBiIeHVIe TIOMIVICHIBAETCS PYKOBOOUTENIEM IpennpuaTus (Jmbo
JIMITOM €TO 3aMeIaloIM) ¢ PacIIM@POBKON IOAIIVICY U 3aBepsieTcs OC-
HOBHOW TI€YaThIO IIpenpuaTs. 3asBiieHre Ha JIMIeH3MpOBaHue I10/a-
eTcs Ha MM IeHepaJIbHOTo nmpekTopa PemepasbHOrO areHTCTBa W Ha-
PaBJIse€TCs TOJIBKO IIOYTOVA.

ITepermicka no paboumM MaTepmasiaM ¥ KOHKPETHBIM BOIIPOCAM,
BO3HMKAIOIIVIM B XOJIe IIpollecca JIMIIEH3VPOBaHMs, B TOM UMCIIe IIper-
CTaBJIeHMe AOIIOTHUTENIbHBIX WM paHee He IIpecTaBIeHHBIX MaTepua-
JIOB, OCYILIECTBJISETCS C YIIOJIHOMOUYEHHBIM IIofpasiesieHueM JInmeHs3n-
onHoro 1leHTpa PATICH.

3asBrIeHVe O BBIOA4e JIMIIEH3MV IIPWHMMAETCS K PacCMOTPEHVIO
TOJIBKO IIPV HJIMYMM BCEX HEOOXOIVIMBIX, OIIpeleIeHHBIX HOPMATVB-
HBIMI aKTaMV JJOKYMEHTOB, BKJIIOYAIOIIIVIX, B IIEPBYIO OUYepelb, 3aK/IFoUe-
HVe TI0 pe3yJIbTaTaM CIelVaaIbHOV 3KCIIepTU3bI, HOATBep Kaaollee Ha-
JIdvie Ha MpedIpysTiy HeOOXOOMMBIX YCIIOBUVI IS IIpoBeAeHys pabot
10 3asIBJIEHHBIM BUZIaM HeSATeJIBHOCTU M COOTBETCTBUE MX IIperbsBIlsie-
MbiM DAIICU TpeOoBaHMAM, a TakkKe KOIIMIO IOKyMeHTa, IIOATBEp-
JKIOAIOIIEro IIPOXOXKIEHMe aTTecTallii PYKOBOLMTEIIEM IIPeIIIpUsTHL.
3asBUTEIP HECET OTBETCTBEHHOCTH 3a JIOCTOBEPHOCTH IIPEeCTaBIEHHBIX
ceefeHu. B xome paccmorpenns sassinenuss @AIICH popase npoumsse-
CTV IIPOBEPKY JJOCTOBEPHOCTY IIPELCTABIIIEMBIX CBEIIEHIVL.

K 3agBieHmIo Ha 0Ty UeHe JINIIeH3UM IPVIIararoTCs:

e KON CBUIETEIILCTBA O TOCYHAPCTBEHHOV PervcTpanyi Ipen-
HPUSTISE

e KOIMM y4YpeNuUTeSIbHBIX JOKYMEHTOB (yCTaBa, JOroBopa M T.I.) C
HpenbsBIeHVIEM OPUTMHAJIOB, eCJIV KONV He 3aBepeHBl HOTapuyCoM;
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® KOIMWM [AOKyMEHTOB, IIOITBEp)XIAIOIINX IIpaBO COOCTBEHHOCTH,
IIpaBo IOJIHOTO XO3AVICTBEHHOTO BefeHus, 1 (MJIi) JoroBopa apeH/ bl Ha
VIMYILIECTBO, HeoDOXOaMMoe Ha BeeHMe 3asiBJICHHOV J1esITeJIbHOCT;

e  cCIpaBKa HaJIOFOBOIO OpraHa O MOCTAaHOBKe Ha yYeT;

® IpeJicTaB/ieHMe OPraHOB TroCyJJapcTBeHHOW BiacTv Poccuiickorn
Qepepanyy ¢ peKOMeHJaLVeN VIV XOJaTaiCTBOM O Bblade JIMLeH3U;

®  JIOKYMEHT, ITOATBEPXXIAIOIINII OIUIATy PACCMOTPEHNS 3asiBIIEHS.

IIpoBemeHme crenmMasbHOM 3KCIIEPTU3BI OCYIIECTBIIIETCS SKC-
IIEPTHBIMY KOMMCCHAMY, PopMUpyeMbIMU JIMO0 JIMIIeH3MOHHBIM I1eH-
Tpom DPATICH, mmbo aTTecTaIOHHBEIMM IIEHTpaMM B paMKaX OIlpefie-
JIEHHBIX 3TUM IIeHTpaM IIOJTHOMOYWIL.

BosMoxxHEI 1Ba BapaHTa IIpOoBeeHs JINIIeH3MPOBaHS:

ITepsemt BapmanT. [lpenmpusarie momaer 3asiBiieHMVe Ha IOJIyde-
HVIe JIVIEeH3MM CO BCeMV TIepeUlCIeHHBIMM BhIIIe JOKYMeHTaMM, CUMUTast
ero OJJHOBPEeMEeHHO U 3adBKOVI Ha IpOBeeHMe CIelaIbHO SKCIIepTH-
3bl, pe3yJIbTaThl KOTOPOVI 3aTeM IIPWIAraloTcs K IOJaHHOMY 3asIBJIEHVIO.
HaTovi IpUHATVS 3asB/IeHMs K PaCCMOTPEHMIO B 3TOM CJIydae CUUTaeTCs
JaTa yTBep KIeHWsl SKCIIEPTHOTO 3aK/I04YeHMs. DTOT BapWUaHT sBJIsSeTCH
OCHOBHBIM.

Bropon Bapuant. Ilpenmpusarie 3apaHee, Ha OCHOBaHWI OTHEIb-
HOW 3asBKM, I10JTy4aeT 3KCIIepTHOe 3aKyIoueHue B JIMIleH31oHHOM I1eH-
Tpe PAIICU wim B peKOMEeHIOBaHHOM €My aTTeCcTallIOHHOM IIeHTpe U
BMecTe C APYTMMM TpeOyeMbIMM ITOKyMeHTaMVl HaIlpaBjIseT ero C 3asiB-
sleHVeM. JlaTovt MpuUHATKA 3asBJIeHNs K PacCMOTPEeHMIO B 3TOM CiIydae
cunrtaercs fgarta pervcrpanym B @AIICH moyHOro makera Bcex HeobOXo-
OVIMBIX IPaBWIbHO 0pOPMIIEHHBIX TOKyMEHTOB.

Pertternze o BeIIade 1IM OTKA3€e B BbIIaye JIMIIEH3MM IPUHMMAETCS B
TeueHme 30 mHeVI co JHS IIPUHSTYS 3asiBJIEHMS K pacCMOTpeHuIo. Beimada
JIAIIEH3UV VT MOTMBVIPOBaHHBIX OTKA30B B BblIade JIAIIEH3UV, IIPVIHSATIE
peleHnTI O IPVOCTaHOBIEHUN VTV aHHYIMPOBaHMY JIVIIEH3UT SIBJIAeTCS
npeporaTmson reHepasibHoro nupexktopa @AIICH. OdopmiteHHas Haf-
JIeXaryM o0pa3oM JIMIIeH3Vs (MTOAIMCaHHas TeHepaIbHbIM AMPEKTOPOM
DATICH, ymocroBepeHHass repOOBOVI IleUaThlO ATEHTCTBA, VIMeEOIIast
YHUKaJIbHBIVI HOMEp, ITPOCTaBJIeHHBIVI CPOK [IEVICTBMSA U JIaTy perucrpa-
v ee B ['ocymapcreerrHoM peectpe yvmensut @ATICH) spydaercs -
LIeH3MaTy B yCTaHOBJIEHHOM mopsake. Koms mtensvm xpanures B JIn-
LIEH3VIOHHOM IleHTpe PDeflepasTbHOTO areHTCTBA.

JInmensvonnsm nentp @AIICH Brpase Ha 3Talle IIpeBapUTeIb-
HOTO pacCMOTPeHVsI 3asiBJIeHNs COIIacoBaTh C IIPeAIIPMATIIEM BOIIPOC O
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CHATUM 3asBJIEHVS WIV VI3MEHEHUM 3allpallliBaeMoro oobeMa paboT.
Ecnu 3asBienne odopMiieHO IpaBIIbHO U B IIPWIOXKEHUW VMEeIOTCs Bee
HeoOXxomyMble TOKyMeHTHI, To JIuensuonnst eaTp @AIICH perncr-
puUpyeT IOCTYIMBIINME JOKYMEHTH 1 HaIlpaBiIsdeT 3asBUTENI0 YTOYHEH-
Hble I Hero TpeOoBaHMIS 110 KOHKPeTHBIM BUIaM JIesITEITbHOCTH, a TaK-
JKe yKa3bIBaeT aTTeCTallMIOHHBIVI IIeHTP, KOTOPHI OyZdeT IPOBOAUTE CIie-
HMaIbHYIO SKCIIEPTHU3Y .

INoproroeireHHOE Ha OCHOBaHMM TpPeOOBaHMI 0OOCHOBaHVEe He0oO-
XOOVIMBIX YCJIIOBUW IS OCYIIECTBJIEHVS paboT IIO0 3asBiIeHHBIM BVIAM
TlesITeJIbHOCTY 3asBUTeJIb IIpefICTaB/IsIeT B OIpeieJIeHHBIN [JIs1 Hero aTTe-
CTallVIOHHBIV 1IeHTP, MOCJIe Yero 3akjIlodyaeTcs JOroBOp Ha ITpoBeleHVe
CrlelMiaJIbHOV SKCIepTusbl. Ecim mpepcTasiieHHas AOKyMeHTalys VIn
ceefienss He nonHel, PAIICH He mpuHUMaeT Takoe 3asB/IeHUe K pac-
CMOTPEHMIO.

Opranmsanys 1 mposefeHye CrielMajIbHbIX 3KCIIepTU3 HIpedipu-
SITUV, B II€JIOM, Bo3jaraeTtcd Ha JIunensmuonabm eHTp PATICHU v
YIIOJIHOMOY€HHBIV aTTeCTallVIOHHBIV LIeHTP.

CrenyanbHas 3KCepTU3a 3asBUTeIIsl OCYIIEeCTBIIAeTcs Ha OCHOBa-
HUM 3asiBKM HOpedNpusTHs, copepiKalllell JIMIIeH3upyeMble BUIbI es-
TEJIBHOCTY W IIe€PEYHN HEOOXOMMMBIX IS MX oDOecrieueHs IIPOM3BOICT-
BEHHOTI'O ¥ MCIBITaTeIIbHOTO 000PYIOBaHMsI, HOPMaTUBHO ¥ MeTOIIYe-
CKOVI JOKYMeHTalVIM, VMEIOIIMXCs Ha IPeIIIpuAaTIN, KPaTKOV XapaKTe-
PUCTUKM COCTaBa U KBaIMUKalUY [epcoHasla IIpedIIpusTHs.

CrenyanpHast SKCIlepTv3a 3asdBUTENS OCYIIeCTBIIeTCS SKCIepT-
HOVI KOMVICCHETI, COCTaB KOTOPOVI U HPVIMEpPHBIE CPOKI PabOTHI HOBOISAT-
sl 10 3asABUTENI OPUIIMATIBHBIM ITOPSIKOM.

B ciryuae HeoOXxommMMoCTM aTTecTalsl PyKOBOOUTEIIEN IIPemIIpu-
ATV VIV JIVLI, YTIOJTHOMOYEeHHBIX MMV Ha PyKOBOZCTBO JINIIeH3IPYeMOT1
IeATeJIbHOCTBIO, MOXeT OBbITh IIpoBereHa JIMIIEH3VMOHHBIM IIEHTPOM
DATICH wim aTTeCTallMOHHBIM 1IEHTPOM B XOZle IIpOBeeHs ClIelalb-
HOV 5KCIepPTU3bl OpeanpusTis. DKCIIepTHash KOMUCCUS BIIpaBe 3acuu-
TaTh B KauecTBe IOKyMeHTa 00 aTTecTalyy PyKOBOIMUTEIS IIPEIIIPUSTISL
odpuIIMaIBHBIN JOKYMEHT O IIPOXOXKIeHNN IIePeIIOArOTOBKI II0 COOTBET-
CTByIOIIeMy HPOdWII0 Ha Kypcax, MMEIOIINX JINIIEeH3MIO0 Ha OCYIIecTB-
JleHVe y4ueOHOVI IeATeIbHOCTY M IIpaBO KBaIM(PUIIMPOBATh YPOBEHb I10-
JIyYeHHBIX 3HaHWL.

Pacxonpl Ha cnelMagbHYIO 3KCIIEPTU3Y, a Takke Ha aTTecTario
PYKOBOOWUTENIS HTPeNpUATIs IIOJTHOCTBIO OTHOCSITCSL Ha CUeT 3asiBUTEIIS.
DKcrepTusa MPOBOAUTCS Ha OCHOBE XO34VICTBEHHOI'O [I0roBOpa MeXIy
JIvmiensmnonusiM HeHTpoM DATICH wmm aTTecTallMOHHBIM IIEHTPOM U
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npennpusTreM-3assuresieM. Orrlata paboThl WIEHOB 3KCIEPTHOV KO-
MVCCUV IIPOVI3BOOUTCH VICK/IIOUNUTEIBHO IIEHTPOM, OCYILECTBIISBIIM
SKCIIEPTU3Y, 3a CUET CPEACTB, IIOJIyYaeMbIX B COOTBETCTBUM C YKa3aHHBIM
ZIOTOBOPOM.

KonkpeTHbIVI TOPSAA0K TPOBeAeHMs CllelaIbHbIX SKCIIEPTU3 3asd-
BUTEJIEV, MeTOAMYeCKVe peKOMeHIallMy II0 OpraHu3aluy v IIpoBere-
HUIO aTTecTaluyl PYKOBOAWTENIEW HPeNIpUATUI VUIU JINL], YIIOJIHOMO-
YEeHHBIX VIMI Ha PYKOBOLICTBO JINLIEH3MPYEMOV HesATeJIbHOCTBIO, OIIpeie-
JISTFOTCSI BEIOMCTBEHHOV MHCTPYKIIMEN, paspa6aTI>IBaeMor71 JIvtieHsvoH-
HbIM 1leHTpoM DATICIL.

LlesssMu TaKOVI SKCIIEPTU3BI SBIISIIOTCS:

e 00OCHOBaHHOe OTHeCeHMe KaKOro-Jimbo arlapaTHOro, arrapar-
HO-IIPOIPaMMHOIO TWIM IIPOIPAaMMHOIO CpeNCTBa WIM ero (PyHKLMO-
HaJIBHOV YacT¥, BCTPOEHHOro OJI0Ka, IpOorpaMMHOIO MOIYJII K KaTero-
PVISIM CPELCTB 3alUThl MH(POPMAIIUY, CPeCTB KpuIrTorpadaecKo 3a-
IUTH MHQOpManumn (MM poBaIbHBIX CPeNCTB) M(WJIN) 3allIeHHOTO
obopymoBaHIs;

e 00OCHOBaHHOe OTHeCEeHVE Hay4YHO-TeXHWYECKOV W(VIn) HOpMa-
TUBHO-TEXHVYECKOV JOKYMEHTAIlMM IV TEeXHOJIOTMM K KaTeropumsM
MHPOPMaIIL ¥ TEXHOJIOIMW OBOVHOIO IPVMEHEHNs, KOTOpble MOTYT
OBITH VCITOJIE30BAHBI IIPY CO3IaHMI BOEHHOV TEXHWKL;

e OIperelleHMe YPOBHS 3allMINEHHOCTV KOH(MUIEHIIVAIBHOV WH-
dopmarm mpu ee 00pabOTKe, XpaHEHWN U TIEpeade 10 JIVHVSAM CBSI3V,
a Taxke 3(p@PEKTMBHOCTM KOHTPOJIS ee 3alllUThl B KOHKPETHBIX 3allly-
IIIeHHBIX CHUCTeMaX ¥ KOMIUIeKCaX TeJIeKOMMYHWIKAIMiL, OOBeKTax VH-
dopmaTrk 1 MHPOPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHBIX CUCTEMaX U
KOMIDIEKCax;

e ompenerieHVe YPOBHSI 3(PQeKTUBHOCTY OOHaPY KeHMs 3aKIamTHBIX
3JIEKTPOHHBIX YCTPOVICTB IlepexBaTa MHMOPMaLyI TEXHITIECKIMIL Cpe-
cTBaMI;

e KOHTPOJIb 3a [eSTeIbHOCTBIO JIMIIEH3MATOB B OOJIAcTV 3aIllMThI
VH@POPMALTUNL.

TexHudeckast sKcrepTy3a IIPOBOOMUTCS Ha OCHOBAaHWM PeIleHVIS
®enepanpHOro areHTcTsa win JIumensnorHoro neaTpa OAIICH mbo
caMuM JIMIIeH3MOHHBIM LIEHTPOM, 71100, IO ero IOPYYEHUIO, aKKPEIUTO-
BAaHHBIMIM aTTECTAIIVIOHHBIMI VIV VCIBITaTEeIbHBIMY CEPTUQVKAIIVIOH-
HBIMI IeHTpaMM (JTabopaTopnsiMi), a TakKe B IIPeIyCMOTPEHHBIX 3aKO-
HOOaTeJIbHBIMU VUIVI VIHBIMU HOpMaTVIBHBIMVI aKTaMMn POCCT/H?ICKOT?I CDe-
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Jepanmny cjIyvasix Ha OCHOBaHUM 06pameHVn71 cyne6me, IIpaBOOXpaHM-
TeJIbHBIX, TAMOXXEHHBIX, HAJIOTOBBIX OPraHOB VIV OTHAEJIbHBIX IIPeIIIpvi-
ATUW, TI0 3asdBJIEHVISIM Cy6"b€KTOB JIMLIEH3VMOHHOVI ¥ BHEIITHETOPrOBOVI
JIesITeJIbHOCTY B 00J1aCTV 3allThI MHPOpMaITUN.

@

10.

11.

12.

13.
264

Bonpocbi

JIvmensuposaHye 1 cepTdMKalig B 00J1acTy 3aIIUTH MHMPOpMa-
LN

3aKOHOIATENTLCTBO B O0JIACTYI JINIIEH3VPOBAHIA M CePTVIPVIKAIIVNL.
Hopwmebl 1 TpebGoBaHMsA POCCUIICKOTO 3aKOHOIATEILCTBA B 00JIacTi
JIAIIEH3VIPOBaHIA VI CEPTUQPVIKAIINIL.

ITocranossienne IlpaBurenberea PO Ne 2195-1 «O Bupax gesitesib-
HOCTV, KOTOPBIMM IPedIIpVATHS BIIpaBe 3aHMMaThCS TOJIBKO Ha OC-
HOBaHWV CIIEIIMAIBHBIX pa3peleHn (JIUIIeH3I)».

3akoH PD «O demepanbHBIX OpraHax IIpaBUTEILCTBEHHO CBSI3U T
vHopMary» Ne 4524-1.

3akoH Poccurickont @epepauyn ot 21.07.93 «O rocymapcrBeHHOM
TaviHe» Ne 5485-1.

ITocranosnenue IlpasurenbcrBa PP ot 24.12.94 Ne 1418 «O smiien-
3MIPOBaHWUVI OTIETbHBIX BUIOB IeITeIbHOCTI».

DenepanpabI 3akoH «O0 mMHEOpMarym, MHOPMATI3aUNM 1 3a-
mure vHPopMariym» oT 20.02.95 Ne 24-P37?

Ykas3 ITpesupnenta PO Ne 334 «O Mepax 110 coOIIOEHNIO 3aKOHHO-
cTv B obacTv pa3pabOTKM, IIPOM3BOIACTBA, pealn3almyl ¥ SKCIUTya-
Tauuy M@ poBaIbHBIX CPEeNICTB, a Takke IIpellocTaB/IeHNs YCIyT B
obstacty mmdppoBaHMs MHMOPMaIIVII».

ITocranosnenue IpasurenibeTsa PP ot 15 anpess 1995 r. Ne 333 «O
JIALIeH3VIPOBaHUN AeSTe/IbHOCTY IPedIPUSATIUN, YIpeXIeHU N 1 op-
TaHW3aIUil 10 IIPOBeeHNIO paboT, CBSI3aHHEBIX C MCIIOJIb30BaHVEM
CBEZIEHMVI, COCTABJIAIOIMIMX TOCYIapCTBEHHYIO TallHy, CO3IaHVEM
CpPerCTB 3allThl MHQOPMaIII, a TakKKe C OCyIlecTBIeHreM Mepo-
OpuATA 1 (VWI) OKasaHMeM YCIIyT IO 3allfuTe TOCyHdapCTBEHHON
TavHbD».

ITocranosnenue IlpasurenscrBa PP ot 26.06.95 Ne 608 «O cepTu-
duKaLyy CpefiCcTB 3allUTh MHPOPMaLIVIV».

@enepanpabi 3akoH «O0 ydacTuy B MeXIyHapOITHOM MHQOpMa-
HVIOHHOM oOMeHe» oT 5 miorsa 1996 r. N 85-D3.

Kaxue bl gesTesIsbHOCTH IOZJIeXaT JIVIIeH3VPOBaHIIO.
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14. Kaxue cpencrsa moiexar ceprudvkarim PenepabHbIM areHTCTBOM.

15. IlpaBwia PYHKIIMOHVPOBAHWS CYICTEMEI JINIIEH3MPOBAHSL.

16. B xakmx caydasix 3asBUTEIII0 MOXeT OBITh OTKa3aHO B IIOJIyYeHUM
JIUITeH3UM?

17. B xakmx ciIydasx BeIHaHHAs JIVIIEH3VSI MOXKET OBITh IIPVMOCTAHOBIIe-
Ha WIV aHHyJIMpoBaHa?

18. Kakme JOKyMeHTBI HpWIaraloTcs K 3asB/IeHVIO Ha MOJIy4YeHue JIn-
LIeH3um?

19. KaxoBbI LieJIy crielaIbHOVI SKCIIepTU3bI?

TecT

1. Cepmudpuxayuu nooaexam:

1. cpencrsa KpunTorpaddeckon 3aluTsl MHPOpMAaIIL;

2. cperncTBa BBIABJIEHMS 3aKJIaIHBIX YCTPOVICTB M HPOTPaMMHBIX 3a-
KITaioK;

3. 3amMIIeHHBbIe TeXHUYECKNe cpefcTsa 00paboTkm nHbopMarms;

4. zamyreHHble MHQPOPMAIIMIOHHBIE CVCTEMBI ¥ KOMIUIEKCHI Tejle-
KOMMYHVKALIVL;

5. Bce BBIIIIEIepeUNCIIeHHBIE CPENICTBA.
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Kputepmun 6e30nacHOCTU KOMNbIOTEPHbIX
cucreM «OpaHkeBasi KHUra».
PykoBopasilime AOKYMeHTbl FOCTeXKoOMUccum

NU3yuuB TeMy 8, CTyAEHT AO/KEH:

3HaTb:

e pykopopsiue HJoKyMeHTbI 'ocTexxoMmccum Poccuiickon
Depepariuy;

e craHnapt CIIA «OparxeBast KHUTa»;

yMeTb:
* KIaccuPUIMPOBaTh aBTOMATM3VPOBAHHBIE CUICTEMBI, CO-
JIACHO PYKOBOIAIIMM HoKyMeHTaM ['ocrexxomwmccnm Poc-
cuvickon Pepeparu.

adKLUeHTUMpoBaTb BHUMAHME Ha MOHATUAX:

e cCTparerus, IIOOOTYETHOCTb, TapaHTUM, MMWHMUMAJIbHAs
3alllnTa, MHOVBUAyaIbHas 3alllTa, MaHOaTHas 3allliTa, Be-
pudnImpoBaHHas 3ammTa, MaeHTndMKaIms, mmdposaHme.

Codepcanue memot (Oudaxmuveckue eOUHUYbL U UX XApAKIepU-
cmuia):

Hawnbosiee m3BeCTHBIM TOKYMEHTOM, OIIpeHdelISIONINM KPUTepWH,
II0 KOTOPBIM [IOJDKHA OIIeHWMBAThCS 3allUINEHHOCTh BBIUVCIINTEIbHBIX
CVICTEM, ¥ Te MeXaHM3MBbI 3alllUTHI, KOTOpble JOJDKHBI VICIIOIB30BaThCS B
cricreMax oOpabOTKM ceKpeTHOV (KOH(WIEHIMaIbHOV) MHPOpMaInm,
sIBJIsIeTCsl TaK HasbiBaeMasi «OparKeBasi KHUTa», IPeCTaBIIsIolIasi codo
cra"gapT CHIA. T'ocrexxommccus npm Ilpesunenrte Poccurickonn Depe-
paumm paspaboTasia 1 OIIyOJIMKOBaIa IIATh PYKOBOISIIVX HOKYMEHTOB,
ITOCBSITIEHHBIX BOIIPOCaM 3alll/IThl KOMITBIOTEPHBIX CVICTEM.

Ileau u 3adauu usyuenua memoi: IlorydeHvie 3SHaHUT 110 KpUTePH-
sIM, C IIOMOIIBIO KOTOPBIX OII€HMBAETCs 3alllIIEeHHOCTb BbIYVCIIATEIb-

267



OcHobut urgpopmayuonnas besonacHocmo

HbIx cucteM. O3sHakomsteHme co ctaHaapToM CIIA «OparxeBast KHUTa».
Usyuenue pyxoBopsmmx HoKymMeHToB I'octexxommccum Poccurickont
Depeparny.

Hopadox usyuenua memot
Pacnpedeaenue 6100xema Bpemenu no meme:
— KOJIMYeCTBO YacoB, OTBEHEHHBIX Ha IIpaKTWUecKue 3aHSITVS, U3
HVIX B KOMIIBIOTEpHOVI ayauTopmm — 4/4;
—  KOJIMYeCTBO YacOB, OTBEIIeHHBIX Ha CAMOCTOSTEIILHYIO paboTy, - 16.
Buduwi camocmosmenvroti pabomul cmydennob:
— wm3ydeHme yuebHoro mocobmsa «VudopmamnonHas OGesomac-
HOCTb»;
— TOATOTOBKAa K y4acTuio B (popyme 110 TeMe «PyKoBofsIIyie JOKY-
MeHTBI ['ocTexxommccnm Poccurickont @epeparim»;
- nsydeHne IIOIIOJTHUTEJIbHO JINTEPaTyphl,
—  BBIIOJIHEHVIe TeCTOBBIX 3a/JaHNII II0 TeMe.

Memooduueckue ykasanus no usyuenuro Bonpoco8 memot
Ipu usyuenuu yuebHvix Bonpocob:
e 1B3yuNTh TeMy 8 10 ydebHOMy mocobuio «/lHdopManmoHHas
0e3011acHOCTb»;
® IIpMHATH ydacTuie B popyMe 110 TeMe «PyKoBonsimme TOKyMeHTBI
I'ocrexxommccunt Poccurickort @epeparmmm»;
®  VI3yYNTH JOIIOJIHUTEIbHBIE MaTepyasIbl.

Hpu usyuenuu memovr Heobx00uMo:

*  yumams AumMepamypy:

1. «VudopmarmonHas be3omacHOCTE: Yu. mocobue. - M.: MDCH, 2007.

2. Tocrexxomumeccust Poccum. PykoBomsaimimi AOKYMeHT. «3alliuTa OT
HeCaHKIMIOHVPOBAHHOTO AOCTYIIAa K MH(OPMAaIIUV TEpMUHBL 1 OIIperie-
TIEHVISI».

3. Tocrexxomuccus Poccum. Pykosopsimmin qokyMmeHT. «KoHmeniys
3aIIUTBl CPEICTB BBIUMCIIUTEIIBHOV TEXHWKWM ¥ aBTOMAaTM3VIPOBAaHHBIX
CVICTeM OT HeCaHKIMIOHVPOBAHHOTO JOCTyTIa K MHQOPMAaIIIIL».

4. Tocrexxommccusi Poccum. Pyxosomsamum gokymeHT. «CpercTsa
BBIUVICJINTEILHOV TeXHMKN. 3allluTa OT HeCaHKIMIOHMPOBAaHHOIO JOCTY-
ma K mHpopMauym. [lokasarenn 3amIMImeHHOCTV OT HECaHKIIVOHWPO-
BaHHOTO JIOCTyIa K MH(opMamm».

5. Tocrexxommccust Poccun. PykoBopsimmit JOKYMeHT. «ABTOMaTHU-
3MpOBaHHBIE CUCTEMBI. 3allliTa OT HEeCaHKIIMOHVMPOBAHHOIO HOCTyIIa K

268



Kpumepuu besonacrocmu xomnviomeprix cucmem «Opanxebas knuea».
PyxoBodsusue doxymenmaur Tocmexxomuccun

vH@opManym. Kitaccudnkanys aBTOMaTH3MPOBAaHHBIX CHCTEM 1 Tpebo-
BaHW 110 3aIyTe MHAOOPMaLm».

6. Tocrexxommccusa Poccum. Pykopopsmmit qokyMeHT. «BpemenHoe
IIOJIOKeHVe TI0 OpTaHmM3alliy pa3pabOTKM, M3TOTOBJIEHVI M JKCIUIyaTa-
LWV IIPOTPaAMMHBIX ¥ TEXHWYECKMX CPEICTB 3alllUThl CEKPETHOW WH-
dopmarMM OT HecaHKIIMOHMPOBAHHOTO IOCTyIla B aBTOMATWM3MPOBaH-
HBIX CHCTEMaXx VI CPeJICTBaX BBIYVMCIINTEIIEHOV TEXHIK».

e nocemums caumsl: www.sbcinfo/index.htm.

Bonpocsk! TeMbl
1. Kpurepnm Ge3ortacHOCTV KOMITBIOTEPHBIX cHcTeM «OparkeBast KHITa».
2. PykoBopsiue nokymeHnTsl I'ocrexxomuccun Poccuiickon @enepariyn.

8.1. Kputepuun 6€30nacHOCTU KOMMbIOTEPHbIX CUCTEM.
«OpaHxeBasi KHUra»

Hawbosiee m3BeCTHBIM TOKYMEHTOM, OIIpeHdelISIONINM KpPUTePWH,
IO KOTOPBIM IOJDKHA OLeHMBAThCS 3alllUIEeHHOCTh BBIUMCIUTEIBHBIX
CVICTEM, ¥ Te MeXaHWM3MBbI 3aIllUTHI, KOTOpble JOJDKHBI VICIIOIb30BaThCS B
cricreMax oOpabOTKM ceKpeTHOM (KOH(WIEHIMaIbHOV) MHPOpMaInm,
SIBJISIeTCS TaK HasbiBaeMas «OparKeBast KHUTa», IIPEICTaBIISIONIAs COOOT
cragmapt CHIA «Kpurtepum oleHKM rapaHTHPOBAHHO 3alllMIIIeHHBIX
BBIUMCIINTEIIBHBIX CUICTEM B MHTepecax MuHucTepcTsa 00oporsr CIIA»,
npuHSTeI B 1983 1. Ero mpuHATHUIO HpemlecTBOBaIM ISITHaOLATHIET-
HVe VCCIIeNoBaHMs, IIPOBOAMBIIINECS CIIEIMaIbHO CO3IaHHOM pabodert
TPYIIION 1 HAMOHAIBHBIM Ofopo craHmgapTos CIIA.

CraHmapToM IIpenycMOTPeHO IecTb (PyHIaMeHTaIbHBIX TpeOoBa-
HWVI, KOTOPBIM JIOJDKHBI YAOBJIETBOPSATH T€ BBIUMCIIVTEIIbHBIE CUICTEMBI, KO-
TOPBIe VCTIONB3YIOTCS I 00paboTKY KOH(MAEHIIVATIBHON MHAOPMAIIVAL
TpeOoBanms pasziesieHbl Ha TPV TPYIHIBL CTpaTeryisl, ITOJOTYETHOCTh, Ta-
PpaHTVVI — B KaXKIIOVI TPYIIIIE 110 iBa TpeOOBaHVIS CJIEYIOIIEro COIepKaHvI.

1. Crparerus.

Tpebosanme 1 - cTparernsi obecriedeHns: Oe30ITacHOCTI: HEOOXO-
AVIMO VIMETh SIBHYIO VI XOPOIIO OIIperieJIeHHYO CTpaTervio obecrieueHvs
Oe3omacHOCTM.

TpeboBaame 2 - MapKMpoBKa: YIIpaBJISIOIIMe AOCTYIIOM MeTKM
IOJDKHBI OBITB CBSI3aHBI C OOBEKTaMIL
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2. ITomoT4eTHOCTD.

TpeGoBaame 3 - mpeHTMUKALL WHOIVBUIYaIbHBIE CYOBEKTHI
IOJDKHBI MIeHTUMUIPOBATHCS.

TpeboBanme 4 - TODOTYETHOCTH: KOHTPOJIBHAS WMHQOpMaII
IOJDKHA XPaHWUTHCS OTHENIBHO UM 3alllMINATBCH TaK, YTOOBI CO CTOPOHBI
OTBETCTBEHHOW 3a 3TO TPYIIIbI MMeJIach BOSMOXXHOCTb OTCIIeXMBATD JIeM-
CTBVISI, BIIVISIIOITVIE Ha Oe30I1acHOCTb.

3. TapaaTHun.

TpeboBanme 5 - rapaHTVVI: BBIUMCIIUTEIbHAS CUCTEMA B CBOEM CO-
CTaBe IOJDKHA VMETh aIllapaTHBIe/IIpOrpaMMHBEIE MeXaHW3MBbI, HOITyC-
KaloIlliie He3aBUCUMYIO OlLIeHKy Ha IIpefMeT HOCTaTOYHOIO ypOBHS Ta-
paHTVII TOTO, UTO CHCTeMa oOOecIleurBaeT BBIIIOJTHEHWE VI3JI0KeHHBIX
BEIIIIe TpeOOBaHMII (C IIEPBOTO II0 YeTBEPTOE).

TpeboBanme 6 - TOCTOSHHAs 3alMTa: IapaHTUPOBAHHO 3allly-
IIeHHble MeXaHWM3MBbl, peaJM3yIolye IlepedncIieHHble TpeboBaHMs,
IOJDKHBI OBITH IIOCTOSIHHO 3allMIIEHBI OT «B3JIaMbIBAHWS» W/ TUIM He-
CaHKIIMOHVPOBAHHOTO BHECEHNs I3MEeHEeHMIA.

B 3aBmcrIMOCTVI OT KOHKPETHBIX 3HAaUeHNVI, KOTOPBIM OTBEYAIOT aB-
TOMaTU3MpOBaHHBIe CUICTeMBl, OHM pasfesieHbl Ha deTrlpe rpymsl (D, C,
B, A), KoTOpbIe Ha3BIBAIOTCH:

D - MmyHMMarnbHas 3ammra;

C - uaOVMBYOyaIbHA 3aIUTa;

B - maHpaTHas 3amuTa;

A - BepudmIIMpOBaHHad 3alllNTa.

I'pymmasl cvicTeM AeraTcs Ha KJIacChl: CMCTEMBI OTHOCVIMBIE K TPYTI-
e D, obpasyror onne wiacc D, x rpymmne C - gsa wiracca C1 n C2, x
rpynne B - Tpu xinacca Bl, B2, B3, x rpynme A - onuH xi1acc Al c Bbife-
JIeHVIeM YacTVI CHCTeM BHe Kilacca.

Kpamias xapaxmepucmuxa xaaccob

D - MuHMMabHasd 3alllUTa - CUCTEMBI, ITOIBepTHYThIe OIleHMBa-
HUIO, HO He OTBevalollye TpeboBaHMIM 0oJlee BBICOKMX KITaCcCOB;

C1 - 3ammTa, OCHOBaHHAas Ha MHOVBVIYaJIbHBIX Mepax, — CVICTEMBI,
obecrieumBarolye pasjiesieHie 1oJIb30BarTeren 1 JaHHbXx. OHM cofrepKaT
BHYIIIAIOIIVIe [JOBEpYIe CPENCTBa, CIIOCOOHBIE peaiM30BaTh OrpaHMYeHVI
IO AOCTYITy, HaKjlaJbplBaeMble Ha VMHOVBWIYaJIbHOV OCHOBE, T.€. IIO3BO-
JIATOIIME II0JIb30BaTelIsIM VIMEeTh HalleXXHYIO 3alllUTy MX MHOpMaIuu 1
He JaloIyie JPYIVIM II0JIb30BaTeIsIM CUMUTBHIBATE WIIM pa3pyllaTh VX JaH-
Hele. [lomycKkaeTcsi KoollepupoBaHue II0/Ib30BaTesIell 110 YPOBHSAM CeK-
peTHOCTY;
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C2 - 3amuTa, OCHOBaHHAs Ha yIIpaBJIsieMOM OCTYIle, — CUCTEMBI,
OCYIIIeCTBJIAIONIVE He TOJIBKO pasflerieHVie II0JIb30oBaTesier], KaK B CUCTe-
Max C1, Ho 1 paseIeHye VX IO OCYIEeCTBIIIeMbIM JAeVICTBVISIM;

Bl - sammTa, OCHOBaHHasi Ha IIpVICBaVMBaHMV WMEH OTHEJIbHBIM
cpercrBaM 0e30TIaCHOCTM, — CVICTEMBI, pacIlojlaraioliyie BCeEMU BO3MOXK-
HocTsiMM cucTeM Kilacca C, M JOTIOITHUTENIBHO AOJDKHBI OBITh (popMaTs-
Hble MO/ MeXaHM3MOB oOecIledeHVs Oe30IIacHOCTM, HpVICBaVBaHVIS
VIMeH 3allMIIlaeMbIM JaHHBIM (BKIIIOYAIOIIVIM ¥ BeIJaBaeMbIM 3a IIpefie-
JIBI CVICTEMBI) U CPeACTBa MAHOATHOIO YIIpaBjIeHVs JOCTYIIOM KO BCeM
ITOVIMEHOBaHHBIM CyObeKTaM 1 00beKTaM;

B2 - crpykrypupoBaHHas 3aIllTa — CHUCTEMBI, IIOCTPOEHHbIe Ha
OCHOBe $ICHO OIpefiesIeHHOV (POpMasIbHO 3aIOKYMEHTVPOBaHHOV MoJe-
7M1, C MaHAATHBIM YIIpaBJIeHMeM JOCTYIIOM KO BceM CyOBbeKTaM 1 0ObeK-
TaM, paclioJiararoriye YCVWIEHHBIMY CPeICTBaMV TeCTPOBaHUSA M Cpell-
CTBaM¥ yIIpaBJIeHV: CO CTOPOHBI afiMMHVICTpaTOpa CUCTEMB;

B3 - nomeHb! 6€3011aCHOCTY ~ CHICTEMBI, MOHUTOP OOpaIlieHmi1 KOTo-
PBIX KOHTPOJIMPYET BCe 3aIIpoChl Ha JOCTYII CYOBEKTOB K 00beKTaM, He JI0-
ITyCKafoIIyie HeCaHKIIVIOHVPOBAaHHBIX M3MeHeHV1. OObeM MOHWMTOpa HOI-
JKeH OBbITh HeOOJIBIIIVIM C TeM, YTOOBI €0 COCTOsIHVIE U PaboTy MOXHO OBUTO
CpaBHWTEJIBHO JIETKO KOHTPOJIVIPOBATh U TeCTUpoBaTh. Kpome TOro [OIDKHBI
OBITH MPeNyCMOTpEeHBI: CUTHAIM3aIlN O BCeX ITOIBITKaX HeCaHKIVIOHMPO-
BaHHBIX JIEVICTBUVL 11 BOCCTAHOBJIEHE PabOTOCIIOCOOHOCTN CCTEMBL,

Al - BepuUIMPOBAHHEIVI IIPOEKT - CUCTEMBI, (PYHKIIMOHAIBHO
3KBVBaJIEHTHBIE cricTeMaM Kiacca B3, HO BepudmKalms KOTOPBIX OCyIIle-
CTBJIEHa CTpOro popMasIbHBIMM MeTOHaMM. YIIpaBjIeHVie CVICTEMOV OCy-
IeCTBIISIeTCSI 110 CTPOTO OIperiesieHHBIM ITporienypaM. Obs3aTesIbHO BBe-
IleHVe TOJIDKHOCTHM aflMMHICTpaTopa 0e30I1acHOCT.

3a BpeMms, Ipollellllee CO BpeMeHN pa3paboTkm TpeboBaHWII
«OpamxeBOV KHUTe», MHOTME M3 HUX yXe ycrapern. [lossuics psy, Ho-
BBIX TpeboBaHMI K 0€30IIacHOCTM KOMIIBIOTEPHBIX CHCTEM, He OTpakeH-
HbIX B «OpamKeBOV KHUI». DTO CBSA3aHO C TEM, YTO 3a 3TO BpeMs ObUIO
oOHapy>KeHO MHOXXeCTBO paHee HeW3BeCTHBIX yIpo3 0e30I1acHOCTV KOM-
HBIOTEPHBIM CYICTEMAM.

K ocnoBHBIM HentocTaTKaM «OpaHXeBOW KHWUIM» OTHOCSTCS Clle-
AyIolIye:

®  COBepIIeHHO He pacCMaTPMBAIOTCS KpMUIITOrpadrdeckie CpeacTBa
3ammTel MHPOPMAaIIL;

® IIPaKTWYeCKV He paccMaTpMBaIOTCs BOIIPOCHI 0OecIiedeHMs 3alliy-
TBI CHICTEMBI OT aTaK, HallpaBJIeHHBIX Ha BpeMEeHHBIV BBIBOT, CYICTEMBI 13
CTpos (aTaKy Kjlacca «OTKa3 B 00CITy KMBaHU»);
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e  He yaeJIsIeTCs JOJDKHOTO BHUMAaHMS BOITPOCAaM 3allThI 3alliiae-
MOVI CUCTE€MBI OT HETaTMBHBIX BO3HOEVICTBUV IIPOrPaMMHBIX 3aKIamoK ¥
KOMIIBIOTEPHBIX BUPYCOB;

e  HEOCTAaTOYHO ITOIPOOHO paccMaTPMBAIOTCS BOIIPOCH B3aVIMOJIEVI-
CTBVISI HECKOJIPKVIX SK3EMIUISIPOB 3aIlMIIEHHBIX CUCTEM B JIOKAJILHOVI VTN
100aJILHOV BEIUMCIIUTEILHO CeTH;

e TpeboBaHNA K CpeACTBaM 3aIINTHI OT yTeUKV KOHMUIEHIIMaIbHON
vHOPMaIMM M3 3aIIUIIEHHON CUCTEMbl OPMEHTUPOBaHbI Ha XpaHeHe
KOH(UMIEHIIMAIEHON MH(POPpMAaIIMM B 0a3ax JaHHBIX 1 MaJIO IIPUEMIIEMBI
IS 3aIIUTHL 2JIeEKTPOHHOTO IOKyMeHTO000pOoTa.

8.2. PykoBoasilume AOKyMeHTbl F0CTeXKOMUCCUHN

B 1992 r. I'ocrexxomuccus mpu Ipesupente Poccurickonn @enepa-
LY oIy OJIMKOBasIa IISITh PYKOBOSIINIX TOKYMEHTOB, IIOCBSITIEHHBIX BO-
IIpocaM 3allUThl KOMITBIOTEPHBIX CHICTEM:

e «3ammTa OT HeCaHKUVOHWMPOBAHHOIO AOCTyIa K MHGOPMAaIIVN.
TepMuHBI 11 oTIpeneeHNs»;

o «KoHIermms 3ammTel CPeCTB BBIUMCIUTEIFHOV TEXHUKW ¥ aB-
TOMaTU3VMPOBaHHBIX CMCTEM OT HECaHKIMOHNMPOBAaHHOI'O ,ZLOCTyHa K VH-
dopmariim»;

¢ «CpencTBa BEIUMCIIUTETHHON TEXHVKN. 3alIyTa OT HeCaHKIIVOHV-
poBaHHOrO mocrymna K mH@opmMarmy. [lokasarenn 3aIImIeHHOCTV OT
HeCaHKIIMIOHVPOBAaHHOTO JIOCTyTIa K MH(OpMaIim»;

¢ «ABTOMaTM3VIpOBaHHBIE CUCTEMBI. 3aIlllTa OT HECAHKIVMOHUPO-
BaHHOTrO JIocTyma K nHpopMarm. Kitaccudnkanms asToMmaTm3MpoBaH-
HBIX CICTeM ¥ TpeboBaH: 10 3aIIyTe MHMPOPpMai»;

e «BpemeHHOe IIOJIOXeHWME 110 OpraHM3alM pa3pabOTKY, M3rOTOBIIe-
HVS M 9KCIDTyaTalyy IIPOrpaMMHBIX M TEXHWYECKVX CPeCTB 3alllUThI CeK-
peTHO MH(OPMAaIIM OT HeCaHKIVIOHMPOBAHHOIO IOCTYIIa B aBTOMATV3-
POBaHHBIX CVICTEMAX V1 CpEACTBa BbIUMCIIUTEIIbHOM TEXHUKI.

PaccMOTpyIM OVH 113 OCHOBHBIX PYKOBOISIINX TOKYMEHTOB «AB-
TOMaTT/I3VIpOBaHHLIe CVICTEMEL. SaH_H/ITa oT HECaHKHVIOHT/IpOBaHHOFO ooc-
Tyna K nHdopmarmn. Kiraccndmkalms aBTOMaTU3MPOBAHHBIX CHCTEM U
TpeboBaH: 110 3aIuTe MHMOPMalVM». B maHHOM HOKyMeHTe Bblje/IeHO
IEeBSATh KJIACCOB 3al[MIIEHHOCTV aBTOMATM3VMPOBAHHBIX CUCTEM OT He-
CaHKIIMOHMPOBAHHOTIO OCTYIIa K MHAOpMAIMY, a AjIs KaXIoro Kiacca
oImperiesieH MMHMMaJTbHBIV COCTaB HEOOXOAMMBIX MEXaHM3MOB 3aIlIAThI 1
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TpeboBaHMs K COfIepKaHMIO 3aIIUTHBIX (PYHKIIMV KaXKIIOTO M3 MeXaHWM3-
MOB B Ka’K[JOM W3 KJIACCOB CVICTEM.

Kitaccel cuicteM pasmerieHBI Ha TpW IPYIIIBEL, HpUYeM OCHOBHBIM
KpUTEepVEM JIeJIeHMs Ha TPYIIIBI IIPUHSATHI crienydudecKiie 0coOeHHO-
¢ty 06paboTKM MHPOPMAaIIN, a UMEHHO:

TpeTbs I'PYyIIa — CHUCTEMBI, B KOTOPBIX paboTaeT OAVH IIOJIb30Ba-
TeJb, IOIYIIEHHBII KO Bceyt oOpabarbiBaeMoVt mMHMOpManmyu, pasme-
IIIeHHOVI Ha HOCUTEJISIX OJHOTO YPOBHS KoHpweHIMapHOoCcTH. K rpym-
IIe OTHeCEeH.I [IBa Ki1acca, 00o3HaueHHble 3b 1 3A;

BTOpasi TPYIIIA — CUICTEMBI, B KOTOPBIX paboTaeT HECKOJIBKO II0JIb-
30BaTesIeV, KOTOpble MMEIOT OIVHAKOBBle IIpaBa IIOCTYIIa KO BCeVl WMH-
dopmarym, odpabaTeiBaeMoV ¥/ VI XPAaHMMOV Ha HOCUTENSX pas3iind-
HOTO ypoBHs KoHdwHeHIMaipHOCTH. K rpyme oTHeceHBI mBa Kilacca,
obosHaueHHbIe 26 11 2A;

IepBasi TPyIIIa — MHOTOIIOIb30BATeIbCKIE CHCTEMEI, B KOTOPBIX
OIHOBpeMeHHO oOpabaTbIBaeTcs v/ Wiv XpaHUTCS MHMOPMAaIVS PasHbIX
yPOBHEN KOHMPWUIEHIMIBHOCTM, IIpUYeM pasJIMdHble II0JIb30BATENIN
VIMEIOT pasJIdHble IIpaBa Ha IOCTyII K mHopmMatvm. K rpyrrre orHece-
HoO 1151Th Ki1accos: 171, 1T, 1B, 1B, 1A.

TpeboBaHms K 3ammTe pacTyT OT cucTeM Kilacca 3b k kitaccy 1A.

Bce MexaHM3MBI 3aIIUTHI pasfiesieHbl Ha YeThIpe MOJICHCTEMBI Cile-
AyIOIlero HasHaueHVIs:

1. yopagreHve gOCTyIIoM;

2. perucrpanus u y4deTa;

3. Kkpunrorpadaeckoe 3aKpEITHE;

4. obecrreyeHye 11€JIOCTHOCTIL.

CocraB mepeunciIeHHbIX IIOZICHCTeM IIpuBeleH B Tab.7.1, mpudem
3HaKoM (+) oOo3HaueHa HeOOXOAVIMOCTb COOTBETCTBYIOIIVIX CPEeIICTB IS
Ka>K/TOVl TPYIIIIHL.

Hasmame paccMOTpeHHBIX MeTONVK U 3aKpeIuleHue ux B opuiim-
aJIbHBIX JIOKYMEeHTaX CO3/IaeT JOCTaTOYHO HaJleXHyIo 0a3y I 3aIlnThl
vHQOpMaI Ha PeryJIsspHOVI OCHOBe.

Onnaxko HeTPYAHO BUIETh, YTO, C TOUKU 3peHNsl COBPeMEeHHO I0-
CTaHOBKM 3a/auy 3alllUThl MHMOPpMaLNY, VMeIoIIyecs MeTOOVKI SBJIs-
IOTCS HeJTOCTaTOUYHBIMM 110 Psjly HPUYMH, 8 MIMEHHO:

1. Oan opmeHTHMpPOBaHbI Ha 3aIUTy MHMOPMALMI TOIBKO B Cpe-
crBax DBT, B To BpeMs Kak mMMeeT MeCTO yCTOMYMBasl TeHOeHIVsl opra-
HMYEeCKOTO CpalllBaHMs aBTOMATU3MPOBAHHBIX U TPaAUILIVIOHHBIX TeX-
HoJsTorMy1 00paboTky MHMOpMaIy;
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2. YUUTBIBAIOTCS JAJIEKO He BCe (PaKTOPBI, OKa3bIBAIOIIVE CYIIIeCT-
BEHHOe BJIVISHIME Ha YS3BUMOCTb MH(OpMALMY, a IIOTOMY ¥ IOJIeXa-
IIVie y4eTy IIpu OlpenesIieHnN TpebOBaHM K 3aIIINTE;

3. B Hay4YHOM IUIaHe OHWM OOOCHOBaHBI HEJOCTATOUHO (3a VICKIIIO-
uyeHMeM TpeOOBaHMI K 3aIuTe MHAOPMALUY OT YTEUYKM II0 TeXHWUe-
CKVM KaHaJIaM).

Tabauya 7.1

CoctaB CpeacTB 3allIUThI IJIsA TUIIOBBIX CHICTEM

MomcycreMsI Kiacce! cucrem

u TpebGoBaHUA B3R ;’11 SHR=RI-RE= ﬁ
1. IToncmcTeMa yripaBieHMs TOCTYIIOM + |+ |+ |+ |+ |+ |+ |+ |+
1.1. VinenTidpvKarys, mposepKa HOIIVH-
HOCTM ¥ KOHTPOJTB JIOCTYTIa CyOBEKTOB B
CHUCTEMY:
K TepMyHasiaM, DBM, ysmam cetn OBM, ka-| - | - | - | + | - | + |+ | + | +
HaJIaM CBsI31, BHEIITHMM ycTpovictsaM DBM;
K IIporpaMmam, S e
K TOMaM, KaTaJioram, cpaI?maM, 3armcsam, | - - -+ -+ |+ |+ ]|+
TIOJISIM 3alIvICell.
1.2. Yupasnesve notokamm vHopmarmt. | - | - | - |+ | - |+ [+ [+ | +
2. IToxgcmcreMa permcrpaum 1 ydeTa S I T N S T S N S O S I S
2.1. Pervicrpaiys v yJerT:
Bxoma/BBIXOma cyOBeKTOB AOCTyma B/13
crCcTeMBl (y3J1a CeTn);
BBIJAUM IIeYaTHEIX (rpadpmdeckmx) BRI-| - | + | - |+ | - [+ | + | + | +
XOJIHBIX JIOKYMEHTOB;
3amycka/3aBepIieHns MporpaMM IIpo-| - | - | - |+ [ - | + |+ |+ | +
I1eccoB (3aIaHMIL, 3a7ay);
TIOCTyIIa IPOTpaMM CyOBEKTOB JIoCTyma K| - | - | - |+ | - [+ | + | + | +
3ammIraeMbM ¢ariaM, BKIIIoYas MX CO3-
IaHVe 1 yoasleHue, Ilepefady 10 JIMHUSAM
¥ KaHaJIaM CBSI3V4;
JIOCTyTIa IIPOrpaMM CyOBEKTOB JocTyma K| - | - | - [+ | - [+ | + | + | +
TepMyHaI1aM, DBM, y31am cetrt DBM, KaHa-
JlaM CBSI3M, BHEIIHVM YCTporicTBaM DBM,
porpaMMaM, TOMaM, KaTajloraM, darulam,
3aTIVICSIM, TTOJISIM 3aTIVICeVs;
VISMeHEHVIﬂHOIIHOMO‘{VIVICYGBEKTOBJIOCI'YHa; - - - - - - + |+ | +
co3IaBaeMbIX 3allUIaeMbIX OOBLEKTOB IOC-| - - -+ - - + |+ | +
TyIa.
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ITomcmcrembr
v TpeboBaHMA

Kraccer cucrem

<

=

i

=1
A

2.2. Yuer Hocurenen MHpoOpMamn.

+|3b

+|2b

+|2

+

+

2.3. Oumncrka (oOHyIeHMe, OOe3VYVBa-
HIe) 0CBOOOXIaeMbIx obiacTeVt oliepa-
TUBHOW ITaMsTvi DBM 1 BHeEIIHMX HaKoO-
TIUTEJIe.

+|+[3A

+

+

+|(+|1B

+|{+|1B

+|+[1A

2.4. CurHayMsanys MOIILITOK HapyIIeHs
3aIUTEL

3. Kpunrorpadmdeckas moacmcremMa
3.1. IIndposaHme KOHPMIEHIIMAIBHO
vHpOpMaIMm.

3.2. IInudposanue wnHPOPMALINM, IIPU-
HajpIeXaller pasMdHbIM — CyOBeKTaM
IocTymna (rpymmnaM cyObeKTOB) Ha pasHbIX
KJTIoYaXx.

3.3. Vicriosib30BaHMe aTTeCTOBAaHHEIX (Cep-
THUUIMPOBAHHEIX) KPUITOrpadIecKmx
CpeJICTB.

4. TlogcucremMa oOecriedeHMS ITeIOCTHO-
cm

41. Ob0ecrieueHnie IIEJIOCTHOCTM  IIPO-
TpaMMHBIX CpelcTB ¥ obOpabaTbBaeMont
vH@OpMaLN.

4.2. ®usudeckas oxpaHa CpPeJICTB BBEIUNC-
JIATEITEHOW TeXHWKM U HOCUTeser WH-

dopmarum.

4.3. Haymraue apMuHMCTpaTopa (CIIy>XObI)
sammrel nHdopmarm B ACO/I.

4.4. Tlepnonudeckoe Tectmposanue C3V1
HC/I.

4.5. Haymmume cpencTB BOCCTaHOBJIEHVIS
C3M HC/.

4.6. Vicionp3oBaHMe cepTUdULIMPOBaH-
HBIX CPeICTB 3alIUThL
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Bonpocbi

Kpwurepvm Ge3omacHOCTM KOMIIBIOTEPHBIX CHCTEM.
«OpamxeBas KHUTa».
Kakme rpynmsl ¢dyHIaMeHTaIbHBIX TpeOOBaHWMIT OIIpeleIeHbl B
«OpaHxeBoVt KHUTe»?
4. TpebosaHus rpynisl pyHIaMeHTaIBHBIX TpeboBaami «OparKeBot
KHUTM» CTparerus.
5. Tpebosanus rpynmsl pyHAaMeHTaIbHBIX Tpebosaamy «OpaHKeBo
KHUrM» [TomoTueTHOCTb.
6. TpebosaHws rpymisl pyHIAMEHTaIBHBIX TpeGoBaHmI «OparKeBo
kHUrM» apasTimn.
7. Ha xaxme rpynmsl pasmessiioTcs aBTOMaTM3VMpPOBaHHBIE CVICTEMBI B
«OpamxeBoV KHUTe».
8. Kpatkas xapakTepucTyka Kiaccos B «OpaHXeBOV KHUTe».
9. OcnosHble HegocTaTKN «OpaHKeBOV KHUT».
10. Pykosopsirue moKyMeHTHI I'ocTexxomuiccum.
11. PykoBopsiui JOKyMeHT « ABTOMaTU3MpOBaHHbIe CUICTeMBI. 3alllnTa
OT HeCaHKIVIOHVPOBAHHOIO OOCTyma K mHopMmarvm. Kiaccndn-
KaIys aBTOMaTU3VMPOBAHHBIX CUCTEM U TpeOOBaHM 110 3alllUTe VH-
dopmarivm».

Sl

TecTbl

1. B cmandapme CIIIA «OpanxceBott kHuze» pynoamenmanvtoe mpe-
00B8anue, komopoe omnocumcsa k epynne Cmpameaus:

1. wHEIVBUAYaIbHbIE CyOBEKTHI JOIDKHBI MIEHTUMUIIMPOBATHCS,

2. KOHTpoOJIbHasA MHGOpMamys AOJDKHA XPaHUTbCS OTIEIbHO U 3a-
LIUIATBCS TaK, YTOOBI CO CTOPOHBI OTBETCTBEHHOVI 32 3TO TPYIIIBI VIMe-
JIach BO3MOXKHOCTB OTCJIEXKMBATD JIEVICTBYIS, BIIVISIIOITE Ha Oe30I1acHOCTB;

3. HeoOXOOVMO VIMETh SIBHYIO ¥ XOPOIIO OIIpeeIeHHYIO CUCTEMY
obecrieueHmst 0e3011acHOCTV;

4. BBIUMCINUTEIBPHAS CUCTEMa B CBOEM COCTaBe [OJDKHA MMETh alllla-
paTHble/IporpaMMHBIE  MeXaHWM3MBI, [IOITyCKalolye He3aBUCVIMYIO
OIIeHKy Ha IIpeMeT TOTO, UTO CHcTeMa oDecIieurBaeT BBIIIOJTHEHME 13-
JIOKEHHBIX TpeOOBaHUL;

5. rapaHTMpOBaHHO 3allMIIleHHble MeXaHW3MBbl, peaJM3yIollue IIe-
pednciieHHbIe Tpe6OBaHI/I}I, JOJIDKHBI OBITH ITOCTOSTHHO 3alllVIIIeHbl OT
«B3JIaMBbIBaHVIA» V1 / WV HeCaHKIMOHMPOBaHHOI'O BHECEHVA M3MEHEHU.
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2. B cmanodapme CIIIA «OpanxeBoii kHuze» pynoamenmarvroe mpe-
0oBanue, komopoe omnocumcsa K epynne Cmpameeus:

1. ympassoIIMe JOCTYIIOM METKM HO/DKHBI OBITH CBSI3aHEI C OOBeK-
Tamu;

2. KOHTpOJbHas MHGOPMAaIs JOIDKHA XPAaHWUTHCS OTHAEIIBHO W 3a-
IIMINATECS TaK, YTOOBI CO CTOPOHBI OTBETCTBEHHOV 3a 9TO TPYIIIBI MMe-
J1aCh BO3MOXKHOCTB OTCJIEXXVBAThH [IE€VICTBIIS, BIIVISIFOLIIVIE Ha Oe30I1aCHOCTB;

3. WHOVBUIyaIbHBIE CyOBEKTHI JOJDKHBI MIeHTUMUIIPOBATBCS;

4. BBUMCIWTENIbHAS CHCTEMa B CBOEM COCTaBe [JOJDKHA VMeTh arllia-
paTHble/IIpOrpaMMHBIE  MEXaHWM3MBbI, IOIyCKalolIVe He3aBUCUMYIO
OLIEHKYy Ha IIpeIIMeT TOTO, YTO CUCTeMa oDecIieurBaeT BBIIIOJIHEHVIE W3-
JIOKEHHBIX TpeOOoBaHUTL;

5. TapaHTMpPOBaHHO 3allVII€HHbIe MEeXaHM3MBI, pean3yolle Ile-
peunciieHHble TpeOOBaHNS, JIOJDKHBI OBITH ITOCTOSHHO 3alllMIIEHBI OT
«B3JIAMBIBAHVST» V1/ WUIV HECAHKIIMOHWPOBAHHOIO BHECEHWMSI I3MEeHEeHIVL.

3. B cmanodapme CIIIA «OpanxeBoii kHuze» pynoamenmarvroe mpe-
00Banue, komopoe omuocumcs k epynne Ilodomuemnocme:

1. ympasroIIMe JOCTYIIOM METKM HOJ/DKHBI OBITH CBSI3aHEI C 0OBeK-
Tamu;

2. HeoOXOIVMO VIMETh SBHYIO VI XOPOIIO OIIPEIeIEHHYIO CUCTEMY
obecrieueHmss 0e3011acHOCTV;

3. VMHAUBUOYyaIbHbIEe CyOBEKTHI JOJDKHBI MIEHTUPUIMPOBATHCS;

4. BBUMCIUTENIbHAS CHCTEMAa B CBOEM COCTaBe JOJDKHA MMeTh arllla-
paTHBIe/TIpOrpaMMHBIE  MeXaHW3MBI, AOITyCKAaIoIyie He3aBUCUMYIO
OLIeHKY Ha IIpeIMeT TOTO, UTO CycTeMa obecIiednBaeT BBIIOIHEHVE W3-
JIO)KEHHBIX TpeOOBaHM;

5. rapaHTMpOBaHHO 3allMIII€HHblE MEXaHWM3MBI, peaIn3yIole IIe-
pednciieHHble TpeOOBaHNMs, NOJDKHBI OBITh IIOCTOSHHO 3allMIIEHBI OT
«B3JIaMbIBaHVIS» 11/ VIV HECAaHKIIVIOHVPOBaHHOTO BHECEHVISI I3MEHEHVL.

4. B cmandapme CIIIA «OpanxeBoi kHuze» pynoamenmaivroe mpe-
008anue, komopoe omnocumcs k epynne Ilodomuemnocmes:

1. ympaBIsIOmIIVie JOCTYIIOM METKM IOJDKHBI OBITH CBSI3aHBI C OOBeK-
TaMu;

2. HeoOXOOMMO MMETH SIBHYIO UM XOPOIIO OIIpefeIeHHYIO CUCTEMY
obecrieueHmsa 0e30I11acHOCTI;

3. TapaHTMpPOBAaHHO 3allVIIleHHble MeXaHWM3MBI, pean3yIolle Ile-
peunciieHHble TpebOBaHMs, HOJDKHBI OBITh IIOCTOSIHHO 3allMIIEHBI OT
«B3JIaMBIBaHWMS» VI/ VIV HECAaHKIMIOHVPOBAHHOTO BHECEHVSI M3MEHEHMIL;
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4. BBIUMCIMTENBbHAS CHCTEMa B CBOEM COCTaBe JOJDKHA MMeThb alllla-
paTHBIe/TIpOrpaMMHBIe  MeXaHW3Mbl, [OITyCKaloIyie He3aBVUCUMYIO
OIIeHKy Ha IIpeMeT TOTO, UTO CHcTeMa oOecIieurBaeT BBIIIOJTHEHWe 13-
JI0)KeHHBIX TpeboBaHMIL;

5. KoHTponpHas MHOPMAaIM AO/DKHA XPAHWUTBCS OTHEIBHO U 3a-
HIVITATECS TaK, YTOOBI CO CTOPOHBI OTBETCTBEHHOV 3a 3TO TPYIIIBI VIMe-
J1ach BO3MOXKHOCTB OTCIIEXKMBATD JIEVICTBVIS, BIIVISIONIE Ha 0€3011acHOCTb.

5. B cmandapme CIIA «OpateBoi knuze» gpynoamenmatvtoe mpe-
00B8anue, komopoe omnocumca k epynne apanmuu:

1. ympaBIsIomyie JOCTYIIOM METKM IOJDKHBI OBITH CBSI3aHBI C OOBeK-
Tamu;

2. HeoOXOAMMO MMETh SBHYIO WM XOPOIIO OIpeNesIeHHYIO CUCTEMY
obecrieueHmsa 6e3011acHOCTIL;

3. wHAMBUAYaJIbHBIE CyObeKThI AO/DKHBI MAEHTU(UIMPOBATECS;

4. BBIUMCIVTE/ILHAS CHCTEMa B CBOEM COCTaBe [MOJDKHA MMeTh allla-
paTHble/IporpaMMHBIE MeXaHW3MBI, [OOITyCKalolye He3aBUCVIMYIO
OIIEHKY Ha IIpeMeT TOTO, YTO CHcTeMa OOecIleurBaeT BBIIIOJIHEHVE W3-
JIOXKEeHHBIX TpeboBaHMIL;

5. KoHTposbHas MHPOPMaLM JOJDKHA XPAaHUTHCSA OTHEIBHO M 3a-
IIVINATECS TaK, YTOOBI CO CTOPOHBI OTBETCTBEHHOV 3a 3TO TPYIIIBI MMe-
JIach BO3MOYKHOCTD OTCJIEXXVBATh JEVICTBIS, BIIVISIIONIVE Ha 0e30I1acHOCTb.

6. B cmandapme CIIIA «Opanxeboii kHuze» pynoameninatvHoe mpe-
0oBanue, komopoe omnocumcs x epynne Fapanmuu:

1.  ympasrsEoIIye JOCTYIIOM METKV IOJDKHBI OBITh CBSI3aHBI C OObeKTaMIL;

2. samuIleHHble MeXaHW3MBl, peajIM3yIollie IlepedurciieHHbIe Tpe-
OoBaHIs, HOJDKHBI OBITH IIOCTOSIHHO 3allMIIEHbI OT «B3JIaMBIBAHIS»
I/ VDT HeCaHKIVIOHMPOBAHHOTO BHECEH NS I3MEeHeHUL;

3. uHOMBUIyaIbHBIE CyOBEKTHI HOIDKHBI MAEHTUPUIINPOBATHCS;

4. HeoOXOAVMO VIMETHb SIBHYIO W XOPOIIO OIIpeleJIeHHYIO CHCTEMY
obecrieueHys1 O€30ITaCHOCTY;

5. KoHTposbHas MHPOpMaIys HOJDKHA XPaHWTbCS OTHEIBHO W 3a-
IIMINATBCS TaK, YTOOBI CO CTOPOHBI OTBETCTBEHHOV 3a 3TO TPYIIIBI MIMe-
JIaCh BO3MOXKHOCTB OTCJIEXMBATD JIEVICTBIS, BIIVISIOLIVE Ha Oe30I1acCHOCTb.

7. B cmandapme CIIIA «Opanixeboil kKHuze» MUHUMAALHAA 3AUUMA ~
amo epynna:

1. A
2. B;
3. G
4. D;
5. E.
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8. B cmandapme CIIA «OpanxeBoil kHuze» uHOUBUOYaIbHAA 3AU4U-
ma - 3mo epynna:

1. A
2. B;
3. G
4. D;
5. E.
9. B cmmandapme CIIIA «Opanxceboii kHuze» mandamuas sauuma -
3mo epynna
1. A
2. B;
3. G
4. D;
5. E.

10. B cmandapme CILA «OpanxeBoit kuuze» bepugpuyupobannasn 3a-
wuma - 3mo epynna:

1. ;
2. B;
3. G
4. D;
5. E.

11. B cmandapme CIIIA «OpamnceBoii kHuee» cucmemvl, nooBepeny-
mole oyenuBanuro, Ho He omBeuarowjue mpeboBanuam boaee Bvicoxux
K4accob, - amo epynna:

1. A;
2. B;
3. C
4. D;
5. E.

12. B cmandapme CIIA «OpanxeBoit kHuze» cucmemst, obecnevu-
Barowyue pasdesenue nosvoBameaeii U 0AHHBIX, — IO epynna:

1. Al;
2. BIl;
3. B2
4. Ci1;
5. C2.
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13. B cmandapme CIIA «OpanxeBoii kHuze» cucmemsl, ocyujecms-
AAOUjUE He MOAbKO pasdeteruie n0ab308amenell, HO U pasdeseHue UX 1O
ocyuecmBasemoim delicinbuam, - 3mo epynna:

1. Al;
2. BI;
3. B2;
4. C1;
5. C2.

14. B cmandapme CIIA «OpanixceBoil knuze» cucmemsl, 00HOAHU-
MeAbHO 00/KHbL Dbimb hopmarvHvle MOOeau MexaHusmMoB obecneuenus
besonachocmu, npucbaubanua umen 3auuniaeMoiM 0AHHbIM U cpedcmba
Mmandamuoezo ynpabaenusa docmynom ko Bcem noumeHoBannvim cyodvex-
mam u obvexmam, epynna:

1. Al;
2. Bl
3. B2
4. CI;
5. C2.

15. B cmandapme CIIIA «OpanixeBoil kHuze» cucmemsli, 00NOAHU-
MeAbHO 00XKHBL Dblnb hopmarvHble MOOeAU MexXaHUu3MoB obecneuerus
0esonacnocmu, npucBaubanun umen sauuuiaeMoiM 0aHHbIM U cpedcmbBa
manoamnoezo ynpabaenua oocmynom ko bcem noumenoBanHuvim cybvek-
mam u obvexmam, - 3mo epynna:

1. Al;
2. Bl
3. B2
4. C1;
5. C2.

16. B cmandapme CIIIA «OpanxceBoil kHuze» cucmemsl, HOCMpPOEHHbLE
Ha ocHoBe AcHO onpedeseHHOl PopMAILHO 3a00KYMeHMUPoBanno mo-
deau, ¢ MAHOAMHBIM YnpabBaenuem oocmynom ko Gcem cybsekmam u 00s-
eKmam, pacnoaazaroujie YcuseHHovIMu cpedcmbamu mecmupoBanusn u
cpedcmBamu ynpabaeHua co cmopoxsvl AOMUHUCHPAMOPA CUCHEMbL, —
amo epynna:

1. Al;
2. Bl
3. B2
4. C1;
5. C2.
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17. B cmandapme CILIA «OpanxeBoil kHuze» cucimemuvl, MOHUMOp 00-
pauenull Komopuix Konmpoupyem Bce sanpocet Ha docmyn cydvexmob
K obwvexkmam, He Oonyckarouwjue HeCAHKYUOHUPOBAHHGLIX USMeHeHUTl, -
amo epynna:

1. Al;
2. BIl;
3. B2
4. B3;
5. CI.

18. B cmandapme CIIIA «Opanxceboil knuze» ynpabaenue cucmemon
ocyuwecmBasaemca no cmpoeo onpedeseHHbIM npoyedypam, 0bA3ameivHo
B6edenue doxHocmu admMuHucmpamopa 6e30nacHocmu, — 3mo epynna:

1. Al
2. Bl;
3. B2
4. C1;
5. C2.

19. B pyxobodaujem doxymenme I'ocmexxomuccuu cucmemnt, 8 komo-
puix pabomaem 00ux noavoBamens, donyujennsiil ko bceit 06pabamuol-
Baemoint ungpopmayuu, pasmewenHol HA HOCUMEAAX 00HO020 YpPoBHA
KOHGbudeHyualbHoCmu, - OMHOCAMCA K epynne:

1. nepsow;

2. BTOpPOWL;

3. Tpetbers;

4. uderBepTOW;
5. 1sgTon.

20. B pykoBodauem doxymenme I'ocmexicomuccuu cucmemst, 6 Komo-
pbix pabomaem HeckoAbKO noav3oBameneil, KOmopuvie UMeOM 00UHAKO-
Bvie npaba docmyna ko Bcen ungopmayuu, odbpadbamvibaemoir u/uiu
XpAHUMOIL HA HOCUMEAAX PA3AUYHO20 YpOBHA KOHpudeHyuarbHOCU, ~
omuocAmcA K epynne:

1. nepsow;

2. BTOpOIL;

3. Tperber;

4. detBepTOWL;
5. 1sgrTomn.
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21. B pyxobBoodaujem dokymenme I'ocmexkomuccuu MHozonoav3oba-
meavckue cucmemsl, 8 Komopuvix 00H0Bpemenno 06pabamviBaemca u/uiu
Xpanumca uHpopmayua pasuHelx ypobBuen KoHpudenHyuasvHocmuy, npu-
ueMm pasiuuHsie n0Av308ameiu umerom pasiuunvie npaba na docmyn K
uHgpopmayu, - OMHOCAMCA K epynne:

1. nepsow;

2. BTOpOIL;

3. Tperber;

4. detBepTOWL;
5. 1srTomn.

Haa umozo60eo konmpoaa neobxooumo npoBedenue:
® KOJUIOKBUYMOB ISl 3aKpeIUIeHVs 3HaHWV, IIOJTy9eHHBIX U3 JIeKIIV-
OHHOI'O MaTepwuaJla;
®  ayAUTOPHBIX IIPAKTUYECKIIX 3adaHUL;
® HaIlMCaHVe 3CCe;
e 3adeTa M 3K3aMeHa (KaK CeMeCTPOBBINI VI UTOTOBBIVI KOHTPOJIb 3Ha-
HUV IT0 OKOHYaHWIO M3YYEeHMs BCen ,Z[VICLU/IHJ‘IVIHBI).
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Ungpopmayuonnan urngpopmayus

Fnoccapui

Aszopummuneckuil
KOHMpOAb

Amaxa

Aymenmugpuxayus

Buomempuuecxkue
mexnHoA02uu

Baadeaey
uHopmayuu

Baadeaey
cepmuguxama
KAt0ua noonucu

Bpedonocnvie
npozpammol

3aKJIf09aeTcs B TOM, UTO 3ajada, pellleHHas! 110
KaKOMYy-TTOO aJITOPUTMY, IIpOBepsieTcsi IIo-
BTOPHO I10 COKpaIlleHHOMY aJITOPUTMY C J0CTa-
TOYHOV CTeIIeHbIO TOYHOCTIA.

TIeVICTBYME, TIPeApUHNMaeMoe HapyIInTeieM B
TIOVICKEe VI VICIIOJIB30BAHUM TOW VT VIHOW YsI3-
BUMOCTH. YTpo3bl MOry OBITH pasiesleHbl Ha
YTPO3BI He 3aBUCHIINE OT HeATETTbHOCTI Yesio-
BeKa, ¥ WCKYCCTBEHHbBIE YTPO3bl, CBSI3aHHbBIE C
TIesITeJIbHOCTRIO YesloBeKa.

yCTaHOB/IeHVie TIO[JIMHHOCTY, 3aKIiodaeTcs B
IIpOBepKe, SIBJISIETCS JIV IIPOBEpSeMbII OOBEKT
(cyOBeKT) B caMoM fiejie TeM, 3a KOro ceOs BbIIaeT.

T/I,HeHTVIqDMKaLIVIﬂ YeJyIoBEKa  I10 YHMKaJIbHbIM,
IIpUCyHIiViM TOJIBKO €My OuortormueckM Ipn-
3HaKaM.

CyOBEKT, OCYIIIeCTBIISIONTNI BiIajleHVie W TI0JIb-
30BaHMe MHOpMalven ¥ peaJn3yIomui I0JI-
HOMOYMSI PacIOpsDKeHMS B IIpefejiax IIpas,
YCTaHOBJIEHHBIX 3aKOHOM /WM COOCTBEHHWI-
KOM MHGOPMAIIVINL.

dusmyeckoe IO, Ha MM KOTOPOTO YHOCTO-
BePSIOIIVIM IIeHTPOM BbIJIaH cepTudmKaT KIIFo-
Ya IIOAICH ¥ KOTOpOE BIIajieeT COOTBETCT-
BYIOIIIMM 3aKPBITHIM KIIIOUOM  3JIEKTPOHHOV
Iy poBON TIOAIVICH, MO3BOJISIOMIVM C IIOMO-
IIBIO CPENCTB JIeKTPOHHOM M POBOT ITOAII-
CU co3flaBaTh CBOIO IEKTPOHHYIO HMU(POBYIO
IIOIIINCh B 3JIeKTPOHHBIX JOKYMeHTax (ITOII-
CbIBaTh 3JIEKTPOHHBIE ,[LOKYMEHTBI).

IIpOrpaMMBbl, K KOTOPBIM OTHOCSITCS: KjlacCirde-
CKre dpaIoBble BUPYCHI, CeTeBble YepBy, TPO-
STHCKVIe TIPOIpaMMBI, CITaM, XaKepPCKyie YTVIINThI
VI IIpoYye IIporpaMMEl, HaHOCHIIVe 3aBeOMBbIN
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HewmgppoboiBanue

Hocmyn k
uHopmayuu

EcmecmBennvie
yeposwl

3axpounslii Ka10u
2AEKMPOHHOT

yugppoBoi noonucu

Sauuma
uHpopmayuu

Sauuma
uHpopmayuu om
azenmypHou
pasBedxu

Sauuma
uHpopmayuu om
UHOCMPAHHOU
MexHu4ecKou
pasbBedxu

Sauuma
uHopmayuu om
aBapuiitoix
cumyavyuil
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Bpey], KOMIIBIOTEPY, Ha KOTOPOM OHM 3aIlycKa-
JOTCSI Ha BBIIIOJIHEeHWe, VIV IPYTVIM KOMITBIOTe-
paMm B ceT.

Ipoliecc, py KOTOPOM M3 M poTeKcTa M3BjleKa-
€TCsI OTKPBITHIVI TEKCT.

II0JIy4yeHme Cy6”b€KTOM BO3MO>XHOCTV O3HAKOM-
JIEHVA C VIHqJOpMaLIVIeV[, B TOM 4uCcCJIe ITpU IIO-
MOIIIV TEXHUYECKUX CPeICTB.

yIpO3bl, BbI3BaHHBIe BosevicTBrsaMu Ha ACOU
M ee 3IeMeHThl OOBEKTMBHBIX (PU3MUECKIX
IIPOIIeCCOB WJIM CTUIXUWHBIX IIPVPOIHBIX sBJIe-
HWV, He 3aBUCSIINX OT YeloBeKa.

yHVIKaJ'H:HaSI I10CJIeJ0BaTeJIbHOCTG CVMIMBOJIOB,
V3BeCTHAsl BJIafeIblly cepTudmKaTa KIoda
IIONIIMCY Y IIpeqHa3HAYeHHAas ISl CO3AHMS B
JIeKTPOHHBIX TOKYMeHTax 3JIeKTPOHHON 1yid-
POBOTI IIOAIVICM C WCIIOIb30BaHMEM CPENCTB
3JIeKTPOHHOV 1M POBOVI IOATIVICHL.

TesITeJIbHOCTD I10 TIPEeIOTBPAIeHMIO YTEeUKN
3anMIaeMon nHgopMam, HeCaHKLIVIOHMPO-
BaHHBIX ¥ HelpeTHaMEPEHHbBIX BO3IEVICTBU
Ha 3aluInaeMyro nH@opMaIiio.

OesITeJIbHOCTD 110 ITPEIOTBPAILIEHIMIO IOJTyYeH s
3aIyaeMont MHPOpMaIMy areHTYpHOV pas-
BEIKOV.

JIeATeJILHOCTL II0 IIPeJOTBPAIeHNIO IOoJTyde-
HUS 3alIuiaeMort MHGOpMalUy MHOCTpaH-
HOV pasBeIKOW C IIOMOIIBIO TeXHWYEeCKMX
CPeJICTB.

co3llaHle CPeCTB HpeaypeXieHs, KOHTPOJIs
M OpraHM3alVIOHHBIX Mep II0 WCKIIOYeHUIO
HC/I sa KoMIUIEKCe CpefcTB aBTOMATM3aI B
YCIIOBMSIX OTKa30B €ro (PyHKIIMOHUPOBAHMS,
OTKAa30B CUCTEMBI 3aIlIUTHl MHAOPMAIIUY, CVC-



Iroccapuii

3awuma
uHopmayuu om
UHOCMPAHHOTU
pasBedxu

3auuma
uHgopmayuu om
HenpeoHaMepeHHoz20
Bosoeiicmbusn

Sawuma
uHopmayuu om
HeCanKyuoHupoBanuo
20 BosoeticmBus

Sauuma
uHopmayuu om
HeCanKyuoHupoBanHo
20 docmyna

TeM >KM3HeoOecrieueHMs JIIOge Ha OObeKkTe
pasMellleHust M PV BOSHMKHOBEHWUM CTUXUVI-
HBIX OeICTBUIL.

IeATeJIbHOCTD II0 IIPpedoTBpallleHUIo II0jIyJe-
HUS 3aluUIaeMon V[HqDOpMaLU/IVI VHOCTpaH-
HOVI pa3BeIKOTL.

ZIesITeIIBHOCTB 110 ITPEOTBPAIIIEHVIO BO3IEVICTBYIS
Ha 3allyIIaeMyo MHAOPMAaIVIO OMIVOOK IIOJTb-
30BatTeyIs MHQOpPMAIer, cOOS TEXHITIECKUX W
IIPOrPaMMHBIX CPeICTB MHAOPMAIVIOHHBIX CVC-
TeM, a TakKkKe IPUPOHHBIX SBJIEHWMI VIIVI VIHBIX
HelleJIeHAIIpaB/IeHHBIX Ha W3MeHeHMe WH)Op-
MalM BO3OEVICTBUVI, CBA3aHHBIX C q)yHKm/IOHV[-
poBaHMEM TEXHWYECKUX CPeCTB, CVICTEM WUIA C
TIeSTTeTTEHOCTHIO JIOIEN], IPVMBOIAIINX K VICKaKe-
HVIO, YHUYTOXKEHWIO, KOIMPOBaHVIO, OJIOKMpPO-
BaHMIO JIOCTyTIa K MH(OPMaIIN, a Takxke K yTpa-
Te, YHIYTOXEHMIO VIV cOOI0 (PyHKIIMOHVIPOBa-
HVST HOCUTeIIs MH(OpMAaIIVIL.

TesITeJIbHOCTD II0 IIPeOTBPAIEHNIO BO3IEVICT-
BUs Ha 3allMIaeMyio MHPOPMauio ¢ Hapy-
IIeHVeM yCTaHOBJIEHHBIX IIpaB Vi/ VIV IIPaBIUl
Ha M3MeHeHVe MHPOopMayy, IPVUBOIIIETO K
VICKXKeHUIO, YHWYTOXXEHWIO, KOIMPOBAHUIO,
OJIOKMpOBaHMIO JOCTyma K WMHpOpManmy, a
TaKkKe K yTpare, YHUUYTOXEHMIO WIM cOOI0
dYHKITMOHMPOBAHMS HOCUTEIIS MH(POPMAIINAL.

HeATeJIbHOCTh I10 TIPeIOTBpalleHNIo TI0jIyye-
HVS 3allyIaeMoVi MHGOpMaIuu 3avHTepeco-
BaHHBIM Cy6"I>EKTOM C HapyIlleHMeM YCTaHOB-
JIEHHBIX ITPABOBBIMU JTOKYMeHTaMV VI cOOCT-
BEHHVKOM, BJIaflesiblleM WHQOpMaIMM IIpaB
VIV TIpaBWJI OCTYIIA K 3allyiaeMot MHpop-
Manuu.  3aMHTepecOBaHHBIMU  CyOBeKTamu,
OCYIIECTBJIIIOIVIMIL  HECAHKIMOHVPOBAaHHBIN
AOCTYII K 3aluiaeMoV MHQOpMaLum, MOryT
BBICTYIIaTh: T'OCYAapCTBO, IOPUANYECKOe JINIIO,
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Sauuma
uHpopmayuu om
paseaauienus

Sawuma
uHpopmayuu om
ymeuxu

Sawpumaeman
uHgpopmayun

3a0ymoiuireHHUK
Udenmugpuxayun

Unmepnem

Ungopmayuonnan
oesonacnocmo PO

Ungopmayuonnan
cucmema
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rpymia pvsnMYecKmx JINI], B TOM 4ucie oOIe-
CTBeHHasI OpraHW3allus, OTHeIbHOe du3irde-
CKOe JIMIIO.

JledTeJIbHOCTh 10 IIpefoTBpallleHNI0 HecaHK-
[MOHMPOBAaHHOIO JOBedeHWs 3allMIlaeMOoN
MH@OpPMAaIMMX A0 HEKOHTPOJIMPYeMOro KOJIu-
JecTBa MoIy4aTesel MHPOpMaIIV.

ZIeSITeTTbHOCTD 110 TIPeNOTBPAIIeHII0 HEKOHTPO-
JIMPYEMOIO  PacIIpOCTPaHEHMs  3allMIaeMOv
MHMOpPMaIIMV OT ee pasIiIallleHws], HeCaHKIIVO-
HVMPOBAHHOTO IOCTyIa K 3allyaraeMon nHddop-
Malyv M OT IIOJIydeHws 3allyIiaeMovi MHQOp-
Mally [IHOCTPaHHBIMY| pa3BeIKaMI.

MHpOpMaIs, SBJISIOMIASICS IIPeIMeTOM COOCT-
BEHHOCTM ¥ HOJyIeXallas 3aliuTe B COOTBETCT-
BUM C TpeOOBaHMSAMM IIPABOBBIX JIOKyMEHTOB
Wi TpeOOBaHVSIMM, yCTaHaB/IVBAaeMBIMI COO-
crBeHHMKOM mH@opMarmn. CobcTBeHHMKaMM
nH@OpPMAIMMX MOTYT OBITB - TOCYHAPCTBO,
IOpUONYecKoe JIUIIO, TPyTia (pU3NIecKyIX JINII,
OTHeIbHOe (Pr3IIecKoe JINIIO.

HapylmuTe/lb, HaMepeHHO WOYIIUV Ha Hapy-
IIIeHVe 13 KOPBICTHBIX TIOOYXIeHWIL.

HpVCBOeHNEe KaKOMY-TI00 OOBeKTy Wwin cyOBb-
eKTy YHVMKaJIbHOTO 00pasa, MMeHM WIN YiCIIa.

o0benmHeHMe B MaciuTabe Bcell IDIaHeThI
TPYIIIBL CeTel, KOTOPOe VICIIONIB3yeT eIMHBIN
IIPOTOKOJI IS ITepefadv JaHHBIX.

COCTOSIHVE 3alMIIEHHOCTV ee HaIlVIOHAIBHBIX
VHTepecoB B MHMOPMAIIMOHHON cdepe, ompe-
IIEJISIEOLIIVIXCST COBOKYITHOCTBIO COaytlaHCHpOBaH-
HBIX MHTEPEeCOB JIMYHOCTY, OOIleCTBa ¥ IOCy-
IapcTaa.

COBOKYITHOCTh OOKYMEHTOB 11 MaCCVBOB TOKY-
MEHTOB "1 VIHCpOpMaHT/IOHHBIX TEXHOJIOT VL.



Iroccapuii

Ungopmayuonnan
cucmema obujezo
noav3oBanusn

Ungopmayuonnvie
npoyeccol

Ungopmayuonnvie
pecypcut

Ungopmayusn

UckyccmBennvie
yepo3vl

KamezopupoBanue
3auuuaemon
uHpopmayuu

Kaaccuuecxue 6upycor-

Karou

Koodupobanue
uHpopmayuu

Komnvromepnote
npecmynienus
npomub
eocyoapcmbennvix u
obujecmBennvix
unmepeco8

MH@OpPMAaIIMOHHAsl CHCTeMa, KOTopasl OTKpEITa
IUIS VCIIOJNIBL30BaHMS BCeMU (DU3UUYECKUMU U
IOPUAMYECKVMM JIMLIAMW W B yCJIyrax KOTOPOV
3TVIM JIMIIaM He MOXeT OBITh OTKa3aHo.

mporieccsl  cOopa, HaKOIUIeHWMs, OOpaboTKM
XpaHeHMs, paclIpefesleHns] M TIoucKa MHQOP-
Marmm.

OOKYMEHTBI WIM MacCvB JIOKYMEHTOB, CYILECT-
BYIOIIIME OTHAEIBPHO WIVI B COCTaBe V[HcpopMam/I—
OHHOWI CVICTEMBL.

CBefleHMs O JIMIlaX, IpefMeTax, pakTax, coObI-
THAX, SBJIEHMAX W Ipolieccax He3aBUCHUMO OT
dopMBI VX IIpercTaBIeH .

Vadopmanys sABjIsieTcss OgHUM U3 OOBEKTOB
IpaXXJaHCKOro IIpaBa TOM YMcile ¥ IpaB cobcT-
BEeHHOCTV, BJIafleHNsl, TI0JIb30BaHMs.

yrpossl  ACOV, BbI3BaHHBIE [esITeIIbHOCTBIO
uvestoBeka. CpeOy HUX, MCXOIS M3 MOTMBALIAN
HEeVICTBUVI, MOXXHO BBIOEJINTH HeIIpegHaMepeH-
Hble 11 IIpefHaMepeHHBIe.

YCTaHOBJIEHVE Tpafjalyil BaXHOCTM 3aIIUTEI
3amMIraeMort MHQ@OopMaIIum.

3TO ITPOrpaMMBI, PacIIPOCTPaHSIOIIE CBOV KOITM
IO pecypcaMm JIOKaJIbHOTO KOMITBIOTepa.

VICTIOJIB3yeTcsl B Iporecce MMMPOBKM ¥ fe-
M POBKIL.

OCYIIECTB/ISIETCSI 3aMEeHOV CJIOB W IIpejIoXe-
HUW ICXOTHO V[HcpopMaLU/M KOJaMM.

ITpecTyTUIeHs], HallpaB/ileHHble IIPOTVB TOCyAap-
CTBEHHOV ¥ OOIIleCTBEHHOV Oe3oItacHOCTM (Ha-
IIpyMep, yrpoXKaromiye 0OOPOHOCIIOCOGHOCTH
rocyZlapcTBa, 37I0YIOTpeOrieHnsi C aBTOMaTV3M-
POBaHHBIMI CVICTEMAaMV TOJIOCOBAHVIS U T.1.).
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Komnvromepnuie -
npecmynienus
npomub auunvix npab
U 4acmuot cgpepol

Konmpoav docmyna
K annapamype

Konmpoav -
opeanusayuu

3auumol

uHpopmayuu

Konmpoao -
COCIMOANHUA 3AUUMDL
uHpopmayuu

Konmpoaw -
appexmubuocmu
3auumaol

uHpopmayuu

Kongpuoenyuasvnocm-
b uHpopmayuu

Kopnopamubuaa -
ungopmayuonna
cucmema

Kpaxep -
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He3aKOHHBIVI cOOp JaHHBIX O JIMIle, pasIyialle-
Hye YacTHOW MHMopManmy (HanpumMep, OaH-
KOBCKOW WIV BpaueOHO TalHbl, MHOpMaum
0 pacxopax v T.II.).

O3Ha4vaeT, 4YTo BHYTpeHHT/IT?I MOHTaX allllapaTy-
PBl M TEXHOJIOTMYECKMe OpraHbl W IIYJIBThI
yIIpaBJieHVs 3aKpbIThl KPbIIMIKaMy, IBepIiaMu
Wi KOXyXaMV, Ha KOTOpPbl€ YyCTaHOBJIEHBI
JaTUYVIKN.

IIpoBepKa COOTBETCTBMS COCTOSIHUS OpraHM3a-
Oy, HaIWdus W COOepXXaHUsS TOKyMEeHTOB
TpebOBaHMSAM IIPaBOBBIX, OPTaHM3ALMIOHHO-
PpacIopsaaIUTeIbHBIX I HOPMATUBHBIX TOKyMeH-
TOB IIO 3alIllTe MH(POPMAIIUL.

IpoBepKa COOTBETCTBMs OpraHmM3anmu u 3d-
deKTUBHOCTM 3aITUTEl MHMPOPMaIUI YCTaHOB-
JIEHHBIM TpeOoBaHMSAM /T HOpMaM B 00-
JIaCTM 3aIIUTEL MHPOPMALIVA.

IIpoBepKa COOTBETCTBUA 3PPeKTUBHOCTU Me-
ponpwsTUII II0 3aIuTe MHMOpMAIUM yCTa-
HOBJIEHHBIM TpeOOBaHWMAM WM HOpMaM 3d-
eKTUBHOCTY 3aIIUTHI MH(POPMAIIN.

M3BECTHOCTDh €e coaeprKaHlsl TOJIBKO MMEoI M
COOTBETCTBYIOIIVIE ITIOJTHOMOYVII CY6'beKTaM.

MH@OpPMAaIIMOHHAsl CHCTeMa, YJ4acTHUKaMM KO-
TOPOVI MOXKET OBITh OrpaHWYEHHBIV KPYT JINII,
OITpe/ie/IeHHbBIV €€ BJIa/IeJIbIIeM VIJIM COrJiallie-
HMEeM yYacTHMKOB 3TOV WHQOPMAIIMOHHON
CUCTEMBL.

JIIIO, M3yJalolllee CHCTEeMY C LeJIbIO ee B3JIOMa.
VIMeHHO Kpakepbl peayiM3yloT CBOU KpVMM-
HaJIbHBle HAKJIOHHOCTM B IIOXMIIIEHUN MHGOP-
MallMi ¥ HallVICAaHWV BUPYCOB, PaspyIIaroIiyX
I1O0. OHmM mnOpWUMeHSIOT pa3INM4Hble CIOCOOBI
aTaK Ha KOMIIBIOTEPHYIO CHCTEMY, VICIIONIb3Ysi
HNPVHINIIEL IIOCTPOEHMSI IIPOTOKOJIOB CETeBOro



Iroccapuii

Kpunmoanaaus -
Kpunmoepadpua -

Meponpuamue no -
3awume ungopmayuy

Meponpuamue no -
KOHmMpoao 3¢pgpex-
muBrocmu 3auumol
ungopmayuu

Memoo konmpoaa -
agppexmubruocmu
3auumot

uHpopmayuu

Hapywumens -

Henpednamepennoe -
Bo30eiicmbBue Ha
3auueHHyo
uHopmayuio

HecanxyuonupoBann -
oe Bo30eiicmBue

Hecanxyuonupobann -
bl docmyn

obmeHa. Kpakepsl paspaOaTeIBaloT crenyaib-
HOe IIporpaMMHOe obecIledeHne, 3achbUlas ero
Ha B3JIOMaHHYIO MaIllMHY.

VICCITEIIOBaHME BO3MOXKHOCTV — pacIInMdpOBKM
MH@oOpMaImy 6e3 KIrova.

IIOCTPOeHME U VCCIe0BaHMe MaTeMaTIdecKX
MeTOJI0B IIpeobpa3zoBaHMs MHMOPMAITUIL.

COBOKYITHOCTb JIEVICTBUII I10 pa3paboTke m/vm
IIPaKTUYeCKOMY HPVIMEHEHUIO CII0cO00B 11
CpefCTB 3allUThl MTHPOpMaIIUL.

COBOKYITHOCTb AEVICTBUII 110 pa3paboTke v/
MPaKTUUIECKOMY ITPVMMEHEeHMIO MeTOOB, CIIO-
coboB 1 cpencTB KOHTPpOIst 3 deKTMBHOCTI
3alMTh MHPOPMAaITNL.

IIOPSAOK ¥ IIpaBWUla IpVIMEeHeHVs OIIpererieH-
HBIX IIPUHITAIIOB U CPeCTB KOHTpPOIs 3 dex-
TMBHOCTW 3aII[UTHI MHMOPpMAaIL.

JINLIO, IIPeNIIPIHSIBIIIee IIOBITKY BBIIOIHEHVIS
3alpelleHHbIX — oIlepalluil  (HeviCTBUM) IO
ommbKe, He3HAaHWMIO WIVM OCO3HAHHO CO 3JIBIM
YMBICJIOM (113 KOPBICTHBIX MHTEpecoB) v Oe3
TaKOBOTO (Pafy UI'PBL VIV YAOBOJIBCTBS, C Iie-
JIBIO CAMOYTBEPXKIE€HMS ¥ T.IL.) U VICIIOJIB3YIO-
ITee 1L 3TOTO Pa3IMIHbIe BO3MOXKHOCTVI, Me-
TOZBI VI CPEMCTBA.

BO3IEVICTBIE Ha Hee M3-3a OIMOOK II0JIb30Ba-
Tess, cOOVI TeXHWKWM WUIM IIPOrPaMMHBIX
CpenCTB, IPUPOTHBIX IBJIEHU U T.1I.

Ha 3allUIIeHHYy0 MHPOPMaLVIO — BO3JIeVICTBIe
C HapylIlIeHMeM IIpaBIl ee M3MeHeHVIs.

IIoJTydeHNe 3aluIeHHOV MHpopMauy 3amH-
TepecOBaHHBIM CyOBEeKTOM ¢ HapyIIeHueM
IIPaBWJIOM JOCTYIIA K HeVL
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Hopmvt s3gppexcmub-
HOCMU 3AUWUMbL UH-

popmayuu

Hocumeaw
uHpopmayuu

O0vexm 3auumot

Oepanuuenue
docmyna

Oonoaagpabumnan
nodocmanobxa

Opean 3aujumuot
ungopmayuu

Opeauu3auuounbte
Meponpuamusi no

3awume unopmayuu

8 ACON

Opeanusayuonnolil
KOHMpOoAb
agppexmubruocmu
3auumol
uHpopmayuu

Opeanusayua
3auumot
ungopmayuu
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3HaudeHMs IToKasaTesent 3 HeKTUBHOCTY 3alliyi-
Thl MHMOPMAIINY, yCTaHOBIEHHbIe HOPMaTWUB-
HBIMW JOKyMeHTaM.

dvsIUeckoe JINIIO, WIM MaTepUaIbHBI 00B-
€KT, B TOM 4rcile (pu3ndecKoe I10jle, B KOTOPBIX
mHpOpMaIMs HaXOOAUT CBOoe OTOOpakeHMe B
BUe CUMBOJIOB, 00pa3oB, CUIHAJIOB, TeXHIUe-
CKMX PeLIeHNI VI IIPOLIeCCOB.

vHMOpMaIIN WIM HOCUTENTbh MHAOPpMAIII VIV
VHPOPMAIIMIOHHBIV IIPOIlecc, B OTHOIIEHMUN KO-
TOPBIX HeoOXowMo obecrieumBaTh 3aIllUTy B
COOTBETCTBUN C TIOCTABJIEHHOVI I1eJIBbI0 3aIllVATHI
MHOpMAaIINA.

co3faHMe HeKOTOPOU (PU3MUeCKOV 3aMKHYTOM
Iperpanbl BOKPYr 0OBeKTa 3aIlliTEI C OpTaHMu-
3ayeri KOHTPOJIMPYeMOro [IOCTyIIa JIVILI, CBs-
3aHHBIX C OOBEKTOM 3aIlMTHI II0 CBOVM (PYHK-
LIVIOHAJTBHBIM 00S3aHHOCTSM.

mpsiMast 3aMeHa CUMBOJIOB I PyeMoro coob-
IIeHNS APYIMMY OYKBaMu TOTO JK€ CaMOro TN
npyroro ajiidaBuTa.

AOMUHVCTPATUBHBIVI OpTraH, OCYIHeCTBIISIOIINIL
OpraHM3aIIMIO 3alIUThl MH(POPMAaIIUL.

pa3pa60TKa " peayim3anyiiad aiMVIHVCTPaTVBHBIX
7 OpraHM3allIOHHO-TEXHWYECKUX Mep IIpUu
IIOATOTOBKE U SKCIUTyaTalliv CMICTEMBI.

IpoBepKa IIOJIHOTHL ¥ 0DOCHOBAHHOCTM Mepo-
OpUSTUA IO 3ammTe MHPopMarmm TpeboBa-
HVIsIM HOPMAaTVIBHBIX IOOKYMEHTOB IIO 3alluTe
MHQOPMAaIIIIL.

copiepkaHue U IOPSIOK JIEVICTBUV T10 obecre-
YeHWIO 3aIllATHI MH(OPpMaLIVIL.



Iroccapuii

Omxpoimotii Katou -
IAEKMPOHHOT
yugppoBoi noonucu

IToomBepioenue -
NnoOAUHHOCIU
IAEKMPOHHOT
yugpoboii nodnucu 8
3AeKMPOHHOM 00KYM
enme

Iloxazamenw -
appexmubuocmu
3auumet

uHpopmayuu

IToav306amens -
(nompebumeas)
uHpopmayuu

Hoav3oB8amens -
cepmuguxama
KAt0UA NoonuUcU

IIpaBuso docmyna x
uHpopmayuu

YHUKa/IbHas IOCIeIOBaTeIbHOCTh  CVIMBOJIOB,
COOTBETCTBYIOIIASL 3aKPHITOMY KIIIOUY 2JIeKTPOH-
HOV LppOBOVI MOMIICY, OOCTYIIHAs JIEOOOMY
TI0JIb30BaTEI0  MH(MOPMAIIVIOHHOV CUCTEMBI U
OpefHasHaueHHasl I IOATBEPXKIEeHMS C VIC-
TIOJTE30BaHVIEM CPEZICTB 3TIEKTPOHHOV I POBO
THOOMVCH TIOIMHHOCTY 3JIeKTPOHHOM LM po-
BOVI ITOMIIVICU B 3JIEKTPOHHOM JOKYMEHTe.

IIOJIOKUTEJIbHBIVI  Pe3yJIbTaT IIPOBEPKM COOT-
BETCTBYIOIIVIM CepPTUMUITMPOBAaHHBIM CpPeJICT-
BOM 3JIEKTPOHHOV LMQPOBOV MHOANWUCKA C WC-
TIOJIb30BaHMeM cepTmdMKaTa KI0Ya IOAINICH
IPVHAIJIEXHOCTM  3JIEKTPOHHON 11 POBO
IOAIIVICY B 3JIEKTPOHHOM JOKYMEHTE BilajesIb-
1y cepTrdmKaTa K/To4da IOAICY Y OTCYTCTBVS
VCKaXXeHM B IIOAIMCAaHHOM [JaHHOW 3JIeK-
TPOHHOY IIMEPOBOVI HOANVCHIO JIEKTPOHHOM
JOKYMEHTe.

Mepa WIM XapaKTepucTMKa I OIleHKMU 3d-
eKTUBHOCTY 3aIIUTHl MH(POPMAaIINL.

CyOBeKT, IOJIB3YIoIMics MHMOpMaIIer, IIo-
JIy4eHHOV OT ee COOCTBEHHVKa, BJlaiesIblia VI
OCPpeTHMKA B COOTBETCTBUM C yCTAaHOBJIEHHBI-
MM IpaBaMy ¥ IpaBWIaMy AOCTyIIa K MH@OP-
Mariuy 0o ¢ X HapyIIleHVeM.

dusiyeckoe JIMIIO, WCHONIB3YIOIIee IIOTydeH-
HbIE B yOOCTOBEPSIOIIEM IIEHTpe CBeOeHMS O
cepTudUKaTe KIoua IOOIVICK I IIPOBEPKU
IIPVHAJIEXHOCTYI  3JIEKTPOHHOWN MM POBOT
IOANNCK  BJIaflefIblly cepTuUdMKaTa KiIoda
TOZITIVICHA.

COBOKYITHOCTBb IIpaBWWI, PETJIaMEHTUPYIOIIVIX
IIOpsAAO0K M YCJIOBVISL OOCTyIla cy61>e1<Ta K VH-
ClJOpMaLIT/IVI " ee HOCUTEeJIAM.
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IIpabo docmyna x
uHopmayuu

IIpeonamepennvie -
(ymviuinennvie)
yepo3ul

IIpedocmabaenue -
npubBusezuii Ha
docmyn

Pasepanuuenue -
docmyna

Cepmudgpuram xaroua -
noonucu

Cepmudpuxam -
cpedcmb

2AEKMPOHHOT
yugpoboit nodnucu

CemeBuvie uepbu -

Cxcamue -
uHpopmayuu
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COBOKYIIHOCTh ITpaBWiI AOCTyIa K WHQOpMa-
LU, YCTaHOBJIEHHBIX TPaBOBBIMU JJOKYMeHTa-
MU WIM COOCTBEHHMKOM, BJIafesiblieM VHQOpP-
Marum.

CBSI3aHBI C KOPBICTHBIMM YCTpeMJIEHVISIMM JIIOZIEN
(37TOyMBIIUIEHHVIKOB).

K mMHpOpMaIMM 3aK/I0OYaeTcs B TOM, UTO W3
4ycIa JOMyHIeHHBIX K Hell JTOJDKHOCTHBIX JIVILL
BbIIeJIseTcs IpyIia, KOTOPOV IpeocTaBiIdeTcs
JIOCTYII TOJILKO IIPY OJHOBPEMEHHOM ITpeIbsIB-
JIEHVV TTOJTHOMOYMV BCEX WICHOB I'PYIIIbI.

B BBIUMCJIUTEIBHOV CUCTEMe — pasfelleHue MH-
cpopMam/M, LUPKYJIMPYIOIIEV B HeVi, Ha YacTu
VI OpraHmM3ars JI0CTyIla K Hew JOJDKHOCTHBIX
JIVIL B COOTBETCTBUM C UX (PYHKIIMOHAJIBHBIMU
00SI3aHHOCTSIMY ¥ TIOJTHOMOYVISIMIA.

OOKyMEeHT Ha OyMaXHOM HOCUTeIe WIM 3JIeK-
TPOHHBIVI TOKYMEHT C 3JIeKTPOHHO M POBO
MOMIIMCHIO  YIIOJTHOMOYEHHOIO JIMIIA YHIOCTOBE-
PSIOIIETO IeHTpa, KOTOpble BKIIIOYAIOT B cels
OTKPBITHINI KITIOY 3J/IeKTPOHHON 1M PpOBOM IIO-
IVICK I KOTOPbIE€ BBIJAIOTCS YIOCTOBEPSIOLIM
LIEHTPOM YYaCTHVKY MH(OPMAIIIOHHOV CHCTe-
MbI I TIOATBEPXXIEHMS MOMIMHHOCTI 3JIEK-
TPOHHOM IMPOBOV IIOMICK W WIEeHTM MKa-
LM BJIafielIblia cepTrduKaTa KIoda IOAIVICHL

IOKYMeHT Ha OyMa’kHOM HOCWTeJIe, BBITaHHBIN
B COOTBETCTBUVI C IIpaBWJIAMVI CVICTEMBI CEPT-
duKauymM I TTOATBEPKIEeHMS COOTBETCTBYASL
CPefCTB 2JIeKTPOHHOV IMPOBOV IIOAIINCY
yCTaHOBJIEHHBIM TpeOOBaHVISIM.

IIPOrpaMMbl, PaCIIPOCTPAHSIOIIME CBOM KOITUN
10 JTIOKJTBbHBIM ¥/ VTV TJI00aTEHBIM CETSIM.

MeTOJI, KpUITOrpadnieckoro IrpeodpasoBaHms
MHPOPMAITUNL.



Iroccapuii

Cucmema sauumot
uHopmayuu

Cxamepul

Cobcmbennui
uHpopmayuu

Cnameput

Cnoco0 3auumot
uHpopmayuu

CpedcmBa
IAEKMPOHHOT
yugpoBoit nodnucu

COBOKYITHOCTb OpPTaHOB V1/VUIV VICIIOJIHUTEJIEV,
VICTIONIb3yeMasl IMV TexXHVMKa 3allliThl MHPOP-
MaIluy, a TakKe OOBEKTHI 3alllUThl, OPraHM30-
BaHHBIE VI (YHKIMOHMPYIOIIVE II0 IIpaBuIaM,
YCTaHOBJIEHHBIM COOTBETCTBYIOIIVMM ITpaBO-
BBIMI, OpPTaHM3al[IOHHO-PACIIOPSINTEIbHBIMI
VI HOPMaTVMBHBIMU JOKYMEHTaMM IIO 3alllUTe
MHQOPMAaIIIIL.

MOITIEHHVIKY, PacChUIAIOIIVie CBOVI TIOUTaHMs B Ha-
IeXJIe TIOVIMaTh Ha HaKVBKY HaVBHBIX V1 KaTHBIX.
VaTepHeT-TesledOHMST  CTAaHOBUTCS BCe  Oorlee
nontysisipHOVL. Ha cerommst sapervicrpypoBaHo yke
TIOBOJIBHO MHOTO CJTy4aeB OOpallleHyIsi MOITIEHHVIKOB
K TIorIb30BaTersiM Skype - cepsricoM [P-terrecbormvs,
TIO3BOJISTFOITVIM - TIOJTB30BATEIISIM ~ CBSI3BIBATECS  IT0-
CPeICTBOM KOMITBIOTEP-KOMITBIOTEP VI KOMIIBIO-
Tep-TestedoH.

cyOBeKT, B TIOTHOM oOOBeMe peaM3yIommit
MOJIHOMOYMS BJIaleHws], I10JIb30BaHWs, pacIlo-
psoKeHMs MHAOpMalel B COOTBETCTBUM C 3a-
KOHOATETbHBIMM aKTaM.

Te, OT KOTO IIPVIXOIAT B HaIlIVI [IOYTOBBIE AIIVIKV He
3aITpOIIeHHbIe MaCCOBBIE PAaCChUIKIAL

HOPAIIOK U IpaBWla IIpUMeHeHWs OIpesiesieH-
HBIX HPVHLIWUIIOB W CPeNCTB 3aIlluTbl MH@OP-
MaIIumn.

armiapaTtHele ¥ (WIM) IIporpaMMHBIE CPeNCTBa,
olecrieurBaroIyie peasI3aliiIo XOTs ObI OJTHOV 113
Tenyommx PYHKIUA — co3daHue 3JIeKTPOHHOM
Vb pOBOVI TIOMITNCH B 37IEKTPOHHOM JOKYMEHTe C
VICTIOJIB30BaHVEeM 3aKPBITOTO KIIF04a 3/IEKTPOHHOM
1 POBOVI TTOATIVICH, TIOATBEPIKIEHNE C VICIIONb-
30BaHVIEM OTKPBITOrO KIFOYa JIEKTPOHHOV Lvid-
poBOI TOMIICK TOMIVMHHOCTVI  3JIEKTPOHHOV
1 POBOVE TIOMIIVICY B IEKTPOHHOM IIOKYMEHTe,
Co3IaHVe 3aKPBITBIX M OTKPBITBIX KIIIOUEN 3JIeK-
TPOHHBIX V(P POBBIX TTOTIVICETL.
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CpedcmbBo 3aujumet
uHopmayuu

CpedcmBo konmpoan
agppexmubruocmu
3augumol
uHpopmayuu
Cmezanoepacpus

Cmonikocmos memooa

Cybwvexm docmyna
uHpopmayuu

TecmoBuiii KOHINPOAL

Texnuxa sawumet
uHpopmayuu

Texnuueckuii Kon-
mpoas 3ppexmubno-
cmu 3auumasl UH-

dopmayuu

Tpoanckuil KoHs
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TexHW4ecKoe, IIporpaMMHOe CpefICTBO, BeIllecT-
BO /WM Marepuasl, IIpelHa3sHaueHHbIe VIV
VICIIOJIb3yeMBble I 3allUThl MH(POPMAaIIV.

TeXHIT4ecKoe, IIPOrpaMMHOe CPefICTBO, BeIecT-
BO /WM MaTepuasl, IIpegHasHadeHHbIe VIV
VICTIOJIb3yeMble ISt KOHTPOII 3P PeKTMBHOCTI
3aTMThI MHPOPMAaIINL

MeTOJI CKPBITO Tlepefayi MHAOPMaIINL.

TOT MVHVIMIBHBII 00BEM 3almidpoBaHHOIO
TEKCTa, CTATMCTMYECKMM aHaJIM30M KOTOPOIO
MOYXHO BCKPBITb MICXOOHBIVI TeKCT. TakvmM obpa-
30M CTOVIKOCTb IIVicppa oIIpefiesiseT oIy CTUMBIN
obbeM MHQOpMaLMY, 3aIdPOBBIBAEMBIV IIPY
VICTIONIBb30BaHMI OTHOTO KJTI0Ya.

YY9acTHVK IIPaBOOTHOIIEHWII B WHEOpMaIm-
OHHBIX ITporieccax. VIHdopMallMOHHBIe ITpo-
IIecchl — IIPOIlecCHl co3maHms, obpaboTky, xpa-
HeHVsA, 3allUTBl OT BHYTPEHHMX ¥ BHEIIHVIX
yIpo3, Iepefavn, MoJIyyueHns, VCIIOIb30BaHMs
¥ YHUUYTOXeHMs HPOpMalum.

IpVIMeHsIeTCs IS IIPOBEPKM PaboTOCIIOCOOHO-
CTM KOMIUIEKCa CpeAcCcTB aBTOMaTU3aLlVIVI IIPU
IIOMOIIIV MCHBITATEIIBHBIX IIPOrPaMM.

CpeAcTBa 3allWTBl  MHAMOpPMAIY, CpercTBa
KOHTpOIIA 3P@eKTUBHOCTY 3aIlluTel MH@OP-
Malluy, CpelicTBa W CUCTeMBl VIIpaB/IeHVs,
IIpegHa3HaYeHHBbIe I ODecIteueHNs 3allyThl
MHpOPpMAITUN.

KOHTpPOJIb 3P PEeKTMBHOCTN 3aluThl MHPOP-
Malluy, HPOBOAVMBIVI C  WCIIOJIB30BaHMEM
CpencTB KOHTPOJIA.

[IpOrpaMMbl,  OCYIIECTBJIIOIINE  PasjINIHbIe
HeCaHKI[MOHVPOBaHHBIE II0JIb30BaTeIIEM JIevi-
cTBUEsL: cOOp MH@OPMAIIMK U ee IIepenady 3710-
YMBIIIIEHHUKY, ee paspylleHe Wi 3JI0HaMe-



Iroccapuii

Tpydoemxocme -
Memooda

Yeposa ungpopmayu- -
oHnou besonacHocmu

6 KomnvtomepHoil
cucmeme

Yoasenunan amaxa -

Ymeuxa ungpopmayuu-

VaszBumocmo -
uHpopmayuu

Duuepot -
(om anen. fisher — puida)

Duumune -
(10645 Ha yoouxy)

Dpaxepot -

peHHyI0 MoaudUKauio, HapylleHne paboTo-
CIIOCOOHOCTM ~ KOMITBIOTepa,  WCIIOJIb30BaHe
PpecypcoB KOMITBIOTEpa.

UNcIo 3JIeMEeHTapHBIX onepaumﬂ, HeO6XO)1T/I-
MBIX JIA I_HI/ICppOBaHVISI OOHOro CmMMBOJIa WC-
XOIOHOTI'O TEeKCTa.

COOBITVS WJIV JIEVICTBUSL, KOTOPBIE MOTYT BbI-
3BaTh w3MeHeHMs ddyHKumoHuposanusa KC,
CBSI3aHHBIE C HapyIIeHMeM 3alllVIIeHHOCTV
nHdopMaryy, oOpabaTsBaeMOVL B HEA.

HeCaHKIIVIOHVPOBaHHOe MHpOPMaIIOHHOE
BO3/IEVICTBYIE Ha pacIpesieJieHHYIO BBIUVICIIV-
TEJIBHYIO CUCTEMY, IIPOTPAMMHO OCYIIIECTBJIsie-
Moe I10 KaHaJlaM CBSI311.

HeKOHTPOJIMIPyeMoe pacIpOoCTpaHeHVe 3allly-
ImIeHHOV MHpOpMaOuy IyTeM ee pasIylallle-
HVISI, HECAaHKIIVMIOHMPOBAHHOI'O JJOCTYIIA.

BO3MOXKHOCTh BO3HVMKHOBEHVISI Ha KaKOM-JI100
sTane xusHeHHoro mukia KC Takoro ee co-
CTOSIHUSI, HPU KOTOPOM CO3HAIyTCsl YCIIOBUS
IUISL peasIbHOVI YIPO3bl 0e30I1acCHOCTM B HeTL.

CPaBHUTE/IBHO HENABHO TIOSIBVBIIASCS Pa3sHOBUI-
HOCTh VIHTepHeT-MOIIIeHHVKOB, KOTOpEIEe 00-
MaHHBIM IIyTeM BBIMAHMBAIOT y HOBEPUMBBIX
TIOJIB30BaTeN eVl ceTyi KOHPVIeHIVaTIbHYIO MHGOp-
MalMIO: pa3idHble HApOyV, IIVH-KO/B, TaHHEIE,
VICTIONB3Ysl (pasIbIIMBBIE 3JIEKTPOHHEIE ajjpeca U
TO/Ie/IbHbIE BeO-CaliThI U T.I1.

3TO pacIpoCTpaHeHVe ITOIIeIbHBIX CO0DIIe-
HU OT MMeHM 0aHKOB W (PMHAHCOBBIX KOM-
maHmi. Llepio Takoro cooOIreHms SIBIISIeTCS
cOOp JIOTMHOB, HapoJIell M NUH-KOIOB II0JIb30-
BaTeJIe.

HpVBEP>KEHIIEI 37IeKTPOHHOTO XypHasia Phrack,
OCYIIIECTBJISIIOT B3JIOM WHTpaceTV B IIO3HaBa-
TeJTbHBIX LIeJISIX IS IOIy4YeHvsl MH(MOPMaLI
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Xaxep

Leas 3auumot
ungopmayuu

Yepnouit nuap

HTugppobBanue

HTugpoBanue
ungopmayuu

HTugpomerxcm

DKxoHomuueckue
KOMNbIomepHbLe
npecmynienus

Daexkmponnas
yugpobas nodnuco
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O TOITOJIOTMV CETEV, VICIIOJIB3YEMBIX B HUX IIPO-
rpaMMHO-aIlIIapaTHBIX CpeIcTBaX M MHQOpMa-
LVIOHHBIX pecypcax, a TakXe peasM30BaHHBIX
MeToax 3allUTBl. DT CBEHEHMS MOTYT TeM
WIM VIHBIM CIIOCOOOM (TIOKYIIKa, XWIIeHVe ¥
T.IL.), TIOIIACTh K 3aVHTEPECOBAHHBIM B HUX JIVI-
aM, Kotopsle n ocymiectssT HCII.

B XIX Beke Ha3bIBaJIV IUIOXVIX UTPOKOB B TOJIb(,
CBOEro poyia IVIeTaHTOB.

IpefioTBpallienne ymepba cobcTBeHHUKY, Bila-
ZlesIbIly, TIOJIb30BaTeNI0 WMHOpManun B pe-
3yJIbTaTe BO3MOXHOVI YTeuky WHGPOPMaLM
v/ VI HeCaHKIMOHMPOBAHHOIO U HeIlpefHa-
MepeHHOI'0 BO3IEeVICTBIS Ha MH(POPMAaIIIO.

aKIys, KoTopas MMeeT 1ieJIb OIIOPOYUTh TY WIN
VHYI0 GUPMy, KOMIIAHWIO, IIOJIUTIYIECKOrO
KaHAuIaTa " T.I.

MISMEHEeHVe WCXOOHOIO TeKCTa Tak, 9TOOBI
CKPBITH OT IIOCTOPOHHNX €r0 COIe€PrKaHIIe.

npeobpasosaHue MHMOPMALNY, B pe3yibTaTe,
KOTOpPOIo cofepXaHue WHQOPMAIUM CTaHO-
BUTCs HENOHATHBIM JUId CyObeKkTa, He MMero-
IIIEr0 COOTBETCTBYIOLIEro HocTyma. Pesyibrar
i poBaHNs Ha3bIBaeTCs MM POTEKCTOM.

3aH.IVICppOBaHHO€ COO6H1€HT/I€.

SBJIIIOTCSL  Hamboslee  pacIpOCTpaHEHHBIMIL
OHu coBepmIarOTCs 110 KOPHICTHBIM MOTVIBAM ¥
BKJIIOYAIOT B ce0sl KOMITLIOTepHOE MOIIeHHIJe-
CTBO, Kpaxy IporpaMM («KOMITBIOTEPHOE IIV-
PpaTCTBO»), KPaXy YCIyT ¥ MAIIHHOIO BpeMme-
HV, 5SKOHOMWYECKMU IIITMOHaX.

PEKBU3UT JIEKTPOHHOIO JIOKyMeHTa, IIpelHa-
3HAYeHHBIV IS 3alllUThl JTaHHOTO 3JIeKTPOH-
HOTO JOKyMeHTa OT HOAIeJIKM, TIOJTyIeHHbIV B
pesyibTaTe KpuITorpadudeckoro mpeobpaso-
BaHMS WMHQOpPMaIMM C WCIOIB30BAHMEM 3a-



Iroccapuii

aekmponnas
yugpobas nodnuce
(anea. digital signature)

DaeKkmponnbLil
doxymenm

D¢ pexmubnocms
3augumol
uHpopmayuu

D¢ pexmubnocms
3auumol
ungopmayuu

KPBITOTO KJII0Ya 3JIeKTPOHHOV 1M PpOBOT IOA-
IOVICY M TO3BOJLTIONINI  VAeHTU(UIIMpPOBaTh
Bllafieyiblia cepTuduKaTa KIoda ITOIOINCH, a
TaKXe YCTaHOBWUTH OTCYTCTBUE VMCKaXKeHWsI MH-
dopmaiuy B 371eKTPOHHOM JOKyMEHTe.

3T0 IMPOBOV KOZ, (IIOCIIeIOBATEIIbHOCTD CVM-
BOJIOB), TIPVICOEIVHSIEMEIVI K 3JIEKTPOHHOMY CO-
o0IIIeHMIO TS MAeHTUVIKAIM OTIIPABUTEIIS.

IIOKyMEeHT, B KOTOPOM MH(OpMaIs IIpecTaB-
JIeHa B 3JIEKTPOHHO-IIM(POoBOTL popMme.

CTelleHb COOTBETCTBUS Pe3yJIbTaTOB 3aIlUThI
VHbOPMAaIIVV ITOCTaBIIEHHOVI I1eJINL.

CTelleHb COOTBETCTBVSI Pe3yJIbTaTOB 3alIlUThI
nocrapsieHHOV Heym. OOBEeKTOM 3aIlUThl MO-
XeT OBITh MHMOPMAIVS, ee HOCUTeIIb, H(OP-
MaIIVIOHHEBIV IIPOLIeCC, B OTHOIIEHWY KOTOPOTO
HeoOXOAMMO IIPOM3BOAMTE 3aIllUTy B COOTBET-
CTBUM C IIOCTaBJICHHBIMM LIEJISIMIA.
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T'ocrexkommccus Poccun. PykoBopsammit TOKyMeHT. «ABTOMaTU3U-
pOBaHHBIE CUCTeMBI. 3alllyTa OT HeCaHKIIMOHWPOBAaHHOIO JOCTyMa K
nHpopmarm. Kimaccudmkarmyss aBTOMaTM3MPOBAHHBIX CUCTEM U
TpeboBaHMs 110 3aryTe MHAOPMaLII».

T'ocrexxommccyst Poccum. PykoBopsimit JoKyMeHT. «BpemenHoe mo-
JIOXKeHVe TI0 OpTraHM3alMy pa3paboTK, M3TOTOBJIEHVS M SKCIUTyaTa-
UM TIPOTPaAMMHBIX ¥ TEXHWUECKIX CPeICTB 3aIUTHl CEKPeTHO MH-
dopMarm OT HeCaHKIMOHMPOBAHHOTO MIOCTyTIa B aBTOMAaTU3UPO-
BaHHBIX CCTEMaXx Y CPeICTBaX BbIUVCIINTEIIbHO TeXHVIKI».
T'ocrexxkommccus Pocenyt. PykoBopsammit JOKYMeHT. «3alluTa OT He-
CaHKIIMOHVPOBAHHOIO JAOCTYIa K MHMOpMAaIIUM TEPMUHBL U OIIpe-
eJIeHUSI».

T'ocrexxkommccus Poccym. Pykopopsmyit fokyMmeHT. «KoHUernmys
3alIUTBl CPEeNCTB BBIUMCIIUTEILHOV TeXHUKM M aBTOMAaTU3MPOBaH-
HBIX CMCTEM OT HeCaHKIIMOHMPOBAHHOTO JOCTYIIA K MTH(MOPMAaLIU».
T'ocrexxommecust Poccym. Pyxosomsimmit mokyMeHT. «CpeficTBa BbI-
UMCITATEIIPHON TeXHUKN. 3alliyTa OT HeCaHKIIMOHMPOBAaHHOIO J0C-
Tyma K mHpopMatym. [TokasaTem 3amIIeHHOCTV OT HECaHKIINO-
HMPOBAHHOTO JIOCTyTIa K MH(OPMAaITUIL».

I'paxxmanrckum xonekc Poccuitckot Penepartmm. - Y. 11 2.
HoxTprHa nH@OpMaIMoHHON Oe3omacHocTN Poccurickoit Penepa-
mn. YreepxneHa YkasoM IlpesunenTta PP Ne IIp-1895 ot 9 cen-
Ts20ps 2000 T.

3akoH P® «O rocymapcTBeHHOV TaliHe».

3akoH PD «O demepanbHBIX OpraHax IpaBUTETbLCTBEHHO CBSI3U T
VHPOPMALT».

@enepanpabii 3akoH oT 04. 07. 1996 1. Ne 85-D3 «O0 y4acTmu B Me-
XIyHapOITHOM MH(POPMaIIOHHOM OOMeHe».

Depnepanprbit 3akoH oT 20. 02. 1995 r. Ne 24-P3 «O06 nHpopmMarm,
VHQOpPMaTU3aIIUM U 3aIiTe MHPOPMAIIII.

3akoH P® ot 27 HOs6ps 1992 r. Ne 4015-1 «O6 opraHmM3anmm cTpa-
xoBoro fesia B Poccuiickon @enepariyin».

3akon P® or 10.01.2002 Ne 1-®3 «OO 351eKTpOoHHOM IMEPPOBOTL
TTOZITIVICYI».

KoHmenims 3a1imThl CPpeCcTB BEIUVCIIUTEILHOV TeEXHUKM ¥ aBTOMa-
TU3MPOBAHHBIX CUCTeM OT HeCaHKIIMOHMPOBAHHOTO IOCTyIa K MH-
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15.

16.

17.

18.

19.

20.

21.

22.

dopmarvm. Focrexxommeenss Poccum. COOpHMK pyKOBOZAIIMIX I10-
KYMEHTOB IO 3allfuTe MHEAOpMaumy OT HeCaHKIVOHVPOBAHHOIO
nmocryma. - M., 1998.

Konnermms passuris crpaxosanus B Poccurickont ®epepanym. Y-
BepKreHa pacnopsokeHreM ITpasurenscrsa PO 25. 09. 2002 r.
Kpurepym omeHkm Oe3omacHOCTM KOMIIBIOTEpHBIX cmcreM MO
CIIA («Opamxeas kuwura») TCSTC (Department of Defense
Trusted Computer System Evaluation Criteria, DoD 5200.28-STD,
1983).

Metonmnka OCAO «/Hrocctpax» Pacder n sxoHOMIM4Yeckoe 000CHO-
BaHVIe TapMQHBIX CTABOK II0 CTPaXOBaHWIO MHMOPMAIIVIOHHBIX CIUC-
TeM. - M. 2001 r.

INocranosnenne ot 26.06.95 Ne 608 «O cepTmdmKalmm CperacTs 3a-
IIWTHI MHPOPMAITII».

ITocranossienne ITpasurenscrsa ot 24.12.94 Ne 1418 «O mieH3mpo-
BaHWVI OTJIEILHBIX BUIOB [1eATeJIbHOCTI».

ITpaBwa crpaxoarmsa nH@opManoHHBIX cricteM OCAQO «/Hroc-
crpax».— M., 2001.

Pykopopsmmit  mokymMeHT. CpefcTBa BBIUMCIUTEIFHOV TeXHUKIAL
Mexcetesble skpanbl. 3aminura ot HC/I. ITokasarenu samuineHHO-
cu ot HCJI x medopMmarmt. - M.: I'ocrexxommccns PO, 1996.
Cranpapr 150:17799-00 (Cranmapr BermkoOpwranum BS 7799-95
«[TpakTudeckme mpaBwiIa yIipapjleHMs WHPOpMaIoHHO 0e30-
TIaCHOCTBIO»).

Monoepaguu, yuebnaa aumepamypa

1.

2.

ABTOMaTVI3MpPOBaHHBEIE MHMOPMAIIMOHHBIE TEXHOIOIMV B 3KOHOMVI-
ke/Ilom pen. VI.T. TpyOwmsa. - M.: @uHaHCcH 11 cTaTmcTika, 2003.
AHaIIMTUKO-CTaTUCTUUECKUTI 0030p 0 mesrernbHOCTH 155 cTpaxoBbIX
xomraummt Poccum 1o mroram 2002 r. - M.: LleHTp 3KOHOMMYeCKOro
a”Haym3a areHTcTBa «VHTepdaxc», 2003.

ApxurioB A.Il, I'omermta B.b. OcHoBbl cTpaxosoro memna: Y4eb. 1mo-
cobne. - M.: Mapkert [1C, 2002.

bessybues O.A. O Mepax 1o 3ammTe MHMDOPMAIIMIOHHBIX TEXHOJIO-
IVIVI, MICIIOJIb3YEMBIX B TOCYyHapCTBEHHOM yiipasieHuu // busaec n
6e3omacHOCTh B Poccum. - 2003. — Nel.

Buxopes C.B., Kobues P.IO. Kax y3HaTh - OTKyHa HaIacTb, VIV OT-
KyZa MCXOOUT yrpo3a be3omacHocTr mHpopMmatvm // KondwmeHr.
-2002. - Ne 2.
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Bonkosckum B.V. Yrpossl mHpOpManmoHHOV 0e30I1acHOCTH: ITO-
cencTBust Hem3bexHbl. // busHec n GesoracHocTh B Poccumm. — 2002.
- Ne 1.

Bornkosckui B.V. DxoHOMMUecKass 0e3011acHOCTh M MHQOPMAIIVISL
/ /Bbuszec u GeszomacHocTh B Poccum. - 2002. - Ne 2.

lavxosusa B.IO., Ilepmmr A.FO.Be3omacHOCTh 371eKTpOHHBIX OaH-
KOBCKMX cucteM. - M.: Enqunas Esporna, 1994.
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puckamm. — CI16.: Mrxaxos, 2000.
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OoHHBIX cucTeM. - M.: Topsauas jmmams - Tentekom, 2000.

Kocapes A.B. MudopmanmorHas Oe3011acHOCTB: OIleHKa pa3MepoB
pucka // CoBpemeHHbIe 0Opa3oBaTe/IbHBIE TEXHOJIOTMM TIOATOTOB-
KU CIIeNVaJIICTOB B 9KOHOMM4Yeckmux Bysax Poccum. Y4, - M.: Ou-
HaHcoBas akagemus, 2001.

Kpasuenko C.B. VMudopmarmonHas: 0e3011acHOCTb IPeqIpUSTUS 1
3aIrTa KOMMepPYecKor TarHel // DKOHOMMKA W IIPOM3BOACTBO. —
1999. - Ne 3.

Menpuukos B.B. BesomacHocTh MHpOpMaIMM B aBTOMAaTU3MPOBAH-
HBIX cucTeMax. — M.: ®uHance! 1 Cratncruka, 2003.

Myp M. Orkyna vicxoour yrposa. // Dkcrnept, LHudposoit mup. -
2002. - Ne7(23).

ITanacenko C.II., Batypa B.Il. OcHOBBI KpunTorpadumu fajist 3KOHO-
mmictoB: Yueb.rmocobme / Ilom pen. JI.I. Tarapuson. - M.: OuHaHCE
u craTuctmka, 2005.

ITetpo A.A. KommprorepHasi 0e30macHOCTb: KpUIITOTpadpudecKiie
Metonsl 3ammTel. — M.: JIMK TIlpecc, 2000.

Ponmonos V.U, I'mizsspesckum P.C., I1BeTkosa B.A., 3aaes I'.3. PbI-
HOK MH(POPMAaIMOHHBIX yOIyT 1 nponykros. - M.: MK-Ilepuonmka,
2002.
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Pomasnert 1O.B., Tumodpees I1.A., Ilarsrua B.d. 3amura nadopma-
LMV B KOMITBIOTEPHBIX crcTeMax U ceTsx. — M.: Pagmo u cBasy, 2001.
Cumonos C., Kosyppiies I1. Obecrieuenme madopmaronton 6e3o-
IIacCHOCTM B BBIUMCIIUTEIIbHBIX KoMmiulekcax //Jet Info. Mrdopma-
nyoHHBIV OroruteTeHb. — 2002. - Ne 4 (107).

IIepb6axos A.IO. KommbpioTepHas 0e30I1acHOCTD: TeOPWS U IIPaKTH-
Ka. - M.: Hoymmxk, 2001.

®ponos K.B. n ap. besonacuocts Poccym. - M.: MI'® «3HaHme»,
2005 r.

I'epacumenko B.A., Mamok A.A. «OcHOBBI 3aIIUTHI MHPOPMALINN»,
TITTO «M3Bectust», 1997 r.

Munocnasckasa H.I'., Tonctonm A.V. VIaTpacetn: moctyn B Internet,
sammra. - M.: OO0 «OHUTU-IIAHA», Mocksa, 2000.

INpockypun B.I'., Kpyros C.B. ITporpaMMHo-anmapaTHble cpeficTba
obecrreueHst MHAOPMAIIMOHHON Oe30IIacHOCTHM. 3aIlyTa B OIepa-
IIMOHHBIX cucTeMax. — M.: Pagmo u cBsi3p, 2000.
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